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Abstract  ldentity authentication is foundational to ensuring that only legitimately authorized users
or devices can access protected resources. As cloud, 10T, and edge computing blur traditional perimeters
and enlarge the attack surface, static username-password schemes fail to satisfy modern security
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requirements: they lack dynamic behavioral assessment and remain vulnerable to phishing,
man-in-the- middle attacks, and credential reuse. Zero-trust architectures respond by enforcing ““never
trust, always verify,”” re-evaluating identity and authorization at each request. In practice, zero trust is
frequently paired with multi-factor authentication (MFA), which raises assurance by combining
heterogeneous factors such as passwords, biometrics, digital certificates, or device identifiers. However,
this combination introduces two persistent challenges. First, MFA compels frequent disclosure of
highly sensitive attributes—e.qg., national 1D numbers and biometric features—to verifiers that may be
partially trusted, creating significant privacy risks. Second, continuous verification generates
high-frequency authentication events which, if linkable across sessions or services, enable correlation
attacks, user profiling, replay, and timing analysis. This paper proposes an anonymous, cross-round
unlinkable MFA protocol that integrates zero-knowledge proofs (ZKPs) into the zero-trust setting
while explicitly modeling mutual distrust: not only does the verifier refuse to accept unsubstantiated
claims, but the prover also refuses to disclose plaintext attributes. Instead, the prover completes
authentication via cryptographically protected, non-interactive ZK proofs over committed or encrypted
values. This bilateral stance aligns with privacy regulations and user expectations while preserving the
operational goals of zero trust. We design two dedicated, well-structured Sigma-protocol instantiations
(made non- interactive via Fiat-Shamir) for two common identity factors. For national 1D numbers,
we extend the Schnorr protocol with a per-round secret-key update mechanism that derives a fresh
public key in each session. The resulting public keys are unlinkable across rounds, achieving
cross-session anonymity while attesting format validity, registry membership, and non-revocation
without revealing the identifier. For facial features, we introduce a zero-knowledge construction for
cosine-similarity matching: by committing to auxiliary variables and mapping vector similarity to a
structured constraint system, the prover demonstrates that an encrypted high-dimensional feature
vector lies within a specified threshold of an enrolled template, without disclosing either the vector or
the threshold. Because similarity is expressed as constraints over committed vectors, the approach
naturally generalizes to other biometrics that admit vectorization and fuzzy matching. Our protocol
unifies anonymity, validity, and unlinkability, while avoiding the circuit-conversion burden and heavy
cryptography typical of general-purpose ZKP frameworks. Under 2048-bit parameters, the
national-1D factor achieves sub-0.1 ms computational latency with communication below 512 bytes per
round. For facial authentication with 1000-dimensional vectors, the structured proofs dramatically
improve efficiency relative to general-purpose ZK approaches: proof generation is reduced from over 30
seconds to milliseconds, verification from over 100 seconds to milliseconds, and communication from
over 100 MB to under 0.5 MB—corresponding to approximately 98% savings in computation and 99.75%
savings in bandwidth. These results indicate strong scalability for high-frequency authentication in
zero-trust deployments, including resource-constrained devices and high-concurrency settings. By
embedding non-interactive, factor-specific ZK proofs within a mutual-distrust model, the proposed
protocol reconciles continuous verification with stringent privacy protection. It enables practical, cross—
round unlinkable MFA without exposing national IDs or biometric templates, thereby reducing
correlation risk and enhancing deployability in privacy-sensitive zero-trust systems.

Key words zero trust; zero-knowledge proof; anonymous authentication; anonymous credentials;
privacy computing
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Background

This research addresses a critical challenge in the domain
of privacy-preserving identity authentication, with a focus on
developing
authentication protocols suitable for deployment in zero-trust

anonymous and unlinkable  multi-factor
network environments. As modern systems increasingly adopt
zero-trust architecture (ZTA), authentication mechanisms
must not only enforce continuous verification, but also preserve
user privacy across repeated access attempts. In such settings,
identity verification often relies on sensitive factors such as
1Ds
conventional methods typically require the prover to disclose
these attributes in plaintext, leading to privacy risks and

vulnerability to cross-session correlation attacks.

government-issued and biometric data. However,

While generic zero-knowledge proof (ZKP) frame-
works—such as zk-SNARKSs, Bulletproofs, and STARKs—
their  high
computational complexity often makes them impractical for
real-time, high-frequency authentication. Similarly, although
anonymous

offer strong cryptographic  guarantees,

credential systems and privacy-preserving
biometric schemes have made progress, few existing solutions
achieve a strong balance between efficiency, anonymity, and
unlinkability under a multi-factor and zero-trust model.

To bridge this gap, this paper proposes a lightweight

authentication protocol that instantiates Sigma-protocol-based

zero-knowledge proofs for two common identity factors:
national 1D numbers and facial features. A key contribution is
the introduction of a mutual distrust model, where not only
does the verifier distrust the prover, but the prover also refuses
to disclose raw identity information to an untrusted verifier.
Instead, is performed through a
randomized, encrypted proof that ensures session-level

each authentication

unlinkability while maintaining correctness and security.

This research is supported by The 2023 Changsha City
Major Science and Technology Project of ““Challenge and
Response”” (Project Number: kq2503009). The project targets
the development of secure and trustworthy open industrial
numerical control (CNC) systems, and this paper addresses
one of its key technical challenges: achieving efficient and
privacy-preserving identity authentication between hetero-
geneous devices under a zero-trust architecture. The goal is to
enable secure inter-device communication without reliance on
pre-established trust or centralized credentials, ensuring both
robustness and scalability in complex industrial control
environments.

The solutions presented in this paper build directly on these
foundations and contribute a deployable, high-efficiency
identity

protocol component to the broader zero-trust

infrastructure envisioned in the national project.





