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Abstract With the widespread adoption of open-source projects, software developers have become

increasingly reliant on third-party libraries (TPLs). This reliance greatly accelerates software
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development, yet it also introduces potential vulnerabilities contained within these TPLs, thereby posing
significant risks to software security. Consequently, accurately identifying the third-party libraries used
in a software project has become a critical research topic in the field of software engineering. Current
Software Composition Analysis (SCA) techniques for C and C++ programs can be broadly
categorized into two types: global-feature-based and key-feature-based approaches. Global-feature-
based methods typically extract and compare comprehensive representations of entire TPLs, which
enables wide coverage but often suffers from noise interference. As a result, such methods tend to
exhibit poor feature robustness and high computational overhead during detection. In contrast,
key-feature-based methods aim to enhance detection robustness by selecting core functions that are
semantically representative of a TPL. However, existing approaches often overlook the semantic
structure of functions and fail to effectively distinguish truly representative core functions from
non-essential ones, leading to inaccurate dependency identification. To address these limitations, this
paper proposes CentSCA, a novel C/C++ SCA method based on centrality analysis. CentSCA leverages
code-attribute filtering to eliminate non-core functions, including duplicate, trivial, and widely shared
common functions. It then constructs a function call graph for each library and employs centrality
analysis to identify key nodes that carry the core semantics of a TPL. These central nodes are treated as
semantically meaningful key functions that best represent the library’s unique characteristics. By
matching these core functions with those in target projects, CentSCA achieves accurate dependency
detection with improved robustness and scalability. To validate the effectiveness of CentSCA, we
constructed a large-scale real-world dataset containing 510 open-source projects and 1,016 dependency
relationships. Extensive experiments were conducted to evaluate the detection performance against
representative state-of-the-art tools, including CENTRIS and OSSFP. The experimental results
demonstrate that CentSCA achieves an F1 score of 0.72, outperforming CENTRIS and OSSFP by 26
percent and 5 percent, respectively. Furthermore, in a real-world case study of software supply chain
vulnerability detection, CentSCA reduced the number of false positives by 35 compared with OSSFP,
further confirming its practical utility in real-world security assessment scenarios. In summary,
CentSCA provides an effective and interpretable framework for fine-grained third-party library
identification in C and C++ software ecosystems. By integrating structural centrality analysis with
semantic-aware function selection, it bridges the gap between coarse-grained and semantic-level SCA
methods. This research contributes both a theoretical advancement in dependency detection methodology
and a practical tool for improving the security and maintainability of software supply chains.

Keywords software composition analysis; centrality analysis; code semantics analysis; open source

software; software security
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@ WHTFHY https://www.redrocket.cn

@ #F}EME https://checode.cn

@ Black Duck.https://www.synopsys.com

® Pesx?2 https://github.com/pexs2 /pesx2
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void MatchFinder_Reduceoffsets(CMatchFinder *p, UInt32 subvalue)

r
L

p->posLimit -= subvalue;
p->pos -= subvalue;
p->streamPos -= subvalue;
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@ libehtr https://github.com/libchtr/libchtr

@ OPENCTM https://github.com/Danny02/OpenCTM
(® minimp3 https://github.com/lieff/minimp3

@ QCodeEditor https://github.com/zeux/QcodeEditor
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to reuse existing functionalities, greatly accelerating

development and reducing redundant work. However, this
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practice introduces significant security risks, as latent
vulnerabilities within TPLs can compromise projects.
Accurately identifying TPL dependencies is therefore essential
for timely security responses. Software Component Analysis
(SCA) technology serves this purpose, helping developers
detect TPLs and enhance system security.

While many languages like Java, Python, and JavaScript
benefit from official package managers (e.g., Maven, npm)
that generate clear Software Bills of Materials (SBOM) for
dependencies, the C/C++ language lacks such standard tools.
Existing C/C++ SCA methods fall into two main categories:
those based on global TPL features and those based on key TPL
features. Both detect dependencies by matching features
between the TPL and the project.

Methods using global features attempt comprehensive
information capture but often suffer from sensitivity to noise
and code changes (e.g., OSSProlice’s reliance on directory
structures ), leading to poor robustness and high costs (e.g.,
CENTRIS’s pairwise function comparisons struggling with
complex clones). Methods based on key features, such as
OSSFP, aim for improved robustness by focusing on
representative functions. However, OSSFP’s filtering process
for identifying these “core functions” lacks crucial
consideration of code semantics, hindering the accuracy of core
function identification and limiting overall detection
performance. The current state of C/C++ SCA is thus limited
by insufficient robustness, scalability, and the inability to

accurately capture the semantic essence of TPLs.

This background highlights a critical research challenge:

How to accurately locate TPL core functions that truly
represent key semantics, specifically based on function
semantic features?

To address this challenge, this paper proposes a Software
Component Analysis method based on Centrality Analysis
(CentSCA ). CentSCA enhances key function identification by
first applying standard filtering, then generating a Function
Call Graph (FCG) to represent code semantics. Centrality
analysis on the FCG identifies high-scoring functions, which
are then intersected with filtered functions to precisely
determine the TPL’s core functions. Dependency detection is
then performed by checking for clones of these semantically-
derived core functions in the target project.

Evaluated on a real C/C++ dataset with 1016 dependency
relationships, CentSCA achieved an F1 score of 0.72 after
parameter optimization. Ablation studies confirmed the
necessity of CentSCA’s core components. Compared to the
state-of -the-art C/C+-+ SCA tools, CENTRIS and OSSFP,
CentSCA  significantly improves detection effectiveness,
increasing the F1 score by 26% and 5% respectively. This
demonstrates that CentSCA’s semantic-aware approach to key
function identification successfully addresses the limitations of
existing methods, advancing the state of the art in C/C++
software component analysis.
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enhance the effectiveness of software supply chain analysis in

C/C+-+through centrality analysis methods.



