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Abstract  With the development of mobile internet and mobile payment, NFC ( Near Field
Communication) attracts service providers, banks and manufacturers’ attention because its
natural safety properties and convenience. For the reason that NFC involves mobile payment and
sensitivity information transmission, it has also gained security researchers and attackers’
increasing attention. Although many work on NFC security has been studied currently by experts
and scholars at home and abroad, there is no a thorough and detailed analysis on current research
progress and development trends of NFC security. To solve this problem, the paper analyzes and
summarizes the latest overseas and domestic research results, and prospects a further research on
NFC security. First, the paper introduces NFC’ s basic features, communication process, protocol
stack, operation mode and so on, analyzes security threats faced by NFC, including communication
security, security vulnerabilities, secure element, malware, phishing and so forth. Second, the
paper summarizes the research status and progress of NFC security by analyzing the related

research work. Finally, from the point of view of security threats, the future research directions
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cover research contents and methods about secure channels, vulnerability discovering, secure

element, malware detecting, malicious content detecting, mobile payment and so on.
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LKy 1B RABAT AR IO A AR 1 AL X
NEC A Sk 1 % B8 1% B AT N — MR 46 N 2
Biae A L e U P AR B R RS R
(ED A8, W AR R i A 4R A0 P 0 R ASURA 2B 9 A
AT H.

Bt R RE THLE S AT W AR o ih
MAEGEH PC V-G BB 31 5. M4 F-Secure 52
K% Fl Sophos LK = I HF 7T R4 P9, 5 PC ¥ &
FA LG 7 2 °F 6 0% A R 80 JL T W] D2 {H

TR B HRAT 2R GeA7 A6 9 T I A0 55 09 2 e it

@  Vulnerability Summary for CVE-2008-5825 EB/OL]. http:
//web. nvd. nist. gov/view/vuln/detail ? vulnld = CVE-2008-
5825, 2015,1,9

@  Vulnerability Summary for CVE-2008-5826 [ EB/OL]. http;
//web. nvd. ni st. gov/view/vuln/detail ? vulnld= CVE-2008-
5826, 2015,1,9

@  Vulnerability Summary for CVE-2008-5827 [ EB/OL]. http:
//web. nvd. nist. gov/view/vuln/detail ? vulnld = CVE-2008-
5827,2015,1,9

@  Google Android NFC Bluetooth Simple Pairing Message Denial

of Service Vulnerabilityl EB/OL]. http://www. securityfo-

cus. com/bid/68470, 201 5,1,9

e SRAA LR FAME AR LEB/OL]. http: //www. wooyun.

org/bugs/wooyun-2010-059796, 2015, 1,9

© “TEBAME LN EB/OL]. http://www. isc. org. cn/
hdzt/feyrj/listinfo- 4196. html, 2015,1,9

@ Mobile Threat Report Q1 2014 [ EB/OLT. http://www.
f-secure. com/ static/doc/labs_global/Research/Mobile_Threat_
Report_Q1_2014_print. pdf, 2015,1,9

® Sophos Labs. Security Threat Report 2014 EB/OL]. http:
//www.sophos.com/en-us/medialibrary/PDFs/ other/sophos-
security-threat-report-2014. pdf, 2015,1,9
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il
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Bt SUPIE S

MicroSDJj %

3 3% SE 1y NFC 4 i e 1

HOEIF IR Android #:4FE R 48, H A% 8l & o 545 £
SHZNRAGEELSE FEBIBREREFE RN
AR B B IR R, AR R 2R 0 R SRR 1Y BT O 4l
0, 2014 FH—FE FHLE R AFR LK 63. 9%,
PR 1 RE TFHLIA LR 1 71,526, MR 4% 360 HHK
W 22 4 Hp & A G (b [ RS 3h S AT e R )@ B
A NFC AT RE M S AT 5 8t i B 3l SO AT T it
6 B H A NFC AH G . a0 NFC R4, e SR
o R PHEIRBLT TR — B3k 38
P N R 15 9 A P 8 NFC B & 3T
2T F P 8 T HLRE 8 Sk Bt & i < BRGERRL Y. 2014
11 AL AVL % 2858 H B © & B — 3 F i NFC
T 5838 R 0 % 2 50 38 R 1 O B
LATE—> NFC Tl L, Yo % T-+71% NFC T4l
BRI 3% M W B 52 R (bip !-card) , 8 AT LUE &
R RE. T NFC A HiT NFC R 9 4
J7ANE K R NFC H A B8 2 R I s sk 1
PRIE NFC SZAY 42 4 1 SR BRI 7 1) 2 —.
3.5 MEHa

Do 265 ) #0510 o A A 1 B
25 I 38 T VR R 55 5 BRI A 2 TR 2 T Bl
19 P v 0] s O BN A IF 3T U E B &2
e AT SRR L B 2T BUH P B RL U B R £5
RO A, Bk & O — R AR bR 4 Ko 4
T ASEE R RAE FT P BT JC R 0 BRI i Y
FAh, — Bl A% AR 4, T REFT T 0 0 s i 5 At
2 L R A R

B T UL X NFC $AR 1 42 42 gl b A 45 i
22 4 B B N 286 2 4 W o 28 4 S 5 5
XEAREANAET.

O Y G o e o e o B I I WY 4 SN < 8 7

W 25 3 4055 7 T 28 T NFC SR T I 1922 42 B
b A 6T 3 822 2 W o T SN B A TR Y
58, R4 NFC 22 158 1 BUIR.

4 NFCZE£ffRMIK

B F NFC $ A 19 1l & 8 Hoe 4 1 32 3ok
22 10 D R B . E Tk BRI R B WS N B AT
Xt NFC % &R LM T KBNS T —
SE (328 J T TRDKE i BECER () 0 48 Uk A 28 AH 56 BF 9%
.

Haselsteiner 28 A" hIERE fil X Token, ZL 4/
AT BT 3 AR 5 543 B T NFC T I 1 8k
0 G0 FE K B B /B IR /48 i b )N i A O 4R
W7 A T | BRI A5 B AR e LT X e 4x e
TR — A NFC 4 TEL .

Mulliner™™ # t} —Fh 3 £ NFC [ zh FHlL %
SR 05 ¥k Ll ad X NFC F R 40 f NFC 2 11 53]
AR LR AT I, & B T K SR i T i, Herp—
ST )P R R 4 PN 2 Bl B o A e s
SEUR T IR 45 44 0 45 8 R Ik 5L APP, 3 1
FBRFAME R 55 L 36 0T i /E NFC 8 DL K 44 5 W JE
NDEF $t#i i 17 DoS Boiki. 1% 05 ¥ R F LAl i
03 0 AT AL TG S B A Bk RE SR R R A

2014 4R — M 2 2 K FHL L 2 M5 [EB/OL]. http://
sl. nq. com/f ile/cnnq/download/2014Ql. pdf, 2015,1,9
T E R B A& E [EB/OL]. http://aqvs9knlja. 15.
yunpan. cn/lk/Q 4UgpLKMLV9Xq. 2015,1,9

NEC FHL: Bk 223 K [ EB/OL]. http://blog. avlyun. com/
2014/11/1668/nfc-phone-fee-consumption/, 2015,1,9
Phishing[ EB/OL]. http://en. wikipedia. org/wiki/Phishing
2015,1,9

® ©

® ©



6 4 T EVE S A R B AT R S R A 1197

A ] SRR

Van Damme %8 AT — 4405 NFC 1
LMY RS, I Nokia6313/2 EIF & T — 4
NFC 3 32 AF 8 Fp Forp i ] 7 3k 5 PKI(Public
Key Infrastructure) 4% @ Pp U » i Ja b 45 5 iE
AT VPAG . 3% 7 28 2 DB 180 19 71 B2 %F NFC 3 A28 42 i
TR o 38 2ok 0 %% T B 2 3 I — 1 IR 8] T 4.

Jara % A"V A RFID j&—F R BT & £ 9A
WERY M P )7 2 17 B B NFC |l 43 7% A 4 4 [n)
Bk NFC 35 K 3 B 4y YIE | S2 A 5 1) 331, At 7] &7 56
A 4% 15 3035 RSA PEAL T NFC % 4 (Google
Nexus One . PDA Acer N30 %) 47 JF %F B8 28 J7
ZENRE 7. AR EE 2 Aar RS R B (R]HE B L 4 5 0
AN [F) 9 5 B B RN B BE R AT VRN . e ] 4
TR EE X AR N O ZE a0 RSA 84 3k 225 41 |
TSR X B 1 A 2 i I AES 4% B B0 10 IR A %
BT 5T SR B R BB K R K DL AR IR
5 11 B[] 2o

BLAE N OR B AR A i e T T NEC
ST TR DA R 45 A 1 e 22 1) B8 U L i R
AT RGN BRI R B L T b T A
14 22 4 W RN o 3 57 B Je N2 A BOR Bl
PR AN J7 T4 H AR I 1) 8 B XoF A SR . 1% 7 58 DA R
VSR B 3 At NFC S22 4 FAH DG HE it 75 28— 8
4 DTl RT3 TIE.

Miller "' fifi Ffj 3& F A& B A1 728 5 5K W& 45 & 1)
Fuzzing $ A X Pp 1802 F0 ;B Z 005K, A Sulley
52 AR S X ) B A logeat HEAT M 458 5, A 3L
TR %05 AR R 3k AR RS S 2
B B 7 VA 1 DU 4] L X B AR 4 SO 2R
L P SR A 32 0 3P 8] e A L T X B R S )
=T B R —.

Ghag M\ NFC [ B E o T H0HE FE %
B I PR T A R AL e iy T
VEIE BT A W 3l S ATl Tk 0y 28, A4 ik A XY
fif e J7 58 T SIM R Ik 7 F8 R BE T % 2 A7 4
R R DR B8 SR 2 AU R 1 A R R AT
I3 A FPEAR

Wiedermann ™ & — 3T Fuzzing AR M
T2 98 4844 , I I & — A~k T. B Fuzzing-to-go, £
% Android NFC API fl NFC APP #4743, {#
Sulley A& B3 F 451 K Intent & 364 3 %F 7 4~
N BEAT IR, & BT — 28 DoS Y il. % 5 % ok
Sulley #) kR W5 7 20 %8 B F LI W B 3 1A

I B T B LA B — N AR HR LI 40 1Y logeat 5
HH A& R %07 k4 Android R G2 F1 APT A
MRV 8 PT BS A P 2.

Gummeson & A" & —Fp 3L FRE R NEFC By
P AT IR & T /NI4T ”EnGarde,
A AT OG5S T8 8 NFC B8 B, 45 44
BOW SRE R EUR S R AT S
B BT 5 B A BE X NFC 28 AT 58 [/l % 5
G BRI — 2 W R AR

Roland £ %} Android ¥ & P Fp g sk it 1
424250 Secure Element 48 #25°7, 4% Android
ALl 2% A1 Android F-HL. ZE UL 2% AT LA A St ) 4 A
PR Java Card i 5 45 1Y applet 7%, N H 72
F ¥ Rl L A SE B0 & IO L 32 1) SE Bk,
W R AL FBEAR T SE N 2 15 I8 & 19 &2 4% B AN
.

T A" £ %) Android £ 48 fl Windows
Phone R4 %8 2l Z i V- &5 \NFC 55 = J7 v H R 7
AT T R ry iR, ok ACS ACR122U
PRI B et (K Y Y (NS & )
R IR 32 48 . 9F & B T W F B gh 4T Wil 3 3
FTHF 5 = 07 Iop F R I i A 25 s oK 01 1) w1

SCHRL6-7,20-21 [N % 2 fF 1B . B NIk & 4
AT AT 1 5T NEFC (1955008 1% 548 42 2 MBI B
TEV B £ BE BEATORSE L SR A O A AR RIS 2 . A
TF SR AR 50 SCHRC22 N T 100 A B8 E A7 I 3L 3L
FRIBART . SCHRL23 52 B T — >3 8 X ok ok
NFC 32T & e B — 8 B 5 08 3L /7 22 2% s n
WRR I A A b A B ) RS SCRRL17.43.46 35 2
AT IR 25 40 1) £ BE 25 0 B NEFC (44 58 7 A
AL IR, L {H SCRR 17,43 Al B a0 3% 490 4y 3t
W L BORLRE , HALET X Android -6 A %K.

MEEAE 5 NFC 058 TAE AT 53 2k ik F B
FEG A8 43 DA i 19 ff1 B2 NFC 1y i 58 T AR il &
TAZHE ARSI NFC 2 AR BT ST RS
S 1 2 A T BCE 2 A B R IR AT R X R A Y
Tl B 22 4 B AR R R 7 0 e T 58 B e B A T R
16 52 12 4 [ A it L SR 5 A A SCik[17, 22,
43,46 AR, X 28 SCHR A ] Fuzzing I3 45 £ R
248 NFC AH & 2 7 19 22 4 U T S 3 IR O 1) 42
Pt 8 R T R A8 52 0 3 R E Y NEFC H2 AR A1 5
L A RO R R TAEMP R R 2 EH
) NFC p IR 7 - R G55 BHA — & Wi 5 k.
WIS TAE B e R SR B IS B BIE &
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B NFC 2 42 Y Il 0 FH UG I 3 B 1 461 2R B8 5% i J
R A ek ) AL A ok A S 0 T 3R T B AR R
R P 16 52 5 it 0 1517 40 7 €. DA A0 ) £ B NFC 7
g% TR EE o F g % 5 s i b B R B
AT VN 0 B 9 S 9 LR ) AP R A o A R
GVl B RS i 45 L 1 A oY AR D OSCHk[20-21
23-44 1A AR 32 A 5 RN 4 R S BE T RIE
NFC 38 {5 i 8 b i) 8046 % 4, B 1k 8ol s 8
8 5 25 44 0 T B Lk B0 e o AR L 1 DR AL
T 1 78 H V5 B N AR I BTk F B 1k A NFC
J5 2 A N A RS i R NFC R R 25 Y
AR A e B AR RE I B O LA R AR
PSR T F R 3 AN A B Dy NFC i i R 42 it
AR, ST T AR W AR SO R, W7
NFC R4 FH 2 7 46 1 3o H F T & B B, i AU

b I e 4 5 AR R it s K B 43 T A R SR AR T R
2 A5 TAE W K R Dy 1) Al 3.

DI EJ& NFC $# R 2% 2 0F 57 £ 2t B A4
ARy . B B 3l SCA AL NFC = HL 10 3% K i 4
J7 AR NFC $ AR 1Y 22 4 g0 F 4k KO K AS T 3
BN NS B SN R S R T
NFC A% 5 A . o NFC R FH A2 A 45 42 it
AR

5 REHIFETTME

i i A NFC 2 2 i F 58 AR A 20 A NFC £
AT 42 42 g0 - 8 NFC % 2858 TAE /0 5 4
W AR R SRR R G 4 AR P A
Wt 4 SO 4 A 4 R,

;Cm%%%ﬁ)[@wiﬁﬁé%%]C%@?é)[%@&%ﬁﬁﬁ%f

L FIRR 2 4

| (BanmieRgisa)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

,,,,,,,,,,,,,,,,,,,,,,

Kl 4 NFC %20y TAE

B {7 22 42 3 3ok 7] AT B8 (Trusted Execu-
tion Environment, TEE) F1# 3l 7] {5 £ £t (Mobile
Trusted Module, MTM) 3k 52 3. TEE /& GP(Global
Platform) 20 2L 31 (1) — Ff 22 4 KSR @, 7 T4 g i
Y FE AL g b i DR BEUREIHE A L A B DR S
BRAEAL T — A AT A5 2R B8 . B O AU 2 A A
(Trusted Applications) 2 it 27 4 19 128 47 ¥ 5%, I X
LA R 5 DR S Tt ML 2 e R e N U [ 4
gz 34, MTM®@ 2 TCG(Trusted Computing
Group) BT I T % 8l B8 9 19 % AL 303
LA B A B B K s Bl R i 5. TEE
I MTM J& GP #l TCG £ 41 )B4 531 51 %) 7 3y
FE B R I A R T & H TR 2 68T RY
WM T B O E TR R (H X SR R 2

He R AR T B B 1) B 1 5 o s B T £ o B A
R G ST 3 BUE B 0 Sk A7 AR 2 A XU L PR e I
ARECRIUE AR L 12 A7 I 31 55 30 58 (9 T 5. an ] 823 5¢
BB AE TR B R R A H R 2R U A
Al L R E TR R B R P E AR
JEEA S A TR Y ) A 22—, S AR DAIR 2 B
1y Ll i 3o )2 V2 B2 AR Y 07 S R 2R
SRR RGBT 0 5 AL th Tl
VB 3T A E I B LA DO EF G

@ Trusted Execution Environment [ EB/OL7]. http://www.
trustedcomputing group. org/media_room/news/253, 2015,
4,27

@ Mobile Trusted Module [ EB/OL]. http://www. trusted-
computinggroup. org/resources/ mobile_ trusted_module_20 _
use_cases, 2015,4, 27
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ML AR B 15 Bl A5 AT 5 1 1% 38 5 BOA B 3™
B R T AT XS AT RE PR R AT IR A
MIBEFE. M Ah » R Ge i AT I 2 1) 56 B P i i 2 P fR
TIOA T LA P M L DL b o T A I
B[] JLRF 5% PN 25, SE B el 5 & sl o e
ST TERE A O PR UE T 22 A i A
Bl R 5% 4, Yl Android RS R ], — %
FLFE N AZ V5 B2 AL L V0 S AL AR A A AL
BT A WL AR U o) 4 1 AL ) A 5 B O DIIE A
B B DR AR D 2 11 A D UE S B AR i
[') AL 52 AN M R 1) 2 AR R T A 27 Il L R A
F18 7 e 4 1 SR % o B T AR I G 155 3 A R 1) 22 4 KUK
ERIEBNBIEREL2NZLOEARAZ - &
(sandbos) HLHI 7% &k T S B [6) B FH 2 ) A ok
i 22 8] A A LB S, DR IE N R T TG 5 IR A 4%
R 72 490 % U5 5 3 Al pi A% 1y 1 9 0. Android &
il A Dalvik HE#AHL A Linux (1 3C 4R Vi [a] 5 i >k
SEPRYD AL AT AR B AR Y A0 SR AR S R] R g8 R
U a8 2 A N FH R Y A9 9 R U L7 A A manifest
SO AT P B RCRR B A = uid. AL RR S £ AL
J& Android R 40— A>T 81 % L HLHSY AT AT —
AR PR P AE 48 A Android 57 B IR (2% 58 15 .
W GE R B OR AF) Z F R 4 20 £ HT 1) Android
R4 A . 1F Android RGEHEHES B R F
5 AT 1) R0 FH A I 0 9% 8. BT 2 4 PL S R AR
JiF A 42 %3] Android F 8 H 1 I AR P #R 0 A A
— B L BT UE A T AR TR AR T R AR
H AN T Z R EE R RAA Y0 HRT N
B2 44 5 W ICORCRR A o A8 i 850 2% 44 A
[, Android REFEA HEAL. LU EJE Android R4
FER L RHLE] A R EE R SR % 2L IR 52
S AH A T B EAR BT RS Wl B2 A i AR A
BLH SR ARIERS S BVE R G L 2 R TN A
f AR P 22 4 0 90 A 45 42 A IR 42 48 L &2 4
BB DR A A L e A T TR A7 1R R T A
AR R U O B R P 8 A2 A it R i
P75 AN R B N R P A ) R
Z— s AR X AR N IR Ve Ve SE L By 1k
;AR 7 AT I 4 136 . R AT L A A AR &5
G EERAE DR L R e 0 VA AL R N TR AL R
Bs A 46 0 R P A & B L B A VK 5 A
TURAT B A FLOR AP, B 1k B B R 32 ORI 18 2l 55
MG RRERAE W AT 5 YR AL 0 | B DGR S N
Ty 22 A WF IR 0 H bR 02 DR 37 SR B s A T AR P

VEATS 8 A AE 1) % 2 Tw R B 1k R R/ JH K/ 53
W S5 390 [ A L S B AL AR 1) AT 5% B A K A S T I
A4

B e 4 V0 BB I 0 A R Sk B R R
AR VR YTIE A RPN A e Bt
B A N 5% R B LR BHE B R AL S 5 )
TE2E 4 1 2 24 B35 B L 500 PR el ARG A 5 4 o] 52
S A RN B UE 5 AR U fige 25 e 1 22 4 i D
X B ] 8, S O IR BRI 22 4 A it 0 A% i 1 G
I A o S ST 2 A T RSCHRE A i DR IR O AR
i SR L S D B 7 Al A

S A R B T NFC A B 2 ) % 4. 3
F NFC AR B A4 58 TR % 40 SE
(4% 4 \NFC H A} % 250 0F . F & % 4 NFC Jj
Py %455, SE 2% 3 SO W %0 4L, F 58 SE
B FUAH OG 11 28 4 ) 8 A% 2l S A5 42 4 1 %0 0]
B NFC A% 4 55 0E W % 2 B A 14 5
RSB, X IR B A 3 A I R B Be. B
4R N B ST Y B R AT B IR 2R R
WA W5 AT S % [ 4 g R 28 4. NFC
FEJF 24 J2 48 N NFC AR (1 £ B2 434 A0 ¢ 0 H 72
JP 1) % 4l L, ] 225 /] 4 o N R P 48 4B 4

DL 22 4 B B4 R o4 4 I TR Y
WA B R A NFC AT 22 F AR T
NFC %2058 TAEW K iy 25, 45 NFC 1 I 1)
B A W FIVRIE 58 AR T TR B A O DG B 1
AR s A B EAR A 28 NFC $2 AR B 6 1 0F 58 4 25 Rk
ST 1) A 4 A fF ORI IZ 48 L o iE DB R
F BTN RN 7% 30 S A S AR DGR N 4.
5.1 REFiE

ARG R B L B P L o
) Tt 1 2 B, g DN BB B AR 1 AR B R IE
NFC 1938 15 % 4. Q] g 5r — AN A 30 % 408 A
JEHf PR NFC $ AR TE B 1% ok 72 v 19 % 42 F7 1 e
1) FE EEF 5% 0] A

B4 13 A 15 I EL AT AR s DR M o 8
IR P e R € i A R OB e o N £ T
B A B AR — R FH oo R fige 8 ok S B o fige
SR 3 SR R R R AR X R B 0 s X R R T 8 e Bl
SR HILER AT B TR E A R R L AR
P R ) A B O A BE S A 1Y)
AE. WL 0 B 5 B AR 4G EL R SRR o B LR
MAGHERRSE T HEZG %R, TRERRLEE
T 7E AL R A 22 B B N B0E AN B L.
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58 BN — B0 I B ek R LT R IERD R S D vk
S ). 1O BR D SUBR A A bR A 22 BR VR S 4
FEAT T 10 il AT S o 2 AR I R P B e R —
o BRRIC L JFG T2 K i i R PR O B A R L
T A TERD @ SRR A i 2% B A T BN TE RS L 2 5 T
BN SVGIE RS 2R AT (9 — A, A & AR A
SEREVEACS . i 2 45 48 B SO e L% SCHE D 5
/ERNTIRE = A 7 oy R R - S D S U R
P 6 F A 3 B0 058 B VR AR Bk L PR R Y

i 155 4
5.2 WAL
O 20 X 0 85 B R R 5 R NFC A

FRAE AN =y o AR 3 3 A 0 rh Y 2 4 T
T 42 Fi 8 52 5 28 Y i . o2 M 3 3 Boas 1Y BE AR IR
NFC $ AT 8 15 3 72 op i 88 22 4. F TR H AR
ZEP R NFC $ AR 19 32 22 U 1 42 4 07 2.
5.2.1  F T

F- L (manual testing) , & 1 M 12X A 52 T
LA 3 0 3 8] s O A e A B D E s U
A A I 7 S 5 JA A 1 U T 4 4 O kT T
TR — M IS T B ) U AN R AR KRR DL T
2B S G . n] DL KRR B M R 4% N B EULRE
BN B S B LS T IE O L 25 2 PR HE R T
D ) ke 8 AR DA K 3 ) SR B o G HE 2 ol 55 12 R 2R Y
[i) A = T 0 A 28 AR o8 A R T D N B ol 55
HHER TSR VERE ) Il 22 95 55, ¥R AL AT A
ANALE AR JCIE A AN 3E T R AR 3.

16 NFC MG R 248 i #2 v = Tl B A
e mEEMAMEN. T84 NFC PrsCHLE & e 2% 1Y
B HE U B Wikt fA B e P ORI Y T
2% 99 EI0, NFC ARZ B T H] 7 B & Sy 45 i B
o FE VRS P SRR S T BOR 3 1 0 48 R % A
G 8 R 37 T 40 i 000 3 % 12 T DA e KRR B k4
B FEWLRE B 23 A I 4 W7 LB P SO S A XL 4
v 3R 9 ) A Rt T R R TR TR A2 i ) 3 4
R — R 5.
5.2.2 Fuzzing iz

Fuzzing 1, AR Fuzz I SOOI 2
i 3 2ok ) B0 A i A R %) W T B O D S
ok & B 9 —Fh [ B4k IR AR

Fuzzing MRk B — M 5320 6 A B B 43 51 il
i H bR A A Ik T8 A D ] 4]
WS 0 TR

(D 5 B bR 82 w5 L B bR BT A 65 1R

S5l AR L FH R P v EL A I SO L PR e R Y P S
B FE B E WO Y NFC PSR i i B A% . i a0
Wik NDEF #p fl Android &% NFC 2.

(2) A B T R R B B AL S
PR VIREEAR o 15 55 r A R % B B bR R E 09 5L
it + 330005 T 00 3K R 9] 7 A O B O I AR
i s Fuzzing W38 JC 1k 4k 82 9047, JL-7 B A5 1) %8 42
U ) 359 2 Pl R 1 A AR Rk & 1. EF X NFC $
AR iy AR i — PR 48 B A DA SO ik A b
WE B S8

(3) Az B ik T 3] 03 T 48] At i AR 4 1 2 1Y
i A A R R e B I3 49 A B S Fuzzing
I 38 e G B A — A B BB L 5 ) B 000 4k 4 2R A A
W38 34y A NFC 8325 J7 SCRY , 3R U 28 NDEF
ST A% 3 2P RO B A2 B NFC &Rl
2SI — A8 2 A TR 7 B H At 5 B0 OF 8 4
P 7 9 1 A 5 2 0 3 461

CA) PAT 02 481 PHAT 2 i A i T3
% A2 HARTR P, AL 46 A 26 B di 2 45 B br b 1 72
JF AT — A S0 R R — A H bn ik R 55 I b 04
A SR IR . £ % NFC s AT i
Bl IR EE RS B an 1] 5 R, B ol A i 4 ACR
122U B R FR 25 . 78 Ubuntu R4 F 1] 5 #0065
Zerp 5 K ), 4R )5 4 NFC FHLj 8] ACR
122U b ) FH R A5 42 400 fi il A 25 114 3o e 52
B A s AT A . ot ACR 122U . af fifi
FHH A 35 25 A0

GNFCVulFinder

Ubuntu £ 4t ’
ACRI122U

F5 AT Il T 4
(5) ¥ . L B2 Fuzzing A A Al 2>
(B B L 2 B e P IT N B AR AP 3R 2R
BEA S W TR B 3 A I s A v (S 1A R I ¢
e TOIE W E fib e SRR B Ko L T LG8 2 S B
2R PR U A — B M P R AR 9 CPU A
ARG H AR A H AR S D7 IR A SN BN A

@ Hash function [EB/OL]. http://en. wikipedia. org/wiki/
Hash_function, 2015,1,9
Message authentication code[ EB/OL]. http://en. wikipe-
dia. org/wiki/Messa ge_authentication_code, 2015,1,9
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Android HARF G F . logeat 5t J& — A W H &
W T H.

(6) Mffi 5 T A FH AR BT X & BE R S — R
B S e A A LR A R EA LSS,
S FEA R AL 1.

Mg Fuzzing MK 6 4> &, ol BLA BLIZ$L
AR A — S KA B BTG 1% B 26 2 A 11 T
. 3 26 P ) €035 15 ) F2 h k Bl L BOTT 2 AN R LS
1. Z W B 2w 45, A Fuzzing R IE A 2
SEA R REMY . JOUE B H bR N AR BT 2 4 L
1H TGV A 0 322 2K A Y TR IR
5.2.3 EFaHr

TP 73 BT 50 AR AL 45 i SR PP 0 A BOR A gl 25 7
e 3 BR.

SRR 7 o A o L B o 2 N R R 22 A A
(Static Application Security Testing, SAST), &35
TEARBATIHENER F RS0 i 5 i vk o #r i 1
GERT T SCA AT A AL A3 BT T G T S R
X AR AR AT F 4 B T A 2 5 0 R I L2
RAPESEFRAR Y — B ACAS 2 A B R R T A
N A8 E B B shfE B 19 77 12 50E 2 200 1 %%
1 A A 7 B SR 05 8 T AR A 0 BT B R R A 4 L4y
T AT 425 4 i 3 7 B B A7 0 s RO IR0 34
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turers, its security has also attracted security researcher and

attackers due to its wide application perspective. The attacks
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aimed at NFC payment and other NFC-related applications
have also emerged one after another for the reason that NFC
involves mobile payment and sensitivity information trans-
mission. Researchers in academia and industry have done lots
of work on enhancing the security of NFC from all kinds of
aspects. However, there is no a thorough and detailed analysis
on current research progress and development trends of
NFC security. To solve this problem, the paper analyzes and
summarizes the latest research results, and prospect a further
research on NFC security in the future. The paper firstly
introduces NFC’ s basic features, communication process,
protocol stack, operation mode and so on, analyzes security
threats faced by NFC. Then, the research status and progress of
NFC security are summarized by analyzing the related
research work. Finally, from the point of view of security
threats, the future research directions cover research contents
and methods on secure channels, vulnerability discovering,

secure element, malware detecting, malicious content detecting,

mobile payment and so on.

We have done a series of studies on NFC security from
the point of vulnerability discovering, and lots of vulnerabilities
on Windows Phone OS, Android OS, other customized OSs
based on Android, NFC payment and other applications. The
vulnerabilities cover DoS (denial of service). opening wifi,
bluetooth or other capability leaks, causing a mobile phone
screen black and so on. Furthermore, we give some sugges-
tions and measures for fixing these vulnerabilities. Based on
above research work and related work of experts and scholars
at home and abroad, we analyzes and summarizes the latest
research results, and prospect a further research on NFC
security.
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