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Abstract With the continuous evolution of Internet technology and the explosively increasing number of users,
the network has penetrated all aspects of people's lives, and its security has gradually become the focus of
people's attention. Researchers have been doing much research on network security. However, with the
expansion of network scale and the diversification of attackers' misbehaviors, some drawbacks have been
exposed to traditional network security architecture and its key technologies. For example, most of today's
network security infrastructure, such as PKI and RPKI, are all realized as a centralized architecture. And the
effectiveness of cybersecurity measures are based on the trust in these centralized architectures, which exposes
serious single-point of trust issues. The incidents of Dutch CA certificate provider DigiNotar hacked to issue the
malicious certificate for more than 500 websites, and Symantec's misinformation of more than 30,000 certificate
extension vouchers indicate that once these trust centers have problems, it will have a severe impact on the entire
Internet. Secondly, since the early design of network architecture did not take security into account too much, the
deployment of many later proposed security mechanisms not only require modifications to existing network
protocols but also affect the efficiency of network operation, which cause difficulties in the actual deployment of
these security mechanisms. Besides, with the advent of the era of 10T, the complexity of the network will
continue to expand, and network security construction should be participated by many organizations and even the
whole people. However, there is a lack of a trustworthy incentive mechanism to coordinate the cooperation
between different organizations and mobilize the enthusiasm of users to participate in the network security
construction. Nowadays, there is no good solution for these disadvantages, but emerging technology blockchain
provides new solutions. Blockchain is a trustworthy distributed database that integrates P2P technology,
cryptography, consensus mechanism, and distributed storage technology. Its characteristics, such as
decentralization, immutability, and auditability, have led researchers to apply it to network security and generate
much research. This paper summarizes these research works and divides them into three areas from the
perspective of the TCP/IP network architecture: network-layer security, application-layer security, and PKI
security. And categorize the role of blockchain in network security applications into three situations: true storage,
true computing, and true incentives. Specific application areas include collaborative intrusion detection,
inter-domain routing security, Vulnerability detection crowdsourcing, access control, and PKI security. For each
specific application field of blockchain, this paper first introduces the security status of the field, then introduces
the research of blockchain in this field, and finally analyzes the advantages of blockchain technology applied in
this field. At the end of the paper, we analyze the four aspects of privacy issues, scalability issues, security issues,
and structure evolution direction that should be paid attention to in blockchain applications. And prospect the
future network security architecture and key technologies based on blockchain.

Key words blockchain; network security architecture; network-layer security; application-layer security; PKI
security
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WU TSR T 4, O 1 AT R i 1) S5 A5 A e ok
FRISAMEL, s IS TRV RSUR R g S A e T DR R
S B SR o [ 7 T2

(3) FLSL R AE X i ST 45 1 2R il
SINBHLE], SEBLATTE I 22015 T, 24>
T I P9 2 S22 FE R4 R TR T, S i
NRKK S HM 2 2R PE B FB. B
BN P X B S Bl il ) ) 45 22 4 o7 3 2 R A7)

AWK, H— R 5 E RS S, %
J7 32X 25 B M A IX R S T B AR AR e ST Bl
R FEATSE R A TFEMINE, B e RS Ax
IR B A IR, PRI HR G S T3 (1 2545 2 il
LA CA AT EAE PRSI 8 t;  H —RR il
U SR RS &, 12071 ZRARE X il %
IR I S2AT N L R 2s 4 PP I s &t S
WS F VG, ATTxt F P EAT XA AR 55, il
[7) 219X 2% N AR AL R 4 15 FH VP2 1930 15 JE R

AL EENE LSS NE 3 Fr, XPUEELL
FSRAFH . LSS SN H Sl = Al S M
2% R AR IR SR BOR , BAE XERBE 1 B D
REERE A B2 B X ERBERS AL T3 J e, %
SRR, AR SR SR 3 BRI 4.

1. SRR At D> mARES
2. Yyl sl PKI
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4
1. BRI A A \
<> msmRus
@\ﬁw%mié

1. A7

2. FiH ||

3. ESHURh I

| |
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|
|

LT

DX HLBE R 25

I
N SN

v ALY I

<>

v AT
~ AR TT 1

K3 T XHRBE) I 45 2 e ik A 45 4 5 SR B BRI T 1

4 XEREAE ML =R 2RI N

£ TCPNP Bl ik & rh, WI4)R T 2R A R AL
Pt i B AR, e rh R T 4 T SRR
P, AT s T IR R K. Bk, 4
JZ % AN Y RT RA 23 DR 4 A 1 T 22 4 AECHE T T
74, BT g e TR Rl s, BdETim
2 WRAREHE e ROT TR 2 4. B BLIX B
SR AE [0 2% J2 Bt~ T 22 4 32 B K i [ 5
2 NARAGT I AU, 47 1)1 [ 22 4 I U 3= 898 K
S IR e o 2 A AT AR MK A ST 4 4
DX ERBEAE 00 2% J2 22 45 T S

4.1 HERHEN RGN

M 25 N 1= K & 4t ( Network Intrusion
Detection System, NIDS) & & A2 535 175 X 4% 5 Eid
P55 WA LR, 24 R DS I R R R
X S I AT IR, AT A £ 9 26 B 1 T ) 22
2. IR 2 N\ 2 Al %24t (Collaborative NIDS,
CNIDS) U2 F8 50 AR 75 2 AN X I I 268 NAZ Al -
G0 AR MBS IO RUASE 1) B2 2 Bits, - AT B HF A H
SN FEI BB, 8 G X 44 7 TR R
411 WrRZRRE N AZ AR

CNIDS #4554 A5 Bt 3 25 e =
3 Z LB AR R 2408, Hor e 20404y
oy EARBER PN T O RS A, MU IE K
NN A I NS o S N e R e
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T HH B H e R 5% 25 00 B SAS AT IR s 43 A TREE A
HHARRAN T S AR MO R R, R TE SR MR T
B RS ATE AN L SO R ) R, 45l 92 CNIDS 1) —
FRERARSEIUE . SR, TEILA A RS sL
L, R RARTTERE A RE R, SRR
TR AT g 2™ 14k, CNIDS e
R TANE L, SRR 0] BE R A MR AR AR
A5 BRI B SGER, RIAE AR T SRS AT 17
e EFREXAN W, H AR R RSB
HYE RGBT RS I 5258 BAT 9 BL B 8] Wy
PERI BRI GO0 &5 AU AT VRS, JFRE R TR
FR P eI O, RT3 e 5 9 e AR A 25 2 2 i
SEVPAY, SR AT LB D N AT B
JUETE P2P LG AT E B T, KA AU AR & s
AR Z VARG AN AR, (B
TEEA R 0] 25 7 A i i e,
412 [XHEBERBARRN B

H AT X ELEELE CNIDS 87 FH A 70 JE B K X
YA R e H T EERE, £25
FWg NAZ A A A5 B A 20 B X S gL = 45
Hez5%, WML E N2 AR R49%E
BRI R g (3245 B AN H, CNIDS 1] BA
Iy RHETHEE BRI CNIDS Fidd T ALE B
A 25 ¥] CNIDS.

BT HEEEEFEDH CNIDS EZEBHE 4
B, BPNARASIN 22 458 2 8] 35 = A sk I 28 i 34 5%
R IER L E BIE LR, I AN N
RN RG] AR RIIRGEE, Wi rE 4
TH P28 s A . 10 Alexopoulos 55 A\ T 2017
AR AR T — AT XCHBE I B 8] X 28 A1
I R GEHELEIO, %50 R 1 A R DL 3
WP R, HA & BAC )2 51 51 R e (E
BHHG LR Z M OR X e S B — 2
. ZJ5 Alexopoulos %5 NHHAT TIRA BT 4 H
T TRIDEnt™, oA 5] N T B L L S A5 AT 5 2
ML, W@ T —MREEERZ ST, 5%
MR A5 FVE 20 e BN AR KD R 48 9 1) HoAT [
FE, WIMEZ 538 L EZ iR EE B ERA 208
FIAAT R EzFaY, 25U REY
PR MIREFEENHEEY, 64 E8 KM
TG WEERRNHE, HERNIRERS SR,
Z: 5 0] DL AT T 1) 91 5 R A 35 3 ST T 4 S AR
BAF BRI RS —ANEE N RS @, R
P AR A 2 S BRSER AF3R A5 B I 93 mT A

XHE BRATE AT VAN, P SEVPOE B R AEX
e H T EE D, iS5 3 ik
A5 B, 5 TRIDENt £ T 90 194 A VE 0 oh BEAL
FIAF, Meng 25 AP L T Hh R LR A
i CNIDS HHEAEE -6, iz, AR
or il 2 G2 AE BUAH 3L OB AS B R I LR —
e PRERAS S BERR — B [ADHE 124 A5 B R Tt
JEAIFIEIRAE B R BT AIE R 52 5
AR IR, BRSPS B AN X IR A
B2 IR AEAEZE 5, TR IXAN T B 6] B
INAZ I R GAFAE T EAT N, Z HAT e
B XY rp I 5 NAS I R G AE F VE 4

Rodrigues 55 A W 3= Z2 &t %t 43 A 2040 48 ik 5%
(Distributed Denial of Service, DDoS) K ii#gH T
— MW RARBIE RS, FEiZRG T, KR
frill 2 DDoS Ml 5, Pl Mt Ui i kb A% 2]
X B [F] 20 21 %N X, A2 A1 Tt B -7
P L P8I /E ) DDoS Bkt &5 Yang 58 AfEZ T
AR ESIN TS, Bt 72 A B LR
W IS AEHESE DNP, I HoAF >y DDoS i &t
JERSHIZ G, 252 FHETE3Z DDoS Mii Af
DAALE 45 [m) s 31 T £ X 3801 & B 3 1) 3K DDoS it &
W IEMRSS , ZR S A TG PSR AR R X
L S R R YR BT AR X8, 1 SRR R i X I I
HEATIEE, M A 2k 1 DDoS s it — i FE
[) P 28 LA S E A PP 285 PR T 0 2 90 o

st | || s || EEEE
{it‘%;u\:%,j Ll B IEREE SN > MI—LE ' N:EU
M

4 T HELEEFZP I CNIDS Jife &

H5®HERFED R ENEENRF M H
SEI AR RT IIAE B, BAE EEP I 2
PP 5 Fra, RIS ZR G0 2 () e S A Ml AG: A 2
Foxf FL R B A AR, RN R G ) A
(X B dite v i e A B B AT I 2R T3R8 — D B
SEEIIBE S 2 AR . 518 Golomb 28 APl
M X BRI — AN R =S5, 25
TR A A S G R N AR RS I AR Y g L
FAER| X B, ARG R A EE LR AR AL I g —
ANKGIE F7 SRR s Li 2 A AHAR X B ol
Py — AN B T4 PRSI0 ) ) K D 8 A2 0
452, AN I R G E O ST BN R B E A
ROk B X P, AR N R4 2 45 (1)
ik FE BE 4% Liang 5 A& X £ 5 5 4 HOBE
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(Vehicle-to-everything, V2X) Pz 551X Hd
Bt 7 —AN0] DL T8 1) W 1R SN AR AR I B4
TEAZZERI R, 9 AR R B AN R 40 N 2 A X3,
B DX Sl 2H 8 — Al B DX B T AR 12 X
BE UL EAE I NAZ R R RIS IR, SR FEB) 25
W BB LR A NRRMAE R, Hol Z e A2
FIBENZ X B RGBS e 3 = I
GG MRS R ER G A, BAERIE M) TAEH
T SecCLP®, — AT X B4 AR [ 52 5]
TG o AT R EE B AL R R TR i b
1 G AR B AR R (R AT ik, &P 6
BRZ 5 #H HARBER S RIT % 55
NHLE R G2 5FH LEHRSHN ZE: §55%
W X PUBE 1) S B A 5y 0 Rl BB AL I R A
AR SR REAT VPG, SRR VT AG I 45 R B AR B IX B
B B G ARIEITAZ 5 E WAl R i
MO S Z 5E KRR BNSGET G, R
JEARSETS —# 1%, SecCL ~F& AN IZRAE T
T2 HE AT AMBIRE, BERIIZRMBE R LR
GBS SEHNATE S, AR T P
A B R ) FBUR G S R R [ . Shen % AP
U 2 At S5 A R 1] e R ot P e = ) P AR
W, $EH A Shapley B k2 e A AL R HE x4
PRIITTIREE, FFEET BT THE I DTk BE P R T80
Jily,  ANTTTURh FH P TR R -

PN N T
HR L 3R

WAL

BURTHE = o g

Y

K5 JEFHRE B E ) CNIDS FiEE

413 THie5R4s

MHEZ, HErETXHER CNIDS #otd
TR X HBE A — AN A 21 BSR4 T £ 5
BAE BB, AR, 5T X Hu A i 3s S 1R
T e R S ARV AR ), 215 R R I A
TR T bR SRR, 5 5 TC VA 2 15 L e T
FAVE, BS54 5 5 WA s e 2
—ANHERE. SecCL - & P8% 4 F 1 A S I AR
() 575 06 2 — A AT R R (B2 T VR R N
BT T A AR MBI, ANIE A R S R
Bt Shen % NPT Shapley {85 /-
TURR S BARTTAT, (E 0 RS o 2
[, xR TS TTAY s S — Py 20
T EUSAE R IR L B N LS8R, s L] 5

N EME S, RIS 5E WP A7 i vt
H—"%REHD, HETZEHTERERR
SRYNTRENE, [R5 FH P AT LS IS ik BT 75 B0 Bt 1T
AHEER I E R PR JE kR Bk =FJ7 a0
BRI, PRI AR SRS T X HBE I P [F] AN 1R
Bl RSt serh, Wbt BiRg skt — 8t
G R HENE T Z R TE
42 WEBHZE

105 i (Border Gateway Protocol, BGP)
V2 I 248 J2 42 1) ~F- T H 4 ) 2 SR 9 IR 3 ) 32 E e
B, HAERIEZ VIR A &2, F8%
Fi51 (Autonomous System, AS) ‘B 5[ i<
WeAR BRI Z . T BGP PMIX A BhiG, &
B AS W LUE R RS B EE AS B RS
BOR ) FF B bR W 2 i &, SR i E B #F
YouTube”, A S KB ARAT Mo bk S ® 4 1k i ide
T2 B TEAR I 7 H AT BGP 22 4 ] i) 7™ HL A,
R RTS8 4 AS T B 15 35 B B A 2 A S
B 2R E] % E 22 4 v A A AR R PR ]
4.2.1  dhfAlEE 2 IR

B B ds 1B] % B 22 A B 3 S ST AE B
EHE W E (Resource Public Key Infrastructure,
RPKD B b, T RS AS 55 IP il
HEHR TR FEIRS, KA AS 5 5N 1P itk
PUlATHE , I 1KLL e 15 AT 75 AH B, ()3 A3
HEEs b g7 R B, TR s BN AS B
U E AR RUE . IEREET RPKI X224, il
2% FH AT 28 Bh R (0 4 R R DCUE S509 P2 R D i s
2 B (0 B SRR AR IRAIE ik IR R, X e Ty ik
EIRFEHNE b RERE A U LI R % 22 4 e, {5
FESEBRIE DL, RPKIL 8% FHIAE 595 DL s it
PRI UE SRR A A LT AN P AR

(1) RPKI FJ#6E J5TH, Wénlisch 55 A it il
BRIV Z KA CDN (Content Delivery
Network) #F3% 58 RPKIF, NIST (#1557 Wl
MO R 16.8%IPV4 HitAT 4% B E RPKI
b5 Ak Gilad 2 AP BT N 9HE B A R A,
RPKI HFTE S K I R % R GIEE 2. (Route

@ Rensys Blog. Pakistan hijacks YouTube. https:/dyn.com/blog/
pakistan-hijacks-youtube-1/ 2018,2,24

@ Adrien de Beaupre. BGP multiple banking addresses hijacke
d. https://isc.sans.edu/diary/BGP+multiple+banking+addresses+
hijacked/16249 2013,7,29

® NIST RPKI Monitor. https://rpki-monitor.antd.nist.gov/ 2019,1
0,6
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(3) HSLERARIGUE SR E 7T, Lychev %5
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SEnh b SEELE B FHAGIE DA K ECSE AR G IE
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i, Xing 2 NPT T X B ) R R
BTG BGPCoin, HHA G RPKI AN [F] 1 2 [A] 1)
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Pt 5 1Ptk B ida s &, $&H T InBlock 4244
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B FREEE P HhE ) 23 FOAS SR FI W 2 HH E
Gk Bl Hari SN % TE 0 B X BB
(Internet Blockchain) 1, & AS 53104
Z 5 XHEEAEY, FHRATLE BT 5 IR 5 PR
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WL KA ) ROA 15 BN, #4i& ROA %25, ROA
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R IE BABNZE S B A%, Bl Chen 55 A
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HBEW B RE P e 52 (IRMcontract) 1 AS 15
SRS (ASlcontract), IRMcontract H1 IANA,
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Sk, WA EATIR S TR . WA AS
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PRI A, SRS X S AN R E IR s A B4R
MR ANR], IR RS A U 7 % e LR e
AT AS MER: 5REEA LRSS, W RPKI
M = PR s iy, mib g s NS A2
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4.3 INgE

A I T P 285 AR A 00 AR 3k ) 12 P 22 4
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FEA7AE
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RGN LR SR AR — BUE VR
il TCIAE ORI &R FLSURh
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SILET AR B [29]
L BRI PN B TBCR R
WA RPKIRATROASEEN  RPKI HPE/ERRE T FH X B4k AS 5 TP b BRI 40 e
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ES AS A ip HbhbERGE  ROA, 5 H ¥ 45T o A
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EFFRGEATH, fEE ST XHLBEAR G % 1 B B AS R 43161
il b S PR RAGE, SIS 22 4 Bk
IESREMF S, ROA A6 22 A BRI ) FABIBOHLHI B AS #538, Hit sk
R HSHUR [41-42]
(EEoATR RPN FRAEWAR 4 2 A RS

5 XREBENAELREHNH

£ TCP/IP Whilik R, MHZEFEE LT M
R NS SCELAE T, @ eft iz 2 F BB
A, DRI R 2 22 A AN TR B AR S 3 B
By ST R 1 22 A R DT e 4 . FH A B 4t 5% =R
s 7 EZ RN RS T IR e, 4
I HE 27 ir) B B B B L DAAs AR P SR A 52 40 5
T PR B P R e IR BN B e 4erp, X
B AH DG R A S A I AE Y VRS W0 A A A0 7 1) 4 ]
BLH AN I, A0 MO P A S 7 41 A 28 X
HELE N 2 22 A7 TR A
5.1 il AR B

BB AT R Al ZHE4,  Fed e TR o
Kbk 2, iR TR IAE 55 A0 H 25 C 48 O 3R A4
AR A R TR ) 32 ZEF Bz — . Google. Microsoft,
Facebook %5 H.IkM E kg8 T ¥ &R
X, TR F 2 5 TR 28 TR
P B AT i KRR 5 47 & HackerOne 4iit, HH
2012 FpAF) 2018 4F Rt Tl =T 3T
e, A E B SRR At = E
2N AT R AL R SR TH A 22 4 ) B BT B
5.1.1  IwiFA AR ELIAR

B B U Yl s A 55 A B0 38 R A2 B SR AR R
HPEE R R FHIE BT, A A HAE R LA
PRE A4, BAARRENE 8 Frn: AFSe b
WE IR SR, TN S A
DAJ B i A5 SRRE AT B A 1 % LR
MR SRR S S, BRESSH
ST RIE O B B AT IR AT AR I
T2 JER SRR A F AR AR,
TR AR 2 S0 B 8 R FA % o I TR A B
BN AT o B T A SR R IS, SR 7 S PR
()38 A H E A7 LR 8 43 2% e B AL 1 A W 3 U VIR DU

@ The Hacker-Powered Security Report 2018. https://www.hack
erone.com/resources/hacker-powered-security-for-startups 2018,

WA IHATBANG, B4 RIE 4 A, IR
EAWE S EMW AR, R SR EEE, W
S RA T LR, MR E AR EN D, WA
S BRI BORRIF L ALk, bR
FEPAT I FE o AR T B ST IR, YA o
J5 ot [l — IR IR AT AR 5 B, 4 B R ) b 3 4
AL A S 55BN EBES5H TR
Dl 3o IR IR G 4 7

el [ WA PR
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BT DX R P s VI e i A R B S 1Y 2 3 T
DXCERBER . — AN ISR &, KB bR S RE
ELEMAE, IR 98, iR
FTBIIATFE N, T oA e 55 e it-Jl v
A58 5 ) FLS B B AR IR e 122 8 B A R AR T
TERAELIE 9 Fiar, BAFHR SR LU REG A MR
KA T R, BRI A AT A IR
BUa AR BE A 2R AR TIRAS RS, B RES LB 3)
W7 o P9 TE B 128 O AN S B 1 P U P v B
P73 B AU TR A K P

@ Researchers Claim Wickr Patched Flaws but Didn’t PayRewards.
https://www.securityweek.com/researchers-claim-wickr-patched-
flaws-didnt-pay-rewards 2016,10,31



https://www.hackerone.com/resources/hacker-powered-security-for-startups%202018
https://www.hackerone.com/resources/hacker-powered-security-for-startups%202018
https://www.hackerone.com/resources/hacker-powered-security-for-startups%202018
https://www.securityweek.com/researchers-claim-wickr-patched-flaws-didnt-pay-rewards
https://www.securityweek.com/researchers-claim-wickr-patched-flaws-didnt-pay-rewards

24 T AREE: T DXCHRBER M2 2 AR R A5 5 R BRI TRt 13

Sl
9% &% &%

AR
P

R
oG]

_— — — — — _ e —

<—| block i-1 |<—| block i |<—| block i+l |<_|

S

Ko HTXIERRRE ST 6

Wu 25 A POE B3 Tk b — A B R T
SmartCrowd, —/M3&T X HUEE ) 7341 sCHIHR Y 2 ¢
TSP 6, e e SR AL SR 51 Ak 2 Al
B S G5 IRe R KH) A RIE R 6
EZFE, FAEEVBMN R oAt
WiE UL =R, iR SR G4 A R 1
TULE X PR R AT VIR R G R A ORIE S 43T
TR AT DA 1] 2 45 e VIRl -4 52 U e Ao DU
R — BRSO B Sl B B S 20, SRR Y
PRAE AR R 1 BR —FB A E DR =& iyl s FH 7 )y
DURR R X B rh i e R IR 2, e 5E 2 420 i)
RGATEH . 2RSS 2 B3 HATIR
Mo ARGFIISEIL T AP S R, I B FH
DR AL S (9%) ORAIE SRR ot e il = PR dBsh , 7E R 51
HERMEZ 51 FE, 5682 RN B AL RS
PRAE R ATHE 2 I RS0, MITE 16 5 22 4 1R Pk
WA . EF XYM R G e fa e ke ill, Wu
2 NIE4R T SmartRetro®Y, TRl B8 71 B
MR P 222381 10T R AT BB, A
RAEAN I 75 S BE A A, A CRADIEC P A
Bl 224 XM CES, fEERH 7Bk
PRI IR 35 0 vk, BRES —B B B4R 2 1
WAAE, ZJE A EARRIRE NS, A R0
[l TP/ s S 0 L 5 P N TR S D = B
S8 AT R TR ) O 2 DA R 4 v B I BLAR R
e, IR IR M.

Breidenbach % A BA4:8 P ] [X B it v I TR A
DA% L A7 AE 1R - 52 5 ) 838 AR e i) 5 <6 TR L
BEAER, $RH T Hydra #2228, JRGHH TR G2
IR, FEIZAESE T, PEERRH T N RMRAS AR
(N-version Programming, NVP) [7Zf NNVP,

FAAS TR 9 18 & BB SR AN [ (R 7 3T 4 'S — b
T 2 Bl sz LR A A R — AN IRATHAT I 5
FEFP . 54540 N R A8 SR I 85 VAR [H], NNVP
JAE BT WA Bt 45 SR AR RIS 4 IE 1847, AT —hR
RIBITEERA— BB RE ZIRAAEE T,
MRAF IEBATH PR — A&, SRRE LRF
T A . T2 AT LR R 4k S0 SR BN 6E N Fhi
AP A S R A R R RAT R, (HESE
EREWHE BEAGERRKS . seah, St i
BHE, EHRET “DRRAARD” XM,
FAE N N ASKCRTR A RA H R M2 B
DA N ANRRASFE P SL R A O MESR < i ) FE i
17 RO Tt B2 e 4 R FH B T e PR RIG . (E5I8
SUINER ASUR S0 &b = MEY-82 Ibu R s s = X SR |
“CURTAFI RO BRI H W B AR dE, R IRZAR
eV B AT DB B 25 A I Je e B S it B4, AR
1M, ZHEZE HOE AT 0] N RRAZTE A A A E
(IS FH S R4 Hydra S K5 N ANECA S H AN [ 5R
FUWTIRTR A B, FLCEAT B RUAS R P i H AN [ B
W B ILIET, UMREGESEF 741817,
DR L AN 3 FH -0 o] P e R At v PR S FH o
513 iitsng

RS 2, X HURE SR H AL 5 4 R
B L Z MG A7 A SR T AR G TR A
S EE NS S A LTF D A E/NS Bt s LTF P (P | NS
Btk 17— KRR, BB [ 3h I B AT R
EHAETE . BFXFiZIA L, Hydra HEZEBEARAH T
— PRI %, (HiZ FH A RRig HTEE Bt
17 NNVP 75, TifE— s N i et @ 3l
At IR B B B A R AR T R B FE M. I
Ab, EEUHLE] BBt 71, SmartCrowd A1 Hydra
AR T SERIX AR, SR Votipka 2 AP
T I S0F B A ) SR U7 R B PR 3 R i i T TR
SR BETEIR. A XA LA A I LA F IR R
EORIETHRE . Rk, MEBREIMERE, %2,
T U UL TSR AT i AR AT D, AT X L R
FOINBINLE], 76 R 7R B e
5.2 ifia)iEHlHLE]

Vi PRI TR AP RSS S TR U )
BBV 264, T 2050 G 30 2 o 8 R A A
1E 245 1) LA R Bridk 7 FH St B2 Y DB U vl 5 A2 A AR
B L 2 A 1n) IR — PP AT B B ST
IRHHAR A BIR, LT 5 SN g &0k 7%
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MATVAR W& B BRI, e 15 [l s o Tk 1™
UR (R B R o 3 i 2R I 55 AH LU T 0 I 2 il 55 B s
T NATT AT 22 4 [ K 6 AT T ol B K1)
oM. PRk, 7RISR, kit —EL A,
i A ELREAE RO P BRRA 1R 7 1] 428 1l R AR 43
BREE,

5.2.1 i HIALHIIUR

Y7 I R A T B 4 B 7 el o) L T
A7 1P POL, ST Ak e e e PO R
TRE 7 005 e 4 o) TS R TR B 3R AR 1 4%
B, HHOKEE ZMNH. 2R, X n
AR A AE SEPRis AT i AR A 2 T HR O R R 44
N AE SR BUBLFR 377 1) 7 54 1 sk 72 A e
ZIEIE, T B OB (AT i £ S AU SR
iR, AP LENEH; sk, ERET AR5
I, B P B Al U 4 0 R s
SER, MITRTERL 7 5 S B AT R, kA 10 21t
SR 2k L PRSI T, £4t
i )45 A At 2 I T 2 Mg .

5140 Ouaddah 25 A P8I Ik o A 355 F i 1) 4
HRE AT TR, DORfESe s s dl R s,
il 58 AR AR B O, TR 75 2 — AN
FH A ARV RS 28, @idiZR5, H
FUAT LS H IR AA B Fernandes 2 AP
= EYEEME4 SmartThings B I BE app %4>
AT TR0, I TR BE 4R B R
AR — -1 app #RAFAEA PR =y T SEBR 7R 25 0L s
Xiao 2 N OV et o it A% T 3 2k S 22 A PR
AP AT TR AT, RS RS TR
B s R AR NS TR R, AR
K EILIRL TS M R, NAZ B RE AR,
Ui 1 o i 1 2 1 I v [T = N 0 0 TP - D NG
7 1) 208 2 1K) 2 A« Mao 2 N U B i 25715 3
H AN s G Hit AT TR, S4SHi
G55 2% 1A AT DASE HLPME SR S B fh #3501, H 2
ik = FH R BB K B2 B O E M ia
GRS HHE RS IME: FHH N 2 b4
AR5 a5, WHELZ AN GENLS] . BT E BN P
Je F P B FA PRI SR A 7 J00 43 FH 0 2 il
225 T LT AP S5 IR 55

g b, THOHT M R R IR, P B e 4%
A AR T I P 3 S e

(L) tffig it —& U7 i syl e R -

Bl m ek R A R P B B O 4 0 1 i 2
B FE T B BRI B DL

(2) EWERMY 50T, T i — B Rehs b
T BRI, HREE S5 RS Fh A b 2 A (1 3)
A7 I L o

(3) G ¥ it — B XTI 2R 55 2% B IR 17 1)
e, FEREAH AR AR 4R 2 R
5.2.2  [XHUBER B AN BT

MR U7 m] 425 1 R B SR, IR B T X
PUBE p o s A R N =2 (D) WS
RV s (20 XTAMIBEI 52 £ ) U Il 45 s (3D
X o8 Fe R 4% () IRl 45

FEXT FE AR B I 4E ) 5 i, I X A
SRAIF T B S R S T X BB LS SN R
A E, SARBEnE 10 s, 3
P B A AAE 5 T s3I 408, R IR A5
B BRI e SR U I BUE, AR A LT
BRI 58 Jo 3R B AH B EHE - e T Hdi v 23 iR K
Vi SR A2 IO R AE X B, Bt L=
BB AR B I 2 b, DR i 7 AT LU
TRA PR B QBRI RS FIE,  Fn# A
A7 ) T O R e i

_

e AN g

R Y3 Kb b

IR R

RRET R R
Bt > i € R
i p| IREEAL ol mE
HIEATIR —— REBR

1Pfif SR, 3R
CHH

| P |
B11 T X HREE R R U 2 ) &

Zyskind 25 N2 E R I T okt —F AR Y T
— P X PR AR RS, TEIZR G,
F P 5 AR B 4 BT i i AT, IR
BUAE B — XA FAH IS HA R X RS, X HIA
MR A By, KSRt ma %2R a 5
BT A BB, HHE A8 2 ) A 1% By B AL
BRs F P T DL S5IRA S0 3 AR R FA
B2 A B Ty FIBUR AT 58 5 A B X HLgg s
X B T A58 J5 K B PR AS S DL I 2 Hodis ULy
i A7 (Distributed Hash Table, DHT) 775
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TERETERE T, H0H (G A (B W A7 a8 A s
PfaEr; FAREAE N UL ARG SRS AR
BFIRT R IR AL B 25 42 HH 1 10) 22 2 1 SR B 7 el s A
T ISR B e s i I [ 5 e A8
H5CE A5 FH 25 D00 P i v ) K R 2 B o s B SR
B T2 ERE I DR RA RS 7 Re s di, H
BEREHRE VT W (A8 B e e 305E -, DR T DLRf £
P33R B CRAEIRE I FER, T iEE S EdE
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BR300, BSRTE AR, 220 PR
P E BRI R B, A5 A7 i P
I DX HRBE T SRR BGAIE, 383 5 TR S k48 Hdis
HE MAh, ST AR S A AR
555 () BB o 2 o0 I BT R B B, AR A
PN B AR SEIUT IR A o R S 5B, AT el
SRR I R R - Dagher 25 A 0402 4ot vy
T FEAHE AR T A T X R ) O e e
4 Ancile, BTN (g AR St v in) 428 i g
NFINEHARWEBE SN T BEEHEAR, R
UEEAT s VR A USRI

TENERIN U ir) 421 5 1T, A B 7 32 B A
VIR U 2 A B TS PE R PR IFIRE o, T X e
F A A 2O B 5 =05 U s T
G, IR T B A 20 S0 T 4R ) Bh A5 7 1) 5
file HamEBEmE 12 fion, BIH®& & ®
R FH A Be A 20NN BRI I 15 4 TR ) A PR
EE, H P U A, WA TE R A4
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41 Ouaddah 2 A% T FairAccess, —/
YIE R B IR DT R B T G, i TE T, Vil
PR A PAA R (Token) HIFEAXAFALE, H Al DLk

FAE B AL A o BRI B DALY
I R AT — 4> Token #5358 I X6 B 14 15 [ AX
B, 2 5y ¥k HE a2 AL BR A P g i L K — B
BUEMRIARE, AZBIAICL S 1 2R 75 2
ARMTRSEAAT, 2 #57 Token s iR WK R 525
I, B i SR XERBEHEAT A AR R [0 45 2R ok e
FETR SLVFIRIR VT ] o Pinno 2 N B3t T 45 1,
HrhEMR X HgE, Rl R R, . 5t
FEBE LB EE, b ok R BRI T P 2 1) A
Koy SUAREER A IMEHENNC S 1AL R SE I
B EALRGIREE . WA, LRSS R, Tt
AEREMIE SR 1 o6 BRI A48 SR U )30 5% BA S
255 FUUBEI 2 T 2 FHEE R RAGR
BUARAE S BB A G5 14 U5 T 42 il A5 7R %) A4 R 5 14 U
IR Novo %8 AR T X B 5104t
SRR ZE G IR Uy T 4 HIAE R, b AR B I
W ¥ gl i 1A G B O X BV I 2% EAT A L
BN AT AE M O E B, IR DT T 2 ] X Bk
BEFRYEM B OB HA B DL O B AN U ) 4%
g . Zhang 2 AL TR TR e A A
WK O 8 g B ) 4, b U ) A R
L ARl & 20 5 e G20, UilEHla 2 7
Welly 1) BRI 0 A5 ) 2 K E B 20 IR B 5 1)
FP 3 24T R E(E Bl &R E , AehiHE
A E RN B 5 A Fe v B R 5 T - Al
a4 N2 B8 1 ST S B SR 5, N R
ST LAT PIEE S, BB, MAASE
JRARZALAZ 5y FAE X B o LTS AR L AU 2

FENFEBHIRI U iR P86 D5 B B SGHT 7T
FEBEWE 13 R, BHILGREREREE
PR — R A JL BT, IFAEBIT X EBRBE h TIE i 80y
BT R SEILT R BT 2 LB KX R
VIR RIS, O TSRS RO, B KR
RO A L BRI o R U 7] 3 R AR 48 iR 55 1K
oy, ST BB SR, T 5 ok
WA FEBHIRI Vs ) R — R 2R 7 ik B
Ep oy AR AT otk B, PR AT LRl 4
AARSCBIRII P 7 I ok, DR A 3L B
BRI RRSEE A
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e VA ot
MBI _ it

waw | o, B
MR L g
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_ e

il Liu 25 NPOBEH T —ANJE T X Hee (1 L 3
RE GG ERN, iz, F— X8
1EBAT B 222 1) FL BN TR ZE AT LAAH LA VR R il — A
= O EUE S RS AT I F SR R R i —
MNUGITE G BT IZEN, (EFHRE TEEAR
HMBEIRZ AN Y R, 55 R 5T,
R ZE = 6 0T DAE N PUE AT 3R 42 5 il B
JG (Road Side Unit, RSU) A2 [y [a]45 &1, iR
FE SN2 O 1 s B alR RN T 6 S5
I A& AR A A S R A S5 T RE . FEREVRAC 37
s, HAAERPEITURYS—MRE], A
B TR SATEE, BRI E TG L
U, P AN E DO R R, AR
4% (Local Aggregate, LAG) IIAE A 78 e i
EA . B EZESRFEAL L5+, RSU M
LAG 75 44 5 T 25008 Uik B2 (1) 50040 [X Hesl gL
T REVE TR E (M REVR X HLBE, JEARHE DTk AR Al —
SE B I TR BRI T 2 FL 48 A BT L BR 4
T T U AT DA FH SR IR AR VR 5 B LA B AR A 3
Y. Pan & AI$EH T Edgechaint™, F X HuaE#
EIIAGIT H RS AR RIS &, JHE B X HesE

HH PR B T R PR A A B X 5% 2% 6 I 5 R 4% s BRI
Vi RE . AR BRI, D5 RS % B R — BN ]
2 R 58 BT T BP0 X 5 £ 5F N F I -
MR A TR BT AAE SRR, @ EhEs
JE W SR STt AE N ) B R 9 IR S5 o BBk, IRSSER
SRR X T £ B BRRE SRAT AT R, 4 R
S JE TR B A& S 7, B IRIE TR T
I AR RS 2 AR St B T 42 0%, UE N
FJa, PRI A AT AT B 0 SR AR Bl 46
523 ifip5iagh

RIS 2, HET XYk LT BRI g 1) ) 4%
i1 & 2 LT Rl FR A FTE, FERA ORI IR
P ) 5 SR LSS A AT B T A 2t I
5 o S5 N FLTIR R UG I R, SR Re A Ak
GG = L FON IR G Vi ie] o SR, DX HURELE S
bR T U5 el 4z il i e ok 1 ECR BN R R4, 4
11 Zhang 2 A\ PSR i 3 T8 B 4 240 (7 il 42 1
BRI, 0 7 ) 2 S L AR FE N B T
Sl FLARRUR DT il 4 1) 45 e 24 1R A ()23 30s.
PR R 0] AL ) — A 922 K ) ) 8 ) S AR g
T, XHUEE R 7828 — > B SR & 7 5T AU R
SRR R MIBREERAE, TSR AR 45
WE TAERT DASCE X HediE N - B 2 isess BT
IR oG, AN ANIRSS#85) HIERRr
s, P AT REIF IR AT A T AT U5 A%
HIRAE, DR e B ek AN [R]85t B B v DAY
INSEBRITAY, FEARSRIF U iR B E S % R
53 Ihg

AT NI VIR sz I Ak B DA U i 4 AL )
J7 TR DX SR A N 2 22 4 1 S I8 AT 1
M, L5 77 R LTAFAER R 5] N X HEE P
[X B AR H S S 25 U0 3R 2 B

R 2 XHUBEAE N R 2 A N S a5k

N2 224 Fe Gl TT % A GETTIEATAE [ ) B X B LS X B g R 7 % HER IR
AR R AT SRR TT W REAN T A DU e & 20 X0k A e i 3 e
. ik, BELHRKR RN S FLSEE X, AR AIE S, R [50-52]
BN S P S VoG T RARIE B BRI
& PERIRTEANZ BhZ S v E bR, bR = KU ESHES AR REY, e
Jihdz PATAAE R B A FEE HIATFZWIATE, bR i
N RS Sl ARG EIE A Ok F B E SOV PR SR O R, X
HETMAO. AT REIRRE AL R HAH D AR A 12 SR SR AL S B 1 (62-64]
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i BT RS HevitE i
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Ir

X e B

IR 55 A AE LA

PR — A S R G 3T

. RYGHE VIR, ETRRANERE  (65-60]
FE P RLIRL S )
5 PR S AR U 5 26 £
ST BB 58 TSI LR
BRI TS » » \
\ ‘ FOSTHOE S RVRERVIR B, IRTORES:  [70-71]
B2 R R

L KT

6 XR$EFE PKI REHIR A

PKI (Public Key Infrastructure) /A% # ¥
W, MTTAHRCIE. B k. B BUESE
—ZAGRE, X AHFEEE NS HHTE S, A
AR P 2 TR REE T 25 B 1) S 4y 34T IAIE. PKI
A g B 2L (1) ) 4% 2 A Rl T it S A X 4% 22
EARREEN, WM R 22T IPsec PR &%
R AL TLS B JZ %24 I B 22 42 il
SIMIME #B2 % T PKI JTdsr. PKIARYEEATIA R
AN A AT 3 e A 5 e R A E K, X HuE
(R A FE AR L) 23 i Hhc Ak PRI 22 4 AT
BTEAR AR PKI PR T I, AR AIX P >4
WA X LR PKI 24 5 TR H
6.1 HLMEPKI

PR B A0k PKI 32 B2 45 5 T UE Fmi R L
(Certificate Authority, CA) X —E(S{T1K &g
SLIR PKI, 2 IR B FH ) — R PRI AR R 454 o
Hr CAEAGBEST LA B SR N P e
CA ZBAMURE TS, SLIH P AHS S 148
JEo CA I — N R FF T A AT SE, R
CA UMM P BTEAE, HAEBa g 28470k 7
A, HPEREIZ B K RIIET R, R&EIRE
WEPAEAEEE E A HATIE R IR UE, J:T XA AE
it CA UERIIMEAE, MM P I A %4 )G
PHEATIE D EFoRI S 015 R .

6.1.1 .0t PKI IR

LAY PRI I R — AP B i i 2 B RS
fERE, — B CA KIARMVAR MR, Yo & miaeF H
FORATEEAETS, IR Lk ] DL H SR & ke 1]
NTek, MRS P 224 BRI A e & H i
() il 1R 7 5 5 SR F R T 48060 B 1) R I 5 325 BH AL |
(Certificate Transparency, CT) %54, b CT
FERAREEREENIIEFT KA. CA fE%K

HEF A ) CT MRS 3EAT M s CT AR 2523 AT
i T A NHIE BEEEE =7 s it M P RIR &
BURIE B4 R A, ] DA Z B REE ZAE T &4
CA NI & 44 — AN P 4y 51 52 ( Certificate
Revocation List, CRL) F T 4 s ik
FUA LR #i% 80 % T A e R B, el
I CA FTfe & IAELAE T ARAS (Online Certificate
Status Protocol, OCSP) k%% #% K A L T Has IR
S

J

JUEERHAEE LA S CT WL 5 N —E
& RS T otk PRI PSR SAS AT ), H 2 A
PKI IR EEIKIRAF AT LA i 8«

(L) BFXHUES e EALa, B Al 1 P
R FDEILA CT B4 #s isiE M, SEOE
PyEMHE B T4, 15 B arm CT I 4k
gal2 ™, HAEAE A S S AT 1 A

(2) EFXHIEFRE LS, IE BRI 5IR CRL
(RIRURE EL2e bl el T, o P s ik T AR K R 3
FF8Y; B OCSP IRk 2 A ify AR % T R4k CRL
FIRIITTAE, (BB RS =7 &, BRI e
GBS AR IR, IR SR Pl T S
B B, H AT (8% sl Yas LA G5 PC
i A V2 AN HIE T U RS AT I0AE , E PRI 2
TRV ATL AR (1 3 22 15 T SR

(3) £FX} CA A&, dT#5 CA MR T
K, PAZT— B AR P A 22 08 R Bl ) )
ST RS, TR AR AR Xk CA 3 24T Ayt
TR, SO ER 4 CA X 1 & 2 i B A E AT,
6.1.2 Xk 1) HARRN A A

BB B T X BB ok PRI 22 4 if 50 3 2
FAEARIE R PKI A OB (S At 1, JET
X P f i — AN R =07 T & W AR PKI AR IR SR 1)
4o RN A PR, R T X
SCEIAG R — A58 = D7 B G X CA B8R IE T 1)
AT ONREAT WEE, B CA TINaE [ B e 4 1 [ BRI

o
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TR RATRI AT RE M L R T X s Fse
gt — Lo fnEBHE R E, IEE
VEMHIE RS = & 1l, RIS Xt X st B st
HHE—NMEBREGEEEH TS, ZTFEeilx
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Matsumoto % N BETT ) IKP - 65 2 55—l
MRS IR, EZMTIAN CA BOZIEH H &%
AR RERE . FHMBE N TR, HEHFERE
BOURIALHSRAE M CA IXFEM, YRS CA 854
AHETS, XTH S HASIERIRKEm; b, 35—
77 Far 2% % BOUE S ik R 2R 2 1 L JEVESRAS AT A
o7, MIFRAR TSR U A 2 A . 2T
IXEE A, AEE A X — AN 2O 3 3)
P& IKP, B CA =AW &K% 4 3 i [H
IR 5] %7 2 5 EIE R ES . 2P A2
P 15 Frow, A FRAA E 0T DURAT A IR I
T, ZEURV T MUK 25 238 44 FOAIE 15 75 B A2 10
At CA AT DL Bl B 25 FEd 44, (Bl L
T T R A BRI BT S I A, B
FEI8 44 P 3 6 52 4 DL RO BOIE TR ARG 45 38 1 32
il AKASE RIDERIE DI LGS, IKP P&
FZAUEP SE PHRAA # 1A BUR T LU, R
3 UK G i R 2 RAZAETS CA BT H A B[R] N L
T, M CA [R5 it FR 0 BR RN e B8 ) %5 4 FH T 4h
PEI A A A 24

KAGUE TLSIER:
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15 TKP 22y gl

Chen % AU 45 —FlUB#, fbfiTM CT
5] 20 1 PR 25 5 52 30 o j O 2 Bk DA R 30 B E
TR EWHLHIFF A IS R AT AT, X s
PR T —/MEBHE T &E 14 (Certchain), %
B EA BN E 16 i, CA fistdid i

TG, HRIrA R Rl R BNE B, HP
FEMCENE T3 5 o] DA RZ P & B WHETRAS . ATk
PX P ek, EE W T UE BT
SERIH T ICSOE A CHERAE, Hh BRI T
105 S5ZAE P A O 1 b — R AE i 78 1 X B
FE, R TG 7R A0 2R 40 X B B v s 2 A ) S
e s T SRBE RS I m sk, e
Wt TR A R e RS, O T BT A IE BAIR
BEE, HEGANH XIS LN AT A E
Z XA, DR AT DL SEBLE 50K 2 1 S i s 2
W UbAh, N TR PR B e, (R
AR T 2 7 S 1 HE 44 1 LR AL AR AL
fil, CA HIRISEMEARYE LI A7 kAT M Ok
AR UE 5 2 LR BAT AR EEE), Al 1)
CA, H/= X Zebks, MM CA fR¥FFR
UFIIAT . PRI, EFEEERAET G I8 AT Z WK Pl
25 CA MG RIBEAVIGX e, JHEAHED
AT EREE, I HiZ R BRI S &
A BHIEBEELES T 2, AN T S 72
LR, 2=t EE FH 7 B AL .

N T FRPAIE R B AE W, DLRAEUETS
B63VIF 77 T ) B R Y 8 AR AR A R S5 1), TR SR
A EER Y Kubilay 25 ANE ST TE BTG L
M AR, 4R TIEBIk A (Certledger) I,
Certledger & T[] IR %725 44 77 =SB TH MR AIE
TN, &7 — X AR AL 7 2 A 4
AN SEAA, 2t — e B i SR SR A 4 JE B ]
BERINHAESS, TRIGIE BRI Certledger
TERAEATA; A TAE TR CA nTUAE S PKI
H) CA — R4k 25 K T — 2 CATE R U A IE 155
Hil] CA Bl & R & 1T LLIE £ LLAS &) iR Ui oK
FHEPiC %2 Certledger 1, B L5 A2 5E OED
I IGAE TAE, JER I 36 10E 1058 2 i 3 31 X et
L AH R BUE S e SR AE AR 4R R E T 81 R
WAB BN B UEBFAE T LUERE LIS
5y T S I IR S, B T RS AE G2 44
G REKAL Sl B X e, IR RS E
R BT A DUBR SR B R4k B i
FUEPRPRERFE, B R AR IL R 2] X ek
W, SRR T X B AR S s IR R
S M BT X B R SR EGIE A [ CE IR A I BR 5T
IRUEIAME B, IAE S & P ud 3r TLS BN B UE 15
— PRt B i U SRR D B R X R Sk S
B, BT DLTE A HIAR AR 42 R 2 R I BR e /R
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UE IS BEEIE B ARAS . Certledger X FfHIE ST
e 55 UIE 1) AR AR BORIE 5 1 A AR R TAE R 45 X
Puk, 2 P i e BNE B S R RAT S RAE, R
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- 090
é%; « TLSHE > @ﬁ’)
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WE UEF5
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network protocols but also affects the efficiency of network
operation, which causes difficulties in the actual deployment.
Besides, network security construction should be participated
by many organizations. However, there is a lack of trustworthy
incentive mechanism to coordinate the cooperation between
different organizations and mobilize the enthusiasm of users to

participate in the network security construction. Blockchain is a
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trusted distributed database with characteristics such as
decentralization, immutability, and auditability. in blockchain,
researchers have tried to apply it to network security and
generate much research.

This paper systematically summarizes the research works
on network security architecture and key technologies based on
blockchain. The authors first introduce principles of blockchain
technology and divide blockchain applications into three areas:
network-layer security, application-layer security, and PKI
security. And then categorize the role of blockchain in network
security applications into three situations: true storage, true
computing, and true incentives. Furthermore, they concretely
introduce the researches, Specific application areas include
collaborative intrusion detection, inter-domain routing security,

Vulnerability detection crowdsourcing, access control, and PKI
security. Lastly, they analyze the privacy issues, scalability
issues, security issues, security issues, and structure evolution
direction of blockchain. And prospect the future network
security architecture and key technologies based on blockchain.
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