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Abstract With the continuous evolution of Internet technology and the explosively increasing number of users,
the network has penetrated all aspects of people's lives, and its security has gradually become the focus of
people's attention. Researchers have been doing much research on network security. However, with the
expansion of network scale and the diversification of attackers' misbehaviors, some drawbacks have been
exposed to traditional network security architecture and its key technologies. For example, most of today's
network security infrastructure, such as PKI and RPKI, are all realized as a centralized architecture. And the
effectiveness of cybersecurity measures are based on the trust in these centralized architectures, which exposes
serious single-point of trust issues. The incidents of Dutch CA certificate provider DigiNotar hacked to issue the
malicious certificate for more than 500 websites, and Symantec's misinformation of more than 30,000 certificate
extension vouchers indicate that once these trust centers have problems, it will have a severe impact on the entire
Internet. Secondly, since the early design of network architecture did not take security into account too much, the
deployment of many later proposed security mechanisms not only require modifications to existing network
protocols but also affect the efficiency of network operation, which cause difficulties in the actual deployment of
these security mechanisms. Besides, with the advent of the era of 10T, the complexity of the network will
continue to expand, and network security construction should be participated by many organizations and even the
whole people. However, there is a lack of a trustworthy incentive mechanism to coordinate the cooperation
between different organizations and mobilize the enthusiasm of users to participate in the network security
construction. Nowadays, there is no good solution for these disadvantages, but emerging technology blockchain
provides new solutions. Blockchain is a trustworthy distributed database that integrates P2P technology,
cryptography, consensus mechanism, and distributed storage technology. Characteristics such as decentralization,
immutability, and auditability, have led researchers to devote to the research of blockchain-based application on
network security. This paper summarizes these research works from the perspective of network security
architecture, and divides them into network-layer security, application-layer security, and PKI security. Specific
application areas include collaborative intrusion detection, inter-domain routing security, Vulnerability detection
crowdsourcing, access control, and PKI security. And the role of blockchain in these network security
applications are classified into true-storage, true-computing, and true-incentive. True-storage is to take
blockchain as a storage platform, to ensure the authenticity of stored data, avoid data tampering, and make a true
response to the user's data access request. True-computing is based on true-storage, introducing smart contract,
and further building a computing platform to ensure the openness, transparency and verifiability of the
computing process, as well as the authenticity, credibility and immutability of the computing results.
True-incentive is to introduce incentive mechanism based on true-storage and true-computing, to realize
transparent reward and punishment measures. For each specific blockchain-based application on network
security, this paper first introduces the security status, then introduces the specific research works and show how
blockchain is applied to improve the safety, finally analyzes the advantages of blockchain technology applied in
this field. In the end, this paper introduce the challenges that should be paid attention to in blockchain-based
application on network security, include privacy, scalability, blockchain security, and structure evolution
direction. And prospect the future network security architecture and key technologies based on blockchain.

Key words blockchain; network security architecture; network-layer security; application-layer security; PKI
security
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THE TR R 22 e BoR g, P RO R
BEG AR T ZEAR A A 5 AT AT, gl — €
(U TSR IT 4, O 1 AT R I 1) S5 A5 T A e ok
FRISAMEL, ) I RIS AR ) S A e T DR R
SBERIG N a] TS

(3D FSEHih2 AL X BBE Sl 45 i 2tk -
SIS, SEOLATFE IR i, s
T X 28 R 28 EERFEET RINE L T, HSeBil2

NREZ H5W 82BN EEZT B Bk
B FH DX BB S Sl 14 0 4 2 4 7 = T A7)
NS, H— 2R 5 GARE S, %
J7 2 25 B M Y IX R S T B AR A e S IRl
KRB REAT SR AT EMIE ] e RS Ax
HH IR B R ARG PRI T8 R AE T3 1) 284 22
LA CA AT EAE AT 8, H R il
MU SR RS &, 12071 ZRARYE X il %
IR I S2AT N UL R 2sdte . PP I s &t S
WS FVEr s AToxt F P 2EAT XA AR 55, il
[7) 219X 2% N ARSI MR 4 15 FH VP2 138 15 S R

AL EENE LSS NE 3 T, XHUEELL
FSAF# . FSRTH SRR LSl = At S ™
2% R R IR SR BOR , BAE XERBE 1 B B
REERE A B2 B R BERS A L T3 J i, %
SRR, AR SR H SR 3 BRI 4.

2+ Vi EEHIHLH]

[1\ R A Ax L j <:> MR 24

etz 24

PKI

2. JE) K 24

> K

[1\ By 7 2 0 28 N AR ASHI : : Pk 2 2

m
Y
=
fi

N SN

: : v AR A I

v HAETE
~ A TT 1A

K3 T XHRBE) I 45 2 e ik R 45 0 5 G B BRI T 1

4 XEREAE MRS =R 2RI N

1E TCPNIP Hhillik &b, 42 3 2R A IR
P s B S AR, b )T TR A5 1 T i 4
Fis  FE R ST T 5T i pR SRS B, i 4R
B TR E R . Rk, P4 )Z 22 A N ) A]
A3 s i) T [ 22 A RN ~F- 1h 22 4, F P i %2
A FERIRE A, BT 2 e N2 R R
KPR R 224 DU B IX HUBETE I 4% 2 2 7
T %2 4 B FH 2 205 B i [ 2R 28 AR A I 45ids, 7
2 1) 1 THI 22 4 I FH ) =3 T2 I 3k ) 9% Eh 22 4 A3 o

AW MK P AN SR VE A0 A 28 [X B 7E X 4% )2 %2
277 IR .
4.1 HEIRWENRED

M 2% N 1= K I & 48 ( Network  Intrusion
Detection System, NIDS) & % A2 #5355 X 4% 5 Eid
5 W U8 B, 24 R B I R o e 3 5
X S U AT IR, AT Aff £ ) 26 5 1 T ) 22
2. IR 28 N2 Al %24t (Collaborative NIDS,
CNIDS) U2 F8 50 AR 75 2 AN X I I 268 NAZ Kl -
G0 AR DM E R IO RUASE 00 B2 2 Bits, - AT B B A8 H
SN FEI BB, 8 G X 45 7 TR R
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4.1.1  WhFEIEE AR A IR

CNIDS #4552 FAF B m 3 2 bt
3 2L R oy A s = A L 4408y, Horp g a0
Mo E G R ER N T RO RS 88, A2
B RO PR, I RO AN R 2R 2 TR &1
T H B H O IR 55 8 T B R (S AR Il s 04 2844
HRAREN T AR AL AT R e, DRI SESE AR T
BB AE A SO R, A As2 CNIDS 1 —
FEAESEEE . AR, EIE ARG
W, BT R AR TERE A RER, SEeR
T E R REAR T b R, g4k, CNIDS g
TR T AR, R SR A A R R i
A5 BRI BN MG, AR T s Al A S AT 7]
I 0 -t 111 = I 1 2 B T N 3 = Y A = =1
HVEr 2490, BN AR 7 5052 HAT A DL K]
P AR AR 0 251 AT VR, IR e TR
FR P SO, ORI A3 s 7 9 rh AR A 25 2 2
SEVESY, BT AT DL R A N T B s
JRETE P2P MZAGAT E BT T, KEW SR 2l
A2 VR R — AN B U, B
ToVFA R LR 22 AN 2 A A i i 1,
4.1.2  [XHUEEREAAR N 5T

H Al X EEEE CNIDS (137 7 8 2K [X
YA R e H T EERE, %25
Ff N RN AE O B R 2D B X e L 25
Hez53%, Wil E =g 2Rl . R4
BRI R G822 (A 25 BRI A E, CNIDS 7] BL
3 T IREAE BRI CNIDS Al RS B
[25 ) CNIDS.

TG EFPHK CNIDS FEEERmE 4
Fran, BENARAS I 22 8t 22 (8] e 22 24 ke I 281 ) 34 55
BRI I =G BaA LR, RIS RN
A RG] LR ARG R, N rEs
T I 28 A s A . 10 Alexopoulos 5 A\ T 2017
SEWPRIAE T — AN T X HE i [R) X 28 A A%
il 2 GeHELR0, 2 ey b R 1 B A R DA e 3
WERTA R, HAHREE B E 551 RIS
S8, LR A R X B rR R S B — 3K
. ZJ5 Alexopoulos & NHEAT T IR A BETTIFFEH
T TRIDEnt™, Hrr 5] X T #aHLH LA RS A B
WL, #EE 7T — M REERAZ ST, S 5F L
WA A VP 9 18 3% N AR A I 38 0 5F: 1) HLAT el i 2
5, W2 5 # L iR B R 0E
FIANE RBE. X FaY, S5 U REY

LR AIREE BB ESRL, BLHEE KA
HEO WEEDRME, HERNIREE R,
Z 55 0 DL AT AT 1) -5 R A 3 d S % 42 S AR
AF BN RS —AVEE R ST IEE, R
PR (02 5 B e e A G (SR 2 T LA
YHE B RATE AT AN, J7 LV PE B RAEX
e TR EE AR, A4S 5 #F Rk
25 B, 5 TRIDENt 2T PE0 115 F P TS L
FIAF, Meng %5 AP TP R LR A
& CNIDS HIEEEEG&, iz, N7
Fr il 28 G AE HAH e R A B[Rl B ALV —
SEpk A B TR — B (ALK 1 R A B A5
FEHIRBRERAE B R TFIIE N B2 500 &
ZTA R IR, BRSPS B AN X IE A
BE MR BAEAEZE R, WA RIS ST 516 R
NI RGAFAE R AT N, ZREATAPILR
B X B o I TR0 B 2 48 A4S VP4

st | o || s || B
(C7-FE N I e B 1 i i
th 557

K 4 JETFIREEEFREN CNIDS i

Rodrigues & A U == 25 X 43 A 2046 48 ik 55
(Distributed Denial of Service, DDoS) K ii#gH T
—MHRARBIE RS, FEiZRG T, R E KR
farill 2] DDoS Ml fa, Pl B f kb A% 3
X BRI [F] 20 2% AN X, A 1 Tl B 7
Jsivi i YV AE ) DDoS Bt & ; Yang S8 AfE1% 7
EEERS BRI TS, Bt 72 A B B
W A AEHESE DNP, I HoA >y DDoS Wi it
MRS TG, %452 FHEHEZ DDoS Y il Af
DATE 45 [m) s 35 T 7 X 3801 & B 35 )1 S DDoS i &
RIS, VESRAEVR s B R AT e, AT
A 297 11 DDoS it &tk — AV FEH A X 4% DL J H b
IR £ (1) 7 B DU o

53 EE B ED & NREIN RS2 A58 H
SR BT IS BAN R, ARA(E BRI 2
RN 5 B, BTN 3 40 2 [8) 52 A s A 24
FXT I B R IR, Al FR G ) AT LA
X B A i i AR R B AT IR T 3R — AN A
SEKIIBE S AR . 518 Golomb 28 APl
X SEERE — AN R =S5, 25
T R AR HAE SN R N AR e DA 2 I
BB X HesE, SAESRAEE LRI 2R —
AR RE D RE BRI s Li S N3 A X Bk
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) — A 1% RS U 1 ) 29 8 AR 0 R
i1, AN R e 1 CTE S BN R A A
AR B X YLEE A EEAN NAZAS I R G 1
fiF B8 4% Liang %5 AW EF 6 4 5 75 9 H B
(Vehicle-to-everything, V2X) Pz 538 T [X Yok
BT T AN AT LSS BEE I B (R AR A I 44
FEZSHR R, T s B B AN 4 N 2 A X,
A DXL 7 — AN 2R X e T AL % X 4
REV % AL B NARREGI A AR A MRS, ARG E0 &
W R ZEE NI MEERL, F 12 AR R
FNFENZIX IR VR o BRI i %
BB SR AR, BAERIE N TAEH
I T SecCLP®, — AT [X B4 A (KI5 5]
G o AT AR P R BRORL i R I B
P RS AR N Rt AT 2, % A
B3R % 5% AR R T 45 B4
WHEHR IS 58 MR SN EE;: 554
¥ DX HUBE 1Y) 2 5002 A1 3 0 i B BY rp AR
MO BRI AT VRN, SRS A VPAG I 25 R AR B [X B
B RS LRYE T S 53 VPG % R A
MSHIBEH S S HEGHMANBN ARG, 58
JEAKEE N IR, SecCL V& AR
T 58 AT AMEIREE, BARIIZRINEEEE 4
HHTE S SE RS, R BUd ok TP 5
A R 1) RR L SRR Y f 1) 7. Shen 2 AP
U A St 4SS 2R 1) et A e sk P S SO PR A
@, $2HF Shapley {8 k#1058 F P A% ) %
W TTIREE, IFHET BTt 0 STk BT F P R 0
Jili, AT FH P DTk R

NS o HHREE
R FiR

WNALE

Fer Y

Y

R i i

A

K5 JEFHRE EE ) CNIDS FiEE

413 w5

MMEZ, HEETXHER CNIDS W5t
TR XA 9 — A0 A0 ) S AE 0 & 5K
Pl I, R, HH e X PN A 5 A
TF BT 00T B R AR HE AN [R]85 S B A i A5
BN WARAERE XS BOR, 15 UGV 2k {5 B mT
FAE, TR e o i a4 5 152 B8 V7 T 11 S b o A
—ANHERR. SecCL T & PPlzz &4 P (R Se AR
()G A — P R R LA it (R T VR RN
B AT R AR K B EE, A& G S R

Rt Shen 5 NPIIET- Shapley fE 5 /4
DURAE AR ATAT, (HE Y I EHAR A P 2
I, 2xi&E AR R BITHE IS o —Fhfig ey U2
FEFUSEAEAR I FEA 5] NFLS0UR, F LS 5
N EME S, RIS 580 P47 9 oy Hat
H"%REHS, HETZEHETRERR
SRYNHENE, R P AT LS B 326 B3R 75 10 50808 1
AHEER B PR JE ke Bid=FJ7 a0
BRI, PRI AR SRS T X P [F] AN 1R
Bl &Gt rh, Wbt RiRg kit — 8t
H A RGN R T B B R
42 WEEERE

147 M5 i (Border Gateway Protocol, BGP)
VR DRy R 2% J2 42 1) P THD Hh A2 SR 40 1R 3 ) i ik
B, RV ZYIIFRAHE R ZeN, S
Fi61 (Autonomous System, AS) ‘B 51 Hi<:
WA JEERINFERZ . BT BGP WM ANGRIG, &
B AS AT LVE H R RIS RS B ECE AS B(E
R E R H AR W 2 19 &, 2k 3E ) FF
YouTube”, A% KB ARAT Mo bk B ® 4 F 1k nidh
R IE R I T H BT BGP 22 4 i it 1) 7™ 1,
R RTS8 45 AS T B 15 35 B 2 A 2 B LS
PR3 % B 22 4 P R A AR R D 1] R
421 A e AR

LB B 4 1B] % B 22 A B 3 S ST B
EHE W (Resource Public Key Infrastructure,
RPKD PO, H 3B AS 55 IP b
HEHR TR EIRS, KA AS 5 5N 1P Hubik
PUATHEE , FFIGIX LLL e 15 B AT 7R AH B R R
s b g b7 R B, TR EeE BN AS B
TS EHAMERUE . IEREET RPKI X224, #ili
2% FH AT 28 Bh R 0 6 R R DOIE 559 P2 D i s i
2 Bl (0 B SRR AR IAIE ik IR R, X e Ty ik
BRI b Re A R DL B 2 2 4 i)/, (H
FESEBRIE DL, RPKIL Y8 B A E S5 DL s it
PRI UE SRR I S LT A P AR

(1) RPKI (#3538 75T, Wanlisch &8 A il
BRIV UL KB CDN (Content Delivery
Network) #5¥ 958 RPKIP, NIST # 5o Wil 5

O Rensys Blog. Pakistan hijacks YouTube. https:/dyn.com/blog/
pakistan-hijacks-youtube-1/ 2018,2,24

@ Adrien de Beaupre. BGP multiple banking addresses hijacke
d. https://isc.sans.edu/diary/BGP+multiple+banking+addresses+
hijacked/16249 2013,7,29
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MO ER R 16.8%IPv4 HihERTSEHEE RPKI
b5 B4h Gilad 25 ARG L HT T A EC B R IR
RPKI FFA7E & K (S5 B RGESS . (Route
Origin Authorization, ROA), & T RPKI {& & 1]
AR, REEZERL T ROAlert AL T &I
FiR ROA I FH B4R i Pl X 5 B 3 i T2 2, (H
RZHHIKER KBRS, B ML LT
B AL 1) 0B A ) 5

(2) B HRESE B i, Gilad 25 AP
MESH, HE 16% 1 AS #3% 7T RPKI )%
FHIEAE 535, TR X 2% HH s\ 2% LI i HH A5
B, REAR 6% AS L FIE 5% .

(3) HELMRARIUEFVEAAE T, Lychev %5
NBTHR L T e B 3 () SR B B L A FIAR, JF HL
X g UG A AT S A RS SR MK I 2 4
FETt, 5B LT AL TG 5 A] 2% H 2 4 i
o, i B TR 2 51 &)™ 1) R .

4.2.2  XHUEER AR N 5T

X Bk iz A T 3k A) 2 e 4 i 32 R K R
P XA N — A A 6, SRAF IR %
INMIEFTRE ZA G B, AR AS A DUET1X
63 5 ST 2 4 [ S8R B FHUIE o X eI FEAR S Py
SELE FREIASE T Lo R (1) J: T X st
g —AFEd bl RPKI; (2) EFEF0k RPKI
FAt b S IR B FH AR DA A B SEBE AR B0 AIE o

BT X B R g 25 0k RPKI (1) 32 22 AR 4
Kl 6 Firo, B AH X HgE e 5% 1P bk i e 2S5
SE, MiffiE /A 1P shhkS g prE 54y, Bl
Paillisse 25 A T4t 1) IPchain, 4l 1iA Ay 1P Hiuhk
BS¥r R MR, BARENE TS
IR, HRERCA PR3 E], T HLAE R — I %0 #f R s
W— i, R X EsE & — A Lo
RPKI 4244, B FH X e R AS AU RPKI ik 73 FC i FE
1P Huhb o> sE AR D /e X Bt B, R
PoS LKL PoW JLiRTEIE & F R fR 1P P4
Sric.  Xing 25 NP0 B T T X B R WU
EHFH BGPCoin, H A RPKI ASFE At 2 [ 1
bk ALt VMR RS Y, S5 E AR
B Re G L0 AT b B FRAE A AT, 43S B
AAEAE X B A i) . b4h, BGPCoin 5|\ T
PR, $EH AS 5K B 28 n] PAFEATAS I
YR IER ROA KA ROA Bl &4y, Ei#k

@ NIST RPKI Monitor. https://rpki-monitor.antd.nist.gov/ 2019,1
0,6

Hi% ROA H 3R ARl . Stefano 25 A JUKE X
Pk 5 1P Mk =2 By iidnsh&, #2447 InBlock 424
W42 gyl i — 28 1P bS50, B
LA S BARK) 1P HuhkEE B LSRR T
ZHHEBL ALK 1D, TR AT il AT U
ROA —FEME b DR 3l , 25 FE B ELA 1Pv4
bk 2L 5E, 1EE AN InBlock 1I LAE A K
IPv6 Hitik (152 51 6
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A
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m
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B 7 Jerporo b i e e) % B 2 4 HEZR
Blan Hari 28 AR ELEC X BeBE  CInternet
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Blockchain) ¥, Hrh& AS HiEMHligS 5Kk
BERILED , FHRRI46 1% BEIE S BO 1 L LA 22 ROA
5 RCSR BIWIAE X B s R MALAL R AT HT ) ROA
FER, #i& ROA 3L 5, =5 I N AN 1P
bbb COricH sk Ee) sad K ROA 55
CEEBTr FL IH Mk BT, 4 H U A 1P Mk B gt
SEMTAS; M AS B BRAER, fld - NgEE SR
5y, ZH AN RNANE ROA 5 (H%& BB
i w8 E—A AS BEEBAGELE (EEBEND,
BN 51 AS AL T AR R RINZ A AS; 225
ZERT T AR JE B0 3 B X B b it 5 % B
AFETUD, AT R A SIS H R DA UE AN B SERE AR IR
PRI . RIvKEESE NS DNUILL K, Saad 2
A3 RouteChaint s #5S B 1 8L JEARL,
H DI UK bk B ik B DLAS 5 B e s B
XHHEF; RouteChain MR HXT AS 47K 73 X 45
IS R E B, SRR X RE % B Pt il it
W, AT PR RE IR 3 i T 9 ek

B PR RS AS 1% HIYR(E B LA K
AS Z[AIARJE G ZR, AT Fh & ) B
{541 Chen %5 A¥%iH7E ISRchaint 4ty hiscit 7 1
B TR B BE A4 (IRMcontract) F1 AS {5 5
BIREAZ) (ASlcontract), IRMcontract B IANA,
RIR, NIR EHLMAIE, Fitids. BH AS 5 IP
bk B L= S, ASIcontract U &N AS H &
Bk, MtidI. WHZ AS H5HE AS HIALER
RIE B VLA ARG AE B J54E AS 1ERI R
P E SR, AWZES ER ASPath B HIAH
A AS 2 [H] 75 A2 A0 R Ok F DA R ) EH R
W, R R MRS A .

423 wie5Rd

TEHET I RPKI (3 a) 2% th e 2L, i
T RPKI ARG AAAE R pi G AT, S E0RIR) 28 th e 45
TR BIRIR A TE AT 5, 5T X HEE iy
AN E AT & H T A7 i 30 B el 2 A 50 HIE
Fias EME R, B X HREETT S 3L 58 B fE B I ERAIE
TAE, R—Ma Ao, R R T X
B (1) 5k [R) 4% ER e AT V2 R . AR, IR SR AT
TAR SR Z BRI L5 E 75 R, AR G iIa] i i 2
A FIT THO O )RG5 3 26 1) AR SR VL e vl . — L LA
S, WRREAIR HE S T il BN R AS BB
BHMEFE . PRI 2 A PER I R 5 07 R
Jih#% AS 8 BGP 24P 1, (B MBILAE (3
LA, XETE A DAHR I RO . T IX
BB SR S ) 22 AL I, DX Y B S
il 2 B v A ) B o 22 A SR B R o . R A
PRI, SIS X SN R 2 IR 25 = AR
IR, SIRELEE N B RN
AN AS PERH: SR EeGLESA, U RPKI
M2 = F e A s g, @S EmE A EE4
HkI 5] AS KA ROA LA J i i E 5 (5 /& InBlock
20 g VA2 B IS e ) 2 R 5T 5 T 3 R SRR L
Hil 5 e B L B G —Fse iy, i
HAEHEh ROA {5 B HPUEME, mEhxH e Ak
Sy 5 QOAaT R SR AL R 5 0 SR e A R 75 B HE T
4.3 INgE

AT A ] X PP 286 N A2 A U R T 2% 22 4
PR AN J7 TH AT X BB 7 X 286 J2 22 4 1 S F gk AT T B
EIE, 577 R TAFER I 5] N X HREER)
A, XA R B BN 1R

R 1 XHREEAE LR R 2 A N 2

W 264 /2 2 4 &G ff 52 FE G )T VEATAE K ) [X Bt (L 3 [X B g e S 23Rk
W5 BRI ML, RELRUE [20-24]
= A AR s BRI i -
LA AR YIRS F 25, I GRer G
LA ARG L= Mt [25-28]
R, HA TR AL
MRERMLE  ANREMHEER, -
} . L BOMLH SNBSS, ARIEH P
N2l FHTFIELIUE BeZ A A RYE AL \ [21-22]
B I R AR B
BEORYN S i, ToiEA RS R FLTE
N ; X B SR B A LB A, T
GRS B o [29]
PSR AR PR E R TSR
RPKI %% A5 ROA 13 2% FHIX SRBEAEAE AS 5 TP Mk B (4058 [ |
38-42
WA M2 AS S ip HhbEgE  RPKT FRAEfEARR T E 1 R, 518, Wb RPKI
HL A i
4 EFIRALEH, TEM ROA, BiR o S ST 1) FE T XHRBE LA 1) 1 PR A B AS 5% [ |
43-46
BEn b ST IR AIER, ST S H 2 5k
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RUIEH % BHRFHT B ph 22 A SO B

5 XREBENAELREHNH

1E TCPNP Hhilik &, RiFHEFBE LT R
FAFET BB SCBRAn T, LR E 2 F E
P, RIS 2 2 A AN 75 LR GRS 3
B ST I8 B (1 22 A e AT 8 4 8L FH AR B 45 08 2 R
s OB AT SR e, 4
I A U Tr) INF B Bsf BELLE DARS R P BRI AN 32 0 3
T AREE FH P R 2. BB BE N JE e A, X
B A 0 R FH = B IR e TIRAS WU A% B T 1 42
BLH AN 3, A0 MO P A S 7 41 A 28 X
HELE N Z e 2T IR -

5.1 ImiEAN A €

A AR A 2R, o T
K2, KRIRAIIAE S A 2 D& ORI
AR A R TR ) 32 ZEF Bz — . Google. Microsoft,
Facebook %5 HHM Ekth2y2y it B T ¥ &I TH
X, AT R Z S 5 IR EAZ IR .
P B AT % 47 & HackerOne 4iit, HH
2012 fERYALE) 2018 A RIS Vi =T 1% 0T
o, W LE N B SRR vt 2 B
2O S AR R R AR e A I T B
5.1.1  JiRAS A B IR

T BB i R AT 55 A 0,388 i 2 Bk A B AL
H TS SR BB TR BRI, AT A DA
PR A2 4. BARRAR I 8 for: BAFHR AL R
BB TR, TR AR IS A A
DAJ R i A5 SRRE A O B A 1 % ELE N
Ml EAMFE SR EEES S, BRESSH
SHRIJE T B B A AT SO IR
T2 J5 B S IR S EAC AR, L A%
D PR B 225 SR B 4 Tl R o TR Ak
BRI FEAT & 56 T AR SR BE R A, SR 78 SE B
(Y38 AR H A A7 50 0 208 R B AR i 380 s I
WG AT BN T, BRI A AN, IR
WEWERZEW AR, WRHSRESE, W

@ The Hacker-Powered Security Report 2018. https://www.hack
erone.com/resources/hacker-powered-security-for-startups 2018,

@ Researchers Claim Wickr Patched Flaws but Didn’t PayRewards.
https://www.securityweek.com/researchers-claim-wickr-patched-
flaws-didnt-pay-rewards 2016,10,31
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Background

At present, network security faces many problems. For
example, most of today's network security infrastructure are all
realized as a centralized architecture, which exposes serious
single-point of trust issues. Secondly, since the early design of
network architecture did not take security into account too
much, the deployment of many later proposed security
mechanisms not only requires modifications to existing
network protocols but also affects the efficiency of network
operation, which causes difficulties in the actual deployment.
Besides, network security construction should be participated
by many organizations. However, there is a lack of trustworthy
incentive mechanism to coordinate the cooperation between
different organizations and mobilize the enthusiasm of users to
participate in the network security construction. Blockchain is a
trusted distributed database with characteristics such as
decentralization, immutability, and auditability. in blockchain,
researchers have tried to apply it to network security and
generate much research.

This paper systematically summarizes the research works
on network security architecture and key technologies based on
blockchain. The authors first introduce principles of blockchain

technology and divide blockchain applications into three areas:

system operation and troubleshooting.

network-layer security, application-layer security, and PKI
security. And then categorize the role of blockchain in network
security applications into three situations: true storage, true
computing, and true incentives. Furthermore, they concretely
introduce the researches, Specific application areas include
collaborative intrusion detection, inter-domain routing security,
Vulnerability detection crowdsourcing, access control, and PKI
security. Lastly, they analyze the privacy issues, scalability
issues, security issues, security issues, and structure evolution
direction of blockchain. And prospect the future network
security architecture and key technologies based on blockchain.
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