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Abstract  The division of data ownership and data management is regarded as the key characteristics
of cloud computing. Customers outsource their data to the cloud and need to use cloud computing
platform for data management, as a result losing direct control over the data. The introduction of
cloud computing model has brought some new security issues and challenges, such as malicious
cloud administrator, security vulnerabilities and improper access interface. So insider threats
become more crucial, especially with the cloud administrators gaining more control on customers’
virtual machines and data in reality. How to defend against malicious insiders, especially who
have priorities to access or steal customers’ data and computation resources, has become a chal-
lenging problem as well as a common focus of attention in both academia and industry in recent
years. For further study of the insider threats in cloud computing model, making systematic

summary from ways and means to deal with, and promoting domestic research in this direction,
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this paper firstly summarizes the major types of internal threats in the cloud environment, and

takes an experimental approach to demonstrate typical insider vulnerabilities and possible actionable

attacks. This paper summarizes and proposes three approaches to deal with insider threats in the

cloud, as: user & entity behavior analysis and evaluation, cloud administration priority division

and run-time access control, and customer controlled data encryption. For each approach, this

paper thoroughly analyzes its technical principles, key technologies, state of the art, as well as

practical possibilities in the real world. At last, this paper points out the future research

directions and key technologies against insider threats in the cloud.
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AR R RGO FRAT O AL B 2 AR AT N T
G P 5 v Y AR B — S PN LR JE R S A
I FH % 26 75 51 F0 00 S50 AT o A — S A R A
B I A X — BB IR S W AT R

17 R 43 B vl LAAS S0 35 0F B P 2 A5 2 1 OE 1
FUAB LA B S Bl 2 B AR L 40 SRR P AR B AR AR
AR VR AR B D00 AT B e A T R R e A Y
P 2850 A s A 0 B B

4 Z=EEBR RS FHAT B IEIE

BRI T N 5 A W0 I R R
S ANREBE AL PR R 43 5 B8 7 58 J2 55 R 400 B 2
J2 %58 P Bt B U 18D 4R AT $RAT I 3 48 B B AP
A R GEA PR A JC 145 2 % P Y L S0 8
4.1 =mEENRYS

RV & d . BRVLE S (VMM 2=
V-5 f5c A BB A B mT AU ) 4 45 O R AL
(VM) B FF A B2 5. R AU (Dom0) J& F 7 VM 45 #
B RUR S IR R BT R A K P R AL, LK P
REFAPLINA B 2R AL £ 521 VMM KT DomO Y
FRR R R 385008 0 3 A9 P9 9 45 B8 5% AT LRI A DomO
F A B A2 3 FH P 5080 B A 0 2= 7 B % mT R R
BLAS PRI R 4OUBIL P9 A7 57 O P 554

B R % 2 3 R A (SSCOHMO F) B B R AL
43 #) DomO ALK B 1k 457 AT P e A 2 Bk
iy s VMM 545 DomO A AT BR 43 B . LA B 1E FH P 8k
52 B2k A 8 B Yo g, SSC b i1 ki AU AL
TR S A PR AR A3 B AR I T R A R
e (1) Fh 58 2O f FH 0%) A BR R A 1Y) 3R 0 4 S I
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(2) L7 FH P i 8 B T mT L P O B
BEE B ML, X MO B AR AL B R TR E
P B 01 25 W T e 8 B P R AL 2 L R B
FH P 50 255 sz i B C R RE AL

UnlEl 8 Fir 7 » SSC R AR B3l 73y 4 2T S
B SdomO J2& 2= 8 B G300 A A B R AN R 2 A
. SdomO R B2 JE gl 5045 1k UdomO I i AR
I s A7 HE AU B A Y S S B2, 4 BRLRE 1 BT UL SSC
A R AR AL AL (1 SdomO 46 A5 % 7 W R 2 L 1A Ui
[) 5 7R SR A AR 5 O 20 P Sl 22 4 0 s A
PE. Udom0 Sy K& HI /= A9 48 BLAsk . T oI DA fel A
PRI S BT B B R AL A0 A I e 46 AR A iRk
5538, Service VM g% ;= REAUAL$2 4 % 7 & il ) il
55 NI e VM S8 L AR R AL VM B
%%, Mutually Trusted Service VM % i = - & #1 FH
JHZNB] B PR PR X kg AULBIL I M A Bk RSB
JUE IR 55

ﬁ Mutually
- ] Trusted |« \XK/J](\)/I[‘k
0 Service 1
Sdom0 VM

V Udom0
5 Service Work
TJOTID D <>
N VM VM2

-

Bl 8 SSC Z& Gty

%P 465 DomB N7 N 4% 8 I8 A% £ . o
UdomO £51%. Udom0O B DomDB 4 iiF 55 1% 5¢ ¥ 4 If
J& 3 UdomoO, M 4% UdomO0 1Y 224 1] {Z. DomB
# 57 UdomO FE UL K P % 51 & F UdomO N £
o, Z )5 UdomO 5 HI F & 37 4% v] {5 38 18, 1% i K
PR SR 55 518 UdomO i Ff DomB & 7 5 4
XoF 0L B4 R AEAAIL. 3 e i A IR ASE A (1) N 2 2 T AR
=B A s B U M LA A
ZRR RN P AR AR T S i
4.2 ZPITRIIIE

AT I 5 UE A 1 R VMM U181 2 [
(R4 T 5 A O 40 FH P i B0 B L. SR By 1k S R B A
Al Y P O A B B8 el REL P 0y R LR S i /N T
F A Cloud Visor™ F ik £ i 484k 12 AR S 4
S LAk B YA 5 A B B R SE A ) VMM A
DomO A~ Ge %7 B 7 jE AL B AL R K2 1 Af

BRI R

CloudVisor jli i £ — i = #E R &8 L m— 2
EREME RBRIUE S BAERGA B 122k 4240t
AL ALAR 285 1) P 5 14 0 58 2 1. Cloud Visor 12 47 7E
REERE R T, M VMM iz 47 76 JF 55 AR =R
CloudVisor | FH f i F¢ A )2 o fif FH A 14 4l 1) 2 004k
Fe AR St N A 25, VMM J R UL 22 1] 1) 42 il 7
il it CloudVisor ff#. A ¥ VMM F| VM A 77
FR AE 1 I, b 43 5 A% 0 AR b R LI AT |
T3¢k CloudVisor % 4 B PR A7 FIPK &2 . X Fh 7 ik o
TR HLZREEL2N I AW EBR VMM
FEFF o AETEFEA ) e

RRET- & W AE JE 8, #E BIOS #A S 2 & 7
Z T BIOS B 562 F W A ik J8 Sh ALy . 18 A A7 fif
TEREOE L 400 rrpl 8 s BB ¥ & KBk CloudVisor
R P RE G ERAS AR S E %
2t AR IEZ 1T R CloudVisor J& 75 58 # 7] {5
WA ZBBE. & VM BEGN% AL A7 4 2 = F
EREIR R PP €/ AT St &

1t CloudVisor & 4t ¥, VMM B 9" @& T %
(Extended Page Tables, EPT) H B AR , Cloud-
Visor 4EFF— 1y # [/ 1) EPT 51 3% 56 iU % 7 ) B 4
HE B F ALY hE ) 5 . A ECZy VMY T T 23 2K
AR H T A & VM, CloudVisor ¥ It 7 10 A VMM
) EPT BT 3% v fif B B 5. > 3 18 [m] i Bsf 0T 17T 5
e VMM frf. 5O H e T A & Uil XA 2 VMM
Vila) % ;R UL 0L T B 2 B R A Cloud Visor,
CloudVisor % J5 WA 2 VMM 5155 , 48 5t i Jr 45
WK VMM, 4§ VMM 24 VM 11 R Bt 25 5]
B T FEEHR B A CloudVisor 4b 3, CloudVisor
W AR TR R T VMM,

WE 9 fs . VM FEBCER A AT IR

(1) 24 VMBI TRRAL 5 23 JE B A Cloud Visor ;

(2) CloudVisor $0 A7 46 ZL Y #2415 . 37 CPU
R SCR AT 1/O 484 an R 2 AL 4 VMM
AT

(3) VMM #4775 [ 5] CloudVisor;

(4) 3t CloudVisor 4b B J5 fnik 52 CPU (1 I
T3C, ] VM T,

MW ELYLE A T o B R IR AR
FEEE R, B LLEE XS i AL B ARG B0 T T
JF 1 2 A PR AP 2 O BB 1. Overshadow!™™ Al
Inktag" " W5 /6 FF 76 F P R S ML B A 12155 0 F O
UEF P i AL S Ay 1 % . g VMM 2 /]
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unprivileged

Encrypted Guest mode
Image Mode
h Metadata File privileged
[ mode
P A——
Platform Host
Attention Mode

& 9 CloudVisor Z& 4t 324

fE0 TERAE R GE 2 A P AE 1, dl i VMM Fi R 4
Ty Z [ A H A s A 3R AR Y 5 R 4838 B LR UEAS AT
& 282174, Overshadow 5t F M #L b 4% AR R FH &
HhIY 52 (shadow) T & MG, A 46 R 48 shadow 1t
TGP B AR shadow U1 3%, $2LR [F] (19 & 7
L N A7 A0 L X kg 400 0L o 22 08 4 i g AR 7
(Cloaked APP) FT A5 A7 TUNN & 149 J7 12 K A/ 40 L P
() B RAE S T AR 5 4 1T 7 0] 40 &1 30 25 b o 2% 0 i 2
S s ) PR3P Ay i A B SCRE T 1 48 2R e 4 it
B PRAIE T 8Os A iR A RE AL R
77 HL.

WE 10 fiin, VMM 5 Shim & A 3 08 37 72
Fe AR R S8 (OS) Z M 1 32 H.. Shim j2 5 OS #15¢
M9 P R TY o B 4 AR AR 47 R 7 U dik 25 E]. Over-
shadow il 2% 72 7 B 76 £ 47 B2 7% 19 M aik =5 0] 51 A
Shim, AR 7 FIEAE RS 5C H. . 4324 Uncloaked
Shim #1 Cloaked Shim,OS # § Uncloaked Shim #%
¢ F (HypercalD ¥ 46 468 9 R 40 82 77 1R 3L JF
H it AT ARAT B DR 30 A8 7 PRAT 2 5%, A% 05 o

Cloaked
Other £
s Shim
‘ Guest Kernel ‘
y
VMM
‘ ‘

& 10  Overshadow ZZiZ8 44

Cloaked Shim, AT DA LR47 5 1) P9 A7 IS8R L i %% % 37 5K
Pt @SB shadow | 3L

M B — AR RE B . Shim 6200 8 56 % 4R
3l A ] Hypercall 41E B 5 1Y 56 % 1% 5 )5 3 {97
¥, SR 5 Shim 3817 & W IR T %88 T 132 0N,
FHAR PP 3 SO S H 3 Y B 5 28] 9 A7 . 4 0 i
TEZRGE shadow T3 I Jo ik LI B & 28 5 1R A A
VMM, VMM il % 5T 187 » 71530 A o 745 0T 18 53 e
S E| RS shadow T1 K. Y T 7E F£ ¥ shadow T3
TGRS B R AE H R B A VMM, VMM 55 iF 58
FENE: S fif % DU R W SC UL TE ERT LU B R Y shadow
U, % T 30 oo 5O A7 Ak 7E VMM 8072 7 N
17, 0S Vi) A 5.

VMM 47 shadow TT & % e st b 200 12 1) 22
I F 3 ,CTC(Cloaked Thread Context) 254 ] T1#
FEFE T 2R G0 45 1) % 5 1) e BB B304l CTC & R
PN A DX B2 0 RN 58 PR DR, OS R BB B2 a8
M. AT N OS Wk & B B AR P e, R A
Uncloaked Shim & A ASID(Address Space Identi-
fier) #l CTC #5445 VMM, VMM 53 ASID F1
PLEL. QSR OS FEAS 538 (14 3 s RS2 OR3P 72 )7 58 %
PERUEAS 2338 58, i DA H BB 7E 38 Y i 2 7 A A A ik
1 M SR B R

AL DA ML DR A SIGR DR R B R B
PEBaFA . & ge i T LR RS S A 0 AR
VMM FRAE LR A7 B2 7 P A7 DT I 56 8% 1 Fn2e 4 L 4
R DTN L TE TR B Bl SR O AR SR A 43R B R
Ak PRI AR -

(1) Cloaked APP 145 R E I BE A VMM,

(2) VMM fg 4 #7525 47 a5 W % 3| Cloaked
Shim CTC, Jf & ek % 17 &% N %5 . 047 shadow T
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Pl

(3 1B TP 11 SP 2 %545 M Uncloaked Shim
HuhE BB N AZ AT 58 3 (1] ) A 2 eR £

(4) VMM B 38 438 1l A2 A AZ IHAT

(5) N #% 4k #1852 3R [l 3] Uncloaked Shim 4b #
(6) Uncloaked Shim & ] Hypercall # A VMM.
(7) VMM K& 75 {7 25 W41 IR 1] Cloaked APP,
AT shadow BTR DI 2.

Overshadow H R 25, B VMM 45 7
RN AT VL5 X B O % EAE B B RS
H P HBAZ 2R &R EWE TR, WA
1R U T A T S AE LR AP AR R A VMM 2 ] £k
1380t PR AP SO i o 55 22 20 B4 T A ok — € 1)
PERELFE.

Inktag & R UL BEARTEA 0] 5 (384 R Ge
PRAP S B F  2Y Jm T HEw OR 0 AR e Y DR SR
Ink Tag B 56k M 00152 AF 2R 58 A A7 W S5 AR I3 o
SROZ—BORy . B PR % SR S e TN R R Y R
InkTag $24E LT % 2R UE : (1) #5156 % 4 - OS
ANBEE T P T E B A | A7 AF A5 (2) Hhk A ) 58 B
PE:OS AREBE B 72 P 28l 5 (3) 30 1/0: RUESC

1B A0 B B AP R 58 B

InkTag A& T2 M DAL HAR 5B, A H
AN X ITE BT EAE R PR L2
HHEANLLE)THE VMM MR TR A 50, A
HA .

5 RPENHENE

55 3 T RIER 4 N IR O QT A v Y
PR B AEL 2 7o 468 30 0 52 o2 a0 1) T A AL 42 7
Koy BT P e 26 T 6 B0 i B A B Pt
FH P B e A% T4 7 B2 A8 B n 2 LS R A
B =i, AP B WAE = AR R 0 =
O AT G i A AR A5 B % B O e IO P R
BT LA S B AE K S i A% B B R
55 o R PR P T B, R 55 R R RE R B
3C Bl I ALSE A A P T b AT 3 i AL
PR o F P n] 5 00 B s . ik — 20 M AR
I 55 TS 4 £ B R A BT AR 43 S AR = iR 55 41t
TRT A FH P B0 23 At = i 55 B2 4R 7 1 P
P miZE. 22 1 Jy SR HT P RT £ A 0HE s e R
RYXT L.

x1 HBRAPATENBENERSEIT

IEE¥ TERA Al 558 =05 o i 5 7 FEok o Big
CryptDBL**] N N Bt 22 A 7 B R I R HE R
Mylarlt5] AN EE AN & i 55 R 45 it 22 1) ZHP H#R
ShadowCrypt! 6] N N T F P 5 % 7 b 22 1] SN R
Over-encryption!*7] e NS 1 5 IR 45 i =2 I P P8 SO A A
PasS[48] (S it B & P35 IR 55 i 22 1] T 7 it M) P 8P G A o Tk

501 MaREBEERHAPEEMNE

AR = e 55 SRAE R I P B B AT E =
e 55 AR AT 4 - 4 CryptDBY A5 &L 10 By 45 = J5 %X
AT it 6 3N B0 AR BB 5 My lar™™ A 20T Bl AR
S5 v v 45 BN D39 N B 8 5 Shadow Crypt™* AJ 1
B 725 7 it o 2 A B IR 55 445 i 114 PR3 94 S
5.1.1 CryptDB

CryptDB X B 7E 77 A K0l P B 24T hn % , I+ 1E
I s b AT B A i AL B T R T
AR A B 51, CryptDB F TS AR X P i
PRVEHEAT R4 AR BN 45 2R R 5 R 1T 45 T .

e 11 fr R, CryptDB 32 % il % 48 J8 A 3
(proxy) .CryptDB UDFs(User-Defined Functions)
B2 B, proxy $RAT Nk % #/F . CryptDB UDFs
£ DBMS i $hF7 FH P s 44 B0 A [] Y 48

A AT g 58, RND i 2% 42 4 M e (HAS
SCRRAT AR A £ 45 s HOM i Jr 8 1 °F %5 30 i
A s SEARCH fin ol J T % 30 % s DET J T4
S5 U EL s JOIN s Fl T 3R 45 #84F ; OPE & il T 4
JF CRRBR AT L L2 A P R AR X T A [R) n % )2 [+)
— B T s s B A T ) A [ 87 o s B 0 A A
[l Rl Ar AR e i 2 J2 I o T % et e
TEFRAES] RND % 2 b #4254 SCFFHE RND
J2 % B 4% BN 55 3t SR AT UDF 454 R 31 AT 34 9
RS AL L IFAERS TR SCRF AN R L Rl proxy
SHT AR L I 2 24 R 55 A i (] R e
I e 2 R [ 25 P

B — U SR AR AT RERR LR

(1) 25 P 8 25 A 0 A M0 3 5K

(2) proxy £LHUFE G IR . F B I 5L 3R 4 A
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Application CryptDB DBMS server
Server proxy server
Threat2 Threat o
User1 —
Sasoword splicatior] Database Unmodified CryptDB
P1 Active proxy DBMS UDFs
Session Keysetup——— || Active | (Annotated
User's keys:P1 | | schema Encrypted
computers T encrypted | key table
UPDATE table1 SET col2=Decrypt_RND(key_rnd,col2); Randomized encryption Deterministic encryption
SELECT * FROM emp WHERE salary = 100 SELECT * FROM table1 WHERE col2 = x5a8¢34 col1/rank; col2/salary col1/rank | col2/salary
I @ 2 B | <7ver23) g0 B | (*x934bct
L ¢ RND (
- . | DET
5 : oe N [eadcniiong OET | (58554
L oPT b - " Data ! x84a21c
100 I x5a8034 Lon R [xiosye]so0 Sioee S
100 D (x558c34 O (5005, 100 B | {x5a8c34]
UPDATE table1 SET col2=Decrypt_ RND(key_det,col2); Deterministic encryption OPE (order) encryption
SELECT * FROM emp WHERE salary = 100 SELECT * FROM table1 WHERE col2 = x638e54 colt/rank | col2/salary coltfrank | col2/salary
® @ | [934bct| 60 B | (<1eabs]
800 S (<922¢b4 oobata 1 (D | [x84a21 J) _oata | (R | [x922eb4l/
K / K - {x638e54 / - x5a8c34 100 - |x638e54;

B 11

B4 (AN emp XFTF tablel,salary %} W col2) , 3 #| F
TR PR G & W N 7 B K b S A
. XY proxy HKF DBMS server 7 8 #& il )2 IR
FTid R B 4 I, A3 25 4% 36 AR N 2 1 i % 3 45
DBMS server, 3 % #& UPDATE i 3R i DBMS
server I [l UDF 5 B A 1 48 45 51 I 4% 2 2138 5 1)
%% 5 %8 )2 (A 4% RND 2% DET J2).

(3) proxy %% % Jin % i& K 3] DBMS server,
DBMS server | FIFRHER SQL Ak #1141 4k 5 CF7 I
o 22 AR R () UDF 4b 3R 5R A sl OC i 748 2.

(1) Bz J7 DBMS server 1R Bl % 45 R 45 proxy,
I 36 AH L 1) %5 5.

(5) AR A 4% 3R 111 25 7 RH N 28040

£ X} 4% 301 R SEARCH 1) 32 31, CryptDB R
Song % \H B H 9% 308 % )7 % SSKE (Searchable
Symmetric Key Encryption) , % fi & & Jc 04 34k
PR I8 7 K BE (I A5 1) B3] L X AT 2 B4R Wi 1
B R A E (W) 758 1L CRE n—m f57) Al
R Ug m A0 s R AP REHL K%L £ AR K = fx (L)
A n—m) LA BERLAL S B Ph B AL R 4L F A4
BJE m AL Fr (SO PHELE—EN n L5 E,(W)H IR
BAE U OC. A P AR S IR S5 AR Ec (WO R K,
ik 55 %% R H %5 SCHLE 5 E, (W) IR ECE 45 51 & 5
JECso Fre (o)) BT 20, Ak 2 D) 3z 1] 5% 1 ) %85 3 3C
F. X B0 7 1 00 AR A R 0 B AT B Gl SR o i o
A SO R R S RN BAE L s AN RE T
T AT IR Z 5 BOAb IR 55 45 7T A1 T A 960 17 5K 4R
AN PR B

BRI A AR JOIN, 25 P9 51 fd FH AR [] %% £, )
TREE 5y SCFe R & A 25 W0 91 {80 F AN [) 2% 51 n %
CryptDB & ] JOIN-ADJ J5 % . EWLE,J OIN-ADJ

CryptDB R G4

ATELE DBMS server 78 AN 25 fiff 4% (9 1% D0 F 18 B
A1) (14 % BH A6l R ) %) WY SC A A ) ) 85 51 9 9 1 S T
JOIN JZ A 1 I s 244 R 4598 K proxy
TP 51 %5 5 Z 18] A B 11 91 & 3% 45 DBMS server,
DBMS server i ] UDF i FIBg ["] V& 5 3471 £ 1 471
A A ) B %5 51 T S T AT 3R R

55 HE 7 L % #: /F OPE (Order-Preserving
Encryption) i S£ B, CryptDB R HI 2 — > 5 45 % 4
P R AR I £ R OPSE™" (Order-Preserving
Symmetric Encryption) J7 2. OPE & B 1 Agrawal
S NV M SRR X B0 B0 1 45 D EE A
PRAE AR SRS H A B HE 26 ). Wang 48 AP BEF
OPSE s34 R ol P 7 2. 4ok, ik — 20
&5 2 21 . Chenette 55 N 58 2o £ I 0 400 A5 17
i G B MOPES Y BA %5 (i B . K 17 o 40 2R 43 At AS
B5), A W A AT RE SR K. Liu %8 AP 48
HAH I % 4 OPE J7 5% 801G, 76 5 28 5 1 R 5
FH S 3 15 8 25 0] 47 i R A 4 M 23 1] 43 ) 5 4k
3l 43 A5 R 2. Kerschbaum™™ {f J B L {6 %5 3k
ST IH S A AR, A o R R (L 1 2 98D %% 738 S R
L i 3 FEL ) £ i)

B OCIE#RAE HOM 5 %8 7 4[] 25 0 % 1 5%
BRIV 0] 8 SCHEAT TR AR AT B DU IR L U R
2 Je BV X R A B SCAE B4 L Gentry™ BRI
T T AR AR Y A R S 5 4R fig [ B SZ
Rk Anae sk R 2. B 07 R AEBEE % SC R s 5
YRS T GE 75 s 2 AH VL 1S s ELE SRR R B — s i
JE AN BB SCHH L T il HORE SR A R B9 %% S0
R T 1t 0B B R B Gentry W o 7 B 25 A
Bootstrapping £ A , 24 %5 SO A5 35 B — & B A . ]
FHIRZS iz B 9% SO X 0L 0% %% 57 1B 1 %5 4



24 FE A AR N AR B 25 A 307

5 A ) 285 ik 3 R R by 2 X 1) B B 7 A 1
SCAARRAE » DATIT B 20 6T B SO o 58 1800t 25 S 2
B BR T — PR RS DT ST R B % S0
B R LT HI R E RO, A
FHE DT R B A 5C . CryptDB 1) i $k
7 F IR ST Paillier % R A A %50 S R R
SE 32 B L G0 S HO(E 5 ST e A5 B AH 1 B SO

WME 11 s, CryptDB 0] & %% 5 i Threatl,
{HEF X} Threat2, 2§ f] F7 78 2% H % 8 9 I 55 4 72 )7
o U S RE B 1 I 45 2 R A 8, L& 7 o A
SRSt A R A8 I R R B R [ B — A A
A G T 2 RN L AT I TR K

5.1.2 Mylar

- X5T i By Al 554 g oL FH F2 )T » Mylar 47 J¢ Meteor
JavaScript fE 42, 3@ 28 xF I F B T 1% 2% B MR 55 4% 1)
A E I QTSN € AN 8N | e N T &
R 77 1 % T A IR 55 A AL

WE 12 Prs s Mylar =221 DUF #5348 (D 3
YA AR TR IR & S AR T A A (S 5
UE HTTPS [ 51 i) 807 25 44 200 » R AIE B BL ok
(2) % F 3y g o X A IR 55 445 160 B3040 320 A7 o, %) ok
R 55 B s DEAT A% % 5 (3) MR 55 4 il B  7E N 2%
BE IR 2 (D) B SERIIRS  BIE AR AR
FHeE .

o Webpage [ ——— _________ Server-side
User ~ Password ¢ authentication|;_ ~ Wrappedkey " | app code Principal
e e . 1 Eno(Key_user_i,Key_data), Graphs
IbP —yroreate account A.1 Data sharing he Princioal -
rincipal Library rincipa ?
Certification chains 1 Module =
y — lient-si : Principal Key
authority principal Client-side * Mylar B.2 Enc(Key_data, Data, Mylar
app code | B.1 Data Client Server
signed -Encrypt
9 | Data Principal | Enc(k D
C.5 Data c.4 IC.2 Enc(Key_data, Data
‘ user:boss principal ‘ Decrypt C.3 search on
?
signed D7Doci | D.6 User has access to? D.5 Enc(Key_doc_i , Doc_i) encrypted
700 | ]
ot ere DT
principal : -
Word)
Client Brower A Webpage Server
Mylaropigef\.llenflcatlon Toplevel | signed e wpepepepepepepe ) | series A: data sharing
"""" HTML o h ri, AKey_user—Key_doc._i ' : |series B: encrypt
o.fash iauthentlcauon | TOKEN(Key_user, Word) - Enc(Key_doc_i , Word) - Enc(Key_doc i, Doc i) 1<~ |Sefies C: decrypt
Server certificate  yep site public key e ! series D: search

B 12 Mylar R % 4

WE 12 25 B s, 1P AR B B R 5
it Principal (823 91 %5 8048 I 2% 1 B % 1 o %k
P PR AL RN S5 4% IR A PR, Y 23 5
I BRI == H04f XoF B Y Principal % 81 % £
PR R M S5 A Bt S = Wl %940 & 2 i
[ e SR b A A o 3 EcHE 9 FA R T P A
T AAAEAE IR 55 a b XA P el T B O FA 3 g %
A4 3 o s B FABH L T A A A B0 . BN U ()
PR AL BV A 2 W R A AL B 15 1R] L B #%
AC Piin], W) C A AR AL B X Rl 7 A R ITE
BT — 5K RN Access Graph, a0 & 41 C Fros .
JURR SR I 28 3 B AR 95 Principal FERICH & 12
AOEH U BN B I i S A A SO Y T A R AR
XV Principal s 8 J5 F) I B & %W A9 Principal AR
#it Access Graph & J& 75 8 U7 0] 2% SCEC G X5 1y 19
Principal, 40 2R 68 W F A %548 %J Bz (%) Principal i) A
B Ao 8 R AR AT W] SC. W R B DR S % S0 R AL
I B AR HE— N R token, IR 55 % F) FH FA 5 22 14
# token B J — A AT 48 RAH . FRAIE IR 55 4% A BE 4K

B R AT A RE AR IO Y Y 2

PR BRSBTS R G (B 2k B SR 1 e S
PREL e:G) X Gy, —>Gr s Hh Gy, Gy s G 2 1 B Bl 28 1
Wk p BRF R IEHE . g A G A OT. H F1 H, J2
A6 T8 T 8 b 2 I A BR R e Tl R T R e (CH ()
g =e(H(w),g)*.

WA 1 AEREH  KEYGENO.

key<random value from Z,(p i 1EHEE)

return key

SR 2. & .ENC(key,word).

r<-random value from Gy

c<—(r H, (rye(H(word) ,g)*))

return ¢

@ Cooney M. IBM touts encryption innovation; new technology
performs calculations on encrypted data without decrypting
it. Computer World; 2009 June 25. Available at; http://
www. computerworld. com/article/2526031/security0/ibm-
touts-encryption-innovation. html

@ Greenberg A. DARPA will spend 20 million to search for
crypto’s holy grail. Forbes. Apr 2011. Available at: http: //
www. forbes. com/sites/andygreenberg/2011/04/06/darpa-
will-spend-20-million-to-search-for-cryptos-holy-grail/
#55593fcad24c
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AL
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TR 3. Al token: TOKEN (key,word).

tk<H (word)* in G,

return tk

SR A BYEHE  DELTA(keyl skey?2).

Dbeyorreyz <= g4 in Gy

return Apeyi—key?

5. MRS token: ADJUST(tk , Ak1—>k2).

atk<—e(tk ,App) in Gr

return atk

WA 6. Mg v BEAE Y . MATCH Catk, ¢=
(ryh)).

h'<H,(r,atk)

return h’'? =h

FF LA B 5300 B o B MARE F 52 B1 L f it o8 S A
KIBE. WAL R % T b, Bob #4245 ] 1K %
party B}, Mylar 3155 H Bob A9 FAEH AWK = party
MIRAE 2 22, IF 43X A 22 A7 A 72 Ik 55 4% 1. 24 Bob
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