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Abstract  Cloud computing will become the main computing model in the future due to its advan-
tages such as high resource utilization rate and high cost performance. How to securely store data
including privacy data, however, becomes a huge impediment to its development. In this paper,
the challenges, which cloud computing is confronted with, are listed first. The renting mode of
cloud computing and its two key techniques, i. e. the virtualization and multi-tenant, are identi-
fied to result in these problems. And then the recent studies on cloud storage are reviewed in
terms of cipher storage, security audit and cipher access control. The focuses involve in the
framework and key techniques of cloud data storage, the problems and methods of security audit,
and attribute-based access control methods as well as advantages and disadvantages of these tech-
niques and methods. At last, the problems that the study of secure cloud storage is confronted
with are identified, and further, the study trend of secure storage for cloud data is analyzed and

predicted.
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Background

Cloud computing is a model for providing convenient,
on-demand network access to a shared centralized pool of
configurable computing resources that can be rapidly deployed
with great efficiency and minimal management overhead. The
benefits brought by cloud computing model include but are
not limited to: relief of the burden for IT management,
universal data access with independent geographical
locations, and reduction of capital expenditure on hardware,
software, and maintenances, etc. Although the benefits are
tremendous, security and privacy in 14 domains are the
primary concern hindering its adoption. The 14 domains consist
of architecture, risk management, contracts and electronic
discovery, compliance and audit management, information
management and data security, interoperability and portability,
business continuity and disaster recovery, data center opera-
tions, incident response, application security, encryption and
key management, access management, virtualization, and
security as a service. If no appropriate security and privacy

solutions are proposed, the potentially revolutionary compu-
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ting paradigm could become a huge failure. In this paper, the
security of data storage in cloud computing, which is involved
in the fifth domain, i. e. information management and data
security, is concerned and surveyed. The challenges that
cloud computing is confronted with in terms of data storage,
are listed. Further, the reasons resulting in these challenges
are analyzed and identified. At last, the problems that the
study of secure cloud storage is confronted with currently are
identified and the study trend of secure cloud data storage is
predicted.
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