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Abstract  With the rapid development of mobile Internet, the applications of mobile devices have
penetrated into all aspects of people’ s work and life. In order to meet the requirements of complex
mobile applications for mobile devices, such as battery capacity, computing power storage capacity,
security and privacy, mobile cloud computing as a combination of mobile Internet and cloud computing
has been in a rapid development in recent years, brought out the new information service and
application modes, which has attracted great attentions from both industry and academia. Mobile
cloud computing inherits the advantages of cloud computing, such as dynamic deployment,
resource scalability, multiple users sharing and multiple services integration. It provides an
effective way to empower the resource shortage of mobile devices. However, the inherent problems
such as dynamic mobility, limited battery capacity and security threats from unauthorized access
and privacy breach introduce many new challenges to the research of mobile cloud computing.
Firstly, based on the fundamental research problems in mobile cloud computing, we describe the
research progress of this area, mainly including the computation migration technologies, cloud-
based location service, energy-saving technologies for mobile device, data security and privacy

protection. Then we give an in-depth analysis for the typical applications of mobile cloud computing,

Wk F 399 :2015-12-105 762k th AR H 393 - 2016-09-24. ARG 5] [6 5 [ SR Bh 22 B 00 75 75 AR A 24 R & T H (61422206) ([H 58 1 AR B2 k4
K BRAAESH (61120106008) FI [# 5 vt % 24 ®] BHL 35 H (SGRIXTISFW([2016]377) % . € B, 59,1976 44 1+ B2 W45
Ui E AL 2 (CCP) R S 5 BRSSO T LI 2% IR R 54 . B R M 26 5 % 311 5. E-mail: cuiyong@ tsinghua. edu. cn.
ROBGEMGEIEE) 1980 4F 4 WL T2 A 3 BWETE 05 1) 2 T8 ) 2% 5 %% 3 2 71 57, E-mail: lionsong0808 @ 126. com. BA & . .
1993 A4 L BF R A BB T M A L MG 5B =it 8. B R, 55,1976 4 LR E L BB BRI it Rk A
S] SRR



274 it "

Hl

AL
-

i 2017 4F

such as mobile cloud storage, cloudlet, group intelligence service and mobile cloud gaming, and

finally prospect the research trend from the aspects of function enhancement, quality of service

assurance, security and availability.
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FHE T 9% B A ol 28 6 I B R X5 iMoon 3 47 Bk
HE— 4= T REAE R AL E 05 B 5T L
JL e HE N7 00 G B B 1 8 0P B Travi-Navi'™,
FOLLOWME"" 4§ 2 &t i 3 W 4 F P AL [ B R
FHL WiFi {55 58 B2 48 80 LA P AT sh Bl 10 5%
IR RN A5 P 4 T 0L AL Ek g B AT AR R
Joi s T IR B = L S IE N
i BE S A I 55
3.2 ENBHBEMCSIHEIRS

I A ORe 4R 1A BB R AR TR R A T U A
NV O ONER Y E NP A ) el A= N
TN P R B A AT U 2 R X S PORS
FE A5 SNAE I A ST E F LLRS B 2 i TE R A 5
i BF (Received Signal Strength Indicator, RSSI) ™% |
=S HIA I ] (Time Of Arrival, TOA) fl{E 5 4Kk
1 B (Angle Of Arrival, AOA)D 57 2250 4 Sy iy A,
T oL B R TR SR i o7 AR AR I SRR Y A L Ak B
L B 5 2% B SR A3 B3 — OB T B AE 25 Ui 58 .
3.2.1 KEHENEN

Lim % AU ¥ %2 00 B9 WiFi i ] 5 (Access
Point, AP) # i &) 3 4>, #5142 A9 RSS Fil AOA
5k B i M 55 g s AT =R D SRR R AT 5
A BRI S L R RS AR B 3] 0.5 m~0.75m X
[ . ArrayTrack™ & F AOA 52 BLRS 80 £ 5 1) =
PN 6 S B R R O3 2 MIMO £ R Fi 2 % 42
46 B 3 o Wk D = N £ AR R I R L g A
K B E— 20 2 20 LA K 9, [R) B B E 4 1)

1E 100ms 247, 2 1 &8 TOA 1A R T (7 &
H 43 B3, ToneTrack™ ™ i FH 48 28 4 i R 2 i 4
Y FI . AP A S8 15 8 K45 3 A 80E A iy 1
Tk A LAGKE] 90 em [ 5 (4G B . SpotFit*S il i
SPERBE LG A AR R 2255 =) AOA T
W AP FSZEL T 40 em [ 5E 0K . WiTrack2. -7
T NAR S TC L A5 5 o A8 IR 55 i i AT 1 L
ARG, SEEL T R X 5 AN Y TE AL E R R Ik ]
11. 7cm.
3.2.2  hfEIG

FT WiFi i NSRS 2 1 AR S 58 Y
iz —. WiHear ™" i % | T 1] R RILH B TE
A A5 1R 25 B (Channel State Information,
CSD 224k, 75 2 i R 55 2% 1 is A7 HL#% 2% S S iR
It N8 BTS2 B9 AS [6] R 3% 501) & s i) #pd) L O Bk
T B SCGHET A TR CR A SO T R R L
W2 R G 7 238 3 A 1) Y R 2ok A5 31 T ARG
WiDeo" " 3&F H b W i s 1 %t WiFi {5 5 5 1] 4t
) RS S B B AR PR 0 5 A S s VR R A FE 2 A
[F] Ff Al 2 A 1 2R 855 R . BB 35 B 7 em 1Y R I A BE.
E-eyes”" Rl IR [ iz 8l 8h 1 45 ok CST 4 i A [ ok
PG Ve CE B UERESE 9 B H W P RIAT .
R AT DA A A 5 1) 1 4 7 Jy 75 CRAMES B
T PMER E-eyes —#EPURN TR H H 47 H g FE 5
kit CSI-speed Fl a2 5 JR AT SR A5 AU HE N HT 49
6 ol 3 B AN S 1 09 W 3 A2 Ak 78 CRAME W 58 14 5
fili b VR SR T U B SR AR ) WiKey
PURN VR Rk 5] 93. 5%, A — 2 & 3L T RFID,
VLC #& % /5 ¥ 52 30 A 2 1 3R 0] A7 8 5 i %%
Yang % A" 4 Tadar R4, 8 12 RFID 851 5%
A 55 — M i A M 3h 15 4% 4k Luxapose™™ | PIXEL"
E N U= o I D 2 B - D = R
2 LED X% By = 450 [ R 52 30 8 fi7. B2 F VLC 1y
LiSense R4, il 3 4 — 4k BH 5% A5 )8 51 97 b 1
DRI = de 4520 & EchoTagt ™ M &3 3 F #Hlig
#r BBk A B R 22w XUBRI ] 7 A O L S
PKE R 1em W% N7 EFRIC.
3.3 BEMNEREREE

B S IR IG5 € LB AR AW &
Ji& . S # Bl g FH A Ok O HE R AL B S R 0 — T
10, 6 & P e iy 3K A s v 35 AL
B AR AR R ARG K A v R R 1 | A A
23 AR B A i 55 AR G0l Ok BRI = oF- &
HEAT FH P60 B 200 S R i A T B VR 5 R A
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1T X P R B P A7 N 32 Bl a0 S D s A
FENEET =6 020 A X Aab 307 25 42 s s
Kol Iy %2 B 7E ) B 4 P st i) A 36y ey .
Ma 45 N7 4% Map-Reduce 2244 I 75 KB 5 5 5L
0 HSCHRE Kb BT TR S 32 7 S8 A8 I (8] A4S 8] B30 B A A
FEAEAS TR A5 b AR Ab PR ) B L A6 [R) 14759 143 )
AT A5 A, 15 5 OF B i A 0R) 25 2R Eldawy 2%
N0 Hadoop | ) Map-Reduce 4244 #g itk , #% i1
THT 53 A L4k #2318 £ 4 19 SpatialHadoop %
4. SHAHED™ ¥4 8l 45 11y SpatialHadoop % %t ,
T TR M Ak B S TR A M R I T 4 ) A
SETEA TR A9 95 i b, fE R 51 i 37 2 Quad-tree
B 25 g | 5 4 A 1R B R (] B s T3 R 508 e B S

T3 A P AT R Ik e T 7 A A 1F B AR
i S L BRI B A A R R A
(] A2 A5 S Tz L 7% 3l 4 o 1Y 15 BE ) R T RE
TCVE W L KBS T 1 2 ) Ik 55 B 0 o7 A A8 Ak
I Bl 28 i, A SERE SO TR I BOR A B 42
THTF R-tree™ B -treel™ |, Quad-treel™ 45 22 B|
G54 2R R D s Bl Y T B B AR
51 B e 3 w5 2 i 1 M A, Cong 48 ANV 4 HH 9 5
5 LR G5 NS A AL BE A AR V{5 2 M OC 2 3 i {3
HER AN R-tree Z 51, 3R [ k A g AH G 1Y 25 [A] X 42
Zhang % NS ER Y m Sl G A ) T AR B m
A3 (6] g i W J2 e A TP 25 5 1 0% B o7 5 (8] X
R — SRR Ay B K AR S A R HE AE A
54 DAtk — 2B 4R A P R 5. Shi 88 A i AR AL A2
Do 28 vh B AR P Ve AE AT S RN B A 0 AR RL S BT
LGM BEARAT g 4248 i 7 B 7.

% Bl 2% sy HL Tt 2 B 1A B R G L T R Y
3l 5 % 20 2 i A7 FR Y L o Y O i R 5
o 2l 2% vy v, o A R T P 4 S 1 O 8 A 7 3]
TEARFRTZRTE. T IR AL 5 4 i g
AR T » AT K 15 % 19 5B 8 AL IR 55 19 RE S
5 T BE 7 SR AT L
4.1 HiEEmTR

BE & 5h = THRRHETT VT L B B A o2k
Sy ) RO PR NG L TC 2 B A5 i RE AR S RS B &
Uity BE#E 1) bE 491 o il ok iR, WiFT F Cellular B 4% J&
IV 5 )™ 2 1 TC 4R A% i H AR DR ot 0 2% 114 4%

T RE A BIF ST AL K 22 2 T X P 2R M 48 T 2.
4.1.1 Cellular [ £ 1% % 5 fig

gl 2l Cellular 2% i 8008 3 5 R
T2k %IR35 ] 1 (Radio Resource Control, RRC).
B RRC Wi 42 3 72 1Y) 7% ) 28 o GEAE T 4 7, 7%
B ¢ iy D90 285 2 117 58 OB A% 4 IS, 2 M m REAE R
SRR B E REFRIRE BN REFBIR S IR h
FREREIRA Y 5007 BREFER B G A S
RREAE RS . TR 2y BB AER S 1207, Rk
AR BETFIE 1 08 IR 25 B 46 1) A 38 F0 T 4 5 4R
1717 5 408 4% i ok 7 b A AE 3 22 R RERE IR S 40 ROR B
I T 2l 2% o 14 REFE F 3.

H s X REFBIR ST RE M B 98 2L P AE T
ANJ7 T — S Ji A 2 R RE R I TR] ) R b Bk 2
J2 REAER A5 YR B S B (] 5 — 2 38 3 A% i 0 B oF ik 20>
FEREFE. Labiod & AU 5 aof 52 56 B4 ok 35 15 fue I e
A PR PA B IR (18] (51 {8, 9K 13X 35 AT 7R L IR B X B
FR 2 fE #E . H A i 19 Al 55 2 3 80 A /Y T .
Tail Theft HL "> 38 12 5 $50 05 2 AL ] A1 BA 571 98 &
SRLVE AT TOUIBUCRC AR A 3R A% i 1 £ R B2 D BR
FEREAE. 55 1R B B R) (B AH LG G 5 YR T A R A
SR P K B S B R A LI T 9 O R3S D
Bl AL 4. TailEnder Ppast™™ i 52 % iz F 55 30 48 3R
BRI L & JF BOHE Kk R AR R
FEmFIE] . ik 245 68 H AY. Zhao % AR M T R T
GBRT {14 F5 90 552 325 o F5000 FH 7 2 525 4 0] 568 Fsf
(] 5 300 0 B ] O T — 7 {3 3 IR A H R B
FEREBEEMAE R A, Cui & A2 B3 T A& R
TEL I BE T 1% PerES Ok fie /MU Fé BE#E F11% i fiE
ol R AG AT 5 BT die 0 ) B2 il R 7 2.

4.1.2 WiFi W 2845 i 5 fig

B sh & e Wik J 26 o (9 REFE IR % 3 2 I T
CSMA Ll 25 R I (TR RS T R BEFE. B B2
Ui 76 TL ARZS T 9 I AR FVECHE A% i I A9 DB AR 24 L 0
Cellular M %% IDLE RZS AR 40 f5 2247, HEAT
XTF WiFi iy Re#E L1k = 22 5L T 802. 11 5 i 52
A (PSM) , B i s e B 9 2 59 i 2> TL R 25 Y
) ik 209 /8 B . R4 Zhang 58 AW g &,
PSM i i #8 2 T 47 50408 4058 k2D ) 2% )22 Sk 3R 9 2D
TONALEE TL B[], SR 5 B T 28 3 SR A 5 4 1 )
AU AE , PSM A B R RE A% 0/ TL i [1). A7) % B 1L
BN PSM S mE A5 SR TH AR T R iR REAE . R
L2 45 of L 38 FE RE 1 (5 31 80 %0, F I 45 2 3T 4 1K
R T IHFERR R 5 ) 60 0.
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T3 A s 2 B B o A N AR AR A Y
AEJ7 2. Bui % AN HE AT X T 3R A Y BB AE ) A5
30 o SRR IO 28 R 285 T ) 25 9 A T 480 5 e R Il T Vi
(1 77 2 FECRIE T P AR B0 i 42 R 5280 T 1T RE 24. 4%
AR Zhang &8 N U 5 33 s /0 W41 8 i ik A 2
DTS I 2 B WIFT 451 F 09 00 050 1% %) G 46
WA 29%~61%.

4.1.3 Cellular 5 WiFi Y] #:75 fE

o T WiFi 9 2% i) A7 55015 % i 5 K T Cellular
P 2, — BB R 5T I X — = 5L, WF 5T Cellular 5 WiFi
D455 B H AR S K 1 2 Cellular [ 45 3
B2 WIFi 25, AT o020 K080 4% i 1) S 1A e

Rahmati % A"V Fi| F Cellular ® 2% #1 WiFi [
28 1) HAME A BT R AR D0 R Al T L B B b B Y
RE Y J7 2Ok A% S Hicdis. 1k S0 R 0 PE 49 WE
A LE R REAE . SO BT T AR A
WiFi [ 2% 73 41 FLE 5 5 B A 78 WiFi {55 58
PSSR B HEAT 1 W T 3520 I BB AE. Yetim 45
NV T 4 Bl B SR B AR B/ ME Cellular
28 fulE Y AT 920 B 40 A% B REAE L T AR LS R 4 L
HEAT T SE L. L A R R BT MILP ] 3 5 i i
Tk SRS 1 K 7 1% o B AR N WL A R
PRI L R SRR 7 S AT U4 | fe OB B Y
Z9FF 5 FIBE 5. (E A5 45 B & . Cellular 5 WiFi 4]
e 32 LA T A0 4 D) 49 2o AR b (4 B R I 8 L B I
IR TF 3 LA M 7% s & i N2 A~ WiFT $2 A S b i
B A ST B IFE. Cellular 5 WiFi U] 75 GE 1)
5T VUK 3X 28 T 85 2% TR AE N
4.2 FEMARFTEE

TER ) TS PR B b ORI 2 19 7 ] A% 7 42
M0 R 55 . SR 78 A 3l i v S5 8 A5 R 350 1Y) g
IR FER R, AL IR 55 19759 RE o 50 1 R 1 BEAIE 5T Y
—ANE BT ). E T RE A ST 32 AT 4 Ol kT gl
2y AL AL T = B A W 28 56 T 3% 3l 28 i 1Y
oAb 3 02 58 o T el 78 S Bl 28 i 3 R ERE U Y
T ST RE s BT = 10 Ak W 32 25 i E At
TR B = i 5 AR 2 o 3 =208 A HHE 3k B T RE
4.2.1 FET 80 %o n) ReFE L1k

BT B ah L m ) REAE AL F =AM Tk —
2B AT (Dynamic Prediction, DP) ; — 2 3h 75 %
# (Dynamic selection, DS). W2 7 AR & B 76 i
REFE 55 /)N ) % 2t 52 B SE 57 » M THT AT /5 BEFE GP'S
(4 F 2. DP i o 5B AR ¢ /0 14 1% I 2% Chn 48 /e 5T

T A% TR A A 2 T RS E L N T
A LR MR 25 W E B K ik e GPS BT #E AT E £
DS 4 24 Hi 2 A7 5 A 1 8 o AR BE 79 75 5K 2l 285
PEHE 0 Fl GPS. WiFi 1 GSM 52 fir.

Leonhardi 85 A\ 5 S i 3 i 8] 1B 2 114
BEE. G MRS IE R T S A A
FEEA TR A GPS & fii. Farrell % ™Y 7638 {5
FEIR T H b o BEE G AR B HT AR L 45 A A AR
UL 25 R E R BT R S 8UE. You AN TE
S RS B R A SR | A H b B DA R T G
A B AR 3l B i 2 R O 1E i AN S R AR R L B i
1 3B B3 78 6 7 W K A RS BE 4R T 56. 34 00, BB AR
W T 68920, BB ERHR E— L R R AT
BUAE I B A FU T R A AR

EnTracked ™ 4244 1E 2y fie 3 2 (1 3h 45 B 7
Z.H e B oh &l i GPS SR 46 17 B 5 0% A
GPS. 4 % sl i dy S 5 28 00 P 4% sl R 28
O 308 ORGP R B A B P B R 2
il B 1 % 2% R Ok A A 1% 22 (BN  FRIROT S GPS
HEAT % i EnTracked 9 [5] BEAE T, fin ok B % SR 4% £
SENE R —BAL T AR X AR 2L g 50 h )
RESX L IT A GPS & £ i REAE 50 K. 53 4h. i 5 vk R
REA I FH ;) 99K B8 8« T T ML 2 i 3 % 3 v R
FHUE AR

Kjeergaard %5 A" 41 % EnTracked B A & . 41
H BRI B A&, IR/ EnTracked B RERE ol i
T EnTracked 2. EnTracked 2 38 13 |y 15 81 5K
s 75 ) — 28 97 3 S 0L R W S 24 RO AL E L IRl 7
JIE 7. A A T BT A I R D 1) A0 [ A2 Ak
AR M B A 1) T AE P AR S R A T R
[ri) Fof AR 418 48 B BT 25 0 W0 4R A 1 5 T P Y RS B
BEES. Y iz sh g ) kAR AR A . bR AT
TIEAR BB AL 2 e 22 24 0w 22 K T iR 22
B, GPS 23 55 % H 7 19 457 . #H b T EnTracked ,
EnTracked 2 R ARIEE T GPS F i ym g 3L T &
25 e (duty-cycle) S . 5 i/ 17 4% 2% 4% FI 46 9 BT A9
FH KA 5 B T 032 I (L SR % SR X AN [l 7 3l 75 =Y

K 7 EnTracked 2 3 W%
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Har i 5 87 Ak 1 A% Sl Bk B8 b T E B Kk L AR
T AE TE RS AR A oK Y R 22 B L B I
EnTracked 2 4% 255 5.

TEW T IR EE o i T @ Y % T4, GPS & fi
AN R R i, R 2 D3RS RAPSE [A] i fif
DP A1 DS 5%, 76 GPS A a] i E 00 T S8l 1 3%
T PO 09 5 7 IR 4. RAPS 30 5 24 i T 0L 5L o
ID 1 RSS {5 &, 5 T Iy st ol B2 A5 2 AL 5 1 - 24 i
fi. RAPS i $ it 1 28 ) F o (Al 8 {7 8 3k =
RAPS A RALET B R TN AT A& K g, I
ANGE T HAb Y 5, H RSS 81 F R 55 75 B AE 2 0t 4L
i 0 1 S R A REA 8% T4, Nodari 28 AW I 3%
T A7 e AR 28 o 5 A6 Ik 55 4 A Y O =X
SCHRE.
4.2.2 RFnmaereit

B b3 7E B h 2oty b 52 B AL SR g A L
TSR 1 A8 Bl 2= i > 9 /0 7% 2l 28 o RE A 1 7 5
F B G B T AR D SR B A B E TR T
2 AL U 55 28 2 vty AGE 3 48 300 B Bl 2 ity 43 S5 kG 1 o7
BB S

(1) BT 7 52 803045 B0 8 19 g

F, - b 51 3 4 ok % Rl L P 7 R
JE3E O IR A AE 2 ity S 2 0 R 2 g
945 5 P AT RALL L34y fig i 2RI B A5 S
F P % 2l 38 # 2 78 7] — B ] B 9 8% 2 31 3 A4S X
B, B IS — B0k X B E FRATT AT LA e % AR
O3 KB AT 8 . T P s AR B R 8 i =
Ui A7 1) K o Dy sl Ao B RN ME R 25 A L P RS 8
PEHEAT 2E .

5 2 1] I ol 1V PR R R A G B RS
V Track **) 5 B & € DT i 1 WiFi € ML AH &5 & . AR
50 78 A JE R IRBE#E. CTrack™ 9" & T VTrack
T BE 8 1k 7 S B8 R UC L — R A1 GSML {5 %
WA T B L. CTrack ¥4t PR B 45 Ty |l — KA I
¥ A TR JE L GSM LA R A5 5 1 3 1Y 51 25
CTrack i i — 25 FI| I RE AR BAR 19 1% 25 1 48 B £
TRV 5 2R B A VR R ok S T S b B A G 2
FUE BB T 78 B 3 #7051 R o 4 BE B R Y
FRe AT P W80 S AR w0 DE R U AR ™ .

) FEFIHEEBWE TR

W5 72 IR 55 O 15 5 A A R T8 Ak BT 8 28 2 i IR
SR R AT REE B — k. A-GPSY
FEJR G GPS Jerly B/ T #0551 235 ) 43 B8 F
T AR AN 2 M S T T8 R 4 3 Y5 L. A-GPS

WL REFE B R 0 AR T WA, b
5 B RE SR AL T 23 ). LEAPYS 4% 45 A BR i 15 3
MRS AR 7 5 CTNYY 85 &, 76 JC 7 i % F0 a2 7 3 53
(B2 R 77 A2 B 1 RS AR 7. DL 29 fig . CO-GPS
(Cloud-Offloaded GPS)™* %} LEAP #4749 J&. ¥
i h GPS 15 5 18 il 2 2= i i A7 A L. 52 45 % W 4% i
2ms MR 2 LUH T 0L &% 10 ms A% (A0 KB)
AT LA 52 07 45 B A 3 35 m. O 2 RS A RE 1 o o e
BT 22 B0 1) A% i o K 6 Kl R T 22 14 A% i R AR R IR
S5 PSR REAE. P AT DUAR 4l oRg B2 55 SR AU 8 #E Al
TE ARG B

(3) T IS5 B E A7 15 g

i o I H A A L B AR B LI A B R E
(L TF4 I 8 7 1 RE 1Y O —Fh # 22 )y 3. Dhondge %
AU H ECOPS R4, % sh it id WiFi g7 i
P ad-hoc M £ S22 07 B 45 L. % 3l 2 3iig 43 o P A AR
X ALE)HEH (PB) R B 1% & (PR). 4R sh#&
Ui 41 A2 6% 1) F Tt R R ORI A AL A R B R AT
PLBLH PB.L A5 N2 PR, 2 G 38 4 AU A7 RS B
FIREFEA E SO B A5 B 1A 2wt ). PB i i WiFi

GPS A br A5 5 58 B2 (RSSD , 78 AH 17 115 [ P4 48 4
BRIEHY 3 A PBLal a3 fiil i ik AR AT . A
1y PB A7 — s B~ iF, PROgRE PB s 7 B ol oy
PB 9 5 A i L s

5 HiERE5RFARP

3 P AR AT = 1R T I 55 Y TR I e T
I 7 K i 22 54 it s L 7 W R B D 2 R 4 22 4 Wy
N T IRANBRF 3 = B A pWF 5807 8], AT A
= i EE 2 A P B R DR AP R R B 2 i i 4 AE T
T AT HOFT 3 20 2 407 R AT T RS AT
501 zm#EERE

B = iR I R BCE A AT 55 i
1 T2k M 25 3 7% B JF A 58 4 Al AE 1Y 2= i Bl o
1M HL I B SR 2 AR L 2 1 P s 2R =2 48 IO Y
T Ik >R 3 AR Moy & i gl i £ 2 ) Be i T = k57
P& B N IR B SO 2484 L 8 ORI R IR
B RO A X I 3 T ) 28 A T L B AR A IAE
e GE A HLHI Bl B3R T — R X = i AL
i 22 4 W) BIHT A D T 2.
5.1.1 B Ak 5 iy a4 il

B IR J2 2 it B A 22 4 A7 Al 1 DG B B R B
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X} # gl 28 v 1 58 0 IR A2 IR AN A% 2 PE SF A AL Chow
FAUT BT — Bl 45 A TrustCube™ Hil I XA
W = E - & o Tl T 2 P ATV )
T R 55 PERE R K I TE IR 55 LASE 3 J7 Ak 55 4% 1Y
& 3 5 B = . TrustCube 1E S — B I7 35545 HE B9
2 INIEFE R B, S 4 2 FPA e Jr 2. B A IE A i
i P A B AR S BRI P T 2
N B E G TR RY RE P AT R 2T 15 e Ak R R
TAIE 43800, DA FH P i A b

g TR A e P e T DL SO A
ETE 2 i » H33K 25 B8 1 ) St 52 R — i R HE. — 2
DRI P B S = 35 R BB AR A 4 R
A5 3 e 2 Y L R X 5 s SR S Tk A
(] 2 1 D) 2 B AR 1 184 T 4 B L s =2 X P Ui )
AR B I AR BT T T A T B B b g
ANE KRB 55— A 1 2 0] U 4% 58 1) 15 (7] 4
il 7 1% SR T — A AT AE IR 55 s T RO AE
NG IR R AN AT 1. BT X TR [a) i, F
FEE A — F BB 0 R HL L o nT e B gt
FETEM Y. ABE LI PR .6
5L ) 254 6 %% SC M P ALVER 5 R P G HR L B
i R T 3 2 7 Vg TR) 455 ] SR W o %o Kl 0 AT 40ORE BT U5
[ AL HHA RAFH RG2S = Bl
I*) 42 o1 A BRAR R
5.1.2 BRa GAEE o8 R AR IR

2 Uity P AN BT S Ok [ AN ER Y 20 DA R RS Bl
JHB) R BV A R BB X A i TE 2 o 1 BRI
Tanenbaum % A" fil Wang 48 AV 48 1 4 Xt
BRI 1 2 o B 8 AR O 3L i
FH P AU )B4 B A58 T 3 B 56 E 2= i 25040 19
SEAEME. Ttani 28 NN FE AR UE S0 58 28 2 1 R B, %
& T R Sh 4 1 i T AL Al A T4 A AE R el By
A3 AR R F P BN A R 2 B A N A T R E S
P iy B L A T R DA UE A 56 I B ) o8
LY T W Z Al T AN A% B 28 i B S 0 T AE.

T far PRk 22 1 3 [6) 40 A 508 1Y 58 8 44 02 2 O
HHe o B M ORI I 7 R PR R, Wang 48 AP S
FIELFEARE T FASKIELR, o] LR IE 2 A H
FE WO SR I ) B o8 B PR A AT AR R il
MW T Panda'™, LSRR PR SRS BRAE. SR
Panda [ 52 B PE ORI 5L T 240 P 9 #RAE 5 = 184
TG vh 58 WA R I HLRS 25 15 5 R P o RO i 5
LMERFR T EIRE T By e T
i P 35K 2 7] 5T, Yuan 2 A0 R T 3T 23 A

UEAR 28 FH 22 4 AR AR 25 1 58 B PR B i BRIk 5 %8
2| A% 3 J7# 11 (Third Party Auditor, TPA), I F
R 2 it R SE . W R LR P AT 5
R A A2 R P S R U R RS P
2 v Y AR ety L 9 BLAE DR 155 48 5 1 58 B R A A it
BT,
5.1.3 FETFIMIITREHLE PR D

TEAL GE 1 I AL R AR 3T P R AR & &
AR F g ) SO AT e el S S A
LR B A SO N BB s o, bR s
Uiy, TSI AR SCIR A TR X SO AR R
RE7 S AVE: i1 o1 I RN B2 =1 o i
FEVFIEA AR B A5 D0 X6 B — A4~ %5 9 1Y) %5 S 5%
A2 X5 B g — A B B 5 S 31X AR VR AE S R R i
B AR T R BRI 2 o
v 2 B AS 2 it 1) 9 R PR, Khan % M
Xof B A3 AL A AT O 4R T T Y
S A N B AL - (15 ol ik 7E 18 SR
H BEXME WO 43 FEAT BRAE L D TR MG B i T 2
5 AL ik — 2P TR S T U R RE AR T .

AT A R R A s B AR BRI S
WET WL LTRSS . 750 BN R
PEALE AR B SE Rl TR IR& N IR AR,
Wang 55 N5 20 56 T 5 03 1) %5 47 B ke Ll L 153t
TEAFRME I R RGE WL T A R R
A e A8 R A I oK
5.2 ARPRFARP

Br T ORI P RO A P BRAR DR
BB iR Z Bz RER R S m it A
b KBRS B AR A N ECE A LU I N i
7% (0 BURAE B, A N B 0 SR BE AL IR 2
2R AT 0 A DL AT AT O AR R N ) AR
BOR FEZALHE S B B FA PRI AL B AR BRI DL K
TR IE DR P R 45

(1) By B FALR AP
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Bt FH P 457 B JURL  Riboni 28 AN T
B AL PR AP A TE R IR AR 2 R R T 1 Ak
A ORS00 8 5 8. Duckham 28 AW R T
ORI AL AR T P A7 A5 2 NS W 3 1) O
AORARY P 7 B B RS S B T
S =05 L T A% S A U7 1) SR, B 1 2 3 0 e
Uy 0] 4% % 57 BUT T B AL B

(3) 47 M B FALR

AR AR E R AL &R R
AR D R AT R KRG RN
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b R 51 5 DA BCHE 2 [A) 8 0 6 &R L B Lk i
T IR T A ) i . M UL ) G A — D E S
TR e N AN AR I SRR A A F P Y 1S5 B
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Background

With the rapid development of mobile Internet and
advocation of cloud computing, mobile devices have become
an integral part of our daily life. However, the limited
computing, memory and battery capacities of mobile devices
are difficult to meet a growing demand to support increasingly
complex mobile applications. Mobile Cloud Computing (MCC)
has become a promising paradigm to break through the
resource constraints of mobile devices, regarding processing
power, storage capacity and battery lifetime. In MCC, mobile
devices can offload data storage and computational tasks onto
powerful machines or to the cloud through wireless communi-
cations, mainly cellular networks and Wireless Local Area
Network (WLAN).

MCC can provide more efficient, personalized service to
mobile users based on the user’s location, movement trajectory,

even action status. Moreover, due to the limited battery
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capacity of mobile devices as well as a continuing movement
and other characteristics, MCC is facing many new challenges.
For example, we must consider the energy consumption of
mobile devices to ensure the QoS of users; data security
issues faced by wireless environment are more complex and
diverse than in the wired environment. Therefore, we
conduct a survey on research progresses of this area, mainly
including the computation offloading technologies, location-
based service, energy-saving technologies for mobile devices,
data security and privacy protection in MCC. Then we give
an in-depth analysis for the typical applications of MCC, and
prospect the research trend finally.
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