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Design and Model Checking of Service Oriented Software Architecture
for Internet of Things: A Survey
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Abstract  Software architecture of Internet of Things (IoT) is to define component model and
interconnection topology of IoT application systems with the aim to construct IoT application
systems featured by horizontally interconnect ability, heterogeneously integratability, resource
usability and dynamically maintainability. Service Oriented Architecture (SOA) is currently the
most popular architecture style used in guiding development of IoT application systems. So far,
there have been several architecture reference models based on SOA proposed for thing-centric
IoT applications. In this paper, we make a comparative analysis on these reference models in
terms of component type, design principle and structural characteristics. The results of comparison
explain why these reference models are suitable for guiding design of IoT application systems with
different scales and requirements. We also analyze ways to establish formal models and model
check of IoT application systems based on these architecture reference models. Finally, we figure
out some future work to be done to establish a software-architecture-based development method

of 10T application systems.
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@ Final Version of the Conceptual Framework Version 1. 0.
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(2) e F A R 4544 19 % X AL 4 P2 (Formal
Reasoning) , Bl 5% FH 2 FEUE BH ) e AR BUAR , B T IE =0
AR TR 3 3ok 2 B i R 0] 0 1 5 0
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PCTL,CTLOM | JE F 2 # AU K 19 15 5 (I FSP,
CSP,CCS)Y™™ | 5 o 4% (1) 4 & J5 1 (Al PetriNet,
Actor Network)""" F1 % F {1 2 HL A9 i ib J7 3k (o
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R G XA AL 2 S5 A AL 1 4 B T T XS 3 R R
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3CoFramework % AR R M iR TE T xSADL
AL RE W FASEAL I T R AR B T L
161 & FSP 4 iR 4 14 09 Zh s Fn gl 547 k. ) Bk
ik, xSADL ] = J6 4 (Declared _ message _ set,
Declared_signature_set, Provided_service_set) &
ik 3CoFramework 119 % )2 4 14, H & Declared _
message_set 1 Declared_signature_set 43 7| & X 4H
P Z a5 3 1 2 28 B R % 1, Provided _service _
set kM FSP & A m9 47 . DA 28 Rl Tk 3R 3¢
FER G (NADSS) Jy ] , Fo v i (&1 fIz 55 (MAP) Hl 7
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Declared_message_set ;

siteInfo= (siteid: string, site_x: float, site_y: float, site_

value: float);

sites=sequence(siteInfo) ;

mapContent = sequence(short) ;

mapGenerateError= (reason: string) ;

Declared_signature_set .

MapGenerate(input sites, output mapContent)

throw mapGenerateError;
Provided_service_set :

MapService = MapGenerate. sites —> checkSites-Avaible —>
mapGeneration—> (MapGenerate. mapContent—>
MapService| MapGenerate,mapGenerateError—>
MapService) ;

Pl 12 xSADL 7 12 s 4Lk o Mt 5 ) 700

Declared_message_set ;
siteInfo= (siteid: string, site_x: float, site_y:
float, site_value: float);
sites= sequence(sitelnfo) ;
spiContent= sequence(float) ;
spiGenerateError= (reason: string) ;
Declared_signature_set ;
SPITemplnfo(input sites, output spiContent)
throw spiGenerateError;
Provided_service_set ;
SPIService= SPITemplnfo. sites—>getSitesRawdata—>
spiGeneration—> (SPITemplnfo. spiContent —>
SPIService | SPITemplnfo. spiGenerateError—>SPIService).

Bl 13 xSADL & I 4 it 4114 (SPT fi 5 ) 6 78 )

Declared_message_set :
siteInfo= (siteid: string, site_x: float, site_y: float, site_value:
float) ;
sites=sequence(sitelnfo) ;
mapContent= sequence(short) ;
mapGenerateError= (reason: string) ;
spiGenerateError= (reason: string) ;
Declared_signature_set :
SPITemplInfoMapGeneration(input sites, output mapContent)
throw (spiGenerateError, mapGenerateError) ;
Provided_service_set:

SPIMapService= SPITempInfoMapGeneration. sites—>
(SPITemplnfoMapGeneration. mapContent——>SPIMapService |
SPITempInfoMapGeneration. spiGenerateError—>
SPIMapService|
SPITemplInfoMapGeneration. mapGenerateError—>
SPIMapService) ;

Required_service_set :

MapService=MapGenerate. sites—>checkSites-Avaible —>
mapGeneration—> (MapGenerate. mapContent—>
MapService | MapGenerate. mapGenerateError—>
MapService) ;

SPIService= SPITemplnfo. sites—>getSitesRawdata—>
spiGeneration—> (SPITemplnfo. spiContent—>
SPIService | SPITemplnfo. spiGenerateError—>
SPIService) ;

Glue_set:

GLUE= (SPIMapService. SPITempInfoMapGeneration. sites —>

SPIService. SPITemplnfo. sites—>GLUE]

SPIService. SPITemplnfo. spiContent——>

MapService. MapGenerate. sites—>GLUE|

MapService. MapGenerate. mapContent—>

SPIMapServce. SPITemplnfoMapGeneration. mapContent —>
GLUE).

B 14 xSADL & X K% 2 41 (SPIMAP iz 45 ) 455 515

HF L xSADL g 57 19 JE 204k 455 7 SC
BRO32 v /B 3 B AL AG I T 2 LTSA 58 3F % F
3CoFramework 7 )9 B W &R & 1) IF & PE L SE %
7 AT IE A

PMDA R R R 25 ¥4 45 i 15 5 Wright XFPMDA
HEAT T IB A AR, L v g 0 B B (PMD) | J8% T 0
AT A5 (SEMD) F1 7 FF AR 78 C AMD 58 5. i 33 41 il 1) 2k
A 1 (ToTCON) [ A AL i [ 15 TR,

Configuration IoTCON
Model AM
Port P ( ) =send_ereq—>P,eqs
Model SEM
Port Pri_req ( ) =recv_ereq—>judge_ereq—>Pji_req
Port Pyen_phy ( ) =sense_data—>Pqen_phy
Port Pexe_phy ( ) = gen_exeinfo—>send_exeinfo—>Pexe_phy
Model PM
Port Paet exe ( ) =recv_con—>P. exe
Port Poyj_phy ( ) =pro_phy—>Pop;_phy
Connector REQ-RDI
Role Rieqs ( ) =send_ereq—>Ryeqs
Role Rigi_req ( ) =recv_ereq—>judge_ereq—>Riji_req
Glue=1Reqs || Redi_req
Connector OBJ-SEN
Role Ryen phy ( ) =sense_data—>Rqen_phy
Role Rpj_phy ( ) =pro_phy—>Ro_pny
Glue=Ropj_phy || Reen_phy
Connector EXE-ACT
Role Rexe_phy ( ) =gen_exeinfo—>send_exeinfo—>Rexe_phy
Role Rueiexe ( ) =recv_con—>Ruci_exe
Glue=Rexe_phy || Ruct_exe
Instances
Lim: AM
Liem : SEM
Ipm:PM
Licgraii: REQ-RDI
Tobjsen : OBJ-SEN
Texener : EXE-ACT
Attachments
Lim.Preas @s Treqrdi-Rreqs
Tem.Prai_req 88 Treqrdi-Rrdi_req
Liem - Poen_phy @8 Tobjsen+ Reen_phy
Tiem Pexe_phy a8 Texe-act- Rexe_phy
Tim-Pacexe a8 Texeact- Ract_exe
Tpm-Pobj_phy as Tobj-sen Robi_phy

End IoTCON

B 15 Wright & X[y PMDA % {t #4 {451 80 550

BT LB Wright g8 57 A9 T8 24k 40048 14 5
A G AR T2 PAT B iF 15 T PMDA 1
) PIER N R GE A RUE  REAS TR AE ST 8 L R BCRn v
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FAL T Physicalnet [ 9715 M 40 1k 2 4549 2 2% 15
T CFE SCHRE72 ] rpofR =22 2 iR 55 HE ) SR FH B[R] 1 3l Bl
(Time Automata) X 9 B R 35 F1 4 6 9 file 55 1 A7 4
5, 220 0 HS 0y 3 B N 0 0K I Al 55 AT kg 1) B T S
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Background

With occurrence of smart objects, which are capable of
automatically being identified, sensing context information,
and interacting with people, a new integrated system called
Internet of Things (IoT) is emerging. The IoT is practically
an overlay system built over the Internet by connecting smart
objects in physical space and computing resources in cyber
space, which are regarded as frontend and backend of the IoT
respectively. Currently, researchers make efforts to accumulate
enabling technologies for building IoT, such as architecture
prototypes, precise sensing chips, heterogeneous networking
protocols, intelligent data analysis algorithms, and so on. In
this paper, we make an deep overview on current researches
on software architecture of IoT, which is a principal blueprint
for guiding design and implementation of IoT.

So far, Service Oriented Architecture (SOA) has been
widely used in constructing IoT to improve its reusability and
maintainability, by which smart objects and cloud platforms
are both abstracted as resources to provide services. In view
of whether fundamental services of providing sensing data is

located at the frontend or the backend, we divide IoT into
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two categories, namely frontend-centric (or thing-centric)
IoT and backend-centric (or cloud-centric) IoT respectively.
In this paper. we take thing-centric IoT as system to be
developed, and make a comparative analysis on currently
proposed reference models based on SOA for IoT in terms of
component type, design principle and structural characteristics.
In addition, we point out that it is necessary to verify structural,
functional and non-functional characteristics of IoT systems
to be developed based on these reference architectures. So we
also make an investigation on ways to formalize and do model
checking of these reference architectures. Finally, we expect
that software architecture can be used in each step of system
development of IoT, and a software-architecture-based
development method of IoT system will be established in future.
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