%405 2N V1R 4 Vol. 40
2017 3 AEZ RS No.24 CHINESE JOURNAL OF COMPUTERS Online Publishing No.24

T R E X AR Y Jo s i sz 4R

E % Gir BRI FKE B 7
(WL RFIEN R SEARS G S 310027)

W OB EFER, MARERELEMERARRELS S, MAETIE RRID. AR SR . X RGHA
BN I A, MR RS, X R GUEE R AR R B . ARYE S E I R G RE R
. BAT R, HAE S AR RIBE . R RIS s R GRG0 « MELLEHT, 4 KRG — & E
e DL H R, AT BELAS T SRR AR AR . B s SO AR AT DA SR Z ) . 24T, B SO RO SR 48
AT U A R I 4 SRR BT 5 BRIRR X B B BT AR AR T 2 22 5, HORORIMZE SRAE T, AR IR N 2% 222
5 BRI Z L, TR E DS B RN o AN, A BT s A BN HItSEfTRE 11 PR A IR S
Fio A RERBE T S E R RS (Software-Defined Sensor Networks, SDSNs) 224 iAH 5 TAE, 512 T 7E#K
T NMEF 8RR A 8 S A 2% P 45 BRI ] R BBk, R BT — 28 H AR . RESHARE IR E TIA T &,
A MBS BB R Bl Behh, AGE WA E IR ML, BE— Dt HATE A . SIS iR
Do £ 2R S FCR P IR BEAT T 4328 0 FRATINY, B8 SUA% A0S X 205 R A 30 2B 1) I & Pl B = G B LR, Iy
K AR

REEF T UG RN B WA e SOlE

FhEESES TP393

W AR

M, MOk, R, FEE, W 2, mRERIEE IR NI AR AR k45,2017, Vol 40, fE R il No.24

DONG Wei, CHEN Gong-Long, CAO Chen-Hong, LUO Lu-Yao, GAQO Yi, Towards a Software-Defined Architecture for Wireless
Sensor Networks, 2017, Vol.40,  Online Publishing No.24

Towards a Software-Defined Architecture for Wireless Sensor Networks

DONG Wei CHEN Gong-Long CAO Chen-Hong LUO Lu-Yao GAOYi

(College of Computer Science and Technology, Zhejiang University, Hangzhou 310027)
Abstract  Recent years have witnessed the deep integration of embedded systems and wireless networked
systems such as computational RFIDs and embedded sensor networks. These systems comprise of tiny embedded
chips, low-power radios, and various sensors. They allow for an instrumentation of the physical world at an
unprecedented scale and density, thus enabling a new generation of monitoring and control applications.
Traditionally, these systems are highly application customized because of their resource constraints. Customized
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systems have the benefits of easy developments and good performance. They are, however, not a good fit for wide
deployments in the future. If these systems were highly application dependent and inflexible to upgrade, our
technical innovations will be severely hindered since the replacement of a large number of sensor products take a
long time. This situation would be similar to today’s Internet where the deployment of a new protocol is not easy.
This calls for a software defined architecture. Software-defined network has been a hot research topic for the
networking community. Software design for sensor networks has many differences from the Internet. Most
importantly, sensor networks are primarily used for information gathering while the Internet is primarily used for
information transportation. Moreover, sensors are characterized as resource constrained due to the small form
factor, limited battery supply, and low prices. In this article, we focus on the design of software-defined
architecture for wireless sensor networks. The technology of traditional software-defined network mainly focuses
on how to make the routing behavior software defined. Software-defined sensor networks not only focus on
software-defined routing, but also focus on other aspects such as software-defined sensing. For the design of a
generic and efficient software-defined sensor network architecture, we first examine some major challenges, e.g.,
the design of a generic software-defined architecture, efficient allocation of resources, rapid update and real-time
control, maintenance of network consistency, etc. Among these challenges, the design of a generic
software-defined architecture for sensor networks is especially important, and it is the basis for controlling the
network in a flexible way. The efficient allocation of resources, rapid update and real-time control, and
maintenance of network consistency are also key challenges in implementing software-defined sensor network.
The challenge of security already exists in traditional sensor networks as well as the Internet. However, how to
design a secure and lightweight security mechanism in software-defined sensor network faces new challenges. To
address part of the above challenges, we review some useful techniques. Then, we also present a novel taxonomy
for software-defined sensor network according to different abstractions of functionalities, including
software-defined sensing, software-defined routing, software-defined measurements, software-defined debugging,
and others. The purpose of this article is to summarize the current designs in software-defined sensor network, so
as to explore a larger research space in this direction. In the end, we also summarize some possible future
directions, e.g., the possible combination of wireless reprogramming and remote debugging, and the design of
agile programming model. In the future, we believe that a well-designed software-defined sensor network
architecture can greatly facilitate software development for deployed networks, allowing rapid technical
innovations.

Keywords  software-defined network; wireless sensor networks; reprogramming; network architecture;
software-defined measurement
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efficiency, flexibility, and programming convenience, need to
be made with respect to different application scenarios. While
there is a large body of works devoted to wireless
reprogramming and remote debugging, how to incorporate
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them into a unified SDSN framework is still an open
problem. With a stronger support from a generic and efficient
SDSN architecture, we envision that WSN application
development and management will be greatly simplified.

In this article, we conduct a survey on the design of a
software-defined architecture for embedded sensor networks.
We present a novel taxonomy for software-defined sensor
networks according to different abstractions of
functionalities. We review recent progresses in this area. We
also examine the major challenges towards a generic and
efficient SDSN architecture. To address these challenges, we
summarize some useful techniques. We believe a SDSN
architecture can greatly facilitate software development for

deployed networks, allowing rapid technical innovations.



