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Abstract Traditional database management systems are controlled by a single entity, because the data in the
databases cannot be fully trusted by all participants in a multi-party collaboration scenario, each participant must
maintain a separate database that hosts its own business data, the discrepancies on each participant’s databases
lead to slowdowns of manual reconciliation and some disputes. Blockchain can solve the problem of trust among
multiple participants. Blockchain is a decentralized, trustless, tamper-proof and traceable distributed database
managed by multiple participants. A blockchain also called distributed ledger, is essentially an append-only data
structure maintained by a set of nodes which do not fully trust each other. Nodes in the blockchain keep replicas
of the blocks, each containing an ordered set of transactions modifying the states. All nodes agree on the
transactions and their order. Traditional databases assume a trusted environment. Blockchain’s key property is
that it assumes nodes behave in arbitrary manner. Being able to tolerate Byzantine failure by consensus protocol,
blockchain establishes a reliable trust between both parties of the transaction, and implements trusted data
sharing and peer-to-peer value exchange without third-party intermediaries. The blockchain’s consensus protocol
must tolerate Byzantine failures. This is not the case in traditional distributed systems, in which they use the
Paxos or Raft consensus protocol. There are many variants of consensus protocols being developed for
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blockchains. They can be classified into two kinds. One consists of purely computation based protocols that use
proof of computation to randomly select a node which decides the next block. PoW is the prime example. The
other are purely communication based protocols in which nodes have equal votes and go through multiple rounds
of communication to reach consensus. PBFT is the prime example. A blockchain system can be categorized as
either public or consortium. In the former, any node can join and leave the system. In the latter, the blockchain
enforces strict membership. There is an access control mechanism to determine who can join the system. PoW
are used in public blockchains because they are fully decentralized, PBFT are used in consortium blockchains
because they assume authenticated nodes. Bitcoin is the most successful blockchain application. Ethereum is the
most widely used platform in public blockchains. Hyperledger Fabric is the most widely used platform in
consortium blockchains. This paper proposes an architecture model of the blockchain system based on the above
three mainstream blockchain platforms. This paper then discusses the principles and technologies of blockchain
according to blockchain data, consensus mechanism, smart contract, scalability and security. Specifically,
blockchain data is introduced from three aspects of data structure, data model and datastore, consensus
mechanism is discussed about PoW applied in public blockchains and PBFT applied in consortium blockchains,
smart contract is described from three aspects of running mechanism, programing language and sandbox,
blockchain scalability is analyzed about sharding and multichannel, blockchain security is discussed from digital
signing and verification, and privacy preserving. This paper also analyzes the advantages, disadvantages and
technology trends of blockchain by comparing with traditional databases, and gives several challenging research
problems for blockchain. The development of blockchain will bring both challenges and opportunities for many
industries, and result in the second generation of the digital revolution bringing us the Internet of Value.
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100 789 110

ab3123:10 ETH ah6456:20 ETH

ab9789:100 ETH

ab9789:110 ETH

& 3 Merkle Patricia #

(2) XH#ER. XX Bk A i wr g 4
(PreBlockHash). BEHLEL (Nonce) F1 Merkle H25%5
TCEHE AT P IR SHA256 W5 7y iz SR m] 15 31)1% [X B

fHs7s . & 2 Fisr, PrevBlockHash f£J#RT—
X B fg ey 75, B A X B i AR RO DA
PrevBlockHash NG Ay Fadt e E—ie, BB T
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— R XL . XS5 5 Merkle 1R, ft DA
i B w75 A] DLSGIE X B S E A0 X P rh (9 52 5 i
EmHE K, Xk EQFarhn s
PrevBlockHash, Fit DL ik BiG 5 38 n] B0 (X B2
A E 2 A X R B A X P S ol MKEERT IR
W75 5% PrevBlockHash, P XEHIAIAAMIN, (T
—IXHE PR, R gl KR I X s 7 45
PREBIAL . A IS T S NI R R T
P, EFHGA e SR B s .

3.2 X EEHiEER
EC AR T X BB R 9 T8 B OB A s AR

M 4E R, FELZ S —HIATE R KT
Coinbase (EPFZH"FTf3 M LLARF M), A5 AT I8 B 4
RACTRIIZL 5y o WIR—2E5E 5 1R 4 B H AR AT o —
BRGNS0 N, D B 12 e B T
KA o o @ISR 1 A AR AR B B 2 5
(Unspent Transaction Outputs, UTXO), #JBRis 4
WEHEAZ Gy i ter AR S CAE . B0 3 — ke
ik, HETERIERZ H MR m M, Bk
PR TR BT 58 5 AR v A 2 ) B Ay
. REEEE 7 57 T ) B

*3 EHHRZWMARNEL

Hyperledger Fabric [X Bt R H T 2 T - A, TR flid Kb
(1) BT 5 MR DU T Rl LRSS fE LS, ARl 82
X B (A2 2 M R R K, B 4 S HRs i Ag T WSS LR T
SHBER G . AT 5 A BN S 4L LAERGHMES S EESBBIALS 4T
B A ANAA G T VA 200, RR— IR Bt M0 JFAHE
5y AT LK Se a0 2 AN K P A ) B A R R R N IS BA B 1-9 54
AAEZATK . BN ER 3 s, A% N WA THBUASTRENE 2%
ANTHEH FERZ S A PrevTxHash, F2EAZ 51 W, W HEENEA
Tt 2251 Index FH¥ A JHIA ScriptSig 4. HEAS F51 5 K, 4 )y OXFFFFFFFF 4 541
VK TIPNED0 I A e o TR S B O T -
PrevTxHash W75 F541 2 2 Hi 245 1 048 55 W 75 ———
s Index JHEIHARE B TR0 5 5 038 LA - o il
S, A ScriptSig 8 T HA T A 2 24 L3S DB (10 bitcoin) Jy#fir 8 i
TR . TS RN 4 B, AN BHMARST DA AL 1.9 S
AR 445 Value FIVEL S 325 A RIS 75 1 I i H AR SESLT LA e R A E, e AR
7 ScriptPubKey. 7EETF32 5 MBI, A2 5 s
WEE L G WA TRE IR T 2 2% LAAE 55 N 4 m
5
PN it
. PrevTxHash Value - EAL S
J:i?’ﬁﬁt{g% > Index ScriptPubKey N
ScriptSig ’—} g:%gf%
. PrevTxHash
L%é% » Index
ScriptSig
Lgéﬁ >

4 HRF A S MR 454

(2) FEFIF HER . FET58 5 (st A B nf
T EHIGIEAS 5y, A TOVEPEE W PR A
TR ZRARATIE N A, BUKYS . Hyperledger

Fabric & X BTG R H] 12 I BReAd, i
R A 52 5 RO SRS . B RE AL
WS A TR TR R A, FEHIR
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SEEE G M B R 552 . DUKYT R FITK
Iy AN P (Externally Owned Account) F14&4]
i F' (Contract Account) FiFhZAL, ApEIK P T
Tk —AEEK P VORI RS, G4 TR
E—ANUURYI G, WiEK P R RE. R he
GAPIPRES L EAE T UORTRESEIE . B 5 H
T CLRBK P PR e 72, IRES B me 70K
TS B R S HTE, W R G KR,

5K FURZS AR . FMERIK PRI 290K PR DA
KY; ™ HE— &L mER, HAE Balance.

Nonce. CodeHash £ StorageRoot 4> 14, Balance

SN P LUK T 4380; Nonce A2 XK 7 & &3
Lo, TR A P RN T
BREA L0, CodeHash A& Z1ARHS I e A5
StorageRoot & & ZIRSEHE Merkle Patricia #
o PLRIGIAE 5 A8 To. Value. Nonce. gasPrice.
gasLimit. Data 25 5% 4 -CANEYE. To ki
(R ik, Value A2FEIK K LK 4%, Nonce
FE RARFE I AIRAE 5y )T gasPrice &5 51 Gas
(LR T B4y, gasLimit /2 $hATi%58 5 At R VFiH #E
[lEk Gas 4, Data A& 1 FH 2 B & 20 i B8
W, LB R RIEFIAE 5K ECDSA %44,

RE& R
Address:0x67890... 5 Address:0x67890...
Balance:1000 To:0xABCDEF--- Balance:900
Nonce:8 Value:100 Nonce:9
CodeHash: Nonce:9 CodeHash:
StorageRoot: gasPrice:200000000 StorageRoot:

: > | gasLimit100000 ||
Address:0xABCDEF... Data: Address:0xABCDEF...
Balance:2000 Signature: Balance:2100
Nonce:3 Nonce:3
CodeHash: CodeHash:
StorageRoot: StorageRoot:

K5 LURIIK S RS e e

3.3 X EHIEEE

X P FE MG AL b REPT LASCAR I A2 G, ] LA
B AT SCHRAFE S 7 8 T H B
TNERAE, B R A7 58 5 SEILET ) S5 2. Bk
Hyperledger Fabric 1.0 [ [X ¥ LS A7
HRBIBIEAEAELE LevelDB 4 i LUK X e
b 5R 5 HAEMELE LevelDB Bdl i o [X Mk R 45
GAERBERFE, 5 XIERKEES & (4T
PRI, BT DU =303 Pl #0451 Key-Value %
.

B 7 AEfE X BE R . AR5 Hyperledger
Fabric i #JE T~ LevelDB #4% ARZA £ 4 2 (world
state) DAFREIK PR A0 SRS R . 7R3 T K
PRI X BT G, 22 5 B AT et X B H
SINEESING, CIBINAXEEE, MEHESA
RSB . B 75 s X HREE W 250, ST
AEA T SBIEORIF— 50 B s 7R AP X Pt
HdE DU B 4 0 X By i B, R, IRES 0 e
AR ER . MMEGEHRERE, X PUaE 2R A1
U TARA B ZE ) WAL (Write-Ahead Logging) 1!
Hi.

N T AR 25 HUH S RE T A N TE AL R

TN B X BB M4, PA7R o S s A B A

Eetks AN LUK S5 #8384 T Level DB $idfs 12 474 2 51
SORASEE, RN Level DB 2 55 5 4% 1) PR L& 8 /2
T s H S N ERe =L (H2HET LevelDB
KO e 1 B AL 7 S AR TE i i Mk ik &
K (I & Vi . Non-Key #ifj%%), [Kit,

Hyperledger Fabric 1.0 $24 T Jd R4k i 58 1 iml Bl
#1, T X4 LevelDB BudE P, B H AN ST HE
CouchDB" /)1 s ¥4

4 FIRHLH

& 438 53 A X 22 32 2448 ] Paxos 1 Raft 572
fil e AT B R, AR KA AT A
HAR LW AMEREN, HRSCATRE R AE T R AL A
i) oA R R T A R B — L S
— eI, AR E RO . TE O X BB R 2%
H, WEBEAR TR EAETENEZ 255 LR
ALY, ZRMRZIKS), MET S 557G
MR VEERIATRE, [Kk Paxos Al Raft SykANRE
HEHTXIEMNILR, A5 EEHTAH
HEM) PoW AL AE F T HCER 6 PBFT §i%, &5
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AT PoW Al PBFT fE &R EOXTEE
#=5 PoW 5 PBFT %ttt
PoW PBFT
Jipgtakeid
200~2000 TPS

A RAEALS NEHE
LA 7TPS (HLgEm)
20~30 TPS (BLAYT)

(Fabric 0.6)

YNGR 60 min CLLAEM) =M% (Fabric 0.6)

3min (PR

AR 7 5% < 100000 W E % < 100
FE G RER <50%FH 5.7 <33%HHLE
BRI AE e A ARG TH L BEUR T REHAEM 2% TR
7> XA RetE H x
AT & 2

4.1 PoW

ANFEEFEAN S G0 ER BT A hmEH, 4
RIEETF AT SBEENHI R EEAE S A B, K
NG R A AT R 2 T A DA SR A
M & Bh 2 B % T R 45 PoW L AT R0 %
AR, FAKEE A T AR L) S8 4 R AR IE
4 ) [X B B 1) — B AN 22 4 . PoW ML 2SR
AN ST B S HE IR R E AR )
1) SHA256 THHMERE, RIG-3K—NE1E HBEALEL
Nonce, {3 X HMnEdE ) SHA256 a5 fE /)
T IX Bk Ao B H bR 5 A -

H(n|lh) <t (1)

H >4 SHA256 54y B4 n yBEHLEL Nonce; h
NIX B E A, B EATHS A . Merkle R4
WA t AR EbR, tEBVDN, n EEERT] &
S FER BT s AT IR A8 X B B ie IR AL . PoW 7E X
HUBE 28 [ HAR R an R

(1 A G T2 X HEE 2% 1 T
Ri=e

(2) RTHEHIXY, A S Bl
— X P R DRI B A A 5, FEAR R IR 58
Gyt X HesLE0 1 Merkle HE o 4 X e Sk 350 1 BE AL
. Nonce M 0 FFafiedin 1, HZEXHSLATHIK
SHA256 F& Ay {8 /N T~ 8055 T HEFE B bR i &€ E
1k,

(3) &M SRR S5, 23 kR
BT IERRIBENLE, W SO RIS X i i
B 22 Jah - CR il B4 3T IX B (it T ) B 2EA8 5
PIAE G D, FRZIX P 2 1.

(4) Her Sl B X E, 50F X g

(132 2 MIBEALEL Nonce I &5, W IER, #f
ZXHUIMAA M) XS, HRE T Z IR E T
— X,

PoW MLiIKs & 5 S5 HR i B AR S, (2
297 S 5120 HRFFMAE, AT EShig58E 7
WG] St e A, IR e ILREEA R &
(o F2H™ 92512 T4l 2 A0 0 ) X Jesk g
A, HERE AR (E RN, XSk 75 H 1)
S EFmii 2, FHRIGEHIE I BREBAC, 172
W BIMERE R o A 7 3& A A AR R R R e
TFERE A WIET, thRrmA: 2016 Hugho s
—RMERE B s, DARE I X H 135 A4 plinf [R] (10 23
Bl IGARFEAL . XTT PoW ML &, HEE
SO I B 5 — X, e 2 i X e S fe
RN X HE B F RIS BEALEL Nonce, Ff Hit %
WO E T EHE, XTFEEDEREERM 51%LL 1
T, ARG O RE, PRI 1 HE 252
FCASTEH 157 POW HIL S50 _F 2 DAATIAE PR e 4 1
Hm ) — e e, FrbET Pow ML X
BB 5 R PEREAR XN AR . H AT bUAE PR 10
B AN X, KRS ERROY AIMB, A
gy CBE—MaAN SN D 1RS48 2508,
A E A S H LN 7TTPSML DKy P 4
12~15 B — A X, XS5 EAN
20~30TPS,

T8 A2 Ty A B 1 Y A B 2 B X B RST
A HRE G, KXHREERNELZ LS, HIEMNLF
LR FR B AR 8], 230y X XRS; RIX Pt
R R I, g O A RS o gk
e pe 1| Gy R (1 e i R B e S i
YR I RG22, 2 X HR RN B ) a2
gy Yo MRA Iy X, BRKHIEERIED T &%
OB 2 T8, WA R 4
ST S 5 S AN o 4y SOREE N T 4 R
PIVEIRZE, 055 EAACT . LR Mok 4y 34 i
BRI XN, et HAE MR A S . N
T ORUEAZAT (R A SR G20 D BIR 2%, AR
Y51 N7 GHOST ( Greedy Heaviest-Observed
Sub-Tree) UMk b 24y X, GHOST Hhilil 4y
X R X H A S BE RS St Tk, A
MEA T X, W% XA It 45 7
FHY 4 87.5% 25, 45 T RORI B HAE Y
FH 12.5%[1 45, LRSI — /MRS T
FH 3% . o X RAZ G AR E N, H



24 AT IR, DXCRBEROR . M Kt 11

AT LLRE e 6 MXHZ J5, 225 CEEARA AT,
T AR S AR 8] Ay 60 435k DUKPHRE 12 4
X2 5, &5 CEARW, B LA G il
A 3 ol (HELS L IXUERT 5 R A&

EFXF PoW HLHIRAL. FEREMIBLE, PoS AL
T LIS WL V6 H ) Stk AT Jo i St
B TR RAE S AR X P rh A A (R4
TeMmE) R HAZH L -

HOh) < s(M).t (2)

M AR T BRI s IR [BNZA T3 A AL
2T M A RRUER 2, 320 1R R AR e g 2 ik
fit, HEESGEBEER n. LUKYIET PoS Hli
$RHT Casper’#tiR, T EG T SLLUK M IHEAN
LR YIE AR . Casper LA fig & 201177 LB,
R HE A 1) LA T BB AN 8], B H A8 16 23 i X e
FIC KA A2 il . 5 PoS HL#IANE, Casper iS5 A
TIETIE N, — BRI AR, HA R
BUKRTHEGETE, S 5350 EAR 2
B . Casper REFL T LUAF M AOIZH AR, ATt
PLrf (g D ) 4 8, HITETEHATIZN JIHFERSME
CEA
4.2 PBFT

PoW HLHiIK 52 55 77 56 S ok B [X HUBE Hafs 1)
— B Jz A, AR DS TR SOIEAE TR
EITE SR IR, HEAIE S TE AL g R
FH I B o DR 4 B IS5 B TR Y AT B R
L JTREVRIG PBFT 3%, PBFT BAAI KGR
T RN I A T AR 13, RIAn A ki 2/3
(R TE R4 R, gl AT OR B S ) — Bk e et .
PBFT £ [X Bk 0 26 () SRR R a0 F

(1) AT SRS H— AN AT, BrX
B 1 AR DT AR

(2) BT EIEFH L G AW, E5 S
LI 265 0SB B TR UCIE BT X By 1) 2 S22 5 HE
JEFNFNR, FHHZFEREM .

(3) HANVEBEREIZ SR G, KEHET
B ATZ 5o AR GPAT TG, BT SHER
THEHT X PG AL, Frm M k.

(4) GnR—A1 SR 2f (F AT 3 2%
BT AED AFLUEAT AR A H A,
A A A T — 2% commit Y R .

(5) AT s E 2f+1 2% commit 3 2.,
B A) IE U8 A8 X e Je HLAZ 5 31| A b 1) X B % A
AR FE

PBFT LR A2 i )RR DX B b e — 1 45
ARG FTUAMEAE S Xl Re. (HAETT SECH N
IR 2R, ZEEA AN B TR BRI X 25 7
J9 O(N?), HAimAR KRR IT4. Fik, Haf
JET PBFT S0k X BRBE I RSk Al 5
Ab, GAT SRR UK BNAS IR H 2 A 1F
fiE R i) . HRT, Hyperledger Fabric 1.0 1E7F3E
TAEELTTF & BFT-SMARTPY, Simplified Byzantine
Fault Tolerance (SBFT)“_fil HoneyBadgerBFT42%
L, BFT-SMART & — NS ik, o e
PES AT BFT BfREE, HEA 25, 18
SIS AT B A4, SBFT R EF AL AN
MR R A T 2R LT Raft (O B,
DT L )RR IE(S . HoneyBadgerBFT & B/
SR8 BFT W03, HANRAS A AT I 8] 50k )
PRAE M2 2001, RIVSELE ) 2847 9 oy Tl i) 1 35
P T A

5 BaERY

e G HEFESmE ML AL, £
TE S AR, RERE B BhaE S AT A RIS, S8
BLOCARAGRpYERA” B E AR, XHUBER 2oL flife
BREALERA R OEHRES 5B T, w] R
BATE WA A, ATAHUFIA NEB TG0 3L
BATIE I RS HA R e A4, A1 E
FH LUK Y5 A1 Hyperledger Fabric /432 Bt &40 .
5.1 BENLH

A L RIBITE X e L — Bt HALE
FP, By T XKEEERDhae, £E TXEEER EE
NiFH, FREA LIS ENLSI R 6 . MR
BRI E ER A ARID S, B RABI X B
BEMZE T b FELIORY R, M8 5 & LA UE
X B b, BRI A4 LUK BB UL (EVMD
fn#kiz17; 7£ Hyperledger Fabric #1, #i&J5HH4)
AT LA Docker Bif%, AN SIS E 3]
—ANHT ) Docker 7548 HHAT & L H WU T 1%
SR G S A o AR i I 1R A e S 20k S
BT, WA KBS SHEIE, FELE

©) Introducing casper: The friendly ghost.
https://blog.ethereum.org/2015/08/01/introducing-casper-frien
dly-ghost/

@) Chain: Simplified Byzantine Fault Tolerance (SBFT).
http://sammantics.com/blog/2016/7/27/chain-1
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EPHERSER, 2R BRSO R A X e,
BE REPAFAERSEE . (B, FIKEZ 51
PR &M gl s B XCHEE, T RETHE 2 1
[ FH RSB Do U AL 2 R A
MZEFILR, WATRACRAEXIEE E. BREE4

B SCREA LIRS R S AL, AT 3
B [ A1 Bl L FH 38 R 15 240 A BT A A AR DR B Ao
21 H AT BEVT R BE A e, eIk Bl W I
BEAN AT

A
Deploy | Invoke/Query
T -
oL R |
Fifr —
Beeasy [T T
FLiR or___/
Block Blockchain
ITxn ITxn ITXn ;TX” ... | | World State
—>]
—>]
—

K6 HaeaLnisfEyLb]

BREELE LT A 518 1R Vi RS EdE 1)
2SR, AR Cln AR B H 0 25 ot A S
Dapp) TFZ A RS, HKIRAELPATE Z A
Vi PR EAE . AN S B Re &AMk RIEH
FANTAE G 54 e S S A FR R DR R, A7 4
MFEEIT TR EE R 2 b, Vi 5 2B
Bl MRS LT TR RG 2, PinX
PORIRZASHdE
5.2 mIZIES

oy T SR A 1 AbHEAS B A ] B AR, I i
JHARFE TR —HI84, N T R GRS
Wik, WAHRIHER R M RSk . K HL R
AN RERE&IBRTFES, WEEfmTEAREE
FERE R L B REA A .

PLRYT % X T Solidity. Serpent £ [&] R 58
PIATE S DT R RER L, HE HAESZN
TIPSR AL R, LKV REALINE T
N IR SR B address HESRAL, A TS0 RE
BT R ARSI AT N . LUK 4 200K F 4k
M P L A — kA R, A LR R A
AN P ik, RTE R 1) A bk R % RS 5 R
HEeAL . BAPATEREPKYE S CPU AN
P2 H#E Gas, Gas HI LUK ik, —H Gas
FOR, B2 EPAT, THFERI A IR [,
M TIE 1 17 9058 5y 85 A BRAE FR I R e & 40
Solidity. Serpent %[ R 564 M mARiE 5 LN MG

LR IIRE . FRINE AR BRI FR, ek
WER 22 . 2016 4F 6 H, LIRS B K%
15 H The DAO® {8 fie £ 2 PR3k =1 8 FH I ) 7 A 58
B, %5 1200 HANLUR M ARERR, 5 RiEd
fifi 7 XIB[Rl T 4145, {H The DAO i H & A KM
fifgi. Rk, Solidity 1B\ IEAE (& H & T AL SR
PADR B e S 2D I IERA T . o

Hyperledger Fabric 7] T Go #l Java = 215 &
TFREREEY), RESRES MEE R T4, Wik
FORBGA, T H AR AT & 2 A 1 5 I T TR
Hyperledger Fabric )% & £94%FK 4 Chaincode,
0 1) T SCREIE A B A N, Hog 5 XA B
R M — ST R A2 B T B ME — R . 9 5 A 2 SE 5
FESLHL Chaincode #201H /T Inity Invoke 1 Query
=R, HANH T E AL, AL 5
B
5.3 WHEEREE

BEeA AR BRI T EX BT b, BN
HAPEEHINFABCE A, e R X
PO 24, AV Re G A AU AT ERR B 1
PR, GAMEERFZE.. GAEEHZ
(AR PAT A RS BT, XAR e
T IR ECE AR s YE . B AT, R X Y

® The DAO.
(organization)

https://en.wikipedia.org/wiki/The_DAO_
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TG XD FAI SCRE 7 NI 282, BATTY
B F#R 2 ARAIE & LIARRSTE VDR AT, A& 2048
FH 0 B YRR A T 88 25 AN PR il o

ARSI B € X LURYT AL (EVM)
YERNYOHE, 1847 Solidity. Serpent Z5i% = g i A
BRI, IR E AR AR GE VT W] EVM 1 EHLT)
M ARG XHRGML e, FAZ BT
H R EH . Hyperledger Fabric 1 FH % & 2% 1)
Docker B#{ENIPHH, 2T Docker H & #EHEHIFS
BRI e, R T A FNAZE BT EEES
Bty , BT IR T 254 (8] AH EL 2

6 A M

P 9 e M A 15 A AR P 1 2R Ak P e i
FARTET B B I 2R e . LU . DAKYS
A1 Hyperledger Fabric H fif#5R FH 445 s 5 —
2 X BB P T 3, WG IR SR A
., AP W RTE 28 5 M A EdE, A X HesE
RGN RE T SEPR 32 IR T BT 5 s 1y Ak
A1, Rsh, ZRIFREIERE, AT S
IXE N, RSB IERE IAMERBEZ $2 T, HE
PG, T SEIMBHA AT R, DLIKY A
T 43 Fr Csharding) B g vk 7 22 , Hyperledger Fabric
M T 2@ (multichannel) “IfR R &, Xtk
HEMEEWNBERMEEY BB T 28
(multi-chain), 7£ 24 b ] [FR 3k FIACHE 2 248
5y G A AL HERE T 52 BRT BT S BRI, A
LT+ R REEAR B
6.1 ok

N TR CAK 5 & G i B AUAE i 25 5 1Y i)
A, PSR ERVE IR s AR AE 5, AR 2016 4ELL
KYiTF kR # K4 (Deveon2) L, Vitalik Buterin &
A TR UKD 2.0 (8 1509, SR T
o3 AR ERAE Gy (7 2o AR B IKHE K P kb K
N B 2 h P YA O S A B N S S
— ML TR, R BATIERRAE RN AT E
O Gy, BT RURTE B S T BRI % e )ik
BIMAN—2Z A F, HAH RS s B B
Lo MR LRGUES B TE S, g
T BT A AT RE RS G s, AR 42K vl
FAR ML E 53 F 1 5B AR 5] AT A AL
FAEREAFIAE G5, 543 228 5 Jh B BRI A
PR T—A s, B A mATRLE, A4

AR . MR ARG, DORYIAS fE E
PoW FLIEHLE, KI5 o A& )40k, fER
Ao W B AR 2E 5 98 51%I1 5 77, TR BE R
a3 P ER B UL Y 2.0 48 A 1R A2 28 1A s uE AL
f] Casper B E,

6.2 ZiBiE

NT fi#d Hyperledger Fabric i & 43 Al
G RaFAER B, Hyperledger Fabric 1.0 #2141 7%
BIEM T % ORI BRI G IR () 5
W BN DX HUEE I 28 4 2 N RN IR R 24 43 s
Hyperledger Fabric {38 i 43 A I 3 22 ) #H 0|
AN X HUEE I 28 K1 o3 Sy 22 B B I, RS AR
R E O FES 5 IIAE G REB MR 1S
W 7 fiaR, 9 Peerl IIAE [ idiE Chl AliEiE
Ch2, 77si Peer2 A T ifi& Ch2 MIiEiE Ch3, 7
i Peer3 N\ T iHiE Chl. jEiE Ch2 Fli#iE Ch3.
FEANAT AT LALE 2 N85 L R IO FE X B, 2
ANEE LSS Gy T ISR R AT« AR TR R
(PIERELE I, AP Bl W2 S+ Ordering ik
2577 LR A R RS, T EE T Kafka 74 8.
ARGEL SBFT JLilst i 4 - AN 5 it 14—
ey, AR 7 B B VUL R, AN AL
5y KAk 55 (1) 1) jiL s (H A5 A4 B2 Ordering JIR 55 19
SRAEE Gy (W BRI 2%, TR 1 F 5 SR B 28 55 %4
e

Ordering Service

Chl| Ch2 Ch2[Ch3 Chl| Ch2|Ch3
BC1 BC3 BC1 BC3
BC2 BC2 BC2
Peerl Peer2 Peer3

K 7 Hyperledger Fabric % ifid
FEFET PoW FLIRHLHI IR LA T A LR Y b,
AT REAT B ZI T H fH N ANEGR H . Hyperledger
Fabric K1) PBFT SLIEZR PTG 5 A8 H 2 B

@ Multichannel. https://hyperledgerdocs.readthedocs.io/en/latest
/multichannel.html
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FAAE, KHAR T XIEMK ST B, N
I, Hyperledger Fabric 1.0 $# P45 5543 N FLRAT
&5 Corderer) FICIK T A Ccommitter), figh 13t
PR FC MRS, AT SEEL 1 e IS s (1 Zhas
ANBGEH .

7 ZEM

PO T BURYG 4 A BE SO VR R AU
%, RVHMEMAIZ 555, KA ATiE
W HL et 2 7 LRI Ed . XA ) T4 e A R
PE, (815 XHUE 2 G0 ik B B A% G 808l e 11 %2
Sl 9T OREREUE ) 2 At ARG R S
B T e M BN B . A R
WG BLSATAE LAY R L, RO X B T
LT E: Ssh, AR S A H
s Bl A THPERE IR T S . HAT, X
ARG ERE TR TEL 5 RIERA R A T T
TR RS S AT i . ATT A iKEERE
IRAZ G A5 AN (5] R B0 5 A0 K 7 ik ke O e 52
G IR -

T Zm

7.1 HFRSHHE

TN BEI LA MR LUK B B R A
EIRS, APRARRFIIX 2 — A R E— 7
he NTIRERRZ G e, TExRER 5 it
H5IE, AR TR Hh 2 7 44 Bk
(ECDSA). & 8 [l 1t A2 5 & 42 5364,
FMTFERT ERKAZGN, BlEFEEEA
H1H) SHA256 5 RIPEMD160 () X s 7 45

pubKeyHash , HJJ [t #F o Hb ik $2 £t 45 & 2% &,
pubKeyHash £ #% i £ &2 5 M fr B &

ScriptPubKey 1. DL OP F3k (5] 2 bb A i i A
HERIESR 2 JFE 5 1E A AR SR LU AR T A0 AS A g
a4 NT R —ERX S, KiEHTFEMNZERL
GEAETE S, FHEES sig A pubKey
AT S NI ScriptSig W 2544 sig R I LLEE T RE
BHERNFINZZ G IEALH TR — 5+
RIS LLEF M, A% pubKey — 5 TH FH TU0EL 44
sig A 20, 55— 75 TR T 90 UF G A {2 75 A AT
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Bitcoin is the most successful blockchain application, ethereum
is the first for to introduce smart contracts in the blockchain
and the most popular public blockchain platform, hyperledger
fabric is the most popular enterprise blockchain platform. The
existing papers mainly discussed the blockchain based on
bitcoin, this paper proposes an architecture model of the
blockchain system based on three mainstream blockchain
platforms (Bitcoin, Ethereum, Hyperledger Fabric), and
discusses the principles and technologies of blockchain
according to blockchain data, consensus mechanism, smart
contract, scalability and security. This paper also analyzes the
advantages, disadvantages and technology trends of blockchain
by comparing with traditional databases.



