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Abstract With the development and application of new generation of artificial intelligence technology, the
automatic detection, dissemination and control of fake information in online social networks (OSNs) have been
widely concerned by the government, academia and industry. Fake information detection is mainly studied
from two perspectives: information content and social context auxiliary information. Research on fake
information propagation in social networks dated back to exploring dynamics models on the rumors spreading
in complex network and small-word network previously. Even within recent three years, some hybrid and
interactive propagation pattern and behavior studies on both social human and social bots have been done. The
diffusion control of fake information mainly focuses on the node control and access control (usage control).
From two angles of social object (fake information) and social subjects (social human and social bots), the
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research of fake information detection, propagation and control are discussed deeply, the related research is
also analyzed and counted in this paper. Firstly, we review the important research achievements of fake
information detection in recent years, and focus on the characterizations and methods of fake information
detection. Secondly, based on the analysis and comparison of the detection methods and propagation patterns
and strategies of social human and social bots, the rules of spreading fake information of two kinds of social
subjects are given. Then, we comprehensively and systematically review and analyze the control methods of
fake information dissemination, and present a usage control model. Moreover, the method of fake information
data collection and annotation, and some public datasets for detection, propagation and control are introduced.
Finally, a novel social situation security analytics framework theory is proposed, and future research issues,
challenges and possible research directions for cross-platform propagation and control of fake information are

presented.
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Background

With the rapid increase of Online Social Networks (OSNs)
users, especially the emergence of social bots, the extensive
spread of fake information has a severely negative effect on
individuals and society. In order to control the spread of fake
information in time, many researchers have begun to do
research in this field. Therefore, many new findings have been
published on the detection, dissemination and control methods
of fake information. These research results are playing
increasingly important roles in the security of OSNs, but there
is rare literature report on research works on both social human
and social bots potential and hidden propagation intentions
detection and distribution usage control. The purpose of this
paper is to make a survey on existing relative theories and
methods, and to outline some issues and challenges that can be
addressed.

This paper reviews important research achievements made
by computer scientists in fake information detection,
dissemination and control from the perspective of artificial
intelligence in recent years. Firstly, we present two aspects of
the fake information detection methods on characterization and
models. Secondly, we comprehensively and systematically
analyze and compare the detection methods and propagation
patterns and strategies of social human and social bots. We then
summarize the control methods of fake information
dissemination and provide a usage control model of fake
information propagation. Moreover, we also discuss the method
of fake information data collection and annotation, and some
public datasets for detection, propagation and control. Finally,
we propose an integrated SocialSitu (Social Situation) security
analytics framework, and further discuss future research
directions of cross-platform propagation and control of fake
information based on social situation analysis theory and
federal learning technology.
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Evaluation Method for Security and Trustworthiness of Social
Media Platforms Based on Signaling Theory and
Crowdsourcing” and “Research on SocialSitu Security Theory
and Key Technologies”, respectively. The programs is oriented
at the security and trust of online social networks, and propose
a creative convergence between situational analytics
(computing) and usage control (security) theories to explore the
behavior-intention analysis computational theory and security
control mechanism, with the aim at resolving the burning issue
of the fake information propagation at user’s will. The
programs are not only significantly fundamental study
meanings of establishing the SocialSitu security theory for
social computing and social intelligence, but also has better
applicable  visions  for  establishing virtual  social

network security.



