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Abstract With the continuous growth of the video content industry, encrypted video traffic has become an
increasingly important component of global Internet traffic, posing significant challenges to cyberspace
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governance and network security supervision. The widespread adoption of end-to-end encryption and
privacy-enhancing technologies by video platforms has substantially strengthened user privacy protection.
However, it has also weakened conventional supervision methods that depend on plaintext inspection, deep
packet inspection, or direct content analysis. Therefore, accurately identifying harmful videos from encrypted
traffic without decrypting communication payloads or compromising user privacy has become a critical scientific
problem in cyberspace security. This paper systematically reviews the development of encrypted video traffic
identification and organizes existing studies from the perspectives of feature construction, identification
paradigm, and application scenario. Two major technical systems are summarized: feature-engineering-based
matching identification and machine-learning-based classification identification. Feature-engineering-based
matching methods mainly include ciphertext-fingerprint-based and plaintext-fingerprint-based approaches. The
former directly extracts observable transmission characteristics from encrypted traffic, such as packet sizes,
packet directions, burst patterns, timing relationships, and traffic volume distributions, and compares them with
predefined reference fingerprints. The latter constructs video fingerprints from application-layer information or
plaintext video objects and then establishes mappings between plaintext fingerprints and side-channel features
observable in encrypted traffic. Although they differ in fingerprint construction and matching mechanisms, both
approaches enable encrypted video identification under different protocols and complex network conditions
without directly accessing encrypted video content. Machine-learning-based classification methods extract
statistical, sequential, or structural features from encrypted traffic and employ classification models to infer
which ID the video belongs to. Compared with deterministic fingerprint matching, such methods can learn latent
traffic representations from data and generally provide stronger adaptability and generalization under
heterogeneous platforms, heterogeneous protocols, and privacy-enhancing measures. In recent years, researchers
have proposed protocol-specific feature representations and matching algorithms for a wide range of protocols
and communication environments, including HTTP/1.1, HTTP/2, HTTP/3, encrypted proxies, tunneling
protocols, virtual private networks, and anonymous communication networks. These studies have investigated
how protocol multiplexing, packet aggregation, retransmission, adaptive bitrate streaming, and additional
encryption layers affect observable traffic patterns. For emerging scenarios such as short-video platforms,
social-media video services, mobile and wireless networks, researchers have further introduced hybrid feature
modeling, cross-layer information fusion, protocol-adaptive representation, and robust sequence matching. These
techniques alleviate the adverse effects of unstable bandwidth, background traffic, content adaptation, and
protocol heterogeneity, thereby extending the applicability of encrypted video traffic identification to more
realistic and complex environments. This paper summarizes recent advances in theoretical methods, feature
representation, experimental design, identification models, and system implementation. It identifies four
fundamental challenges: the lack of a mature theoretical framework, the dependence on idealized research
assumptions, the difficulty of practical deployment, and insufficient investigation of privacy-enhanced
communication scenarios. Finally, this paper discusses future directions. Future research should strengthen the
theoretical analysis of traffic features and model matching mechanisms, study the problem under weaker
identification assumptions, promote deployment in realistic cross-network and cross-device environments,
improve scalable data acquisition and incremental model updating, and deepen research on encrypted proxies,
nested tunnels, anonymous networks, traffic obfuscation, and other privacy-enhanced scenarios. Progress in these
directions will promote the continuous innovation, engineering implementation, and responsible application of
encrypted video traffic identification technologies.
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BB E DN 2 BECh 5 I, N E SRR &
RAERER . HIR, &2 T AL
FILIE 1 Tt 2= R e B 2 EOR R AR I R I K
X AR A, G B[R] — HALE A [R] B 3 ) S 2 S a
FHER RefAE R R .

JUENE,  FEAR B A )Y P, AR AR
WEAGEME. AR G 08 2 R
EVEAFAEZE e, X5 & 6 IH AR S 0 5 5w
HYIR . BEFE IR H AR 6 1R S G B E R
A) B 1 R A% A 2880 4 A1 15 110 45 B R S 36 ) T
TEPE,

233 RAIFEBEIEK

W B R T A A4 R R AT AR 2%
fF: FERTRGERE 7T, BTSN RE S SR H
PR PR E R, BRMEIE S, &%
REAE RIS S 55 . X P B A 19 90 5 B 4 37
5 PSS SR S, AT HERR TG AR
HTH. TEVHRZ, X0 HR RIS
TR0 R AR TR AR S, AN T & A
N ARG FIHBGR . (ERRRE YL, W
FAR BN RS o ElRe /1. BARRI
N D) BREA RX o MR B A R AR )
B 2) Al DLATR A U R R B e
LRI R B BAR T 3) BEMSIREUE WK FE R
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B DLSCRPRFIE S A . XA B AR R AR B
ARSI S S 1 Ke ot B PR Pt

T BT B U BRI T R 7T A ]
AR BN IR o 38 I B A S B I e
SORINER, WEIUHE e AR T X AR AR AR DA A
o BEEWTFRIRAN, a1 7E 59 R S

__!_{gg__iL_ng & @ & =B O
G

PEN IR RVETLAE, Rl L H Sy
S FAE FRAE A A, W Wu A PRE T
H R PG LT RIS AR R . R 1R
G 45 T I AL B RO B A b ) AR oK
TE R RIS L. WK RS RE, BBERITIIZ
A g R T AU FE 1IE PR BAIE [7] S B

( 1

|
Jd B
Ticrok I

\ s

PLITR 55 2%

RHE

P 2% 5 1735 A

B 4 R E AL T LAN RS2 B0 28 ST 5 TR 1) Joip A 77

PR o I3t A2 R AT & Bk F 7 ) 3 s R
R, AREL T N MU R R B R  RRGE A

= 1 INEALSTR EIR A SCRR E A AR BRI S

BB PANLN i3 s LA TR SR
YA B S [61,[511-[97]
[55],[59],[66],[71],[73],[81],Error!
IR TET A5 Reference source not
found.,[85],[87]
N JE H
R A B - [61.[51]-[97]
fERSE

WO R SRR [61,[51]-[53],[571,[59]-[97]
WU B s E [61.[511-[561,[59]-[801.[83]-[97]

2.4 EMER

A A R R T s R AT A B R i) 1] A
Oie. BARIMNE, BB B 7 0 #0
HARF P T 4R (5650 500 CEIR B 28D, W
B T IR 53 S A O A BT 2 4 I RE 0 CRIRA
RS PLLFTIR BRI AT G R SO (RY
WAIE HARD). thah, BUMERYL 2 ST R 50 AT
BEATTE (1 W0 48 07 B S SR

T WA R ) T VR A R, IR T
5 S IR MBS o A [ () U AR R S 25 R T AR
SRA TR IR o A0 B L R o 2 AT 2 TR o S
LRI AT 2 S 7 A R0 25 P R SR B 3

RIRA A I 2 o P 5 s, FEIZALE, IR
HRERE IR P AR I A A, AT A
PROPLEAN A o PRI, s WA 52 13 1 Bl
RO E IR A A B T AR R IR B R . H
WIS, ERE B E LA E S, U
SRR AT B 45 A Hb X 25 il 55 H2 AL RS CInternet Service
Provider, ISP) [k iy X4 rh (] 35 i DL A H
JAIE M (Local Area Network, LAN) I 5615 825,

ISP JEuli | 2% ] £ LAN I SR 1% = Fofr
RN E AL E, FESCPRN 5 b FEXONET
LU0 R ¥ FH P RS DA B A S, L aE A
SR I 4 Bk, HEr, K2 E00t 5 m FoR
MR P s b EMBE/NG LAN CER
PWAHE R ENE . PLURAE AT LAN WS
Bsgsc v, P E s R F LT RS 2%
BB R E AN 28, X gl B S
PRATAR 55 #5 G SOEAT o VR 500 2 U0 S8 A Jh Jey 355 A
(T H TR 5G7TT A, BRFH P 280ty S5 FE AT R 45 %
Z A B m P 2 i e, R B AR R A iR A7 R

SRR U
3 MEALSREIR A FTER
R S0 S AU AL 4 S 9L

W FRIRBIT . SRS FUERFE. W T
AR bs AR S BEAT 1 R B, £ MEERE |, A
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2017 4F, Dubin"®f1 Schuster®45 2% % JFpy 1
A EENHEARBAE R T 5 KR
AE o AATIFER 5T A e BRA AR A it AR A AE T
1) ON/OFF #5X, F X — 1 =kl o0 v B ARHAIE
AT DA HY g8 AL R FH 2 RRAE R BRI . B,
W78 5 I 7 25T ON/OFF A2 1) 48 iHAFAIE
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Sl e 2= 2 B IR DR 5 N AN S ) (R 1
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XA AR S H B3R, N E SRR SR 1R
A7 1]

E, s MR B R A0 (1) it 7 32 58
FE T HRRAE TREM VRS R VA AR T AL S 22 S 1 4)
FARBNEM KER L RIT, HEzh i SUs e Al
SEEHIANWT R R, RIS T FEE TSR
311 mE LA R R AR SR

0 AR AL B TR ) A ) T DR 5 R 2 4 AE AH
AR SEERERET, B REH TR TR T
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PRI AR LA
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K5 s, HIEARBAREZAPE: Bk, 1R
MARFE SO AR S 85, AN AR
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PAFEPERE R ERHE; Sa, R UCECRE A
R P U B AR AR S i S B R SO AT AR L
DUHC, AT S0 M ATUA & 0 AR o

IR TSR A, B TRHE TAR A ULAC R
7T k2 4y N T SCHR U DI R
AT SCHR StV IR A%, anfEl 5(1) K 5(2)
BN o B SCHR SR It IRF T &5 A &
DG ERFE, I RRAE e I i 2 SCHR 4, BRI
BV m R B ERE . B SCREU T
HAS HARFEEE, ARSI 55 2% o SR B 2R 5] S
i, FEF RG] ORI A B K AL A AT
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XA R AT )R T T R AR R, AR TR
TR Bk P81, 12751l R
INEEAS ON B BE b R8s 7 R BER A A, iRk A7
BRI BRI AL RE o FRAEREAR B X HAS
PR BALR IR R, 255 R 5 F iR, i —
A PRTHAU R B2 BHE R R AERE . K
FERZ L2 ST A RFAE R4 R, WF T e i T
PRI, 3B TH B A R B ORI B S| AR AL
FrBARER M2, IS ST BOK L
MFEREIEREE . fa, DLRC R VLR R A
IR P AR AL 5 8 S TP R SUEEAT A DU

T, KEBIRANARITE S FRE0 N bR 22 B AL
BRI 25 2R o

BT LA 2T 10 70 SRR 05 i Ja AR 2 1
6 Fiw, HEZREEMAZHESIHRFIERR. 24k
FRAERE & 70 FEBE AL I ZRATAR AL PR 00 DY A A0 34
o HAE, EBYESITHRERI B, KRG SR
FEH I RS e RGUTHRFIE, 9856 i )R 2 5 Y
ANERE, BrEE AR NEKE. BAEEE
), MAE X IR EATA KRB SR L .
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K6 JETHLE ST 0 RINESA K

Ja . ZYERFALRL G IR B A, R
GUHRHIEAT RO S IF WU NG — IR &, V)5
SRR OAERL . 7R AU B, IR
2 RAHE AR AR ARG, RAMEGNLE 2107
IRERE S S TR AT I 2k, A5 BIE TN
IR IR AR I3 Ras . Bea, 7P REERIR
59 B9 B AR TR ) FR) A SR AL R X I ) A 7
BN RGO, BRI AR O 5] 3 R A1
FUIU A R AR, SEBURIN S RS B E 3k
2R E A
3.1.2 JERHESMITRL

TUERHIE R FiE N WU SR, T4
AN AT I RS s AL RSO
FEAE HAS SR R B B4 AN 2 MLAAT
L REMEME—RALRF E N B IR LT 51 E
B FRHE TREAIULECIR AT 5, R SCR & X
I3 AN R A o — 4, e BN B M AR B A
B EARIE S CRIIE S0 [ RARAURE , S
XN AL AT B R HE R A o

FER R B VR T ) A e R, BE T
B T 2R AR, BRI R
MR RIS M ANE . REIATFURR, WL

RX LR RRAE AR A: — 4G RIE S
ZYEGAHFLE -

—YERFEIE W 2 ] DU WAL ON/OFF 458 X
HIEE P A, ISR AE— AL LA AN TR & 11 B ON
B BRI EI BT, R0 I X TR R o 4
BATREAT B0, U HES A T R 5 A5
N T RIVFHAERALRE ST, AFBTFUE— 25X R 5
THFFIBEAT TIRFIALRE, R AR I LRy 26
% ﬁu [76].[77].[52] . ?‘ 4_|4jA %r%— ﬁu [81],Error! Reference source not
ound KA B e Py P TMSSMOS IO g
BUE IE K i 3 ) YRR RLETTST 5 3 iy 3]
A0 2 BAFAE A 20, BT S 280 20 0 A3
I 5 5 S5 RFE o

LZYEGHRHE N S TR E R R JE I, i
WA o TR CEAT HONIE, T AN
Oy WFE A R EEE S AL B KR
[ISME . WA ST 2505 B 24t Ba e pueel
SARIUA R I GEHH T, (0 A 380 TAEC 4%
BSOS MR 4R B Bdfe 70 AT Gk o3 #r, B
WD ERERITH S R . BRI S, 2 AEGIHRE
MI4E AR AR, REAR BRI AT 5880 .

B AL SO 52 H PR, AR BOR RR 221



BT A AR R BT FL R 11

B, BPTRR T AR SR SRR, &
SERERILAWTFE, MRS 3 B ] R4y 9 SCHR S
FBASCHRAUM KRR, % B B Rk (0 A8 il o7 =UF0 B
M.

FARSUE TR i ISR R, B
8 N — BR DR 22 A A 25 1) JR) 1 AVR-AE 17 91
SRR SRR SUM BRI A0 N B ool s A AL
% MRS 8] B Bk ON B Bodk AT 40 B, XA
Iy BN B A e 3T IR, T AR B B T 1
i 5 ST BAR K B 91 3 4 F o PO 8
W IR Bl O R T B B B i
B HAAERE SRS, 7 — i S AP R AR
BE— P ALBE, 5 B AR AT B B T B ) 22 4
22 K B PO, R A K B G I A R
(IR BEAE IE KB 5100, st & AR B R T7
P K B A ek B

52 H%F, BSCARSUR WA A & 5015
Eorb B R RE . 2016 4F, Reed 25 AR,
W T8 — 2SR A B BE T A 44 21
G, AIRREH AR IR A Y, MR T R G
TR ERIERR E MR R B MU B B 51 A 1k
BRA P BLA v B A e MR BE T 1R R 2
PERFIE, BRI SRS, 2017 4, Schuster
e \PAP S5 Se e E T kPR, 285K A
R BT A A R, BRI SCHR L
H A ME— AR IR BE 770 B SCHR SR PR B R U
T FRMACE G R HAS BRMEHILAN,
HAS 2234 JR 4G A8 IS VBR 4 i A/ 5] it 254
it — U1 AR I B, X S5 Bl
SEAER T ST, U DASH A S I A (Media
Presentation Description, MPD) U441 HLS f) 44
AR (m3u8). @I/ HTix % 51 30 fF, A3k
& YN IS B R 51, AR
B SCHR AL
3.1.3 RS

FE I WLATUAR B R 0, A 9T A8 R
HERAZE (Accuracy) fF N 32 2 BIPEREPEAGAREE o
YRR 5 H %R (Recall) EEIEFIF (True
Positive Rate, TPR) %54/, H ke Xan=X(1)Fx,
Horpr, TP ARGR WA I A BH P I HL 3L bt 4 BE M R
AREE, FN ARSI A B PR AR S B 9 B M R R AR 4L
B

TP

1
TP+ FN @

Accuracy = Recall =TPR =

BE & W FCRIIRN, EE AR 5N T R 3R
(Precision). F1 43#{ (F1-Score). fRFHZ (False
Positive Rate, FPR) LK [ [a] FF it tH 5437 5% (1) DUt
kGl 2% (Bayes Detection Rate, BDR) 4542 oAk iF
Wrdabr. &WHEFRITHE 7 X550 W= (2)-B) i -
i 0 20 187 B T 2 A8 ) 5 9 P A2 R A v Sz B D B
PERIREA LR, o FP NG M BH P (H S B Ry
B FOREAS L FL 20 B E RS 5 5 14 [l < AL
WAL, RS AR AR EERR, |2
L FH A5 B RN oy AR PPAil o A BH 2 0] Je e 1
AR, RV HEE I R I RS 1
Fio DI BT 00 26 7 S SO SR BT 5 U R
Z, p(mon) AR IBEEREAL 5 SFEARZ I L,
p(unmon) AIE M AL AL H SAEAK LU
B IHEAR B AFIEEG N, AT T I A
TR R AL (R AN AT

TP

Precision = ——+— )
recision TP T FP 2

_ 2 X Precision X Recall

®)

Precision + Recall
FP
TN +FP
TPR X p(mon)
“ TP x p(mon) + FN X p(unmon)
TEINE AR BRI T b, BR 1 DL vPAR
FRFRAL, AR A 2 — A B AR E . SR,
ANTEIAIE T 0T VRIS 1) £ 58 UAFAEZE 5o AR SO I
WU I 18] RAH SR FEEAT Tkl TR IR st a) &l
ISP R TR AL PRI (R AR H] o 2K
TR B[R] ) B AR S Sk 2 e BT IR I )
AhEE S FEBUEZENRE, Kk, Bk
HZ AR IR TEAN S 3 AR bR

= 2 ZZRFIRTE E X

FPR (4)

BDR

(®)

[6].[51],[58].[61]

Wit BT URERERIHR 3.33 b

[62],[67],[69].[7
i 1) 590 425 Ly B 1) -24.2 4y

11,[721,[78]
AFEE R ARSI 5 4344-10 43
[63]-[65]
e} ] HR SIS R o
AR ANREFEACRER  [73],[751,[79],[8
10 £5-180

i 1) I 0],[89],[91],[92]
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3.14 HEsE

TE DB SR B 0, AR THIE T T
AT, — S A A B R A ELIBE Y A T R A 5
15 FHROEAE . UL Dubin Dataset! A 482% 11 A FF 54
%, CHiRZJE 8% iz 5| fBrReLe s Error
Reference source notfound. R 17, H1 - In S MU B 1A%
R B T B AW AL, RIE N AR HT
MR ARINEE, 2805 B T R4 LS
FLSEEG . BUA W SO s AT H 1R R 4
BN —FIEN T RO R RN T
BPLI AR 53— 2R 3E A T2 TAFAE TREI I
FLRBNE RS R 2 . (BRI S5 R
BRI A BN A T LA
1 AL, R R R R (H AN

KERERZ . NETJRELHR, AT EARE
PR SR AT T BB, VLR 3.

o R BOHE s R R R 2 Wu-HL
Dataset™, @it QR4 277 % Facebook L4
W, T EEERY % 55,677 2% . BN ZEHE
SAEBE FIOAE T A B, JREMRI TS N
FALFRSLLLA], A3 s e uE MR, (HHS F S
BRI PR, BRI T S 5 ) S B S AN
fli. 55 M IREMH Zhao Dataset™ . Wu-H2
Dataset’fl Tang Dataset’®”), 1, Zhao Dataset!""
A1 Wu-H2 Dataset!™ i 7 G ¥ % . UBHIRLK,
AT 62 A B8 J1380F ; Tang Dataset!®” i 58 =
—V&, BEZE

& 3 MEMSR IR A IR R

P PR 4 2 TF Rt AR 4 2
y . [SEN L . - — - : : -
EAE/TE ra i & AT PETs #4l  PETSHL MR WA RENPUR
(PETs) Ew
Wu-H1
YouTube KHE 55,677 55,677  277+55,400 X I 55,677 55,677 150,000
Dataset[70]
Twitter 302,358 17,781 17,781
Zhao Dataset[74] Facebook K% & 304,198 3,100 3,100 ¥ x ¥ x x
Instagram 90,439 2,900 2,900
Facebook 310,350 4,440 4,440
Instagram 98,540 3,316 3,316
Wu-H2
Triller KEE 5,000 3,945 3,945 & G I 7 7
Dataset[6]
Twitter 5,000 3,500 3,500
FERTV 5,000 1650 1650
Tang Dataset[67] YouTube VPN 62,232 48,391 5186 11,541 5186 ¥ o ¥
Amazon 1,285,713 116,070
Bj&klund
Max VPN 1,544,778 900 99,478 840 840 x x &
Dataset[96]
SVT Play 230,582 26,816
YouTube 59,580 60 53,160 60
Walsh Vimeo ) 59,580 60 53,160 60
Tor ¥ 600 60 64,000
Dataset[87] Rumble 59,580 60 53,160 60
Facebook 59,580 60 53,160 60
Xu-Proxy Twitter . 2,515 48 o
Proxy ¥ ¥ ¥ /0 I I
Dataset[83] Daylymotion 2472 49
Dubin ) ) ) )
YouTube KEE ¥ 10000 100 X G 5000 2000 ¥
Dataset[76]

FEe BRI BRI SRR A2 1L
FEGEHTE, EHCREMER, EEE PSS
R SR SESG, JFREIIELE VPN 5, R AL

ISR BE T BRI T 3he, AT, 2K
LD B VORAE, T B R TR 5]



AT 55

IR &R 0 BIF 7T 2R IR 13

()3 SR T 250 KB R 1 75 oKk =28
KR4 LL Xu-Proxy Dataset®, Dubin Dataset!™ il
Walsh Dataset™™ Jyf03%, 4-5IR4E 1 50 4. 100 %
A1 1000 feiiiE, &G ALER S 2] SR R ST AL
Y. Hrh, Xu-Proxy Dataset®I#1 Walsh Dataset!®”
RIS Tor g5, Sk 1IN WA & iR
S E B FA B SR FR b (¥ F ;- Dubin Dataset™/E
N E BTN R AR AR, B RIFHIWTR
JESENE, fE T 5 REA AR AT X LA Hr
3.2 ETHETIZMICEIR AL

HE TR AE TR 0 DL E 3R 0 o A8 % 5% S iR
ot ICRCEVEM S &, %0 AR I LLxE A
025 ARATTL 52 B R AE T 271 -5 100 50 A 2 (%) R A9

TR QU RS0, AT S BN in 2 ML ARGAR & FY IR
il MRAESREUE T AE TR SUISR R, 1% 0590] A
BE— 2B 4 73 9Bk T8 SR SO UL R )R A T
WA SCHR AU UL B IR A AT SE R .
321 P CIRGUNILEC IR

BT SR SUNILECIRNE, 2 I
PR SRS TEAFAE, KX SR AL LA
ARG, WA HOAR RN S Y A SR AL,
AL R S SCRREUE AR Jm 3 i s A s AL
F) % i R I 15 4 S0 AR ST SUEAT A AU LE
X, R AR e e R BA B2 Jir 0 54 5 ST R STV BT 45 2R
NI SEE N AR B R o AN SO T3 S
SURILEC IR DNEBEAT 7RG, FFR AR SCHIE TR

R4 ETEEYHIEEIRAEMTILE

Jrit R 1E HRAEE Fa AT H AR FR A RE
Saponas-DTF bl VS alina Slingbox
£ 100 Z R F0 & KEE 26 HER 2 :62%~T7% KE &
(2007) [53] & Pro
Gu-PDTW P-DTW %L ENGile
RHFD LRSI 2257 200 AERf %2:90% KE &
(2018) [54] % fith
Afandi-SDF R, AT
CNN %32 VPN YouTube 86 AL %2:90% KE &
(2022) [56] REE
Yang-markov BRI IR RE P51 ) )
KEE YouTube 100 HER %:97.5% KE &
(2020) [57] it eV RIS
Yang-levenshtein
W WAL K FE P51 KEE YouTube 100 T 2:95.47% KE &
(2021) [58]
1T 2% :98.05%~100%
Huang-Mix BEITRCA B s W 3,500
KEE HEH%:97.54%~100% KE &
(2025) [59] % EKE WhatsApp 3,000

F1 43 45:97.69%~100%

e PR AARIEA R R T R E
RN TR 4.

Saponas 25 N\ B3 T b5 2 IS MR &R
AT A o, AATT B RARE TG R R B AT
AR E AT ONM 7. ST VBR 4
AR, Sl o AT I A A £ (1 7 o AR A
WK AT PN 2% o A 0 o e 3 X % 32 e P B A
WA, SRR ERFA, IR O E A
(Discrete Fourier Transform, DFT ) ¥ He A 3 i &
FHIE o IR/ AR RFAE (R 75 g2, % 2 N
FHIEG I G E B SRS, TR % SCHR8U%
TEVUN B, B SR AR R HL, AR
R RHIE S5 H8 S0 T )% SCRR GO AT EON, SE3m
BN R o TSI ISUE A, B A A BAKT
Slingbox Pro £ & i 26 HBAS 7] HL 52 50N 25 4045

WEEAT T, SEERai R R, SMEH 10 2
FI R, 257 PR AR R AT A 62%;
WETR ASE K2 40 43, IR DI E
TT1%. TEFIFEE B T, WA R T
98%. IXUELE R, 1XI7VERR M LA
HG RO T A AR RHE S 2. SR, %07
DAMAFE R PR HPERE R O VBR Zwfd, %
oF [ 7 O ARE 2R G AR I RO A R s 7 iE TR 1
KSR B N B WA & AR AR S0, At AT i
SLBRIRTHREROR XL e S (I BUR R =, 5%
SRR ER 2, IF HAE OB ER T
PP e M ARG B R WE . R Wk, Saponas
2 NGB FETT 1) 7 3 T35 S04 SO UG PR 51
I, BHE T RIMEERE NS AT, W ER



14 DA 1=

TES> BT AR B A ORI A 25 R P A7 1

Gu % NPUHR H T —Fifi 1 YouTube DASH i
FASRE NS E B 7. 2071548 T DASH
PAIALT VBR Gatdifett, 832 At b e e it )
(AR Ak 4 S 2 A B R o I L A 3R
BRI AR B IR AN 8] & AT 0 B AR
JE &SI Be N B BT IS S HEAT 22 3 A BAE
IR E) % SCHR AL AERAIB B, 27 R 5 3
5 I} [a] B % ( Partial Dynamic Time Wrapping,
P-DTW) BIER S RFE RN SCHR SU 2 (Al AR AL
AT . A SRR B AR S TR 8L 4y L
Be, FERRERERIEA TGO, tHAESLI
IR R . SRS aE RN, 75 AR 2R
BEARIARA A 70 B LIRS BT B 7K~ T, 1%
J7VFAE =4 B 0 B W B Ta], 3R 0 AE R OA E
90%. 5 Saponas-DTFPUJrikftt, Z7ikfeit &
R FHER R EIA BRI RE WL, &7k
FRAR S 22 AT 52 BR T T ) AR AR I, o B8 %
BRI 28 PRI )R E M SR B, By 2 2R
ZRIAE T IR A TS SR E IS, AR BRI
R HUAEHHE £ B A 1 o 75k — R Tt . (E1598
WIS, ZITESEIL TE VPN & st T T
RGO, BRI T RIF GRS AN 5t
&N HETT

Afandi 25 A\POZE Gu-PDTW 7Bkt %t
FARGOR MRS AT 7tk — A, JEH R
VBR  Z fith iy K 1) 4R AIE A2 i 1 I R80T 2 B e
Afandi 25 AP YouTube s i & R B T 705
FTH (BPS) FHIE, 4 H R & A LR 3 (BPP)
FHOE, DA fm U — 3, IR FHE S
TEE 2 N BRs e . B RRR T H, RAEUE
B ing, K BPP AR “0” By “17, N
T E G R e o AEARSUE RO T, B 7T T AR
T =R E RS TTE: W ZE RS0 (Simple
Difference Fingerprint, SDF ) . % X} 2 /3 45 41
(Absolute Difference Fingerprint, ADF) UL & 7= 73 &
£ (Difference Fingerprint, DF). 1, @id 154
SRUEAE LURR R B 2 (E AR ) SDF 4R S0R MU i
If . BT SDF 4840, W Tt A BMAE ISR T ALY
P HIBFAMNZ [ 2% (CNND BEAY, ST 5T YouTube
I AR A HER T, IF R & — g il Fod
M, ALFEXT VPN FIHE VPN MBS RIERL . S30%L
PERW, ZI7VEAE HTTPS IABE N AR A HERR R Al
% 90%, RILH RIFHIRFERILRET): (HIE VPN

ABER, RBIMERR FFEE 59%, SR HBAIEZ
AT LR T A A e . B RCRE, %
JiAE R A 4837 5 T IR A A2

AT Gu-PDTWPHI Afandi-SDFPO45 22 /345
20059, Yang S NP T —FhoEF 0 R B R AR
it GUI I AR 2R 0 7 & 7 VR B IS
DASH BT RS B AL fiK B2 7 51T 23 T
e BUK B B EUC A RIX A], R 1L
WK AV EACIRES R P51 BEE, PSR
BEREE EARPIRS KR, HIHAE AN 15
GURHIE o FERNB B, SR FH B R ARt 71 (Maximum
Likelihood Estimation, MLE) 5451 53 & KR
BRI E SIRAUE R RS AL, AT A E
ST B 0 U o SE 645 B B, 1% J792:/E Dubin
Dataset!"® |- fIiR I HER HRIAF] 97.5%. AT, %7
EEERET AHIRE, RN ERMGIREL T 1t
TSI HAT IR 0AE, H AR BN b 5
[z A TR AS B A

SR ¥ N AL ATAL B R A TE T AR 2 B 3
TN, Yang 25 NPEGIN T B #1059, %
RRHTHAR R T IS A & o Zk e
e B BN 2 AR R AL B A S R Y A A
FBRTR S, I fa K % T Levenshtein R &5 (1)1 5
%% (Spectral Clustering, SC) SyF:x it k4T HE 2K,
AR & R0, SEEL T s AT e
B, SIS R oK, 7E Dubin Dataset! i #i 4
b, EEEITERIUEZIA B 95.47%, RKEHHAET
WS T BABRE R SRACR . REMART AR
B Yang-markovP 7 I RS AR, (H 5 R 3
FETBRAG 7 BAE bRV E B RRS, A SEBR R SR T
T R IE . TR AR, 1207 AL TN R 2%
FEIR A EALIE R P AEL T . B E RS RN R
i, PLHREE A AR, B mRAR R m, X/
FEARR AR AR BB A BT E .

Huang 2 A B9 4 % B B 3@ 1 C Instant
Messaging, IM) A AEARS AL il 72 Hh 48 ] 2 Fh 52
ZHM Cn GQUIC, HTTPS K AAE TR f ),
IR T IM 37505 T 2% SCHR S IR R
M. SEGIGERT HAS MEA TG KT %
A, ZIEEN IM 35 AN G — R o BUR
TEXE CLE BRI FH I BRAR, B X AN R PR E 7 A TH]
L AR TR S0, 8 T 3E B 2 Pl
MIFRSUE . BEFLHABGEE IR IM 7 o N A
MR, B X AN A P 8 B 42 IR SRR AIE . 7
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GQUIC F1 HTTPS Wil F, B SRR i K P gk
T BURFASIE, HEMEIEKEIENTREURFE: T
TEUISCIREN, BB AL S 1) se K B AR M
FESURFE » IX SRR R AR S0 . 1EIR
BB, T A AT 4 i O H bRt & rh 2 X
FHRLFIRRATIE 1A B B AR FEARRAE, HR A
ML 1) 7 BV B A AE P S0P Hp kAT LG, AT 5K
UL R RS 51U T4 2 s 7 41
K RE 3R BUAR 80 9F R R B U0 B i HdE
Tang-Shrink® #1 Du-LSTFC? 7 3 & [ ,
Huang-MixP 5 e A SR OGS R b 45 2 7 in s
WS BN ACEE A, B A S il T 5 Rt
FRIE, WEPEE T FRGUUCEAIHERTE, i seBl 7

7 RV 38 TR R 2% WO 858 1 e A P LA
Wi, RPN BGROBALZACRE T I sed MR
P BGERE. SR, EARIME IR T8 T R
RN R, KPR T HAEIE L S B E
BEARITE, BT SHREUI LRSI AR
WRHRERL: 5, BOCHROUN AR E 152 21 S b 9 45
IR B . AR,
— RPN [F] 2 1 )9 R A R A B R A 2 [A] T
AP AR ZE R, SBUE SIRSUA B U
CAORFFRENE . HIK, 2 ITAAE Sz PR T
FAERIR, JTCHGRAERH 2 B R EOR M HTTP/2
A HTTP/3 st s, t %) o il [R A %
AN RIFFF RN AN, FLERFAE BN

x5 AT AR LRIEEIRAEM TS

Jiikt LAY FEAE =R 378 Fa WATHL AR FERCE L
Reed-block WAP #|%& 1 MBENLELE
KD-## A Netflix 63 #EH12%:>90% RFIE
(2016) [63] ity (1) A ik A FFUEHE
Reed-segment TCP/IP k&8
KD-#f S A Netflix 200 1 44:99.5% KEE
(2017) [64] FRR B ARFAE
Xu-CSlI WAEE MBI BE AR YouTube
5 HER 2:>95% KHEE
(2020) [65] EACRTS KT W Facebook etc.
PRATZH A e HET2:96.7%
Zhang-RoVIA BFZE  FR e :99.7%
DTW 5k e YouTube 180 H 1 5R:96.7%
(2024) [66] R NEIFi7 = F1 73 %:99.7%
il F1 5%1:97.0%
HRARA A
Zhang-Evi i VHE1#:97.3%~99.6% VHE1%4:96.2%~98.8%
NI YUBAE e PR T YouTube 150
(2025) [97] F1 43%1:96.2%~99.1% F1 43 %10:95.3%~97.4%
il
Du-LSTF M B e
LAY X R YouTube 1,000 E#12:96.19% R
(2023) [62] BRI
Tang-Zenith MR AEH AR
LM ) ‘ YouTube 62,232 HER#2:97.32% RFEE
(2024) [67] ERKEFH H¥EE. VPN
WA B A%
Wu-DF JRAERF HET1R:99.8%~100%
KBy KHE Facebook 205,677 KERE
(2020) [55] LEx 2 , 1 92:3.3%~100%
BAL
Amazon 116,070
Bjé&rklund-KD WS Beft SRS A
KD-#f Max 99,478 74 1] %:85.6%~99.8% KEE
(2025) [96] Lins eSS VPN
SVTPlay 26,816
HTTP/1.1 %1 e %:99.99%~100%
Wu-HHTF k BtULHL
SA BB IE AKH & Facebook 205,677 Fi 15°%.:65.7%~100% KFE
(2021) [70] Hik
K P31 R ~0
HTTP/2 FI4R Facebook 310,350  #f:#fi=:97.82%~100%
Wu-H2
HMM S Bg Ik NGRS Instagram 98,540 Fi 11%:97.96%~100% KFE
(2025) [6]
KR 751 etc. 15,000  F1 433 97.96%~100%
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HTTP/3 %4, YouTube 362,502  #Efif15%:94.35%~100%
Wu-H3
HMM AR A Hefz KFE & Facebook 283,895  F&ffi%:97.95%~100% KEE
(2025) [51]
EKE TSI Instagram 74,342 F143%$7:94.74%~99.75%
QUIC AL YouTube 50,011  #E#f12:98.03%~99.04% 1EHf1%:97.08%~98.43%
Hu-QUIC
HMM B BABIE KH & Facebook 50,009 1 %:98.06%~100% 5 1 %:96.68%~97.16%
(2024) [71]
KEFH Instagram 50,002  F1 4%{:98.49%~99.43% F1 43 %:96.83%~97.65%
B QUIC i HEHZE:>97%
Zhao-QUIC HEVLH
A BAE IE KFE & YouTube 500 K2 >95% KEE
(2024) [72] %
KEP5 F1 53 %0:>96%
FE: LR AAMAR A A TR R B
45k 5 BT AR ITEL IR A A LR
Jrigt BER R =375 WATEL B RE TR SRS
AAESARL A e %:98.16% e %:97.64%
Quan-short SVP-DOHMM 12,318
B R BABIERK KEE Triller FE112:99.90% FE111%:99.68%
(2024) [73] [UNR= 7R 111,105
£ 751 R E:0 R %:0.02%
Twitter 302,358 #Efi%:98.81%~99.50%
Zhao-software WAA B BIEE. EA.
HMM ) Facebook 304,198  F&1i%:99.43%~100% KFEE
(2024) [74] EKE BEE BRI
Instagram 90,439  F1 %#%:99.06%~99.69%
HER1%:97.43%~98.22%
Zhu-asymmetric WU Bz YouTube 362,502
HMM KEE 1 %:99%.08%~100% KFEE
(2023)[75] EKERF Vimeo 107,896

F1 43 %:98.70%~99.10%

VE: VIR I R B
R T SRR SO R HE LG R, PRI % RT3 70E
T HTTP/LL XA ERIER . i 5 K AR K 2 1%
Wspst. IR WISENTERE, BT HAS
BORE A ) ON/OFF FFE, %2875V A RF AR DU RE
B, RENEAE VPN SERFEIEL T RILH —E 1iE
Mtk SR, E RN, %3R5 I IR 4
JE R JE e R (ViR 22 R R B, SRR SR E 1
A 2 2 BEFRGUZEY RO, T FE R IR 5
e Ik, S SR EORBIVE H AT T/
BRI, O fa B s (AR B R K52 b
Sz FATS A7 AE I 2 Bk Ao
3.22 T WICHRSUNILECIRAIE

ST WSCHRSUNIULECIR BE, R aE Rk oh
75 SERIAE 5 75 HE — AR iR BP9 2 1 =
B FFALAE NSRS, JFE M SR GU%E, A5
e A Rar I (4 o AL AT B AR B BRI R B R
o LR AEAE IE R A B S AU B PP A IR R
5 W SCHR G0 PR SGIAT ARALURE U, SEBRS N
AR B A A F] o IR PP AL A T
ON/OFF 45 38 Bl 55 K I [ T 160 % I B 247 70

Fl, 1920 BRI BRI Y A BRI
H; P HME IERHIE AR #4008 & R iR, i
WTHREE S JFE GG &7 A RHE AT B E . A L
TR RAE R SRR % RS, TR LA
SRR E PR o AN SON T B SCRRGU DL AT U5
17T RAMLER, FRRA T TR RIAa g TR
5,

Reed 25 NI yd 7 2 W SCHR S UL AL
U, JETE DASH W% 50 N SRail 1 nas A
B SCHESLULEC IR ) o %07 il R P B R S HE
(sidx) FEEL Netflix AR BAEE, KA
B BRI B 4 AR SR 30 NI B AR %
AR — 26 F8 40, LAR SRS T mify i 5E T KD-
P (K-Dimension Tree) [MFR4EFE. tbak, #EFIE
LA HT LR M4 ) Block Acks, i TCZkfE N
A (Wireless Access Point, WAP) 5% Fifi 2 [A] 1]
whE, R E R 4 PP A TR
G, WAL BIMAR BRI B P4 i R
MM REOR KD- 4544, F 578 B KA A B
FERK B 74 SR 0% T I Fe SGHATUCHS, SEHL T
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7£ 802.11n ARAERIINEE Wi-Fi #1835 T % VBR DASH
AR5, BB NI o e A 2 4 N 2 5
i E . M T Saponas-DTFP 7 %,
Reed-block!®55 y2: A K i ik 1] 56 46, L1 531 2 R
FORSHE, BT RT3 5 N A S R RE
o BRI, ZJTIEAE AT S, ATRES
H IR I o

2017 4, Netflix XF HIEAEHEET T FH 2%, 1@
5N HTTPS Jn2 AR K 1Y s AR L (1) B AL TR
Bf X — 28 4k, Reed %5 A7 H 2 #i
Reed-block®1 5 v 5L ilt kAT T oheidk, 4RI ET
HTTP 1 TLS WSSk s AR AR 2R AE S B 1) 52
M. W0 I AR MPEG4 Je¥ds Hh it BE R 51 HE
RAIEAI W SCAREL, FHEEA TCPIP Hridtskss
(1) B SCAE B SR HCAI Fr B A S K B P 51, SEBL T
FE TG 75 B JZAS B K DL T 2R AT S AL R &= DU
Blo ZJTVEAE HTTPS &35S N T 42,027
A Netflix LSS SUF SEIGT 200 4~ 20 434
PRSI AR, R HER R IE ] 99.5%, FFH K
ZHORBIEFEAE 2 47 30 PN TERL. ZITIARENETE
A PR B 2 A SEI SR E AT, I BSCRERE I
R, SR, 12RO HREE M 4%
WEFA A SRR RE R 2, Lk = XA A
O M AR AE V2 AL RE AT ISR, IX (45 AR S FRER
B (1 B AT TG — 58 Bk R -

Xu 2 NHR I T —Fh 4404 CSI RS, B
HEWT/E HTTPS F1 QUIC I F #2230 H &
RIECHFZE (ABR) HUAI) H&E R4 #2647 . CSI
F gl SR HCE A B bR A8 g 55 R 4 B AE B
ABR G, A ET A B BE T A, A A
BRI BHSCHR L. FR G o il i 43 hn & i & 1) 3
P o3 LR /NFIIT [R5 S, HEDT H A8 B Al T
FERFA, I8 B R SR B T KB 7
G SR SGHATUCHC, AT SB35 A AL 2 1
WA, LIRS L], CSI RGBS K LM
ARSI, HEWTHER RIS 95%, HXF 10 705
WA M FEAP . SR, CSI ARG —E R
PR Bltn, BT iz ARG LLRS) QUIC Bl K
FAE A, ILAE QUIC Inas it b fhitin 2 s
ik 5%, MIMHEHN T & T USRI ARAT A BOR A Bk
FIRINE . HAh, R CSI RG7E SLIG I K T
RUF, (AHAER M IS IEECA R, i
R FE A IE B FLAE S PR X 4 o AR R R e, R A
756 3 I HE RN .

YouTube “F-& R Bafh, % FAR A% fi
FARBAT T okidt, RA TSR . EZLH
T, B AR 2R A X 2RI DOIR S R
PR RIS B, TR 2 AN B
FRAATER AT L4, [R5 A g 2 A 3 Ak
AT . BT I, SR A
BN BAELLX 7, FEUAAIN v BOAL K P
FIWIHE S 5 R N T fRPOX— @, Zhang %
AR T RoVIA J7vk, ZJ7VEE R YouTube
A A AT TRFE, HEE T I OGP 5
LT X YouTube N ALSA & IR - ROVIA J7i%
T B A R 5| SR R R B B AR
B BLRSL, I I AT B BRI )
e K P HIE R R AR . EDCE 2
RoVIA Jii5Eh &S H S BARSL, T AR
BEL, AR EEE (DTW) S &4
TS AR ez 18] AR AAVE AT FE &, AT SR
IR R S, YouTube P VX BT HAR
AR, SR T SR BRI B 3L R A
B MBS T ) 7 AT AR . T B —
f%, Zhang 25 NPTHR I T —F 48 Evi (R es
BZ& DASH MBI &R 77325, R B/R BRI AR
MINGRFEA 22 ) H G E, ERRENR
BFREUE, IXESIRLUREE | 2P R BLH G
RN B, 12k I i e B 4, I
MRS, Gl I Sh AR SR 2 R A PR
BRI R SHRSUMUCELEE, SN W Am T &
5. 5 Schuster-CNNFAAI Dubin-BPPI® 77341
B, Zhang %5 A )75 92 PO T st I 8 R 1 A
It B2 AR AR A R ] 7 o B R O SR R AR 22 SR
JEILH T MRR AR AR, BB (3 S
PEo SR, XEITEWAEE L/ R, Bk, X
FITEAGE T HTTP/LL Prill, K& HTTP/2 FI
QUIC WM mItEHL, thiliztbieigs. Hik, &%
THEH R ERER AT B K B IR, FRIESR
TERE JIA PR . XA BAHIE 5 AR S A v]
REAPIEIR IR 22, AT 52 HLAE AN FR e X 4% PRI
IR AR

15 Reed®M8 | XuTF1 Zhang®®45 A2 H g 4
FAARAT P B AR S BE 1 H0AE SR RFAE IR 1 7 A
A, Du % Nmi s EmA Btk g, B3
FEA% T BRI S AR SC MK B iR 22 o AbAT]
PR T — M NKEIAIZE (Long-Short Terms
Frequency, LSTF) 7772, i fig 25 A0 A0 i 3K BCHE



18 it Bl R

AR B B A AR S0, PR FH 2t [ml A A Y
PRI B AR S BEREAT B IE . A Bz R
FERFR S A A B R R A T, J8 g KA A A T
BCSEIL TLS St T W ARGR R, B3 S
PSR O el B A IR B 2 A 0L, e I LR 1)
R ORI RGNS . 5 Gu-PDTWEY,
Wu-DFPIRI Yang-markovP 45 77 ikl LG, LSTF 76
HEMZ . PrTHiae /I A SO R T A B
PRBA, A AR SRR B A AR T HE B v P T AT PR AN S
. SR, LSTF 5t —& R, Rl
SN TLS SR AL, A8 HE LAY 2 31 QUIC #iX
{0p775 8

N TSP 2 R P 492 A 1 DUlA A
11 Tang 25 A% DU-LSTF®2 vkt 47 T oot
P T Zenith 773, BAE TLS &5 QUIC &5tk
SERF IR SR B DASH AR . Zenith J7
R I SR BORAT 2R 51 S AR E A B A
VERAIFR L, W AR SR B o 1207 1EEER TLS.
QUIC AL VPN SEANRIFE, $2 Y 1 AH L A0 o
[EHESERITT 2, IR BN L E AR TR it 5
HyoNrpiafear. [FE, Zenith @i 5 NREES
1578 (Traffic Language Model, TLM) KA %1 /T
HC I @, DA SRR AT 0 25 2 A EEA% 1) ) e LG
Zenith & 5| N T FE - Mgty , AR TR AL .
Zenith J73%REAELE A 22 23 B B AR B B 5 4
SEIL 97.32% R AERZE, REAE NI TE . H &
Mo HEZEFN VPN Y5t SR, Zenith J75AAE A EEAR
ARARSUN, K FH BRI E AR 4B S0 Ay Th 1Al R
g, RER—ITERE RN THREER RN TR &
TIERACE, HBSE T KREWITRLUNEkK, i3t
T2 1 AR SEBR N i 8CR

BRI 28 = AR5 )= RO o sl g I Ny
AEWEEHRI M, Wu 2 APHR I T —Fhst T30
AR B SCK BE e B 22 3 4R SR M TV, 3071k
FET A B SO FE R IE I SO 4B 40, R AH <D
P v B AR S K BE I 2 (B P S E i AR AR, IR
FH 53350 73 471 B B33 S UUOGT i 25 A A =2 R R ) o
WAL KT HTTP/L.L A TLS Bt A0 B A% 4
K LRSI EAT T V4R b, JFadad (el A AL hn
G A B K I Z AT IB 1, FRIRHRRE
P . NIAIETT A R, Wu 25 NPy
THEEY 20 BRI R ST F R4,
IR ZEARE AT AL . SRIREE R IR, &7k
TEIESAGR 12 PP INEAAR G OL T, R HE

Ful It 98%, ERkFEEIT 0. S{EH%E CES 1R
S Gu-PDTW 5P R L, 1% 07 VR 78 i T M4
RN KA BRI RO UM HER R, B
HWHEMHE, RN, ZHELRTREEN
Facebook “F &5 A0, iARLEH AT & F30uE H AR R
ZHTE: Ak, ZITEHOB T HTTP/L.L AT TLS
PR SCER NN, FEELX HTTP/2 #1 QUIC &55%T
PTG R RE A PR, ez P USCE R

Bjerklund 25 A 014k 7k T Reed 25 A P3Ny 5 S8
B, Wit T —BET BE N E BRI I A1
BRI R, EABUAE )2 I SUE BT,
I 3T o BOE SRS S AN B HEWT . X RS
M T 5 2T 6 RRMBRSUE, 4G KD-#
For 28 5 F 1] 7 41 UG e SE B s REFR SL b, 78 LS
28 IR BT O AR 55 BAR IRG FE R 99.5%,
HAE VPN F Wi-Fi RSS2 3750 P IRFFR = i
otk o %ISR I E— 05 2 2 REAIE A 38 5 7
—EFERE L ST T B AR A A A AR, (R
AN 3 G L AE CERFAE R AL RE T 55 1 1R R, TGRSR
=R S e IS 7SR

B A P 28 AL S HOR I R 2R s gk, HTTP/L.1,
HTTP/2 5 HTTP/3 %5 2 WA M il AE 52 b b A vh 47
R, TBRT ZMEEAE RS . A [
WORAFT R RIEZE 5, SRt T 2 Fhif )
I AR BN AR T, J1EHEA R HGE
BE T S0 A LA B AR ROR .

HTTP/L.1 P BAR S A I R FH AR it /K 2l A5
B, 2P v 5 IR 55 i 2 TR s e 17 R - It 7
BATAC T, HARANE R0 AT e S 35 5 2% A8 5] i i
SLFF B, AT PT 48 Sk R AL K1) 23 R A S () 405
Fr Bo BERX— PSR, Wu 28 AP 1T HHTF
Ty, @IV S (R S A S O o 4 E
faf s SRAFHS R BAR S BT 1, FHARIONZF 51
BHATREFIZIE, BB HTTP Sk#B5 TLS k5]
NWHERE B AL, 5 A BT R B A8 1E K
5. BlJE, HHTF 75k k BPFILRL R,
ST IEK R A1) S SRSV . SRR s R
R, ZITEE R ES =AU B K R
T 205,677 MRSUNEHE T S EAA ROR M. AHEE
T Reed-segment®757%:, HHTF 7EALE BLHi K
FE & IE SRR L R ) EIEROREET . SR,
ZITERS TR SU%E,  WARAE S 4% 3R
BRI E I s E B, B R EEN N HTTP/LL
BT B HERK 2N 2 A, ) 2 8% 2 e 1Y)
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HTTP/2 5 HTTP/3 WS 113 B AR gt 14 AT 4
Tt

HTTP/2 P AEAE K HTTP/L.1 FEAE S Ll
b, BT A 2 B SR R R 4 G
BrE AR BARTE, ]  ioUhL e B S R
Fetar 7 AOAT T EHRE, BTA B DA N B
TG G — K gt B R 46 R HPACK
FANKG HTTP Sk#(5 B 46 il HEADERS gk 47
SEAES 22 B S U S VR A AN SR Bl R 3E i kST
FIFARIRFFE [F]— TCP R A s Ak d, Sel 7 3%
PRS2 P B s RO AT et BEXF HTTP/2 1
PR SCREPE , Wu 25 NPl —3B T 2 7 s o & R
BIWEFT, P T R HTTP/2 £ 5 FRHE
WU T o 12T EE SR R KB TLS il it
AT BRI 4y, ol A B R o e R AT
BUR, FRVENOAT T HTTP2 A& 4 fe b 35 400
K ML ML, £ TLS Sk, HTTP/2 i
SLATHTTP SkER@MAEIE, SZEL T X6 s 35 40800
BKENZERIE. MG, FHRD/RERER
(Hidden Markov Model, HMM ) Fl 44 Lt 23 s2 31
IR SEIR LS IR EoR, AR SR
AP G 4L 423,890 SFRSUIETEAE L AR A RGR A
€ RS BE N RN . £S5 5T
HTTP/1.1 £ Wu-HHTF 592 (e b sizigeer, TEie
£ 6,090 2% [E] 7€ 73 HF 2R AWATFLIL A 766 2% H & M4y
Pr AR A BEEE E, Wu-HHTFYO 7348 5,000
FREUF A 400,000 FEE0ZE K AE T IR 20 A 1] 2
BT 75%, T Wu-H2UE A 5 4 18 R S 4R FR e
97%LA o iX—45 R, FET HTTP/L.L B3R AIT7
EMELLIERN. HTTP/2 B2 %52 LA .

HTTP/3 thiX LA QUIC {ENEZEEH b,
HUERl TR 2 B R DA AN S By
. BRI, HTTP/3 @ik 7E3E T UDP f QUIC
Bl e T R R HIE S, Sell e &
PELREE; gk 2 i 5 R HLH] o1& 7 i e [F— 4
P [ B 33 SROFHZUS 22 AN B A B, IR S5 2t o
AR B A I TR . SR, QUIC P4
I RE BN T AT, AR S B DL
YERRIE, 5 AU A 20 A Hd th X DA Bl 5y 81,
MR A EAA Fr BORRAIE e ok T B KPR . &t
X R, Wu 28 APHRE B T R HTTP/3 HhY
FIINZE AR B AR 792 %I TR HTTP/3
P CHLEI RN, B G S PSR ()
e KRR AE, JFIZ S8 4> 4112 1E B Packet

Number. Offset. Length FI Stream ID Z&=FE 5| A
KB, AT RIS IEK T 5. BT
1 BN AR Fr B SCHR S Dy 2, A A A e ]
NHRGUE, GRS RBIREE AR 4E R L, Sk
ILTE YouTube. Facebook F Instagram iX = K7t
FE4t 72 TR TREUE s T I AR
IR EAERERE, EITER GO ERAR]
AIYIZMEIES L, AIGRFEARE A BUR, EILH
Mo FIRFIE RIS RE ) 551 G g Rd Mt

K& & £ % YouTube 2H & 15 4 A =X 1) in 2 MR
BRI 7 B  youTube S & ) HAL A HL 1
BEAT TP, 51N T BN 2R B B A4
G & G CE AN [ P 4IRS A i [X 4%
T, AIREEEE R E A s, B2
B B B B I B R A AT A
fiio XA ORIG N ViR E A B 2R, 4R
JRA BRI 77 iR M LA R B s e Bkt B
WPk, Wu 2 N2 7 T e R AL A
BN E QUIC ML IR A T Z 71 A SR
B BONEEAR TG, RS S BRI 21 (1) 25 FiAe
TSN S A B AT H G A e MU B2, I
PA R S At T BB G540 B N A FR SUEAR b .
FIFH QUIC BhsCREtE, Mg i & Hhoks vHE B B HRL
AR AL BE P A, i BT PSRRI K
BIEMEE T AV R KB IE, HFRE Packet
Number, Offset. Length A Stream ID %&=7B{ kK
MK EmAE, FIHEIEE R E MR EF 5. 45
G R BRERMB) AT, SC 7L
AP . SRE S5 AR, FETF IR SR
T ZITERHER R 97%, L SR RHE
FAERE 1. SR, BT QUIC Bl mEett, #%
INEAETXN B, RS MNHEN, JifFE—E
SRR, BRI g Sz AR TR R T I
Ab, X QUIC WMl kS Afb ab B, fSi15% 07
A LAIE RS 28 HAm R AL b il 55, P B0&E N AT
B

W25 R AN F B PRod R R, THD [ AT
%) 2 AW ATIAL £ TR ) 28 19 2 R SR ST TR AR
Mo MATTEZ RETKMMP HAS L,
X ARSI 6 38 3t >R FH (1) T8 & A% Ha 5 Tion #pL ii|
EMVEARL . R RIZAED, Quan & APHRH T
— M 1 X AR G A% - 0 R 4 B D
EAAR RN TT . BRI E et 7 — 1M
& HTTP #ii3k N4k (HTTP Progressive Download,
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HPD) #x R IASCAF K EEAT HAS A A
BKERFAIIR GRS E. bEIE, BB
I R IR TR FERFE, TR A 2tk 1B
AR AZIE HTTP kiR TLS Sk ALK 4k
JE BN ST BE A%, V8 i DR 5040 5l S R R L
BREFHMIRE, WSS RFREIEKERF ]
%, Quan 2 NPT E 17 AR 6 T
DML L Bt T DU AU SR 3 1 AL
Bath /R EFHRAEAD (SVP-DOHMM), 454 BIME 51t
fesEmg, SZPL TR HTTP/LL st it in 25 0
AR SEERAE IR R, ZOTEE ST
IR SU B HdE 5E b, 1A 3] T 98.16%(1)
WUAER 2, EF U RN, X2 T 97.64%(1)
WUAERRZE . 2T EAMUE T KA 5, Hhe
B A8 5 B ARG R S IO oL ) ) 32 v A
P&, I T R AF IR RO A 2 1) R S
RifE T o

FEAZ A A ) o A B R 52 B0 B 2R
FAPAT A S TE IR 25 DA K B 25 % 50 (4 I 2% 34
BEIRZ0a , TG O AR PR o B0 R A
Zhao % NIRRT —Fid AT 5 24 R 28 R85 T 4
TR I AT 2 (PR 7 107 BT IRk
LT AR POE RS R S8 VDRAS, el AR 5
TURRZERIGHIRRRAE B s ASHEC AN 25, JFsh#s
TR AR S0 o FERFIERREOY B, Ty ik
HTTP/2 F1 TLS Wl RN T, RAEMAESE T
FEAAEML S EIE AL T S5k, B8 T
AR BRI BE T 41, A5 B I B ), 3B 2T B TLS
LB HTTP/2 Wikt 2 HTTP Skfitf K B AR
s, WESRBERIEIEKET. bEE, FIH
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