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Abstract Steganography is a technology that generally hides secret information into a cover invisibly to obtain
the stego, so that covert communication can be realized by transmitting the stego. Compared to the technology of
encryption, steganography can not only secure the content of secret information but also protect the behavior of
covert communication itself. In the past two decades, many multimedia steganographic schemes have been
proposed, in which the information embedding-based steganographic methods are the most popular ones. The
information embedding-based steganographic schemes usually embed the secret information into the cover with
slight modification. However, the modification will inevitably change the statistical features of the cover, which
makes it difficult to resist the detection of various steganalysis tools. To address this issue, a new kind of
steganographic schemes, i.e., generative steganographic schemes, has been proposed. The generative
steganographic schemes usually generate a new multimedia cover as the stego driven by the secret information.
Compared with the embedding-based steganographic schemes, the generative steganographic schemes achieve
promising anti-detectability to steganalysis, and thus they have become one of hottest research topics in the field
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of information hiding recently. In this paper, according to the categories of the generated stegos, four kinds of
generative steganographic schemes are described, which are: 1) image generative steganography, 2) text
generative steganography, 3) audio generative steganography, and 4) social network behavior generative
steganography, and the advantages and disadvantages of the four kinds of generative steganographic schemes are
also analyzed in detail; Then, by extensive experiments, the performances of recent image and text generative
steganographic schemes are analyzed and compared in the aspects of secret information extraction, the
robustness against common image attacks, hiding capacity. We also experimentally demonstrate that the stability
of stegos generated by the existing generative models is still not good enough; Finally, based on the sufficient
analysis of existing generative steganographic schemes, the problems of existing generative steganographic
schemes are concluded, and then the corresponding solutions and future research directions are also provided.
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Pixel-Stega 7772 Re AR I EMGAR 2 16 H 1 S e
MR, BT MNIST $dE 4 i KI5 85 0y B

HEMR, KZHBEERRAL, 1M Frey Faces Al
CIFAR-10 R4 rh i BEUR B M2 FE4, eI
EEABKHIRE, Pixel-Stega J5 1T LLIE /) B Ak
G R, SLIGLE R K, Pixel-Stega J7iARENS B3
REMEGENREAE

Bt Liu ZB2 16 5 kA8 Y LFW S 42020
BEATAHORSLES. 1% 7 1 52 40 X 3k b 52 4 S R R
a7 bt a1 0 o = N i S N - i e A T T
L) B ER X 125%, 4R EHE = A
2.50<10°%bpp I, HEHEL )y 58%; fEkas J7 ikl
FSEEG R, 3240 X 5 4 2 AR (S B SE R 5840 41
B, S AR DX TR AN EUZ X 90%, 4B
B 25BN 5107 bpp I, FEEUR 208 95%; i FaE 5
725 i CelebA il LSUNM2AH8 2 05 4741 D6 51256,
a5 7B R, %07 R X 5 4 R
BRI TR ER A R, SR D TR o AN S X
W 95%, K 20 T RS SRR AR P,
RAKMIBEE A ELN 9.80<107°bpp, & AMHEIZE
A 100%. sSEEGgE RRM, T RS ER
HEAT e SO EUE AE B 5 71k, di/ AR i IX
WA A TR RS B P ECR

TG R LG E RS T R
X 11 pios. R T 5 R 2 XRG4 B
Ko 5 7 SR 1 BE T bS58 A, 25 7 vE IS VR
3% HA P ER e 7 OV o 7 A HE AT B e A e 1
BetEXTEE. DL BT VERIRR S AR AR A TR E
K, IR T8 R R B A B 5 7
R R AT B R ER, TR A R R AT Re K
IS B EROR. AT, B TR R B i
BONBUR, UL EJTEAE S B B fE B PR IR 2 KK
PR, PRk, BERTTIEM SRR, MU
Tt 5 XA
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6.1.2 JETACZFRHEMS ) EUE A RS TR

Otori 2PN [a 5 7573 EPSON PX-G5100 %
BT ST BN LE B Ad 45 EAE 25 JE~FIFIE Ty
JEIX 35k A 4T B 200200 14 2 1) £ g 6 )5 1) S 1]
1%, FEATHFHLEIHAG S LA 4805640 15 2 (I As
SAATITEN R EG. @ 4 R [R S0 4]k
7 10 R, %07 %] LARGE 200-800 f7{5 2., F
I H R KB A BN 2x107°bpp, 4547 ENAI
TRBUE A PR Z) N 90%.

Stego-texture J7VEfEH 7 FORELA SO IR
FEADABSRAL % (5 5., oK A% (5 B % 4 A gt K]
1%, FFM 512>612 (5 #5457/ F) 180180 (4%, AR5

FEAE I ZREE; A5 IR 4T 1) %6 B — P 45 ] i AR 46
B, FERRANEC R s b RO K FE A R (5 5., B
F% 10,000 1 2% BUE Al s, Bkcki, £
ANESER b 2 I BEGE 1-8 bit K EANE AR 5 R,
NI AE SO B[ 8 2835 IR, 428 5 BB AR Ak
1,250 i, —3L755) 10,000 g & %K%, BT MEA
A URFE RS RS S B B W i i FE B 5 T
SIRINZE, Bk, 53 A U ER B S 74
E, Zhou 250y g 55 7 AR 75 5 V1 e HhRHL S £ 180 £
A B 2 FI R 545 S BRI 26, AT AT ASR A9 55
(B 5 25 B (A A MR R I R SE A 256256 I
B 'S A ELN 410 bpp) AR5 BRI HEf 2%

&1 ETHREENHEGERARS 5 ROMERETEL

RF % it a5 25 i e 7 Tk i R R
MNIST 1.00+40.00bpp 100% 41.76%
Yang 25[47] Frey Faces 1.0020.00bpp 100% 52.96%
CIFAR-10 1.00+40.00bpp 100% 48.62%
MNIST 0.580.19bpp 100% 48.07%
Pixel-Stega[50] Frey Faces 4.0520.14bpp 100% 58.39%
CIFAR-10 4,3020.85hpp 100% 50.81%
Liu %[52] LFW 2.50%10™"bpp 58% 32.94%
&5 J71%[53] LFW 510" bpp 95% 57.65%
RS 7572 [54] CelebA. LSUN 9.80>10%bpp 100%(# K) 60.18%

1% B gRbS A 777,600 £7 /0 —HEH] 777 DARE (98.55%).

FIKHAGFERE T, LN, KBRS EEL
N 6x107bpp, B AIRELE N 70%.

Wu 202 g 5 7 3k i b DU RS [ s
P RAE AN E R ARSI 5 R, S5 R BRIRA
HERRrFeREOR, HAit B rRs A =il
/N %77 R RHIE R IR S A R i KRl 34,398
Bz, #3325 8N 3.28x10%bpp, I H. BEE A
HFREUE . 5 Otori Z5F°Uf1 stego-texture 77 1AM
b, ZEREAEERR T RERS.

Li 5 OOy B 5 7 v AR A A v I R R 3 T
1,000 fEFeS B, 7l B4 3005800 1 500>600
BEMMRS. KA R EIGHIE k.
MRERACFNIK P =P, e R, BAR
ZITE BRI T LLA 2] 100%, {HIBS G 4
WA EAR, A TRIERGHRE, REAE
3 TR, £ 1.70<10bpp.

Zhou Z5°Ny e D7 vh AR LI v ST T AL
500 4> HE %N 2565256 15 2 R (B SZ L ik 15

FE TR 2 R A W 1 G AR e R 5 7 S
PEREXTLLANER 12 Frow. 752 TR JE RRAE s 1 1
G A R RBR S 7 R A REXS ELsEEG A, B Otori 45
B9y o 55 7 Y A AT SRR A ik L 5P R
TVEUSINSREEAEN 25 BRI S Beedy, HoaR Tk
PIARIN 3 R A POV oy, MR &% KT AR I
o JE B RS HCR AT AR DL 458, BG4
P, RRERSERHE 515 R AL N e, Mimar AgE
FHERE B B S e e, SR, HETREAER IS
BEEMEIFE, SEOZTZREF =R
THRTAG R E RS T RNEE A&,
6.1.3 F:T = ERMERE EUE A RS R

Cao 24Pk S I A Getchu® FSRAE Y
&G IAT UL, ¥ N =< N NRUNIEhE A A
WA EE. N =18, NS EERGTURE
14 MR R, HT R GAN W24 sl 151 /A
&L 8>8 T i i B H L, BRI T N &

® Getchu: http://www.getchu.com



22 DA 1=

JEN 8, FHRIREE R NN EHAATT LIRS 896
15 12.(896 bits/carrier).

T IE VA T AT, SSS-GAN U7 A
MNISTM CIFAR-10Mf1 CIFAR-100M2% 4k 45
KNG, 1Z I EE TR m LR A5 5 o 2
B, 7RSI m BN 6. SSS-GAN J5i% (1)
B 5 25 B B T 3 8% R P AL B8 SURRIC B 3R
B, RELRSGER, 27EREsE8d
7.30<10* bpp. JfH, T T %S BMEE
W5 E B A L 98 &R, SSS-GAN J5 1] UAEA
[F] PG 504 B 01 5 DA BB R e 8, AT mT A

WA R PG I B R THERF RN 97.64%, Rk

o= 100,10 ~ 5
E‘Jﬁ%‘%ﬁg@jﬂ—z%xz%~5.07 x107° bpp.

T R RRAE R B G A2 il N S T R 10
PEREXS LLUWNER 13 Fios. 7E2E T R RFIE BRI
G4 U S 5 BRI REXT LEsE It A, &7 VAR
FH s T 17 g s 25k 7 s AT HE U e A8 R 1
BEEGE. Horb, Cao Z5PRAE J7i A STNet!™
Ra 5 i 7 258 0.1 B e 75, SSS-GAN [
BTG R TT 259 0.01 Hm e, Li Uk s
7S N B e BT A R SR IR B . MR A

* 12 ETREHERFHEGERNRES RHMREXTEE

Rk B SR PETT B R R
Otori %[59] 4 FAFIECR IR e ) (TR R)
stego-texture[61] 7 F R S B B R R A G%T;%p P (;Egg) 65.27%
Wu %[62] DU B S 32‘}%%“"" e 82.48%
Li 2[56] 1,000 54 % 1'70(%9,%;3)*’9” ({,%%/") 100%
Zhou %[66] 500 177 0 2057 L Jik Pl 5 4x107bpp 98.55% 79.33%

fii FREL 2% BEL UERR IR BURL 25 15 2.

STNet J772:45 F COCO #4130 Jy ik 14
IEEESE, JK M wikiart.org FRECH & HoE 4 1E
NS EUG AR, KRk EGE S5 EG R
/NFEES 5125612 152, TEEGHBENLE BT KN N
256>256 14 2 X Ik, APEAL AL A B SR EUR,
STNet 77y FEHLIE R 1 10,000 g 44 B 15 2% K
%, £ 10,000 T & 2% BGAE IR EUE. Se50 4
PR, STNet J772 0] LA IhHEHL 99.80% )ik 25 {5
B, I HAE MR KR 6107 Arfs B A BT
BRI .

Li 2574 [ 55 7 y2:4 F MINIST i g 90 e g
BEUEME AR MR, FFUREE T 30,000 i AL & — 254k
1 EMGAE AR L, M seepretty_anime_face Al
faces_datasets %#EAEV IRk 7 50,000 I8 i [
BAE N R ZEUG. TSRS 7k Re, TESE
b SR FH =R R E R NT T, 14X14, 28528 143) 1)
W EG, 3 SRR EG NS SRS IRE R
256>256 143, SLINLE R IEIR, 1% 77 TN RS FIjE
WA R REEE. BT MNIST $dE 42 0-9
BrrEs, alLLER 10 ML 2SR B B K/
N 2858 155, MR & EIE N 2565256 K/,

EFE, BT RG R R RS AR R A AR
E, NG5 5% B B B (A0 i 75 55 1) 5
DR b 122 77 8 7 52 3 W 78 0 I (3R BR 5 TR S X
REFEN, N &R m i amr. R, AE
B S I E R R AT RE AR B (S BRI, %
RS TENRSARSHEKTETGRERE XL
e B FARJZRRAE S 11 A2 il QR 5 7
6.1.4 TR Ay mi g i M A il B S 7 %6
Hu 2 Ui a5 J7 3 {8 Fl - CelebA © 11
Food101M2* M4 #k 41| 2k DCGANSs. 7EScserh, %'E
Mk SRS BN S8 o N 1-3, TfPEAAS
IR B (5 R SRBUR, %7 VL IR BUR
IGRES VB3 I 14 0, 300 4G, Zo N1
I, BB AR AN 2.40x10%bpp I, RECEIEF Y
96%; 4o N3, FaE %R N 7.30x10%bpp Y, 7
PN UIZRER I ZR R 2 HUE 43 31y 89%7F1 88%. T
Li 2 ka5 77 vk S2 3 9 FE T CelebA Hidi £33t
1. 5 Hu PR s g5, HEE AN K

® CelebA #E4E: http://mmlab.ie.cuhk.edu.hk/projects/CelebA.html
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PSS BIRECE. Mo N 1 i, BN
98%; Mo N 3 I, RIELN 84%, f£o=1FH
o =3M%MT, BREESAERS HuZ Pk
A, (HIRERA T Hu &0 seghss Lk,
i T Li 2748 H WGAN-GP #4877 DCGAN,
R A5 B IR IR AR 2 T A J3e Tt

GSN J5i%{# A CelebA %4 A1 LSUN w1 b
E BB T HIESE. LR RERY, BARMER
B EL BN, B AT S P A B N A

e T I 2 T S 11 PR A i R B 5 v A
REXSELANER 15 Fram. 7R3 T Ka s [ i i B A=
RS 77 R PEREXS LSt b, TR E R
Jin 3%l BRI 7 ST Iy AT SRR 7 Tt 1
RO e A S S e S NS
KA T3, — O R RSB R E A &,
73 T % A B ATLIGR P 2 S e B P B, AT 3
25 R ST R ERE R B R A R S Ty
SAN AT Fr AR,

®13 ETERMHEXKNEGERNRES RHMREXTEE

s T T T T
Rk B SR CERT AR R R

Cao %%[57] Getchu b REEM BN KB 896 bits/carrier 100% 96.38%

SSS-GAN [58] MNIST, CIFAR-10. 7,300 bpp 100% 99.67%

STNet[69] coco 6107bpp 99.80% 98.64%
MNIST. 5

Li Z[74] seepretty_anime_face. 5'O7>E.<lo bpp 97.64% 97.88%
(BK)

faces datasets

B TR B, AR 1205 88 T LR K 8bpp
HIRS S 25 5 DL K 97.53% (1) Fh % (5 B IR .

IDEAS J5 1A% I B HHE 4 70 il ok I LSUN % 4fs
4 122 e g b R 30 3 5t RS T B8R 42 DL
FFHQ Huiie =l b iy NG MG T4 . 19— T4
£F5 70,000 @ FEHLE R IEIR, IRk LB %) —
by 256>256 BERMENER. RIEsLinss R, hT
IDEAS J7 k0] LUR] H R 45 /R AE I A2 € 1t 42 T
M BRIRICR, fE=ATHdE4E L, IDEAS J7
WS B 100% FO R HE Bl K R R 14
1536hits(7.8110bpp) i k& 5 75 &

S2IRT J5i:fE CelebA-HQ 4 b ib4T 5056,
At 30,000 1% M CelebA Hrd 43k i i w43
PR N ER. EsLie s, iR BRI M 4a N
256256 14 E 11K /N LIIZE Glow B, s2iG 4% 3k
W, BT E A L Glow BRI RS
) UG A R AT IS LS D RE, S2IRT J7ik Ak E
5 EPEHCRAE RS 255 M 0.1bpp 2] 4bpp HIVERIA
WRE PR FFAE T " KCF, &R BISREER A 100%.
Ak, @It S2IRT 5 v 1 gm b 77 T T B i)
SE-S2IRT(Separate Encoding-based S2IRT)/7i%, H
A58 FH b 37 2 i 1 S s AR B S L S B 1) R S T
5 RAATYRAY, T LA G b P R — T R A
T 5 B A0 B AR AR A5 SR B 52 m, AT vl DL
TFB& S TSkt SE-S2IRT J7VE7E & Fh AL
YT, MR BIEICRAI IR AT LA 2] 91%.

AT BigGANIZIRT GlowH MRy 43 il
F ImageNet™F1 CelebAP AL VI Gt Rl &4
IR G B R AR R 10,010 Mg K&, AT LS5
P 1% 2% 8] B = PF i 2% (Blind/Referenceless Image
Spatial QUality Evaluator, BRISQUE)™ & LAyt £ i
B 5 . HREE Mittal 2081 BRISQUE 75843 1%
BB EEE. RIECRE R, BA
BigGAN A1 Glow #5784 G A i ot & 58 ey 1) R8BI
BRISQUE 134> BRI BB, ABATS SRt 2 A e 43
JREBALKIEE. 4, BigGAN Al Glow FE7H A B
&8 BRISQUE 19431177 24307l 9 9.31 Fl 6.71,
X B IX PR A A 2R B R AR Rl it B AN AR E .
I, FRATA I B 75 % B i A oot 2 1A e PEAT)
RAR. Wrimas Rk 18 Frox, 18(a) M
BigGAN #5514 R (1) 43 KI5, 18(b) v Glow #2 A4=
B 3 A
6.2 NAERAIREHEZHLEERTH

ARSI I S 6 X 3 T B JRR AR Y A
T 48 ) 28 BT 1) SCAR AR R R S T R RS e
JIEAT VL. K 15-16 ASCARA RS 77 £ FR
B REMEREX T,
6.2.1 FET HI/RRFRBERMSCARE RS TR

Shniperov P a5 A HE T 1. 2
A3 B B/R BRI RS kAT L0, 7RSS
W gt R 2 AN A 1 B AR SCAR T 910 3 IR B} SR A
B, A R EA A RS BRI RS



24 it 5Pl E R

Tik, XEHAEAS BT BE BCE AR R S B
Y. S5 5L, Shniperov 250N 5 7 k)
b 5 Be 77 Bk T B R R R AR B AR AR T A
()74

Yang £ PP 8 Tk AE L IR > e B T

SCARFEAR. I T PSR 4R 2 I 2R A 2 )
i N GRUF (2R A A 1,000 MO, ARG T
BENLAE ) 01 737 (01 bit stream)E B A [F [
AN E® A, RIS B0 B,
GAN-TStega J7iLREMSFEREAS FRRIFE5E 1-5 /AL

* 14 ETR=ZERGHEGE RIS 75 RAMERERT L

T T T
Rk Btk P LR Rk Sl
2"‘?*”15"’” 96% 89.83%
Hu 2[75] CelebA. Food101 o=
[ 89% 86%
2
" 2'40;491bpp 98% 90.17%
Li £5[76] CelebA .
[ ')’pp 84% 82.50%
GSN[78] CelebA. LSUN 8bpp 97.53% 88.62%
IDEAS[79] LSUN. FFHQ 7.81x10° bpp 100% 90.42%
S2IRT[55] CelebA-HQ 4bpp 100% 91%
Twitter™! IMDB™ A1 News " $i#i4£1E Ml 4L, (R

IR, HAER G B JRB RAE AL 2 i % 25040 k4T
PRALEE. MR Scih4E S HT, Yang P2 s Uy ik
A5 BB S B IR, 125 1A ] DAYE AN
T P BRI 1-4 ALRORREE(S S

N T VA B TERE, Cistega iEINEE T (4
SR B (R S KRR, JEARAE AR
DUE P R € BN . Cistega 777 1R
5 6 715 AN BRI A % 2 gn i i) AL AR O, B
B RIE 7-10%2 [4].

6.2.2 JE T LR 1 SOAR A R RR S T 5

RNN-Stega 745 F = Fh KR SCA K S A
SRR RN ZREE, 43500 Twitter™, IMDBI 70
News $rdf4E, J7EARR I At Hodhs 4 7 i) e A
AT AL B, B PTG . R
TR DA SO AR 17 %5 . RNN-Stega J5 2@ it
SEES A BT T AR A SO R T ARG R AR, )
W H 530y AR S ST T . Seb e R
7v, RNN-Stega 7772 RE 8 78 > B i) Hh Bk 1-5 A2 1)
(5 .

GAN-TStega 77 %48 FHEEHLAIAEAG ) LSTM ¥4
2% A% 10,000 MR 20 [ SCA R HIE B FE
AR I 43 A FH B3 RACL SR A T R0 4727 =) S 1 25
A A R 2% . GAN-TStega 7 ¥ {# F|  Image
COCO™UAI EMNLP WMT 17403 B2 1 g 2L 52

® News %4 4E: https://www.kaggle.com/snapcrack/all-the-news/data

VAE-Stega J772:f# Fi| Twitter £l IMDB %454l
iR 4 5 RNN-Stega J5 A A (1) % B Sk
AU, 5 RNN-Stega %57 7AAHLL, BEARFRS RE
JiAE[E, {H VAE-Stega Jii%1E 5] N\ VAE 224 )5, F&
AT DL o) IR B R SUAR ) SR G v o A R
ik, FHAE— T bk — B A A Bl 2 % SO )
G ARHFE, Rt VAE-Stega 77v2: 7] LR 2 /b
AR RS ORI IS ARG T 4 A IR R A
RGTo3 AR 2 A1 B 22 57, AT AR R v o o 1) 2 5%
AR,

Zhou 2513V i 5 75 0 T = FOAS [ A B0 4
AT SEES DAVPAl SCAR B SRR MR, X LU 4
A4 Twitter™ . Microsoft Coco(MSCOCO)!M1L K
IMDB™ ), it Sz 645 H AT 01, Zhou P Ra S Uy
ERIRRE RN A RE R 1-3 MRS R, IF
EUXF F R SCA FIE LKA SR, 207 VA i 2
AR .

PPLM-Stega 75 :7E S 3L T Twitter™ A
IMDB™ 4% 45 5 RNN-Stega 77 % . Sz
SR EIR, HTEAE O AR AN B AR
1T T ¥, PPLM-Stega 772 A 54 i L. RNN-Stega
77 955U B 1 1 B SCAS. PPLM-Stega 77 v BES AR
& ECWP 1) K /NS5 Hurf o2 m Bl A a5 (5 B
m, AT AT DUAR 48 A 7] (7 B 48 3R 45 AN [ ) 55 2%

i o



11.94

(a) BigGANAR AL AL e (135 40 %

11.05

(b) Glow#s 21 A i (135 70 %

Bl 18 PRI BRI i B A ek PP Al S04 R

ALiSa J7E7E S8 A BookCorpust™ Al
IEHE T 10,000 1 B AR SCARNE AEEESE, ARYEAH L
LU A A B SE AL 20 I R4 36 IE SR AR 2,
FARCT 10,000 3 &% SCAR. RIS R, %07
VETT DALE R A BOSUA TR B gk 4 N, R
A BOSCA I R 24, A% 0T LB BE 11 A
B 24 A~ FLE] BRI 4 A ],

Qin PP s kR 25,000 F 4ty
R Bl g, HF5 23,000 7 4 ) 4L 2R
1,000 & 7 5) R A R I CAR PA K 1,000 1 44 R4
FEIELE. B 4 A) T R R T A
R R R FE LR EL 1-4 AN 32 A A R (K N
PLUINZRA: OB, szt 5 SRR 1T, Qin 24P pa s
T B 5 B 7 3 B VU Fh 2 H0H O (16 128 77 ) 1
i ARSI . B R R DA R 3 A (1 N4

SongNet J77% 3548 21,053 15 AR /E A5 42,
Firhr 19,905 HiEME Y IIZREE . 661 F i /E ik 4R
DA 487 wialfEASIEEE, FEAERE AL T ZRp B
i 27,681 ANFARFMIETIC. HRHESZI6 1) fe 24 45
R, SongNet 770 Hh %45 B LA A X h A
FRRALHA TR, KRS58/ 25 SongNet 77
L Z T S B0 (B aia BAE B S8 BIEEA
PR FRHE B4, AIrERRANE A T R 18-21 {7 A
FEAE R, BRI AR E N 5 AN, T
ZIT IR B RE J1 N 5 AN TR 18-21 ffE E.

x16 BETHEMERBHXAERARES RN

REXTEE
LT Hmte (ST
RNN-Stega[88]  Twitter. IMDB. News 45> i) &5 1-5 fif
Image COCO. .
AN-T. RN BRI B 1-5 17
G Stega[89] EMNLP WMT17 BAN AR 1-5 7

VAE-Stega[91] Twitter. IMDB

Twitter. MSCOCO.

BAN AR 1-5 7

e AN ] FagiR 1-3 7
Zhou %[93] IMDB /> L] Bage 1-3 £ir
PPLM-Stega[94] Twitter. IMDB Tk E/iWP ok
B 24 AR 4
ALiSa[96 BookC
1Sa[96] ookCorpus A
Qin ££[98] 25,000 T 445 1 UL Y GEPN
- & 54T B
SongNet[100] 21,053 A1 18-21 fr

7 TFAEREREE

MEESRHRMARRS TR, ARARET%R
B U 3 T G TR AR I B S 0 A 5 ik B U
WIpTRIERE, RIS IRAFAE LUR i L

(1) EmREEEEIT, MEE S KRB
LU IS8 A 4. N 1 AN o Bk rh 4R IR 5 15
B, FT GAN R s Al Wt 1 A ke S5 07
V2308 W M) FH 4 o B 4 I 2% 65 A R e T A I 2R



26 DA 1=

(s AR TS T SR, B RS 1A
12 H 2 (1) D) 245 0850 5 )1 5 1 ik 2 o e DA S0 3
SRR, S BRI B 15 B K
KA. AT %I, 57— SR 50 3% 3 T T
A Glow A T Bas sl ickpss
AR AT LASE LR 2515 B RA'S , th S REh s (5
(I RLBEBREL. AR, LAKET- B o] e st i 145 A
RBAS 7 R AM), BEARMAIIG R AT, (2
4 a7 D) i S ) M 2 ) 5 [
2RV, A5 30 e e B o [ A — 2 M 22
3R DR T AR S0 e 158 ¥ 24 ] A 5 )
(RBER ST B 5 2, R R L Sy BRI
7 A A I s 3 R S B e O BT R, X
PES B3 RS B MR

(2) B H AR A B R R R M. AR R
a5 7 SOm A A R A B AR, SN RIES
RAMLL, BN, 1B B S
AN AR AT e I R, A R P A 1 R
B AR MBS I I . LR DR S A A DL R
MLk, BRTKRZBIAERRES i EEET
GAN FlyFUAE Y &5 A pl X 2 AR Y SE TR, GAN A3
TEAE I GR35 S R i 10 1 A P S 2 R A =
T POARLTEL SR o R 10 88 e 2 1) R T A e 2
IF) 2 [ 2 57 AT C 2R, T 2 AR B E 2 B
B, S R 1 R A B 2 SR
TETEMUR R 2. R, 00 A 35 e DA AAIE & 25
B T R R R . LR, A A AN 4 A
#1004 B A B R R S 7 B L AE T B 4 R
A NGRIg SR, (RS2 T A R o0 % 0 1 5 1
3 B /NI B IR, A R 0 4% A A 1 11 25
ST A A I A TR B R s

() =R BRE S TR . I
I R A S 7 R A1E £ Ik 28 ) _E R B
(IHEHTIE S 43T B F7, EAE RS A ALESS 1 RS
SRS TR R R, 1) Rasiai: WA
(1) 1 P 245 2 I R0 B, 308 6 TR A o 0 40 A (O
[ B S R . T 1 A 1 2 PR
Mo 7, S R A S IS Ay R 4 TR 1
B, SRIEA R BN B 2R (1 2 o 2 A
DA B BB, ORTI, FEAREE (S O i F
FEL B 5 125 JEL I S 15 20 1 2 e B i LA 6 50 0 0 A
PRI B0t 3 T LA B v 0 AR oA R i, 7E RS
2 B A T LA 3 S A 0 32 B ) 2 5 T 7 4 A
SRR TR R B AEERA B AT A; 2) M5 R SCiE X

s R TT SENOT T 2 R IRGE R Y, 8
i 22 AR I AR AT, A RS TS
IR 2 MR 5 FE IR S Ml £ h SO SCRIHE, 1
Bk n] DLl I o I AE BT SCHE SCRER AT
B T AN 5 8P Kl A 15 AT R e R
FE. By T RIE 5 B BB A5 1 2 4,
AT B 8 2 AR R BTk S kR, &
i 225 R AR A AR A AR FE s (e 3 JEAS R SUsEE
FA I HTRR S s B e, el Rl GRAE A kR
55 GAE AR N ORAE B A B R BTRS S 2 #r
PERE, VIORAE AN PRARTE R R

8 RESRE

MEFIRAXRE T %, ERARSTEAT
SO B AR AT BT, A AR S5 BN IRE)
FLEAE RS AR, BB X BUA 5 T ST HRE R
BS oM 5 i R B U PR e, BON E B
J AT B BT SO R T ) AR SORR R R R B 15
AR, KA e S 70 IO BB A R
FE IAERAREG TR A RRS T
R AT NGRS T %, %t Horb bt
—RTTRMAT T Mgy, FExH AR NEBEAT 2 M A
B R, ASGEE KR SR, A E BB A
B 5 B AR S T Rk Re AT T
XFEEA g AT, BEAh, ARSCEES T RAE RS
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This research is a survey of generative steganographic
schemes in the field of information security. Steganography is
generally used to hide secret information into cover as stego in
an invisible form so that covert communication can be achieved
by transmitting the stego. The information embedding-based
steganographic schemes are difficult to resist the detection of
steganalysis tools since the modification of the cover inevitably
leads to changes in the statistical properties of the cover. To
address the problem, a lot of generative steganographic
schemes are proposed and they usually generate a new
multimedia cover as a stego driven by secret information, thus
the generative steganographic schemes can achieve promising
anti-detectability to steganalysis. As a result, the generative
steganography has become one of the hottest research topics in
the field of information hiding in recent years. The generative

steganographic schemes are classified into four categories in

this paper, which are described and analyzed in detail; Then,
the performances of some generative steganographic schemes
are analyzed and compared experimentally; Finally, the
problem of existing generative steganographic schemes is
concluded, and then the corresponding solutions and future
research directions are provided.
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