40 % ioE N %R Vol. 40
2017 4 WIAELHERS  No.2 CHINESE JOURNAL OF COMPUTERS Online Publishing No.2

TR AT TH R SIS R

tkihE 12 REE N EF¥ V2, FkE 12
VBRSSO, BRI 430072)
Y RIUK % TS B Gl S Wl A e, TRIX 430072)

WE  H I SR RS B e E AR —. WHREE e aat (B, BReadr. it
FABAL T T E TSRS A WER 16 50 UF S B A0 VM ) 2 4, TE IR AR S A RS
PRPAT 0% 4 A 24 B B AR BT B 4 50 UF BAIE PR 2 4, A RE AR B A0 DS e SEBL P A e 4211
DR, A% 1 B R 2 A B IR S BT AR AB AR QTR J7 0] o ARSCAr AN B BB AU R, RIS B Ak,
PEIE S, PR RSN TT I, SRR AR R R s e A B0 AT, %t 2w A AL 2% P 2 R W s 22 A= BIE
AT AT B B BT R AT VA I L T BEEAIRIS . SCRUVE FIIREFES (C, Java, F#%5) 'S
M H SR B, B SR B P SRS AT (1 A IAE AT, I B AR G 1 S5 R P 22 A B0AE A3 AT ()
FFLTT ) o

KEIR: HIOUG MR ARG AT ZAEIE

FESES: TP309

W E AR

s, RAELE, ERE, EIRE, BB HIAT 2B HT458,2017, Vol.40,fEL HiIfR'S No.2
ZHANG Huan-Guo, WU Fu-Sheng, WANG Hou-Zhen, WANG Zhang-Yi, A Survey:Security Verification Analysis of
Cryptographic Protocols Implementations on Real Code, 2017,V0l.40,0nline Publishing No.2

A Survey:Security Verification Analysis of Cryptographic Protocols

Implementations on Real Code

ZHANG Huan-Guo"? WU Fu-Sheng”?, WANG Hou-Zhen"?, WANG Zhang -Yi"?
(Computer School of Wuhan University, Wuhan430072)
2)(KeyLaboratoryofAerospaceinformationSecurityandTrustedComputingofMinistryofEducation, Wuhan University,

Wuhan 430072)

Abstract: Security verification analysis of cryptographic protocols is one of the most important
fields of researching the information security in network. Although common ways to analyze the
security of cryptographic protocols (such as formal analysis, computational model analysis, and
computational sound formal analysis) can theoretically verify or prove whether cryptographic
protocols are secure, they can’t guarantee that cryptographic protocols are secure in the process of
implementation on real code. However, if cryptographic protocols are verified or proved to be
secure during the process of implementation on real code, it can be insured that cryptographic
protocols are implemented safely. Therefore, it is worthwhile to focus on the field of researching
security verification analysis of cryptographic protocols implemented on real code. In this paper,
first of all, we summarize the research status of security verification analysis of cryptographic
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protocols at home and abroad. Furthermore, we summarize the research status of security
verification analysis of cryptographic protocols implemented on real code, there are four branches:
automated model extraction, automated code generation, operational semantics and program
refinement. Meanwhile, we compare, analyze, summarize and comment the latest achievements in
the research of security verification analysis of cryptographic protocol simplemented on real code.

In this paper, taking common programming languages as examples (such as C, Java, F#, and so
on), we carry out the discussion and focus on four kinds of security analysis.Based on classical
abstract theories, automated model extraction analyzes the security of a cryptographic protocol by
applying an abstract mapping, which maps the properties of a cryptographic protocol from
concrete program state space onto a corresponding abstract model. Automated code generation,
based on the specifications of a cryptographic protocol, generates the codes automatically and
analyzes the security of a cryptographic protocol with these codes. The security analysis of
cryptographic protocol implementation on real code which is based on operational semantics
analyzes the security of the properties of a cryptographic protocol, such as the sequence of the
traces, the match of messages during the process of the implementation of a cryptographic
protocol and so on. The program refinement security analysis analyzes the security of a
cryptographic protocol by applying the relation of the program refinement. At the end of this paper,
we prospect the research direction of security verification analysis of cryptographic protocols
implemented on real code in six parts: Model checking techniques (such as program refinement,
program verification and so on) are applied to analyze and verify cryptographic protocol
implementation on real code; Based on Dolev-Yao model, the security of cryptographic protocols
is automatically analyzed and verified on real code; Programming languages(C/C++, Java, F# and
so on) are applied to build models or frames (F7, CoSP, Spi2Java,etc)in the process of  security
verification analysis of cryptographic protocols; Security verification analysis of cryptographic
protocol implementation on real code is based on semantic security; Computational sound formal
analysis is applied to analyze and verify the security of cryptographic protocol implementation on
real code; Concurrency security verification analysis of cryptographic protocol implementation on
real code is developed.

Keywords: cryptographic protocols ;model; codes; implementation; security verification

122 I3 CIC T AL T R X 2 A A A5
|

B AT R . PRI RR X 2 T B3 22 A TRIE
A IR R PR TR IR 46 2 1R {5 B

AR, T B RL R (1 55 B
Ko —HUKR, B PMZE IR 2
EM IR N EEFR. ME K.
THEEH RN )2, 1R g — i F
Ui P 2B E R DA Z X —. 2020
B 2 AE . TR FRHT L 1 X 48 PR G
~, WBEEEE L2, H R
S B, H S L 4
uEa A CEan, JEAk Ay TR S H
1A 5E (computational soundness) T

SIHTER B R R

i AR R P 2 A B R ) B R BE SR
UEECHE I PSR BEE 22 45, oI IR i by
WAEARSSERRAT 22 . ORI,
RTCFEHFE TR UMIEDL: (1D FBRFPRIHE
FRIEEANE X85k (N, C 5 F WAFHI
T FREDEE . ZZeb XU AR (2) Y
ABGPRAT I 7 A AR 22 W ) S A L (4
. BRECR A IR BME . R
FEFPHTE55); (3) BRI sLhriir iz
PREL (Billn, AFEMZEAEL. AFE S



40 %
2017 £ WXELTERS No.2

it 5O
CHINESE JOURNAL OF COMPUTERS

=2 Vol. 40

Online Publishing No.2

BRAE). UL, AU 2 B A sl e 4
B AIE 23 A Lo R sUA B B Bl SR AL R
TS 2 IR UE S AT A% o MUARRE 2 (1) 2 R
P22 A IR S M R T B 7 5

AR 2 1 26 A B 1L 22 A B UE 7 BT 1 R
—ANERIAE ST A, LR N A TR BY
Bro fEE AN, ARSI 500 Bl 2 A58 5
Briwr s . AORGREARLR A RS E Bk
B BRI U Sk (refinement)
AES M FEE P, A5 LAH 2 A AT
SR, BN, FETRE A RIGE™
BT Sk T AR UL AT A%, X s
A IOE BT B T B AR A T Y
PR e A, BRI TR AR A A AR
TR AR SRIGAE B R s 75 22 41 AR
B & b 53 A 25 R B S PR AT & 15 22 4 1)
FHFRHIT TR D> 2 A

AT B DA AT 1 22 4 B0IE 7
PTiATERE o DU FH R P i & (9l
CIES, Java iE 5 M FHIES ) 5 151
P SCRSERE] SRR B RS SRS S bR AT
1% A B0E 9 HT
AREFREER (LB 1, 52 WA

AR5 B

T 164> Bt

B gahssm
BRI CZ A IE 4T 28 3 11 iR URY
PRI IR UE T (EE R ZRIR),
BFEVIAN T : (1) PR ACR ABEA HE Y
)2 A IR UE AT o ARSI AL SR HY LLZE B0 1 4
FERAE NI, SN R, %
Bl UL 1 AR AR PR R e PR S 2 ) ke S )
R REA b, T2 B R e e . A
JoT A TR G TR S 7 TR 1) s (2) ARAS E 3
AR B 2 ARG UE S BT o ARES H B AR AR B
AL BOYE B B A R AR, AT 3 A
2 At AR RN TIERE T s
WIS S BRPAT (P RE AR, S s AT
= A i o R BRI N — MR, 4
R UL 1 Nl G R TR g S 1) L A ) A5

By (3) BARE WLkt AT
ERAE TR S0 B RS  SARIS AT 2 A 58I
M e X RGP AT I, TEIFRIE (traces)
LT« ¥ J2. B UC LS5 R Ve dE AT 22 43000 45
Mo RFUR M EL NS 538 Z HINAL
IBEIT NG 4 (O RIBPATREILI 224
BGUE AT o KA & A B0AE AT e T 250G
VAR PAT IR T RS LR F, AT 23 B
W2 A o A FH RS0 fE B P T LR
FEALRT IR o SR B R0 5 IR = 2R 1)
TTAREZ T REWRTIOFET o AN RS0 IE 2
5 Bl AR S B AT 119 %2 4 g 1 A 45 D b
R AR 26 4 R4S REAR KA
J7 1]

2 B AEEhNREWIES T

R P 22 A G AIE 43 AT A 96 UIE BRI B
P 4 TR R T RROL, AR R P AT
A BRI - 2R B 2 A BT 3 i
H=2 At HHERR . R
AlEE R A b

(D UL . TR
XTSI & 2 W AT R AT 54k, REHEET
HOB I IHE S, MR I 2 RS P8 [k
Féro SCHR[L51IE SCHR H B A5 s 22 A B6E (1)
T4t TERLL Dolev-Yao 57 {5 4 )
RFERREIE R Ao W 7. SCHRILT]
URALE B R B3 ) T Ak 23 A v B2 25 58
H|HES, B2~ BAN 24, BAN @25
T WS A 2 A 36 UE AT 16— ELRE R

(2) BRSO B R T o AR Y
G B R R 2R K /Nl 2 85 B I 22 A
HFE IR AT F S (Blhn, AT Z20mE R
Z AR THEART X WS, HW K&
MERR IR I (i, R 20 il
BB H, MR 2 S o AHSCHIE AT ISR
(1811191207,

(3) RO B T FER T AL H
THE AT 5 1) Ak 20 b 2 8 A A A 5 0t
ST WL A 1) — P 5 R P s 22 4 36 iE
GIMTITE o BUE B PS8 1 a0 RAE TR SR
BUR 24y, MIFETHEAR R i 224, Rl
AR PP 2 4 R R AL o B 5 T SR



40 %
2017 £ WXELTERS No.2

it 5O
CHINESE JOURNAL OF COMPUTERS

=2 Vol. 40

Online Publishing No.2

BorireEtr, BEAMRERZE Abadi Rogway
J7iE™ (fRiFR AR J73). 2T AR 0H5
%, SCHk [22] 3 — 204 RS s 5
578 AR 5 (1 o3 W 732, IS
AR UM H 2 A . SCHR[2305E BE PSR
PELETH BT 5 T8 b B R A [R] A 2
FE AN, BRI 2 4 JE M R T SE I
(soundness: &7~ 7E 22 B GE A R G H A
RSB B AR ], B — @ AR 2wl
BUEATE, BRI SUB MR EE) . ik [24] 42
B B E RS L A T EEPEIER, SR AT
ERGYISC A R PR AT S, A bR R
B3 B8 SRR, Sk [14]
& L0 D91 55 A AL P R A 110 2 4 B0 IE 4 BT 7
o XT3 75 DA RS P S OE R ANE U
B N EL R g A B g T BB AR vy
SARKCHEIRAESE, [FIRHIE R P AE 1ZHESE Y
W2 22 A ] S

w0 R P 2 A BGAIE A A LR
FRI RS, BTCIEH S A P AR S se
PRAT IS A 1) R O P55 4509 N X
(Flhn, CiBFMNAFMtEE, Java B35, F#
D @QMNES B SORTE BARAGPAT 7
AR BN, FER T, AR E A IERR R
%) O PARRSIATZE IR AE (5,
AOS99 B UCED, bR R AN IE AR [E1{E
&) @OFE AR HAT AT IR M (-
1E AR E N, B H R PRI E o
B IX — R G #8740 ORI
S SRS S BRPAT %2 A B8R 53 #T

3 REBREVERE NN R EWIUES

i

TR DB TH R B 2 H R B R S
PRt AT I RE PP AR . AEREAT 2 A IRk 0 #r
I, s S5 R b B ZE B0 b PR TE
WY 4], (ESERRHAT T B TS AHTA
ZAERR, HEIBOPERPITAZ 4,
PRI, ACRE 2% PR 2 e Bip A3 4 93 A B RO 9T
OB SR hAT 2 4
3.1 REBREUEM R £ WIES

A5 A AR U7 VR SRR T R A A R

AR R SR R I, AR IRAL R
HRCARE A A DS R 2 — AR A e
RIS — R E e, JFE I R R s 1k K
AL, WA B R KL AW P T
EREREE, O, BRI

M= MP,E) s al) &SRB, TR A

BN a( ) « AW D JEERS IR FAKE
P, BRI REEN (@) . AR
RN FEERNaM) Fa@) = u |

Do “ B RS =7 KA. k]
W, ARHSBE Y PE I & AR 2R OB R
o) BRI EEME . SCHR (28] HE 2 AL P LAY
(FH C S SRR R 1y mT
BRI, FREEAE RS 7 — 557
QWrsAEE (B, BFHRHE, BEFETm
W%, T Javaii s . FHIESSEREA
RIGHEEENRBES, FrUERIDE IR
B 2 125 R AR s AT IR 85 1) R

Z 1 External Trust Assertions

ER T AR NZF#fiE
knows(nil) INCE g
knows(cons(X,Y))<-knows(X),knows(Y) MIES
knows(X)<-knows(cons(X,Y)) INCE 2541
knows(Y)<-knows(cons(X,Y)) MESIECES
KER
knows(crypt(X,Y))<-knows(X),knows(Y) INE
ik
knows(pub(X)) INCE o
2~
knows(X)<-knows(crypt(X,pub(Y))),
knows(prv(Y))
MNIZE FlAt
knows(X)<-knows(crypt(X,prv(Y))), ST [ s
knows(pub(¥) BRI
knows(X)<-knows(crypt(X,sk(Y,2))), B
knows(sk(Y,2))

ANFFE R BHE S RIE . 1B, Ak
ARAMFE. Hltn, CiEs*EkE, Java il



40 %
2017 £ WXELTERS No.2

it 5O
CHINESE JOURNAL OF COMPUTERS

=2 Vol. 40

Online Publishing No.2

FHHTERE, FHE T HAA X S RE CH
B . N AsRREH =MiEE
C. Java. FHIYZMIM ARSI RN FE I 2 4
BGUE AT o

3. 1. 1C 1f 5 B AR I 43 #r

C i 5 I F Z4r R IREHE HE A R AL,
{EERG ML IS TCVERIE C B S A
sR¥ (51, allocation, pointer 25) 54hi
SR (4N, memcpy, strepy 25) 4% E,
T A 2 Bl AR AT 22 42 B0 AIE 4 W AR 1 T
MR AfERX—oF &, CifE A
PRI FLAARAEE Y (1) P USCAR A e S Dy b G
BRI RSCTE, SR AR GO RL R P R
AT A B0E AT o AN N EAN T T 45
B C BT M ERE PSR R R (1) 2
T “AEEWE” ot (2 T BT
(3) BT alEF 4T -

(D FETEAEWSE ot . BEWS 2
e—M C H T AR BRI P s AR S 3k
AT AIRAE M7, i BRI AR A
R o e B PSR AS 22 A B0 IE 1 R
Fe k5 R AR S AT, M il
ARG S FRPAT IS 1 B E 4T CInternal Trust)
AR EAT (External Trust). SCHER[28] B K
PSR S AR C 1B 5 AR A R
SN TR E B A2 (Horn
clauses logic) K37 2 AL P iSO AN B o 3
MIRE T EBRE R RIS AT C1E S
feet B H WG, B ST S B
(Trust Assertions Model) S P E4T %4
BGUE AT o

O 5 AT W 5 8L A (External Trust
Assertions Model, f&Fr ETAM) A dE
HERENMEEW S knows 1ERIE W,
knows(X) Fn Wi & HARE X FiREE
7). WK 1 FiR.

@ W HAFAEWT 5 B Cinternal Trust
Assertions Model, @#5 ITAM) % CiES
N I 17 B N B AR T 5

W x,t € Atom, x rec tFxn~ x{E(F

t . MY E R T A EE R R

(P<_01)02;-~~)0n’17¢0’ P%i—\‘ﬁ%ig’

Q,i%%ﬁ‘*%ﬂﬁﬁﬁ’ EZ' c H) ﬂ%ﬂy Eiﬁ%

AL

X rec t <« X, rec tl, Q>

By rec t, x5kt . B, —

x
% i B o C EE MR

msg— > id _1[0] = idl0], fR#E C S WEB%
12T B e 7 = S & O 71 [ 3 R N

z =0,x = &idlz], x, = *x,,
x, = msg — id 1, <2>

x, = xlz],*x = x,
Hi <1> A1 <2> 45 2] 3 1 <35> 30l 5% -

z rec 0, x, rec idlz],
X, rec * x,X, rec msg —> id 1,<3>

x, rec x,lz],*x rec x,

U B ) @A) A1 <4> )T

msg— > 1d 1[0] rec 1d[0] «
z rec 0, x, rec idlz],
<4>

X, rec * x,x, rec msg — id _1,

x, rec x,[z],*x, rec x,

B OE AT L, JE B AT S AR i
FERF SR C 1ES A%
&, R A TN RIETS, sl ERT
FIE A S AT ITAM %% 5. RiE
ITAM £l ETAM 5 25 A5 SARTS $0AT 1) 22 4%
IR AIHT o

SCHik (28] $ HASAT W 5 5 VA% R B %
T ARAD S BRpAT IS L, AETCT i
T SRR AT I BARAT N (i, WG4k
AN, fR#25 A0 Hash B0%™"45), HIRA %)E
B C EEBAMA P X
I, FEE 5 E R P AGE. ST
15 AT W7 55 A5 284 1) % A P 18 22 4 B IE 4 BT AT
ARt —05eE, RARMRILLE TSP
AR I Ao A HE— 20 TR ik
#, BEZHHR[28].

(D HETHBMM . BN HER
1 20 55 Y HE 28 6 25 5 B i AR AT 1R AT B 31



40 %
2017 £ WXELTERS No.2

it 5O
CHINESE JOURNAL OF COMPUTERS

=2 Vol. 40

Online Publishing No.2

AWM. CHR32] R HEET C iBFH
ASPIER ( Automated Security Protocol
Implementation VerifiER) [ 315 54 HE 48 (1) 25
T ARG BAT 22 A B0 UE 0 BT J7 ik, &7k
8/ ASPIER HZNRAHESLT OpenSSL 4T
GAMUE M. SCHR (33142 ) VCC(Verifying
Concurrent C) FERMELEFN 2 L FE 1) 22 A 5o iE
SYHT, TG T B B A B I R P
ARISPAT 22 IR 5387

(MASPIER HZN T 1XFh 73 b7 A kT 3R
TR AR AE 1 22 S 30 E S0 1 )5 ik . 7 BAR )
P SACHS $AT B BB RS U e, H
R FVEHLH] SSMs (SSMs=Specification Stats
Machines) U C 155 R EL, X &M Ppis %
L@ MEATIRAUE 4T . ASPIER A 2581 F C 1B
= HERSE . Ik, ASPIER [ 34 Hrid H
TACRB R M ERDP Z 5 E . 5 C iR
S AE, ASPIER A H CLHIE & 45 M UE )7
e, EDEEASEML C iE S EACAD R o 2
BT CHEF R SRS, ASPIER H3h4
RIME=ATTH: OEZNBIUE: OFF AR
T.H; (30penSSL sLfIft HBh4HIE. ASPIER
B %5 B AE 22 [0 2 05 B A 22 4 B0 AIE 43 BT 43 A&
P B 5 — I BOR B RS I dm v, 2R
“HrBolik COPPERT ™I HIGF. ASPIER
HAR AR R P 2 2% Sk [32] .

@vcC B3 #r. VCC 2T IHE R

G0 FN 22 AR PAT PRI 1) 55 R Pp 22 A B iE
o LR, BT REEE L2 LAIE
58T VCC ¥ & CiBFMERE, IE5INER
BATE 55 B % VCC HEZEH 2T C
HE WS bl T vCC THEM
P CE 3o M i I F s R A 5 AR ek )
XA G AT I R I 2 A IS UE ST . TRAH
ARSI [33] o Y R B A P ARG A
1TH) VCC H B AaRUEs#r, SCER[35] 4
HET VCC T H 138 A % A il AT 1 E
B IR T 51 X P4 M 5 iEAE VCC
HEZE b A Bhia AT HAR B 360 s AR, 554
Wr s BRSBTS R i ) 2 4
(i, AIE. TERELL RS54, B,
— MR R ik k 2SS 5F A,
B M3t =548, Hk AH. WMRFEEL A

ANPRSE, B B AWELEL, X EA{EH
VCC H %AW k 124k Bk
W27 3k [35].

(3) BT HIEES . T HEE
Tt kA EEF CIL (C
Intermediate Language”) fRIL#EAL C S
A, XTSRS AT 2 A E AT, IXFd
M T ERE S EE R E (High-level) 1
AR, NEEE R R

(Lowe-level) %A UAE M. C IBFAF
TEFRETIS R NAF. B SIS 5 4R AT
TE ] 25 A B AR RS AT 1 22 A2 B8 E 73 AT i)
FEAE— L ToyE R () R HE i) (g, %o
X i, B SRR R, REEHE
D)o NIRRT AR SEFRPAT I 2 AT
WEZ AT, SCHRE3TIHR HZRALT C 55 A
EEZERE DN ARSI 2 B

‘ C Vitual machine(CVM) ‘

Symbolic execution

Itermediate Model Language(IML)

Verification Result

2 HEARSHRE
M 2 151, HENE R AT IR A

OS5 CiEF MM P CIRARS (3 >k H
SCHR (371 F 2R s GER YR ACES ) s @iE it
i EE 5 15 210 %00 B 0 A 18] 3E S YR AR RS

(B 45k B0k [37] S Bl Hh )38 5 5
SHVRARRS ) @i H RE B pi A

(RN -JHE) @R, 4
ProVerif ™' T F. [ 5 3 3iF ¥ 0 1 1 7T 58
P @IRUESE IR, R 58 B S T AR AT
GAWUE AT



40 %
2017 £ WXELTERS No.2

it 5O
CHINESE JOURNAL OF COMPUTERS

=2 Vol. 40

Online Publishing No.2

void #key ;

sizet keylen ;
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sizetlen ;
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if (len >1000)
exit () ;

void #buf =malloc (len + 2 AMAC LEN) ;

read (buf,len);

mac (buf, len, key, keylen , buf +len) ;

read ( buf + 1 en + MACLEN, MAC LEN) ;

if(memcmp(buf+len,buf+len+MACLEN,MAC
LEN) == 0)

event (“accept”, buf , len ) ;
in(x1);in(x2);if x2=mac(k,x1) then event accept(x1)
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{
load_buf (buf, buflen) ;
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apply("mac",2);
store buf (mac ) ;

}
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{

int ret ;
load_buf (a, len) ;
load_buf (b, len) ;
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AT .

(1) F=T1E BRAELE AT B0 B
15 B 22 7795 70 M o WA RS AT AT N
GA, IXEAT RIE NN S 55 B A H A
AT = A G BRI {3 B2 AR
TOHATAT NI R AR LT, alte i, Java i
HUHREUAS T A2 2 T3 B AE 2L 1 2 A I iF
3T

Jif (Java information flow) “*“J&—Fhs
RS I UE Bz ot TR BrfE
2B 1E1E BN A I A A, BeA
ARG B . SCHR[45] 52 Jif HE
BRI B B DA RS AT 22 A B uE 4 B o Jif
HEZE 5302 15 B S B R R ANE 5 0 2505
WA AT I 8 M AT e B0 v A o Jif
MEZL M tH =AM PIRAA RR: O Java F2/7ik
ANBI A S 55 Y QRN T
DUMEIE N Jif HE4E; @ &Eiilz5%E.
I, Jif HEZLAE POKER™ W48 B3 i) 22 45 i
WE AT A TR E RS 23 =7 2 5% 5 il
RALHAT, T2 POKER WML RS
H5EHEE Java K0S, Fk, 7E POKER
L2 A B0 UE A A Jif AESRAE N
T2 M AThRAE . NI EE Jif HEZL1
TP I UE A, 7 1 Jif HELLR
Kik: typelOwmer — Readers}, type J&¥n
UEW Java 257, {Owner — Readers) 2%
N B0, boolean{Alice — Bob} 3

71 Alice #1755 Bob AH A ] 2 U EAH .
AR Jif HEZL R BN 22 A 50 73 BT A
FRIETIRZ AW 8, (2243
RUTE 5 E 5 SE R G0 IR 22 A 50 AE 43 A T I
PLR LA 7 T B AR - Ohn ] 18 51 6 B 22 4
RIS E AR 2R R T R KA H?
QTR AR PPATEREF, XA
Jit 7 AN PR 2 )2 8807 W] ) 2 A
BB ARAEA RS AT 22 42 2 @) fif FH 22
S RANE S A AR HAT AL A R BT 2
Bl PR B y=1; if x==0) y=0,
XERSHEY, FERSENTE X Fy,
WA if EE G WEEET y=0 5 B 5%k
Jif 2 — AN AIE B i T,
I MR Java 1S AR EU T E RS BN
AR T . BRSO S 30k [45] .

(2) BT EO ST Bl e
¥4 O E S AT I BURRS AT AT N 4,
X AT g I AR P AR P AT B 2 7 4
AT RFINN « FEFHE O A 2 R P AT
AT MO, Flan, R, PR
WA IR [RH 55 pe e 2 7 ARRS AT I IZE, 4]
FRAIE o FEF ARSI T 1328 S WA AR S B
TS B, RS e AR P4 1 SRR I
SCHERAT]HRH Java FRFIE S 4 O RIERUR
T HRAT 22 A B0AE A AT 5 0% o STy A 5 A
F—Bri&% FOL (First Order Logic) [ ZhilE
TR, 8 A RSARREPAT B SO G B
B, IR JSSE™ (Java Secure Sockets
Extension, iX&—MirE% AN Java %
FHREAD HARXF SSL ¥ril (H Java i
B TR AR ISSE BH
AR SSL 22 4Bk s HT 8 RSA 1
LRSS BMIE. 74k, BT8O0
VEAERE P ARKE T R REAS bR HiE AR S e AR
1T, SRS TR P AR 0T 147 A
CFG (Control Flow Graph) Eliti% ik, 1E
Dolev-Yao # AU 15 N A — B i@ 6 %515
UG AT A IE A B o B AR 43 BT L STk
[49].

SRR R ARG S R P AR D SE B
PAT 2 A B0 UE 73BT KR, SCHR (501 %5 JSSE
B DB AR RIE AT SO o XM ek 845
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JSSE 2 FIH AT IE B 280 P AR AS L )
QAT TS A AT 0
FARF SR FAE TR A A W57, R
T B AR AT 1) 22 A B0 UE 53 B« SCHR[51]
FEHE T INVEGIRRAS o N 5 45 (1 43 AT 25
PR AT N A @, SOk [52] 32 HE B s
fi SystemM ZHEIAIE RS . SystemM
PR T 3 VD F 2 &0 i, B
VEREBR G AT R, b s B,
FAIF ] RS 22 4TI 4E . N RAEIR{E SystemM
(1 E shEEE, 2t m i bR
FEACRS B 8510 22 A B6AE o My, X —AMEAS
HBE— D TR 19

Java FEFFIE 5 08 B B SR BUAE —
FEFE B C 1B 5 IS il o B A5 B
O3 T 5 B BN Y P ARG S PR AT

(K122 R UE S 1T« Java i 5 BT RIFE 31,

X FET B UOARHD 7E SE PR AT 2 20
UEZ AT, TCIELRLEE 2% & B UR Z 1) %
AIUE AT o QAT AR EE 23 b BT R A 3
PEIE 5 S S RS PAT e et — A
B3 51 i)
3. 1. 3F#E F BRI HT

F#/&—® SML (Standard Programming
Language) IR H0RE /5 %11 (FP, Functional
Programming) &5 . FHE S A 56 & ME XL
Ghk, RGP e AP T8 4
MY, TT AR C AN Java PIRNARITAE S 55T
VAR PATIIFEERI A 2 B, CiEFE
RGP ARTD AT 1 22 A B8 4IE 53 AT oA TH
BRI 5 25407 R A TR 525 Java 15 & (13
Bt T VR DR IR A0 6L B2 43 17 %% i B AR A 4
T4t Rk, FRIE SRR E T
AP TR T R BB S K
SIGAE T HT - F#IE 518 SGE i RCF (Refined
Concurrent FPC) 1V N -y 5386 I R
JFAE SCRFIE TR, 8 H—PriZ sk
1IE B B8 UE 7E BAR ARG B AL R 22 4 1 % Y
HUEYE, TEMM B N 224, RCF &
HENER 2 iR

T FHE S IE L2 E P
PAT 2R A, SCER 551452 Hh—FloBr
Jiik, ATAER AR T A ProVerif At 54

BT H Cryptoverif T 22 & 50UE55HT
ST IR N7 SNEIEHE E T BILES RN
RIGPAT Z [ 2E8E, FRE TLS Hrd L
R T RIGE ST AR, FEIAFRMS
o 5 FT ProVerif TEDHr4 %, K6
FTF CryptoVerif THAHrER (26455

5} >, Al [y
KBS CHR[55]).
Verified Parts of TLS F# Code | Queries Time | Memory |
e 1418 lines 2 27s 60 MB
1418 lines 2 25s BOMB
2194 lines 2 8 min | 460 MB
3344 lines 2| 11 min 700 MB
3344 lines 10 35h 45GB
o
Full TLS & 3855 lines 1 1.5h 1.2GB
Password-based Application | Authentication

K 5 CryptoVerif T.E3#r45R

Verification Result | F# Code | Crypto Assumptions | Games | Time |

Record Authentication (Theorem 7) | 1967 lines 18 lines 15| 19s

2| 1967 lines 25 lines 14| 03s
2497 lines 33 lines 18 | Lls
2497 lines 23 lines 8 245

6ProVerif T EpHrds R

MIE 5 MK 6 v %1, 18 F#l SRR
N 3T 2 A2 50E 7341, CryptoVerif T E L
ProVerif T HFMEAN FHiE S RS EE
A, TSR BE D kR R, 7R Fi
B AR AT b, TSR ) A
P2 A B0 IE 43 BT B e AT A% H R 5 45 i
WA SEBRBAT I 22 4. DA, SCHiR
(56152 FHifE 5 AR B ARG 2 1 25 65 T
WAL S T 7125 o IR PP T 90 A2 7E Fo AR
PR P S AR I A R G AT ST
SEME BN 524 0% A RAE BT
% 2: RCFiZBAMN

Valueexpres Value

annotation annotation
sion expression
a,b,c name AB::= expression
h counstructor M value
functionap
M,N::= value M=N
plication
syntacticeq
XY,z variable M=N
uality
0 unit letx=AinB let
x.M function let(x,y)=MinA  pairsplit
matchMwithh
construct
(M,N) pair X
ormatch
thenAelseB
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Constructora
hMm va.A
pplication

restriction

Receivemes
a? sageoffchan  A’B fork

nel

transmissi
Assumption

assumeF alM
offormulaF

onofMon

channela

Assertionoff
assertF
ormulaF

HEh, FEE S B S N LA, AT
B U SR RS IAT (1 22 42 38 30F 49 A1 B8 2k
T HRE S ZERUES T HET X —FFER
WSS —SE B B A . 9N, Sk (58]
FEH CoSP HEZE 25 55 B s A R PR AT Y 22 4
WX, E CoSP MEZEA iR N\ n 85T,
A58 FH 2 AR T g AN 2 44 HR AR UE P L2
A JE MM TSR . (H R X P S R
BRE, 258 AW AR P 25 18 55
Y71, ANEE 58 4 PR B P 22 4 1 1 T S
P SCHR [59] $2 H 36T CoSP HEHR etk 7 v,
X S T VR AN A R AR RS BAT
1) 25 22 4 i M W 8 254 [60] 1) 22 4256
WESM AT, T HLAE o - BN BI] CoSP HESE,
T ERAIE 3L 22 4 e 1k ) el S o Sk [61]
FEH M EERIEH A SHESE (Universally
Composable Framework, fii#x UCF HE4E)
AR . 1% 7iEiE UCF HEZE
I AS B AE RS P 4 R YR R S, JF
1E CoSP HEZL N CF IO, VA Hrid 72
ZHEHR[61] . {H2 UCF HEZL T 21 b
WARIS AT 1 2 &30 UE T A E R 5 A
PARKG AT Z TR ZE 8 . 7 3 TR AR HE 22 43
ek, SCRR[62] 32 HH7E Fr A58 R [ B il
VEARRS 22 IR UE 73 BT 77 1% o X MOTVELE AT
GAWAE T R A RCF 2EAU ) 18 A B
A, HERFA#HEZHMN, @
Tarski-Knaster Az s 53, 2 8% A5 HX
AREGHAT I 4 NI 3E S2e4x, TT R 4F
b LR B A P A2 A S M ) P R . e A
TREUESH iR : OF BFa)2s
~ BEVX,..x (C A..AC = P), C(iel)

BREFAN, @P RnidfEs, WAERK
ERFANESE, O P REHE T, M
/2 RCF fffE 1o WHH—LTH, HS
% FIRSCHR

AT, ETE S R AU A A AD
AT 2 A IRAE 5 T J7 15 TR H 2 F b
B (B, Wis. BRI, B, Xik
BERIE — B PR LRI il 2 4R
PERIATSENE, (HRAE 2R D iSRS SEFR AT
2 IR TAFAE ZE B o FETE 5 AR
N IREAT AR R R S e IR AR BT R
SR TE TE BSR4 1 B R B AR
M PAT ZAWAE BT, & IR KT 72
[H] o
3.2 REZEBNERZ WIS T

FRAD B Bl AR B2 2R B SOE (1)
1AL 55 RS 52 BRpAT (¥ B AR R 2 (R E 1
W& RRZERAE T AP, M, A2

FNREFER, O, RMBEER ) 22w,

p() AL GE— Pl R AR A —

e LA I 3 B e g B — A BARELRD,
oM, CHYRREAEIR, p(@,) KnEiEE
P, CARERAMER (Fln, BFES. &
TWESE) . RILAE R FERIEN:
M, =3, = p(M,,C)|= p(B,) « LA
B e — M A PIANRRIE : OFFFEXRTAS AL
Wb AT SE MR S IE s @ P 558 =07
A E IR SE B U B Bk

— MR B BHE S (i, C. CHy
Java i 5% A IEGE X, FrbUXFES
{100 R B ASCARRE PRAT 1) 22 4% 36 UF 43 A o
S g PR AR BRI R (C 1B S M IRIE
5, I Java 15 2RiES ). A& EXE
S SMLE S (N, FHES) S
BARREPAT 2 Ve, 2 A8 LA 3 Y
PURSLC3L 1L 3 W EARIR) T

H AT, RS E ZhA: B B i il 22 456
TE AT LS — S 1 R A4 C
EE M Java BT PR B )4k
(1) 22 436 AT
3.2.1 BT gmirdn A B 34 o
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C &5 &Y RS PAT 1 22 22 50 UF
ST IS RIS HAT IS ARG, LAUEh
S 12545 X ol ] 2544 R 23 BT AR S ST 1) i
FEAN™T . FrbAgmikss (Complier) 7£ C B
WA BB E . R R BURAS H
AR EUE T EH . OB TR
BRY ;. @ A% ] 4 AR AT . SCHR
(67142 XML i 5 B E S U BHTE 5 3h A4
B P BARAD AT 1) 2 A BE AT

G PR AE NARADAE B T, # Sk
EH 4t 5 0 1R 2 ot ol LA B DA RS A ik
(K12 A AR M ™ o A E BT AR A
RSP A, SCHR [69] 92 Hh 2 AL P
RIS B B AT 732 o X P T VA A )
WA AT, {3 Prolac™ s =
EASTET  Prolac i 7 4 1484 Prolac P
WHEE R C 15 5 LT, — MLl
DB ARES, AR R RS O
ZT 5 TR, (EHREIIEREMR N
B . H2ET Prolac 1 S gn i
BRI TCP P22 A6 UE 3 BT st TH) 4 AN 3
o, AHA IS FE S ST a5
UEZ AT G I o 5o At gk, SCik[67]
P2 ARRY B B A IR 2 AR M o XY
Fror i XML 15 5 45 B I RE 2
X, SR JE I g B AR E B AR B S AR
1o A0S [ Bl 2 B G 1228 2 AT 7 VAR R
RE S I AE AN [RI PRI A8F AS [5] f 22 i R
HE e, RS R BRI R R
AR IRAE T RS o 7% 3h & ¥ 25 Y
PP 4 @ MBI — AN AR A, R AR
E B BSCE F T 8l 280t 1) 22 4 g M BT
SCHR [71] $2 o 2R T 3 0 R B g 1 AR
(ZNCryp) Z RSP W AR BAT 1) 22 4 B IE
OINT o IXFI AN AT 5 R I6 IE G R 2877 AE 1 2
BRI AR, & FF PSS A B
BB e 4y, FRaE S H A HAT %2 42
AR, ZNCryp FESRIBPATH B S
HA BT IGAE 7 B W L B ke 4. 1
SEBR A BT A FE R RS B ORAIE & B BE S 2 %
4=, PRI, ZNCryp %45 7 B Al BB
F TG PR A% MV TE 5 B P i e A B IE
ST, SCHR [72] 32 A T R E 5 ST

= - ZK-POK (Zero-Knowledge Poofs
of Knowledge) Zwi¥as i ik, Xt
77 5 M 2 0 RIE B B 22 A B8 E 3 BT 1Y)
FERT PERN 2 8, i B P ] LAte e AT
[FAFAR BUER], I8 AND Hil OR
e AP A BRI s 2 A
AN, %0770 £ DAA (Direct Anonymous
Attestation) E3R, WL 4 @ MY AT EE
FENLER B E BHEW] R 48 (Isabelle/HOL)
SRR

HEFARZ BEAZHARIEY, 25014820
Z R A BRE S T 5 E . SCHRLT0] 42
B2 B AARRS H B2 e M i E 5
I3HT CHIE T BB P AR B 22 4 1,
] RO PRI 8] 5 2 ) (1) R, JF AR R
T4 AR RSPR o (H AR TR ARIE Bl
BRI SCER74] 38 ZQL &
VB 5 Y 1R 2% 10 2 01 B BN 22 4= 36 IE
3T o IX PP TR 2 v B 1R M AT 2
IR AT, HEZ SEEAIEDIRE. AR
o VA AR B Bl AR R R P 2 A e
WE TGS % FiR SR

FET I A 0 B A SRS AT 22 4
BGAUE AT AT AR BB BE T B Bl 1k bl
BARRSPAT I 7= A Yl o (HAE e — A A
A IR LIRS 2 A SR M AT S, 1T
HIGEHFEES MmN . Fitk, %7759
EFERTCER, A5 1 50 35 A st .
3.2.2 JT Java i 5 AURY H B AE LA

Java s [H A0 RYmEE S, J& T —Fh g
BEE S GBI Java B RERMLIEAT RS,
A REFHE S B3k, Bk, Java B
ML 22 4 PR AT Y se FE P ARAS ST I 22
Java if 5 AU B B A BB RS I 2 A
{15 M| M < S < S SR S
M, =D, = p(M,, N =p(@,) » 1 X H
C=1J, WIFRp %k Javail 5 . Ak ad-hoc
WX 283815 (1) Gy e, SCRk (75142 H AR [ 3
A LB AGVI, FITHIER Java iE = 52
BRARAL PR3 AT AR B AT S o X PPt
P AR AT 22 4 50 IE 3 A L B AEAR S H
A ANPATIRUERT, 7T CLE 30 LA
FH PR IRE, IR ad-hoc M4 i@
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IO

FE T8 BRI RS P BORYE AR RS E
BN I UE AT, SCHER (76142 Hdth R AF
SALE S (f i, CSP ( Communication
Sequential Processes), Spi, Hajyle %) fUhY
H 34 ) & A SRR T o XA AT g A
54k Mondex ™ i I GRS A 1E)
Javacar 2Z H#5AE, T 734 2 b5 A QRS B
1T 22 A o 1207 VR I R ARRS AT (1K
AR 22 4 JE M T SEPEUE B, SRAE PRI &
2 JEVEAE S AR S BARACRS AT T AT
AN, FETHFMEL ML™ . Spi2Java™ .
JavaSPI™" %) Wty b2 4 I S M, SCHR
(817142t v A Mondex K HEAT SR sl &
IR AT o XA AT 7 SRV I A
FITE A A UE R E AR, X%
T B SCERTE I 22 4 JE MR AT RS Ak, DUMETEAR
15 B Bh A B4 A R ARAIE P e 4 g Tk T
MR W T RS LR B SR .

FH PTG KA Spi-THH KR,
ARG AR X L W BRI B Bl A S B ) 2%
T HMFE ARG . DA AFERY, SCHR[82]42
s Spi-vEH A PO TE B s3h A iR
RS, 434 5 R i AR P AT 1 22 4 1k
Spi—H RN AT SHE R [82] . FT Spi-
FEL, SCER[7914EH Java 1B F MR HRMY
A5 B B A AT 5%, RN Spi2Java FESE
ST 5. Spi2dava HEZR 434 751 Spi—is
HORFIBH P UGIRTE, B3 H AR
FRERGHARAD, RI4E Spi-is & 1 P BOE
4 Java 15 F 0] HAT 0B AR AS .
Spi2Java HEZL 3 HT J7V H TRAL 3 ES, 73 brds
DA 224 Hiras =N B or 4 il Spi2Java AE
BRI B DO RS AT 22 4 B6ruE 43 B A A
R OIERAE BEE S PR SOREXT B. ) Java
05, @D gmis B T N % AR 4
MITE RS, A — Mgl i, Al
By PRUSOITE AR B B SRS 2 [RAFAE —
¥ Po, 7EIXH P& Spi #fERIENX, o
FEGhE P R T . — ERPIRAFE T LA
H5i: Po 'mPoo), | RaRFEbRiR
o HTAFIEXFER 40, JLT Spi-BE K
RS B 3l A 553 B 77 72 A Be AR IE %5 55 P il

AR EENE . TR UE P SCGIYE 2
WARAS 2 [A) e 4 1) 22 4 J@ A v 5, SCHR[83]
e —MIE T Spi2Java HESLARED H sh Ak
0% 57k, JFEAE Spi2dava HE 4% LI F
SSH-TLP (SSH Transport Layer Protocol)
WA BT S . AR PO E  #
BRSPS )22 2 @t B AT S, 3¢
Bk [(84] 2 = Mk : OX TAEETM ,
AT . ITM) <TM) 5 QX T8
MEGEREC, FEHIEBET.(M) T BN
T(M) ; @ ¥ Param(M) i [al IEAf{E, N)i%
72 PR BE A B E S HCR AL . STk
(85] B — R I T8 = A H AR
AIEEVEUERA 7% . Rt —20 T S5 S0k
[84][85],

1E_ bk T7 ik, AR E B A B iT i
AN PR T A% O3 o RIS PN A2 B
P, A B aT R R EE 741, an sk
A A NP SORTER —& 7, & T Spi-
TS AT 7B TCVE A R IR AT SN I Do
AL, X R BRI OQF R HGITE
1 F FIC AN T FIA D RE b a4 it N T F
S QGBI R . FF 0T IX £
JRIFRAE, SCHRI811Y i Spi2Java HEZE, 2t
¥ Expi2lava* HEZL /3 M1 )71 . Expi2lava
HE B B8 A2 P B BT A U N T 81
1, AR TCER S 2 R R n S
SCHR [80] #& Hi ki 11y JavaSPI AEZE 4 #T 5
s X TTEA RN Spi-—vE AR A E Y
PhSEERIL, TR DL Java 1 NEBAIR
TS bRl 5 o BARKSLEI R B 7 B
TNe HZVEYH AT WOCHER[80] .

RS B 3 A2 57 V2 A8 B % XAk 18 SO0t
DU UGHAT RN, A8 THE B 3 AE Bl
AADIHEAT 22 A IE 54T o AURS EH B A 2 4
BRUE T R —FT A I, R T
ot HR e BB T A RO (AEJE C
THE NIRRT, S XEH . Java TE S &
RN FAT RN . RERR FEE
5 W SRS 52 B AT 5 3 AR Y 2 [R] A7 A
—EMZERE . W4/ NeEAZ 2R ? X
FEAE A R 1 )
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Java abstract model
Message m = new ldentifier("Secret message™);
Nonce n = new Nonce();
SharedKey s = new SharedKey(n);
SharedKeyCiphered<Message> mk =
new SharedKeyCiphered<Message>(m,s);

Java concrete implementation
Message m =new IdentifierSR("Secret message");
Nonce n = new NonceSR("8");
SharedKey s =new SharedKeySR(n, "DES", "64");
SharedKeyCiphered mk =
new SharedKeyCipheredSR(m, s, "DES",
"1234567801g=", "CBC",
"PKCS5Padding”, "SunJCE");

ProVerif model
new mi;
new n2;
let s4 = SharedKey(n2) in
let mk6 = SymEncrypt(s4, m1) in

& 7JavaSP| HEZE AL

3. 3 BT EENZREWIEN
AR SRS P AR AT 22 42 B8 iE

rHTLAE RS SRR (N, SO, PE A
PREEE) NFEARI 2 BAL, RTINS
H5HEZHABBEIT AN L. —KIEL
N, KRR T 5 R 2 RSO SR R IE
&R SENUE B EREE e (B, K
155 ESAE BRI | ¥ 2. UG AL (Message
Matching)). 2T #AE1E SRS s AR
PAT L EWUE BT, EAEHEREE TR
({54, Scryther. Scryther—proof. Tamarin.
Avispa %) SR A . R T4
e 2 MR IRAEE Ut TR, W5
T SRR AT 22 A2 38 UE 73 AT

(1) 3&F Scryther T H FI A5 Mo

PEAETE U0 P2 A B UE 53 BT

A L) 257 M S B il a2 B = GE (S 14T N
A, I IR R 0 2 RS AT %
2o SCHR [87 142 H T 1) 25 b5 i i 38 E 43 # T
H, FK N Scryther. Scryther iFiZZ{lT
C/lava i 5 iBiEgsi. wlu, Agist—NH
HWANZS5HPE S, H Scryther 1572
Al LA IR

Protocol(l,R) {

rolel { };

roleR { };

¥
He L, ROMERDMNISS5E, ()7 &
N BERRZ EEE. L s R A

No5¥%, ERXHNA. Scryther T H#AE
T B PR 22 A IR o i R R
(b Needham-Schroeder #+"* Jyfil, faiFk
NS #30) o

OFEAR I ERAEE SUETE

BNF ik ™

Setname: :=alt,| alt.|--+| alt, LT~
WSES, AURNHESHINGHR, “|”
Fonal.

QE MM FRTE -

RoleEventg: :=send ) [recv () ZilFRR
RoleEventg S, A1 send ()« recv(),
FORNEMWNSSERIE. BIUE B
OHAEE X

e=send, (R,R,,m)
<< AKN, F >> (inst,e) << U{< inst > (
(inst,[eKF
(F\{inst,[e]-s)}) U{(inst,s)} >>

[send]

UPEN

=recy,(R,R,, pt) (inst,[e]-s) e F
<< AKN, F >> (inst’,e) << AKN,
AKN | -m, Match(inst, pt,m,inst")
(F \{inst,[e]-s)}) u{(inst’,s)} >>

X AKN RN REMA AR, FRR
AT RIS, inst KoRsSLBIL, pt Kox
N

@NS WS HEAE IR RN
NS thilZz 5% | FI#AEE L RN,
NS (1) = {1, R, ni,sk(l), pk(l), pk(R)}
[sendl(l, R,{ni, I [}pk(R)), TS
recv2(R, I, {| ni,V |, R}pk(l)),
send3(1,R,{|V | pk(R)),
claim4(l, ni —synch)])
NS Wi Z 5% R FIEAEE LR,
NS (R) = ({I, R, nr,sk(R), pk(R), pk(1)},
[recvi(l, R,{W, I [}pk(R)), 8>
send 2(R, I ,{|W, nr [}pk(1)),
recv3(l, R, {| nr | pk(R)),
claim5(R, ni — synch),
ILRERMNZEH, ninr RRBEHLEL
VW BRI & .

®Scryther & & (GEBLT C/Java) (1) NS

PrSARES A&l 8 B

[recv] €

<6>
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1 protocol MS{IL R}
2 role I
3 £
<t const ni: Nonce;
5 war nr: NMonce;
(=1 send_1C(I, R, LI nitpk(R)};
7 recy_ 2(R,I, {ni,nr}ipk({I}};
8 send_3(ILR, {nripk{R}};
= claim_il(I, Secret, ni);
10 claim_i2(I,Secret,nrl;
11 chaim_i2(I,Nagrea);
12 claim_ (I, Misynch);
13
14 role Ry
15 war ni: Nonce
1e const nr: Nonce;
17 recy_1(LR,{Ini *pki{(R} J;
ie send__2(R, I, {ninr}pk(I} };
19 recv_ 3(L R, {nripk(R} };
20 claim_ri(R,Secret, ni};
21 claim_r2{R, Secret, nr);
22 claim_r3{R, Miagreeal};
2= claim_r4{R, Misyrnch};}
29 3
25

22 P8 NS i Scryther ifi & {4
@sScryther 151 NS PR ETHATL:
B 9 Fros.

Claim Status Comments Patterns

N§ I NSl Secret ni OK  Verified No attacks

NSi2  Secretnr OK  Verified No attacks

NSi3  Niagree OK  Verified Noattacks
NS4 Nisynch OK  Verified Noattacks
R NSt Secret ni Fail  Falsified Atleast | attack 1 attack

NS2 Secret nr Fail  Falsified At least | attack 1 attack

NS3 Niagree Fail ~ Falsified At least | attack 1 attack

NS4 Nisynch Fall  Falsified
K 9 NS BrsUARAL P AT 45
O 4R 10 Fros.

Bob in role |
1->Bob
R->Eve

Fresh ni#2

Var nr->nr#1

At least | attack 1 attack

Send_1 to Eve

nitial intruder knowledge> | {Bob,ni#2}pk(Eve)

Sk(Eve)
_ Run#l decrypt
Alice in role R Pk(Alice)
1->Bob
R->Alice ni#2
Fresh ni#1 AV
Var in->ni#2

{Bob,ni#2}pk(Alice

Send_2 to Bob
{ni#2,nr#13}pk(Bob)

< fakesender Eve __

Recv_2 from Eve
{ni#2,nr#1}pk(Bob)

-
=== #:
— {nr#13}pk(Eve)

%ﬁ

v encrypt
Recv_3 from Bob

{nr#}pk(Alice)

K 10NS B A M &5

RS B SCAADAT 1R 53 B 45 S mT
Needham-Schroeder Bpis ey A AT
BB B, TIEHE v 5 on, I E .
BAR i #2225 Sk [89] . Scryther T H
I3 AT T V0 (P ATS RR F  JE AE  BE A
()22 A BT, BT H Bl o A B 05 B BOE A 1)
T N4 . AR Z AR AT RE S BURRS P AL
B BB (B, FPD Kk, B
PR B U SRR 1 U2 ISRk (9]

(2) T Tamarin T =2 AWML

Tamarin 273 i1 Z W P iSRRG PAT &2 4
RS CTH, W] B 3hoe S i P AT
LA Tamarin 764 255 W 22 4
56 E 73 BT B 2% 8 2 i i 1) HAT A AT 1
W, HEIANF LS. Tamarin T H M7
SCRE 2 R B P UL 22 BRS04, 5,
Diffie-Hellman 4", TLS il " LA KB
LRSS 5 . Tamarin T ELOBRIE
T SCE D B DAY 22 2 B0 7y A i AR a0 R
(L)L Diffie-Hellman 283 i W31, A
FR DH #r0

(DTamarin &2

— M AP H begin £ end Skt
JE . begin /R WML HITFAS, end R WL
45
security_protocol_theory:="theory'ident’begin’
body'end’,
body:=(signature_spec|rulelaxiom
|lemmalformal_comment)+.
H TRl R ], Tamarin iEVEAFEVEANE 51,
% 2% Tamarin T} L.

@Tamarin ¥ DH #H¥E XHTE .
DH Wil %ML, &2t 5
TESHONHL, i AE S TS AR % e d
Bia%. | Tamarin iBVLATS0, DH PG
IIE XTR N
Input
builtins : diffie—hellman

. . <9>
functions: mac/2, g/0, shk /0 [private]

rulesetpl

[Frtid : fresh), Fr(x: fresh)]-[1 >
[Out(< g*,mac(shk,< g*,a: pub, B pub >)), <10>
stepl(tid : fresh, A: pub, B pub, x: fresh)]
rulestep2

[stepl(tid, A, B, x : fresh),
In(<Y,mac<Y,B,A>)>)]<lL>
—[Accept(tid,Y*)] > []
ruleRevealKey

[1-[Reveal )] — [Out(shk)] <12>
properties

Vi j tid key.Accept(tid,key) @i&k(key) @j

13>
= Jl.Reavel @I&I<i

1.TamarinManual,http://tamarin-prover.github.io/manual
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5= 3Scryther TEEM
Scyther Scyther-proof ~ Tamarin
Mainreferen CCS'08, CSF 2010 CSF 2012
ce CAV'08 CAV 2013,
S&P 2014
Exampleappl ~ Compromising ISO/IEC Naxos, UM,
ications adversaries, 9798 SignedDiffie-
protocolsecurit Hellman,

yhierarchies, groupprotocols

IKE, ISO/IEC

9798, ISO/IEC APls/protocols
11770 withglobalstate
(keyestablishm , ARPKI

ent)

output

Accept _ Secret (all —traces) .
verified (9 steps)

@ HAEAY Tamarin iE = ) DH PS5
W& 11 s

Proof scripts
Lemma Accept_Secret__Counter:
all-traces

NG i tid key.
((Accept(tid.key)cafiid A (K(
kew)ceot#iyy —= (L »
simplilfy
solve(Stepl (tid. A B.—x) O, #i)
case Stepl
solve(! KU(mac(shk.<Y.$B.$ A=)
vk 2y
case cmac
solve( ' KU (shk)@o#vik . S)
case Reveal Key
solve(splitEqgs( & »
case split_casc_1

—x )@@k . 5)

SOLVED/trace found

qed

11 DH #¥ Tamarin i& = Z845-{CH5
@7 HAEAY Tamarin 15 3 ¥ DH P& 41847
gE Rl 12 Fiowo

Out(shk)

) ,

I B

?vk/cr;wac/lKU emac(sk <g $B$A
ot

Fr(-tid) | Fr(-x)
#urstepd]]
Out(<g"~x,mac(shk <g~x $A $B>)> ‘ Stepl(—tid,$A‘$B,—x)‘

A
Step1(-1d $A98.-1) ‘ Inf<g mac(stk < BSA>))
#i:Step2[Accept(~tid g*~X)]

& 12 DH 3 Tamarin #1547 45 5

PN B B WA RS AT ) 45 R A,
Diffie-Hellman ¥ oyl ) A deiti o
BE LS, TiEfE g5 ¢ FEet.
BAR AR S % SR [89] [90] .

BT e EAEE SCT % S AR
W HAT ZAIUE T, TS CER9] .
YEVE U T H A e 3 B .

T — T H %5 0 W AR AT 2 4
BGAIE 40 B 7T DA H 20 56 0E B AIE B Pl 22 4 @ i
ST RO . W B P A B o A TR
A . Scyther—proof™ . AVANTSSAR"" 4%,
TR mE R, AN —— 22 5 i A o3 A
TR, RIS AN B B SR o
EEAETE U B RS P 22 A B0 UE 43 BT 2 DA%
T R B AR AR (1) 2 A oA, A T H Ay
WS HERZ HIBERAT N 4. IR
X SGEAT B B 22 A AT, (R TGEE
PRAEPM 22 4 SR P R RT SEPE o A el ORAE 35
B W0 AL P 1 S22 A B AR S BR i AT 22 42 2
ARt — BT
3. 4 BB REWIES

R4 BTl i B P SR A R A 5 A
AR AL (B TE RS A G R, P2
(A M B — S RE R . KL T
IR BT 5 S R AR 2R FE 5 Tl
HAFRNATT o R BT 7 VR RS Ak
IR FE TR R R B R B
WOARADIAT 2 4 3000 4 HT 8F 78 LA —
52 S
3.4 UAEAAS I T B o b

i AR WU R A A 7R i 1P 22 4 T I 4y
Ml B ik, & T 260 RS T 1
TAIUE ST o BT 502 DR AR 2 25 1
A IR 73 BT R OCHEE . E 73 BT B T X
%4, A FDR (Failures Divergence
Refinement) ™ . PAT (Process Analysis
Toolkit) "2k AL AR T 3R 43 #r 45 6 P
CSP" ™ R 5 4P

FDR B8 T K & L) CSP i
FEIEPE 2 A B0 UE /M. SCHR[101] 42 H fift vk
IR RGN S v n S, B,
RGN N HIX 5. (H2 FDR IR RAR
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ARSI B R, XY CSP
AR R VR IEA AR AR . N s FDR
IR %, FDR2 %f FDR #H47 ekt : D&
RIANFEES ; QU2 BRIP4 @
/> CSP U, 2k X 5 R 5 R
B4, @FEERNEFRIE; ©5 N “Zp
X7 M @ ENBRSENERE. 5
&b, FDR2 B A IIE Casper ™™ T HF1 SvA™™
THE %27 EE /] T FDR2 A RE
FRAE e 2 A YGENLE], FDR3 %} FDR2
PEE Rt ORERGRIERE T @k
BEE 5 R . Sdkf FDR3 RIS K X 4%
W T CSP HERRFI L= N AE AT RS 1k 20
M, ARG CSP HERRABR, (H
J& FDR3 JoiA R URtRAS 23 [ X ) L 1) 22 4
JEMEATI, TEANZHCER104] .

PAT #5ib T HZHET A O] &
PEE AP I —Fh 22 A 0E A AT
X434 5 v R A E RS AN [ A
NP o (B TCTRAR YRR 28 2 45 55 N PP ) 22
IR T . AMFPIX— A B, SCHER [105]
P2 HBE RS W 5 9 40 S I A T i 2 4
IYNT 7 IR AT T A8 PAT A AR &
LT AN [ RS P AR RS PRAT 22 A 5
WEZ AT, TE4HZS % SCER[105] .

Ktk TESE0 M CSP b & 1t 2 4= 1)
W XF AR A R G %
I R BATES B H, Al % Wl i)
CSP HEFEIREAT % 2B HT o (HAESEPRAAS
TEHATH, TCIEAR AR IR 25 [ Bl 22 4
JE PR AIE 7] CRPPERE 3RS 2% B] A 56 5
— BT R WA . TR F CSP
S LR, SEEBAN CSP # R
THEARH—DHT.

3. 4. 2 RIS A B

& K A0 43 A A2 B8 0E AR e 22 T A7
TEMRE KRR . WRREF C 57 C' 718
bk R, WFERF C 5 C 27w R
s OF AR =R AT 2 R P AT N
T QOTEREFARRSHATES, L P AT DAk
FEARET B it UL, BUNRTFAS
P2 TR T HIAT A

& 7 R A0 10 25 05 B AR S0 AT 22 A 5

EA T A A7 : OFET dniEae g 0 e
FPESRIE ; @B TR 5 EIERE L ER PR
E o T 2B A RS AL I B D D AR B0 AIE 73
Br, SCHR[106]42EH PILS (Parametric Inter
Language Simulations) 24 4 1228 k51 22 4
ISR HT 51, R pilser 4ik s k5L 04T .
SCHR[107]H2 H 2 TR 2 2 i B RS
P ACRE AT 22 A B0 IE 73 A CRE R PR
MR C++/Java i 595 ). % TIEIEIR)Z
BT — Sk R e S (DSL), FF4R
T 2 7 VR B RS B g R A R A b . E
TRMWEERRE, 3—0 T EeT 2% LR
SCHR -

T AR A P SRS AT i R
YT 224, SCHR[108]HEZ ALY B sk AT 432K
HHAT & HIEARD, EACRE AT I [R]Z A0 K
AT FE . SCHR[109] 47 H 3L T 74 52 L
KA b 50, IR 7 I 7 AT 65 T
WRERARED, FEu e i AT IR DRI & 4 5
TSI HT o MIRAFAEBORE AR I 73 vl Jn, 2%
TS BARAT AT BEE 255 THI R
CRRSACHTRR T 4T84, T2 LAk TiE 0
Rk, AR P BRI BAT (1 22 A s e
i S HS FAFIE 24,

BT 5% R 0 19 P SR AR RS $0AT
GAIGUEAHT, SCHRLT10]48 AR N i 5
IGAE 798 X R VERAE B R R IE S RS
(s & 4k, Billn, fExt RFERREE
AT XSRS, AR SMT o nl ik Bk
R G E RGP A AT SE . SCER[111]
Fe th MUK IZ D RG22 A IR BT 1%,
Wk 4 s EF A riE v F RN RAE
=4 MEKERSHIBWL

Level name features

LO securityproperties global,protocol-independent
L1 guardprotocols roles,localstore,nomessages
L2 channelprotocols securitychannels,intruder
L3 cryptoprotocols crypto,Dolev-Yaointruder

N AR BB NN R G SR A 85
I, BEORERMRBUAAT HAR R . 7EDY
BB R TR BARSE R, LR
PR BGE R R Lo iS5 R
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I Loy Lse BT RIEARR, R4 RIEIEN
PERIZ D RS B RS Ph il 22 e IR T, A Y
I H A 2% 50wk (1101 [112] .

T2 7 901 A PR B 30 o = ) SRS R R,
T A AT I A H — AN EE A FL 50 3
T2 7 K A L FH - 35 A P 8022 4 0 IE 49 BT 2
BUAS 22 R, (ER A (R 45 50 (0 il Rt
B, 5347 3 2 58 W 2% [ S R AR D 9
PATIS 22 A I0UE AT, FRTIE S X%
TP AR PAT BRI MR o 3 2 ) RAEAR RS 2
) B AL 2 A 56 IE 4 AT A 9 o AR A5
%,
3. 4. 315 Bk A #r

T2 7 1847 5 B AR — P ARS
PATHIE . B BARAD AT B A5 B
FHIE (140, eRECH R, 54 H k(e
R WA R AR P AAE S B RHIE 5
PT RS U 2 4, BIGIE B RS B sAR A 4A
TR A B, SRR MRE. Sk
[113] Fe#i e th— P A AE B th iz 4
IS UE A, B S JAiAS (Readers Wrriters
Flow Model) . 5% RWFM R 7E 2555 Bl
RASHAT 1 22 IR/ B 7 TH B A L, (H
REEFRVLLL T A7 OREREH T
VAR B 04 @BE IR Pl &2 4
JE T T SE T s GRE A A I 25 A B O )
TR SR o AT B R R P
RAGIAT 24, SCHR[114] 42 H 763815 B
IR RS & B0 UE AT o X P AT 515y
AL 1 P UURE PP AR BT I 72 AR A
B, A SR EURE s B O 25 0 S5
fiE o NHE S BRSPS 22 A58 AIE AT
ITER, SCERI115]42H C & & B AL S
W E R BE SR v B g (E 7 R
T B RS RAT (1) 22 A BAIE 0 AT o 3K Ff 5325
fif R AN i) b A X X 3 A5 1 25 A T
GAIRIF T .

HE A T 5 R B AR S AT %2 A SR IE 7
9 AMURT DLBGIE 23 B 2605 B il 1) %2 4 R
P, BT DLW D B SEBR T IRAT A %
Ao IR A N A R — B A
RIS L 25 R B0 3L 22 4 3 A 72 B S B
PUAT LA PR  BERISEEL, RS B 304

LA VB R RN CSEBL SR vl
FEM 22450, ABAEAE NSO 224 5
PRIiAT 22 42 2 18] ) Z2 B0 e idt— 2D
7T (PEARIBIA ILER 4 5D,

4 BESRKMRGE

AR 254 11 5 R P A8 22 4 36 UE 43 A A2 P
WA T — A8 7 ] o IR PR I 22 A2 0
UE S T 7 AR R 1A% Gt 1 35 R W 22 4 5
WM 0%, DABE RS B SR AR RS B SEBRA R A
PAT AT G, A B PSS $AT 1
ZAPE. WIS SRR : OS5
RIPEEL: DIAAREIZ AT I EREE 5 AR v R
HNAE AT, TR M At . A
ST SRR IR AS 23 (R NE 1), A S 2 s
FEFF BARSAT 40T, fln C 15 5 rIFaEt i
5, WA @RS E AR SR
EE (i, Spi, XML ) Xt2srd b
ITIVEZRR, B AR 8 5 E sl Ak
BARRS, BT BRI e A P2
AJ DLk G R SO T A AR TR, A
JERATTE AR (B, C B E MgniEas),
2 SR B 55 AR AT 2 18]
PAEZERE; OFMEE Uoh: FIFRA %E
B RIREFES (B, F#IES . Scyther
K C/lava BT %) MV PR, Al
VETE U AT B0 WS i 22 a1 o X FR T
2R ARES, B9 RINEEHIAT
MRS, AR TEMTI R E %4,
OFEFHEN T T ZRD B R ARG 2
E R R R, BT IRAS 2=, 4
MTaE T L 22 A o IR 7V HIARE A AR
R FFARBS AT AT R, DD AN B ARG
TUAFUEREE, 5 WAIE WM 22 4 P I 18] F
B o e IS SR AR A DAFE S AR FE (RN
Bribz Ab, ARYE LN, LR E D
P2 ARG UE S b, H AT — L R
O R BT IR A BRI S W
%, FHARIOLH], EATZMAFERR, 1
LA HLI AL Eis

AR 2 1) 5 R P A8 22 4 B IE 43 B AR R
W 9¢ TAE

(1) 5% AR RS IE AR (il
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FEFAEL, FEFRAESE) X2 i ARG
1T G AR SY MT o 38R B 25 A B U
FE RBA S BARBIR b B A A) S 1) — 8
PERIERAYE, R b 2 A P BARRGPAT 22 42
Wk, AR—2HI.

(2) T Dolev—Yao B8R 15 (1) % 15 1
WARED E sh1b 22 & RAE AT« XS H
e By fc ) e i T HOR S, an A5 A s 2y
H s 56E ProVerift T H. (1HEBIRIIGUE (5%
SEFRIERA) CryptoVerif T B #/F1E LIRAF
Scryther T H%, Hudksl I & o THK 5>
T ARSI B R s 22 4, ATh o Bl 22 4
BRI F s 2 —

(3) R &IiBES (Bl W,
C/C++, Java, F#EE) JyBLAniliAe) a5t A sl HE 42
(fltn, F7, CoSP, Spi2Java %) 2
W AR T 775 P2 R A ) el HE 4
XA SRS AT AT 2 Bk b, A
et —2BIRN o AKX 7 18 )R 9 1) T
FAZH A WS AL 43 B s i 22 42

Hx, ETESEMEE (Bl CiEs
FREHHR, WAEMEE, Znh X AR BRI
&) AR B RS BN 2 A R A A — A
HIF 720

(4) 32N FE RIS PAT &
IR AECHZ A, 5 EEHIR
(lan, #ERE. AR T NANEEI%) AN
SR 25 A P S AT 2 A B8 S AT (A5 0%
W, HASEBRE ST M) .

(5) THE A FER L A 1% S
WZEBE S —, BMathriEd
HRRAR T HEIEY (MR 5 HaR
(AR HERD) , 4] 1 F BLAT B A T S H i
ATt SRR o3 A7 AR 2 1) 5 AL Pp s 42 A B
WE AT EAR AR I TE 2 —

(6) HIMVOIERPATRE %4, e
oy A2 2= 18] (Ban, KB, =it &%)
5B HR T w4, H R AR
(AR 20 1 2 B B 130 22 4 43 AT o AR SR 9T
I3 A R B 22 A a3
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Currently, the security verification analysis of cryptographic protocols is one of the most important a part of
the secure information in network. Traditional analysis methods with respect to security cryptographic protocols
can only verify the security of the cryptographic protocols theoretically, but it can’t guarantee the implementation
of cryptographic protocols on real code to be safe. Therefore, it is worth focusing on the study of security
verification analysis of cryptographic protocols on real code. This paper summarizes the research status of security
verification analysis of cryptographic protocols. Meanwhile we compare, analyze, summarize and comment the
latest achievements in the research of security verification analysis of cryptographic protocols on real code .We
prospect the study direction of security verification analysis of cryptographic protocols implemented on real code.



