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A Review of the Research of Website Fingerprinting Identification and Defense
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Abstract With the popularity of the Internet, more and more people browse websites to obtain news, social
entertainment or engage in business activities. The user's browsing interest often exposes personal privacy. To
protect their browsing privacy, people begin to visit websites through a network integrated with
privacy-enhancing technologies. Under this background, the research of website fingerprinting is proposed and
studied widely. It includes two perspectives, namely website fingerprinting identification and defense. Website
fingerprinting identification is a kind of traffic analysis technique. It enables a local adversary to identify a target
user’s browsing websites without decrypting packets or modifying the traffic. In a general process of
identification, the adversary first collects the traffic of the target user, then extracts a set of alternative traffic
features, such as packet lengths, packet directions, packet statistics, and so on. The selected features together
with the labels (i.e., true websites) are input into a given mathematical model to learn the optimal parameters
automatically. After training, the model can
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predict the labels of the unknown traffic with high accuracy by similarly extracting its features like the training
phase. To date, researchers have proposed a large number of identification methods by combining different models
with various kinds of features. To lessen the threat of website fingerprinting identification, researchers try to
obfuscate the key traffic features in various ways, including packet padding, link padding, traffic splitting, and so
on. The kind of research is called website fingerprinting defense in the literature. Obviously, the defense methods
will introduce extra bandwidth or time overhead to a different degree, even requiring modifying the code of the
explorer or web server. These great limit their application in reality. Nevertheless, these defense methods enrich
the variety of privacy-enhancing technologies. Moreover, some of them are the candidates to be integrated into
Tor. However, none of them can prevent all kinds of website fingerprinting identifications. In all, existing research
fruits of website fingerprinting identification and defense show that it is no longer safe to protect the privacy of
users visiting the website through privacy-enhancing technologies. Therefore, this research has aroused
widespread concern in both academia and industry. To this end, we take systematic website fingerprinting research
as the goal and guidance, focusing on its latest achievements. First, it outlines the basic concepts, identification
hypotheses, threat models, defense models, and research significance of website fingerprinting, then elaborates the
evaluation indicators, classification methods, and main research achievements of website fingerprinting
identification and defense in two sections. On this basis, we discuss the related research on website fingerprinting
identification and defense into two aspects: main research and auxiliary research, focusing on the former.
Specifically, in terms of website fingerprinting identification, the main research, namely, the identification method,
is expounded in three categories: similarity discrimination method, traditional machine learning method, and deep
learning method, and then further subdivided into specific mathematical models for discussion and analysis.
Regarding the auxiliary research, we summarize six related research of website fingerprinting identification
except for identification method, such as, how to improve the identification accuracy in scenarios where
identification assumptions are weakened,how to solve the "base rate fallacy" problem, and so on. In terms of
website fingerprinting defense, its main research, namely defense methods, is divided into network-layer defense,
application-layer defense, and composite-layer defense, then classified according to the specific defense modes
used by various defense methods, and a comparative review is done. Regarding the auxiliary research, we
introduce four related research of website fingerprinting defense, e.g.,security and bandwidth analysis, feature
information leakage analysis, and so forth. Finally, we put forward the three significant challenges faced by
website fingerprinting research and explore some future research trends.

Key words cyberspace security; website fingerprinting; traffic analysis; privacy protection; application security

?, 1= H, Google fHTA 7 i AR 5542 0 2 ) e Aol i 1)
=

T 95%%, HAl, XANELBIESE LT, Google [k
T g 0 925 B B3R =
MATH B AR A S AT A RGHR 73 - B 2020

46 H, SERAH 48 LRI, TN K% A 62%, Tor
o [ X FA B 13.19 2.0, FAHH, ARt Fon e 4 e :@J R
( NV

747 FD ) 4% L2000 B IX T A0 S A T RS 1
ORGP B ) % 2 e RS M, 30 Hiop ¢ ssh @
W) 28 2z 4 ) B35 5 Wy JXUI: (Eavesdropping) . 20K y i

JRK: (Tampering) f1 5 78 XU%: (Masquerading) 5 . 53 Ut

JRUR: & Fi 5 =75 AT AR IR IR S N2 B EUR
Ko & i R =07 AT MBSO B GBS A B e R

B 1 RS RL I SR A
Ab, DR GIESRE Y 1A% M 4% . I EARE A TE

SEFREE =5 T DA E @ E X G TiEE. AT
A EIR A NBEFL, & FhBR ALY 558 5 K (Privacy
Enhancing Technologies, PETs) iz 4, il 1 i
TNo

W), HOBK M R 55 32 £ B (Internet Service
Provider, ISP)ilid 3 ¥ TLS/SSL hnasi&s:, A
AT RS T ORY, RORFRAC T Bk = Fh e 4 X
K. HR¥E Google 3% W BE 4, #1l 2020 429 H 20

®https:/izh.wikipedia.org/wiki/ Bk /]

FOREE— RV FAIG B AR . B4 2 R AEA S
W%z EREERE MY, HAATTREL. AT H
VUM TINS5t . B A 32 B FH B B 44 D 2% 72
Tor(The Onion Router)™, g4 %ic#fs LA g Ko dh s 78
Cell JLHEN, FFLr&MH TimENE . 2 Eh4kR
S ESEREAR . IEARBENZ TR P52 8%
AR AR N, RN A R, AT TS
F P 5 28 Rk 2% 2 (B A A3 AN AT SGHK . 8 LI in 25 4K

@https://transparencyreport.google.com/https/overview



ARPERESE: RSO 5 BT Fi SR 3

FEA SSH ALHE, Shadowsocks fCEEZE , B¥iE+5 A SL
B —FhBEE . B b RN 2% i
TEPP AT, ST AN HEZE 1 19 4% 1) 8 15 Bl 1)
AR —Fih 22 4B TE RS . VPN U B % 38 4 A
IR R . IR =Fh PETs 2 [a) BARA LeF R &
B, [HEH MM E SANE

F AR ALY SR R AR E R RN . HA Bk ek % Bk
AREE . Hinr [ 5 K FE IR TR & T BOW O R = 1
M2tk SR, IS e 8 7e &, B/
HEAEAEH PETs HUMIZEIAEE T, P A0 b e
AATH AR BA MR (R G . IR st SO 50 A 45 R 591 A
B AT AN 5 THT o X3 8 S0 531 — Fl A 5 40 W I8
o B P T 0 e R 2 5 P X i i SRR AE o)
FH P TR0 B B AL AT HE WU S5 1500 o XS i SURRAE f]
PRI FR AL, A T s A A8 7. i 1A
R/ INESE RS B = AR ) — R PRI . BAAF= A4
BTV AT DI B, AT DU TR . B A
bW S I = M= 2L (A (1 O ST /- e 1 ey 1
B AL D A0 — w2 I BE AR H T 15 B
RUSAE . PSR SUB AR A TS B . WS S0R
9l 5 3 A K AR, T L S A R A B R
Ailo VR R B AR H SR TR T DO R 1
B HH R, Bon s A HR e A H R 3 0 A B
A . St B R 0 SRR AN REXT IR R AT
fiRas . B, EFFoE ER.

5k 8 SCR BIARRE L, BN R E R
T — R 5 0 b8 S B AR UL HT IR A 6 o
WR] 3t i 40 97 0 3 o — s F BV I R B B AT 1
M. BRI ERYE, MR B X E B RIS Y
fiE, RIS A B 5 58 R RE (AR o [E A3 4R
HR, /bR SR BN 8 2 G
AR T PETs. totn, BUREFEALLEIAR. I
ITIRIKERFAR UL R AE Tor WM 3% | 58 B Sz 1t 4 2
) WTF-PAD [jj 4l 45 52 b b 089 B 1 5 2= 20 10
PETs.

KTFMEIRAUMHARFREOERET —+%
B, M4KEUE T — RIVMERKEMF TSR ST
IR 35t 418 S0 A T P B RA (R 47 A R 4% 23 i) 22 4
B E B X, RS M s TR SO S AR B
FRRA R RIS RS EZE. R, H ez
IR 53R SCHRIB LD I o FETAZINR, AR
it H SO 5 R A 4% HE S A RIE 8 R 5 BRI I
A RHEAT T BN RGN AT T . 1 FARTF 5L )5
T, AS ST VRO I St H8 SR 531 7 v R 1 480 7 v A
FOR ARG FL AR s b AT o S B, T Rk P
2 HISERIIKES . XTI PR SOR A ik, ASCE %
PR 73 28 28 J) 591 W 5 1 1A 7 5027 i B L 23 S A
B FN R AR GHLAS S ) i R e 2 2] 7 =
Flro #b—20, BITRN M &2 7, Ak
I I B FH (B0 BN RN T ik dl 4y . AL

o, XTSRSk, AR SCE SR D
ARE IR IRAR, AN HE. Mz
ME G ZBE e FETRN 737 DA SR i 2 1 2 i
b ASORYERTAE 7 2R B A AN E], Xt
HE T2, UMET AT . 7250 B
T, ASCHEJR R 1 M SR U e 48 Se 56
FIRAN R R ER, SRERRENSRT
SN, AT A R N R L I A T, RS T
P WAt AR SRR R Rt PR SR AR R A . A,
VRSB IR 12 AN 58 SR PP L 20 A
REAE PR S5 Tt 5 2R G R I VAl 77555 il AL
e, ARSCEGE T Wi fE SU0t 78 g 1 = KBk,
FEXFARARWEFCHEAT TR, PR T A TTREMIA JE
@,

ARICHRERI T 5 2 TR T R uhife s
WETERI A S . IR B B
ABE TR o AESLEEAN b, ASCRIALEE 3. 4 i)
R s i SO RT3 A0 (¥ ) P AT T i R AT R 4
RS RJE, AR 5 WliT T a4s
JEE, FEE T T 2 HT b4 SO FTI I ) 1A A
PRk, FREH T R SURRAT FL T A ) L B
ATHTHE o

2 MubHRSUA A

W 3t i SO 72 32 BRI AN ) e — = an ] )
FAFRSURFAE R A H P U5 i (A X i, RT3 50 )
TR BRI SURFE, AR U SR Ak, BT A 1)
. AENHE, XS R SURE TR I 3 i S A
T . A TETROR, FHfEs A—L
FEARNE A TR L, 20 S5 XSt g SO BT 78 A0 BT
TEIRIE 5 1 e AR SCHEAT 1 RS o BRI 3 48 SR
A, AZEH 1. 2 0B R B SRR AR
S5 ) g I A SCHT T RIR . 0T S FR S A
WHIE, ARFEH 3 EH LA T WS FRS A
5, B A 7R R N A R EHIE G 2R AN AT R X
AT T4

IR i i SCRIF 00 B B — Be AR ME R, 0 AT
. FATAL. =K (Burst). 5 (Trace). SZ4(Instance).
& 4 (Fingerprint) 1 # (Template) . JC % 95
(Metadata). #F(Adversary)%:. AT () f24
MNP v B IR 25 A AR AL, AT CGRD B
KRR Se—W =71 CEATECRT) BRESAT 5.
T8 S 48 — U LU i) 34 18] 7= A 1) — 4 0% R 1 HOa
BT F . BE G —MF i (R BN 7 B K o
KRR WHRALN GUR o — A0, 0BT
PR — KRR — A SRS SRS, &
J2 ¥ MIZE Hh 2 B R) B SR ) — R BUARFAE T B 1)
— AN B . ARARR T A R 8 SURF T —



4 THEMLFR

[HRMETCRCHE |, oW, HZ%4r25%8

FRRRAM |, SS. LL_JACH 5 %3

e | HATEARARE |, SK%4yae
i il Hodeas |, Lok

HEmxRY |, Bk

S |,z sk

AU &0, LLNB. H. NG+, G_SCS. G MA% 43333

P4 38 BOR A J7 2% %

SCHREFENL {0, P. DLSVM. 0SAD. HY, CUMUL. AISZ%4y23%
{BOE4BESEEE—{m, DTW. WPF. KNN. FLEZ%%|

g ||

BENLARA 1, KFP. ZM. XW. SL% %2558

[Ram/Rarsemi® |, vZ. PHMEG /%38

[mbamLa |t YKE%%

B B 405 0, SDAE. AWF SDAE% 423

- B T5 ik

BRMZIEG {0, AWF_CNN. var—CNN, DF. Tik-Tok. 2ch-TCN, DBF%4y2%3%]

S ARG 0, AWF_LSTMZF 5y K3 |

A ETFRCEIR A RN, BUEAED I, WISCHUS. ALPaCA. HTTPOSZ it Jiik]

| BRER® | ETHTPEREN GEREE. WREF) ||, LLaVA. RPE; %
E SR/ Vx| } { fm, TrafficSl iver—App?}F)‘j?ﬂ?‘j?[;‘

‘E‘Fﬁigﬁ%’” {ﬁﬂ], Splitting. HyWF. TrafficSliver-NET%*ifFfimﬁﬁil

HETF AR 0, Camouflage. Gluepitjiik]

H BT AL 0, Morphing By

: H = {1, Padding. PMPZEif7y %]
PRI || (oo (BT @S| (@, Padding. PSBI %k

H BT ERRIZE | fn, PDP. AP. WTF-PAD. DFD. Front iy %]

*?SBuFLO%{ﬁII, BuFLO. CS-BuFLO. Tamaraw. DynaFlow%l‘ﬁ'{E‘ﬁii‘

[#£Fscs ||, Supersequence. GloveZBifiFiik

[HHubEA |, Mockingbird. BANP. Dolos%iifiJyi%|

AR e T, ST W, VTR

P 2 [t 4R SR S BT i A k4

BB, FoRFE A TR — B, X T
WA BT ) AN [ R U i 7 A FE 8 AR - A O[] — AR A
Bro MBBAE € IR RIS . e
7 P 4R SUUE R NI O B, RIS, FE]
SR SO T, BRI MR S0R A

Wit 415 SOR AR A2 — AT M 70 S 17
or 2RI AR R DU, S N BRI 2% U5 7]
PAERBESEE T 2 I R FE SUR 5 3 S
R 3 s, s R AR R
U IRk R 55 A S TR SR . TP R
] o0 7 1 JEE DA s o K 20 B0t 15 SR A 2
FF, BB E R o AR50 R — AN ey 30
1O 2 DRI ¥ 8 [V L L e P G AE T Y]
BT B R P AL i EE B ESZ , AT
FREM BT, SRR . AR SERR
IR 235, e i B8 A N P2 T IX
o A% GE I WA 2 48 SORE FE I A 75 20 B ar 24T 8
W, ORI I 2% K R I TRV R B RN
] 5545 B HUHR SURFIE I 28 37 55 1] DA B 44 Y
2. InEAHEEFE VPN KRR —F, HEFER
SRS FINE G . MUUIRSS 4% AT LU @M ul, 1
A RER AR Web 55, Lban, 24401 Tor AR

g% . — i, bR s AR = AP ER . 1k,
P AR P AR L8 N 2 e R, TR
EEE R TR R IR E R R, B
A PR B R B X — 5 A A AT I 4,
BRI NENSH, NSRRI e, 7
T OGRS g N DR R R O, JF
AN ZRAS B AR, ] Wi 2408 T e 1) R D 2
BRI IR HARM T ISR, T4 5%
b, R RN .

LAN AHISP
’/m’_"'h\'r\ 3y |
& e ms
ww=uﬁ
M a

LANE# 7 R
Pl 3 A sl 15 SV I 98— 37 SR A Y

T BT N2 R 22T SRR
= DO D HEDRNIP L NI ARV S Z LIS Nt -2
i, ESE BRI 28 581 I Ji W st g SR T BIT 7 O A
FERE . N, Wk TR SORBIMT U 2 LT
&M, BRAMERBL. i4h, bR SORAT T —

P



ARPERESE: RSO 5 BT Fi SR 5

A B o) R e AL E . ST T B RRRA
WERE AR R VSR W, R A RE RS AR B 52
B e, M fs sOR MR A B . B
JSE RS B T TR ) AL E SR EE. &
BHMEE 1. 2 TR R IR AN B A A R T
T 5 Pk Fi SR S A S 7 R B A o ks 8 8B
BHAR . B IE X IR AL i ARV « AT
AL Ak S P, 1k B FR B0 56 i & (130 70
B XA e JIRFE I FAR . R 8 ST
FT L RE, Wk 880715 R B TS A BAR
B, HIEFERRE. WG HE S0 1 5 v B SEBRER 2
TREMZEENSHEIMER K. XESHEAR
(P 25 BiAAREES AR (k) AR 5544
5o BT EAREE T R AL D7 12 7 v AN 877 100 il 55 2 R
o X 2 B IR B A e R P v B AR
Uity S o T SR 149 97 A e it — 5 DR 3 il 55 8 B
Bt AR 55 a e . DAL, nSRANAE 2% P i Bl iR 45 2
— BB, 58 S EE— D7 R EE R B
BIAELRY, T2 R A
2.1 RBIERR

IR 3k F8 SR ) B 9 38 T AR — 8 AT SRR
W IR SR — 7 AR T 50N 0 AN R (1)
PN ERAT X HRSELS, 55— 5 T A R T4 B 5T 1)
B XTI B AR B AT [X 7 SRR AR R 42 48 AT R
142 L.
2.1.1 stk

ST RFEB NG T I — A, el I 3
TREU S R R A R R I R2 e, B 9T N 5 A e
T PR3 AR BETT R 3 18 S0 VPl AN S IE , B
o AT A RN T SRR

EE A TR, PRI LG [l 45 e i
PRI T o 3X —H 5 W T AR AR o a4 4R, R
HBEHR I H AR TTEE A . 55 SEBR AT U5 1) 0 T4
B, MU R /Ny BT B A
Yy s ARV ERAR, — AR T8 0 W R s 8 ¢
WAL AT IR AT 2, DAY AN
WRSE RSO L RIPERE . BEAh, RZBOCERIEAY
BT VERS, — MR A AR k. BAR, H
Pt B B 3 5 T B Xk HR SO A A — R & 4 2K
)@, FEFFBCH PR R, P AT B ] 3R
HUREMREERMTL, e LU A S8 r L
N TR o Z M AR G — RO R I 4 . T HL,
el E iR ENM TR EE RN Z . B8, I
JRCH: 54 S B0 b s DA AR 8 o o T S B 1
o FERUHE S 50T BIPERE VAL A2 20 BT s R S0
BT A AT ED FIRAT . LETF I SR %
SN, MR SCRNIE T AT DUE R 2 2R 0,
A DL B 22 53 2K )
2.1.2 M L5

R (1) R sy i SCRIE R A XS 199 T A 1 7 b

st —&H P Ui W DU R 1 0T AR,
KRN BRI . S [F]— X A AS [ F i
ZIEH TR — MR 2B 5 LR LA W%
(1o IR 2 52 30 W TR hA T sl 22 A AL I A
R 3t R B 22 P R 2R s . B, P i
WU A A T Re S AR 200, S EUMEM
WA A H A, SR, 1E R /NO—B
BRI, X — (B AR . BRI
) R R AR I P i J A R . T2, TERRE
I SEIGBERE R, A] e H B 20 9 o FH AR
W, AHAN B AT B S 0. iz L i,
AR TERIMIR 2 .
2.1.3 FH AT AR

TEF FAT BB T, 3 B P
ITRATIE o — R FAREV A . AP HREIE M
TUHHT VA, BRI R BEFTIF— M. & 2R
il e REF AT — AN TTRNE,  [AIBR AR A2 1
IR El 3 25 5 — AT e e in#Us, BT A
WO T . BAR, F P AT BB, A
RBEREE W BV RAIXRE, &ERm
W) A AR O e . SERR b, EMBE TR ST A
rf, AT AR T 5T 1) LA ) g — 0 B A R
FFPAT B %
2.1.4 1R R %K

K43 A 35 48 SO 7T % TR ) RE i T B
P — R RAFE BAH 7 R% 215k,
X — B A A3 R 2 ET LA 5E 4 B I P IR I 4% 3R
Bi W AR e B SR AR T R R AR L I 25
XA IG RN SRS AN B T Wi F5 SU0T 78 s s
TRRAFE BN EINRE ). R AT LAy
e IR N T R, I L R S U A O
WA B 2 AN AR R . T H, 1R
A A TR 1 3t T DA TR T 9 £ R A A R A —
PRI BT 6] P 52 e B, BRI T DASREU A — A
MBI EBATH] . XIELhRFR AT . BA
WEE ST AR RN IUE R 2 iT A — A
B SE G T R) o AT AT DA FH 3 A TR) B s ] 340 50 38
S T4 5 45 R B

AN _F, Pk SOR B RS T DA AR R S PR
Y — R A B AR SUE T AT USRI AN
UK B A SR R IR 2 o B —T7
T, 8 I TR S 8t 2R AR S o ) s 1 8 1] A ) 4 B
FFE NI E D) T B B 4 — o . N T
Z2 G0 HO A R X Sy 48 SO A IR B v o, 3R
ITPEHMEREER 1. N T 4N SR R 2%
PH, HORER 2 BN R TT 6 SR TE 55 10 IR AR %
FRIRT 3 T T I ik i g [AIAIRIEONTT
2. 2B A REY

JE TR S e 1 DX sl 4B SR R A . B
J R LA T R0 3 e P L A 1 2 B R



6 TR

M2/ CRE SRR, WU B 7 R ) 2 H 2w
Lep vl R SOR AL RE ) (RIRRIERET)) M=
AR B B AR AR CRPREE B AR S5 5
B TR0 AR U e AR B R AL,
JEP Y s TR AT REAL B AR YR . A
uliFR SUR M A AE — & I BB A 1 B il B kAT 1),
BRI PX) 3k i SR 1) 7 1 S R e T I o A AR T
SEH o BRI, R RE AN o R
W 35 i SO R 8 s el F8 SOR BRI 78 3 B 5 fE
AH R AN AR, BIR AL T4 A b ] 2%
MINLE o IRk, AR A B 20 AT DAAEER S FE AL
B REHARR INZER R . A, MR SOR A
FOR RN AL B SR AR 2R . AR Y
KIFE, FFEILERPPRAF TRE S A ISP, &
2% ON S R S M SRy 38 R (Local  Area
Network, LAN)E F% Z5

& 1 MR SUR R STk E R BRSO

RAE B PR ORI SR
AR )»Cl%jﬁ,z,s,ﬂm,
ﬂ:)ﬁlﬂﬂ'% imﬁ[z,x—m,lz,' 724, 277
TR B 1 (ETD R
W DA R 2 CRRAR D SO
AT 1 CFRARSE) SR
TN 2 (ZFR2) )‘Cﬁ]‘ﬁ[%“ 19,27]
B L R R SR
OB 2 B 4D TG

EHA—RE, TR, HTH
N B FARE SR B AR AR, A& A 2% 1) A A
A FRRANER, AT ER R Ak L e RS
s HEMESNRARN. Bk, JAH
JE TSt AR UM ARL . EU A
T, ARe e TR S0R M. L Tor M8 350 8141,
Bl 4 25 T AH R BB AL

ALLER], X T RHZ 94kl Tor M2, BT
LAN & B GUFIAS L ISP 2 Ak, AR iR 7 3 — (e
N\ FIVEZ % B %% (Onion Router, OR). AR 7
BB A AR A 7E Tor FH [A] 795 p5 F0 H E1
B, AHR AR ERE T P B Tor
PG ) Xk R 55 s, FE = AN LRI A B AR
Hm E A R 2R Tor BFAIHLEI AR R

LN i!ﬂiiISP AOF A
f‘lgg | & A fiSOfW
(el ) f - 00
i)\J s
LANEH 5 TS LR

B 4 BET Tor 821 37 5% W4t 4 SCR PSR

2. 3p5 IR

5B E SCT ST AL B R, B A
ZIm 7 PR A B A L, EL AR B A S A
TER 55 4% o BB E g 1 B A QEE T LASRAG A4
FERU R Rl DL T LSS A AR D AR . 190
AR ST A 53— P T A 2 i RS A R 55
ISCHF o BITAE R i 5 AR 55 4 2 TR PR BE i 15
R AIEAE R E TRE IR B, AT AT ALRAIE
WU R BN R 2 BB A BOR GRS BT R . P
RGN I AR R U P 5 s -

BB

b gPItNE g

- )
FiL P (B 3 ‘ B 4
e

P15 o 3 4 97 7 ) JE A 22

7740 2 = i 0 9 0 AR 55 9 TR A 56 B T e —
SE RIS SRS BAR . TESZBREE b, TR
FAR D REAH R LUEL—, B 7% = i 01 7 40 R 55
B M5 2 ) T B ) AR R — k2.
SR B ST 1 3 4 7 i B AR AR % 2 AU
B, B AN IEE T . TR AR
I ARG, KB A .

—RRAB LT, B s T 2, £
25T LSO D0 B 5% 0 466 5 ) B8 8 B R A —
Ao [ R 55 s A T AE P g ). BRAE AL
ARSI FAEEF, EIRBTMHIRSS 45 T DL & e M
bR S5 A& M, AER XA W B . R
PR A R — S S SR 1 I 55 5 P8 A 581 A
uli R 55 s b B A S KT 2% 1 3 e 7
1o BeAh, IR R 55 e R A B Rl )
fefk. B, EATFBCAE SN IRE DRSS 4. K
Bt B IR 5% 4 — A T I 2% O A Hh 4R T R
b, B, 7E Tor BEAA ML, BifERS 4aT
(VAR S TR E P

St 7 AR BN, 7 2 i A P R
&, O HN B E B SE R ER E, FF
BER AN B IRSS SR B S, AT B
BRAE, RO R JELAR I
2ARREX

Wt 15 SR T BLAE R AN B AP T T EAT
FEMVRAR R MR BERAS B R . TR g
SR 5 B BEE T 08 ) g — A 22 4 f R 1 I 2% 20
BERAEERE L.

e, MR SCR BB R 7R EE
Mo ARFERARAE SRBARIRAE I 2 220, KA
ZAEREAT RS ANTUIRSE, R R
TEBIR . RENE S MV s B O 5 MiEiEs),



ARPERESE: RSO 5 BT Fi SR 7

e | S B QN W [ P 1 g 11 TR
Wi, Tor HETE A “LMZ B ERIEN 2§20
B, ARG MERE 15 123570, E4 T 4000
AL ERIARER A 15 54 i 4 B0, ey
JRURT B A R 20 1 0 S AN TR R B A I
FREGRAT R —. ik, WubaSER
REFFEXT TR RB AR KB A G EER L. @
T Z AR T 78 0T DL R B RA 18 i 15 A [ AN AL A
SR FE . AT HE SR AT N G SRk A B 1R B R 3 i
Ko TG, WEEHESER MR T T4 FH /R 25 (1)
P WEE RSN SIEH. HP T zEAR, 5
AT DA A 5 48 O ) B ST e IR A% L
OVRE, 1 E Y R HE LA R, AT
/D B AL 5 (1) RS o

AR, DXt 418 ST A A BRI FE b AN ] 2D
K] i 8 SR 3 I ATE 70 R R R BRI 7E L PETs
FIMEEIREE R, AT B RATY SR AT LE TR A XURG:
BN, ANES 1Rl g Wt Fi8 SO S B ARG 1E 5
PUYE T P B RAREA T BRIR, A ANE R
AR T K E . T H, PSR SOR AR
MR BIRER AN &, BRI U
JEE, W T IER kR Rk, BT
FaSUBH B, $5 B () B AR R AR | P
AT RIS 70 S BB A, RN X ) 2% B ) FH 1Y)
St 48 SO 52 A G U P B A 1 30 52 £ iy 2. 430
HE,

3 MugHRSURAIM IR

XA it i S0V S BTF 7 e R il i 40 5 BEE 9T )
2o ARTTAENEIR W35 Fig SO AN T FEA L
FROURFE . T FRFR AN 87 VAR SERE |, A
JE VR WS F8 SOR S SE AR 5T, B st 48 S0 )
ik, AT RIEVEMBAT VR SRR, B S e 4
T W SR F H A AR S A Bl A
3.14#5AR

IR iy 48 SR 1) B S AT DLIE 1 21 1996 4 . Wagner
A1 Schneier B JeiE: & B ALK FERFIEM EE T I 24500
s BB, BE, BN RAHSkE R S Hr A TCP
Bz, $REUE] Web T & SR B R, @
IR T, S TR &SRR, X—
B BB 1 o9 32t i SR 1) R P 9 905K PR AAE S P
BE# HTTP M/KZLH A, FEAME AR, Traffic
Morphing 24 [ s 5 S B A E AR I N, B8R
FREARFA R Ak, BN G TR o3
FRAE, JERFHALAS 22 3 7 103047 W 3 18 SR 51
7, HES 7RISR, FEE PETs t—2 K
Ji&, L A P RO N5 . T B, @il
ek 2Bk, hnss s e A Y R
TACEE, BB TIRBIMEE . T, BFRA
FOS IR PRFE AT T RN M2 . W HE S0R

MR MNAE G A 2 S IR TIRE S,
FEELORFFE 1 sl 48 SR A = I AERfR 26
3.1.1 FROURHIE

Fa SURFAETEAS [F] (1) 0088 AN [R) 1) AR IR S 7
PR3k P SORIE T A0, i SURFAE RIS 8 2. & mT LA
PR AR AR SR AR I Sl ) — A ) R e . 7R
SETR SO S, R SUREE S VR 1 55 B A ik I A
(BRI AT . X TR 8RB T 5, iR
5l RPN SR 50805 )P SURFIE A 2 HH 2 248, K
253 25N T MHAREE I FE SURHIE, AT HET H
AN 5 0 T Il S o S IR 3 i S AT
T, BHEAREE TR @ — i (SRS AR [X 43 BE
FIHRRE, MITIEBIBEE 8. 0L, FeSURE
STk 8 ST 5 1) 5 T LE o

Fa SURFAE HA B SCR) XA . Bk SLIRFR 4L
RFIEAN 5 FE TGO I B TR B B, b il
Al LA Cell #iT. IP £, TCP a2 [ — 5[]
WHESE AR TR T RS AE W] LA T —
SEFERE A SLER M, (EANREML S . RO SRR
A3E T TCP/IP SLIHIE A

FEEUR SRR AE BT 52 T 1 0 2 9 A5 TR AN 5 4
PEASLERE S, (EFER A EKE. — B,
26T DUEIR SEB 8 SUR< t, 1 > <ty 1y > s
<ty L, >R Hrh, ¢, RoRIEEL, [ RoRd
HAKE, B, FATERNRRNIERE,
TATENA . Be b, R 50 R s L e
Sy Guit s s AT 2 16 4R AR A AT DU
fE. K&, B XEET I A FE. —R—ak
FEHFIE, BN 5 KEEXNGIHEE. Rk
1E, EEQURHEBASR. A F] 5k A R A AL

WA . =REFRHE, RIS E ARG IRF
ARIIBFEE . MRS RE, Ak

Gt Ak, BERIHEE . TLRRRIFME, WS
REHFNGHER.

ST SCHIHE, 2#% Yan Al Kaur #4177 &
BRI AT, SEARE T 109 A28, L 35683 FlERME
FRAT T 025, B NEIER . REEHR. TCP
B, s EEA 1P Hih 2R, R g
FEMNBER BT S KEE. IS IR Ay ) B
BRI PRFEE; RRZSUSME NS T ML
SREIFIR]. T EESREE A DL A B A RS
RePE(E; 76 TCP 24, NLZMRYE TCP FHirIit4.
FRELm R . 755 B Ak LK B IA I E) ok
SESURFIEs TEu RS, R MR sl H A H
ity 171 (R A5 PR A7 100 DA R AR Bk ity 11 (443 80) I B ok 4
BURRAE; 76 IP Huhb 22, w] LLE i EAF R 1P
HhERTFE N — AP TR FEAS AR, LA
[ 1P stk AN 3= W44 22 10 3 15 R AR BURRAE

TR SURFIE %2 31 22 Fh R R AR, AL F5
VAR B 0 VA A AR AS A B A7 SR 2, I



8 TR

16 PR 2530 0 5 M () R SURFAE,  3E 1T i I s i
SUR I HER R MR

U 2 I FH A B U A A i A X = AR
SURFEF= A2 520, R Ji BRI E T A [ ) W s R B
(] — 0 2 B A R AS [R A 56 T & Fo web 43 AR 14
TS FRRANE . B s i A = web HR
FEMEELRE JavaScript fRBESS . FABBUTHIA. S
1B APIL ActiveX 1. ASHL Flash BH ZE45 14 F1 22
FImBFRE P . L IRRE X B AR = 1 2 iR [ 5
H& B IThEet. B, SHTTH APLRRE A M
TUIMEFE AL T REHEN 2 B AL o R [ — P T g 2
DA, SCRPZARH I B30 Y28 7= 2 I S X 22
ST L At 0 00 Y 2R LN

N VB8 A7 S I E A H 22 A7 X TR, Ok
7 ) A IR S5 A Rk SR AR, AN IR T
WA BTN aR . AT B B SR A7 SRS I T REAS X HH
ST 155 F A7 HEm 0 I B A 2 e AR R . T
AN TR0 Y 25 22 A7 AL 1) PRSI 30 200 7 1, 2 52 Ve I B A
Koo BT, GAFHIAS RN AT B R S R/
o XM BB ES I, SRR S
FHIE.
3.1.2 ¥ fatn

W35t F8 SOR A VAN T 5 S SE I3 oA 9% . 7E
HAM AT, — M LAER 2 (Accuracy) AP
AR, BI A 12 (Recall) B I FH 2 . BAR M) E LA
KPR Hr, TP 9P M H S5 A BE A 1)
FEAE R FN TRl g [ HL S B A BE A A A3
Ho

TP
Accuracy = Recall = TPR = m#(l)

TP A7 5, TR RF R I 24, A
& & (Precision) . U1 i & 1 % (Bayers Detection
Rate, BDR). #[H#, #Effi M F1-Measure %5, H
Hh RS E S DU TR 2 1) s San A S (2) F )T -
TERGFEEE A, FPRRA TN 9 BA 1 B SEBr A B 1
PIREARSCR . 75 DU IR T A, p(mon)
TN RN AR R S B AR B = .
p(unmon) F o~ E R AN A £ R 5 A A%
B . ARIERR A XSS AR R —
o [EIHMRZ, T A5 e A5
THREE, HEXmAXN@IR. Kb, TNk
DR B HL SR R B 1 R AR B s PRI SERR 2
PIPEVERE A E A s NR R SR S B R A S =
fE SE bR B T b, R OR R - A R
(Precision-Recall, P-R) i £k B B Lb e AN [H] 4 2 2%
MItERE. BRIG b, KRR MR ERE R 12
REHITE N o ESEPRIIE U, AR T A I A .
F1-Measure X Fx >}y F1-Score, ‘& &k ATH 813
BORAEY), (s B RSUE I I — MR br
#E, W T IR - R A IR, HoE LA 5(5)
FT7R o

Precision = e #(2
recision = TFP (2)
TPR X p(mon)

T TP x p(mon) + FN X p(unmon
TP+ TN
#(4)

P+N

BDR

)#(3)

Accuracy =

Pl = 2 X Precision X Recall e
" Precision + Recall ®)

3.1.3 73Kk

IR 3ty i SO BRI 58 TT LA 43 g 32 PRI 50 R0 4 B
BT R . WSl 48 SO FARTE 7T AR A B A2
TE T 2% Pl AN [7] 1) 9 28 37 5% 26 A T M SR AT UK
RS AERR AR . O TSI — A H bE,
BFF 70N 70 A A5 0 3 s o 328 9% AR AAE A 45 B UG T 0 27
MRS A RS, FEAN 8] 0 N 37 55 R AN W S B B8 vy v
BRI 2588 . Sebr b, WsEFESOR B AR5
B R i

MANE I FE LB, PR 8ER A 70 LA
SR T AR YRS DUREAE T 4 I 5
RS, RKRES. TCP E%. i 2% M 1P
bk E AT . SR, AR 2 SRRSO HRRAEAE
HEREZANEH, FEOXF R AEAAEIEW . —
SRR RSB 7 LA B AL G s B R AR, AL
Tor. JAP. Shadowsocks. SSH #1 VPN %5, %53
J5 1 [RVREAFAE 5] — SCHR TR 25 N [ 28 ) ) 1 1 HH B
SR RBAGE RIS . = AR AR 7R
5] o LI Sl Fig SO FC IR, T BAK B/ A ARAL RS
HIR T8 AN B2 S VAR B 2 3 k5
Br T LR us e SOR B EARRF T 2 A8, BEFRN R
TERE T 4 B sl 45 SR B O FCA AT 7T, B FE dn el fig
DB I a) R, A fRT AR “ ERR AR B R T )
B gy B R E .
3.1.4 AFFEIESE

TE MR SO R SRR, TN A T
B PR RSB 7 vk T R B, 7E Github B0 S A3
T RAG T S2s Bn g . Ik S B 5 2 WS FE S0
AR S IR, B RS A S . A
TAET AN, A SO M7 1A TR R B P R 3R 2.
3.2MISIRBUR A S AR R

2 F& B B TR A J2 Z0ORN B2 FA 3 5 B R 1 49 2%
THEAFAEA S TE W ) 1), AR S AR BT I 1
D 5 P i SOV ) R AARHIF AT R SRR EBEA T 0 2. B
RBNREA TR, ARSCFRE— DRI A FH A s A
RBHTM . g, ARG SRE AR =, FF
HERAEF « B B 4 RN LA F 1k B 25 T ot 3
SCHR A LB 3T
3.2.1 FHABLEE H 7%

ARALLFEE ) 53l v A A 8 3 B R s Fe 0 S
5 WE A Wk (A8 82 TR FRARALRE AR AR L




ARPERESE: RSO 5 BT Fi SR 9

H%E MR R LA A, DhksE S i i 28 501
(7715 1ZITIE RBEFRAE TR MRk AE .
AT 6 33 33 P IO DA 7R R a1 T S AR AL S . A
SCHRHEAS [F] (R ARACLFE TS VBN SCHRIEAT 250k, I
MESAIER 3

REULECYE: o RFAEVCACIS 2 F8 BB W NRRAE
Tra] £ 22 1A [R] P AR AL 9 B0 2 S A ) 2 )
FRALRE R BE B X PR E BT EA R EE RN,
TR EEEAT TSR LRI AT o %7 v — M AE X 3
eSOt T R B, BRI R

Cheng 1 Avnur s 54T 7 B2 BE R B A
T AR T HTML K AL R K A5 B
NFHE, FFEEAL T RHEXT S . FEM T EA S

HIEOL, B AR IE A B . R IL
P, w2 AT RILAC. AME 2,
AL ATREE S . ik, 1R 1R T #Em M ik
TEFFRGRATRY 92 R, HERRROY 96%. A
FFISEAF 71 U, WERIE )y 949, FIRE
S RAEVLACYS,  Hinz AR BHE BERBI BT 7T,
SR T BRI 1 S (0 T A SO R BT RS
SAENERIE, 5% W TUBAR I RAIEBEAT LG, 4t
T AEB VL E A /IR H . I R VL B R EOR T2
I RAR 00 A UG S T )0 M A B
PR 2T SafeWeb Ha b7k, 45 REKW], KHE
[ — > W 32k 4 PR IRAR [R5 1) 28 /0 45% 52 K5 T UL
BC T o

2 MUt SUR R R R T RUIRER T

BARELR ! FEHCHE 4R PETs 323
Libratore06™! 2000 100 NAZ SSH http://traces.cs.umass.edu/
Cai12P" 100X 40 NA Tor http://home.cse.ust.hk/~taow/wf/
Wang14%7 100X 90 9000 X 1 Tor http://home.cse.ust.hk/~taow/wf/
Rimmer17[™ 900 X 2500 400000 X 1 Tor https:/distrinet.cs.kuleuven.be/software/tor-wf-dI/
Sirinam18™ 95X 1000 9000 1 Tor https://github.com/deep-fingerprinting/df
Zhuo18%7 200X 25 2000X 1 Shadowsocks https:/github.com/jason-zhuo/PHMM
Wang20!T 100X 200 80000 X 1 Tor https://github.com/OpenWF/openwf.git
Smith21P 100X 200 16000 X 6 QUIC, TCP  https://github.com/jpcsmith/wf-in-the-age-of-quic

AT AR R S5 H TUAL g L X At S R

ANA 25 R AFE A R 2R 4«

25 b, fE¥FEfE E, Cheng A1 Avnur {81 T
HTML KRS R FEA SRR RS, HRH T
HTML K EERFER X 73 B 77 - Hinz EH] 1 BT 5
K FE KBS AE s AN A2 T B0 8K B AL 5
FEAR 7798 b, SCk BRI 4 45 P 7 2 g DL 1 7
s TR L, W o> BE A T R T SRR
Ay FE VS RC e s fESEIGIg 5 b, PR SCE AR TH
] L SSL TN B AR K om AL Fa L M 253 5t . (HE,
Hinz T 11 SafeWeb & —Ff o TTAQHE . B A AfE
FH SSL, fij HA% I JavaScript s v i py 25 Ak
T

FEAE U BCYEA 200 i R T 500 HTTP $pi
WHEE T RVEK . HTML K8 A0 S0 K
fEo M H -5 20 0T AER SN TN R . X Ff
THEEBAE M TR AR A T A HIEH .

HER/RARE. HR/R A% (Jaccard Coefficient,
JO)E A T & NMES 2 MM X T4
& AFIES B, BAIH IC HIUE & SUN:

_|AnB|
](A’B)'_lAlJBl#(6)

155 FHE R 7R 2 B01E 9 AL BE (O AT 98 T4 32 22
B PAGIEXT R B A N RFIE, Sun 25
TS R T AR S RS, THEMIT
S 2 R REABLRE A T R AR AL 7E 2101
AN H BRI T EE AT 98496 AN W 45 X T 4R () HHE
£ 1, RAREERLA 75%, BHEET 1.5%.
[AFEHy, Liberatore F1 Levine 3 MR /R 2Bk E
AN [E] X TS 2 (R R ARABLRE - 5 Sun 25 (1) TAEAS

[F %2, Liberatore Fl Levine LALK:FERIJT [H{E A
RHIE o T AR 7 1A B KA e se il (1 JE . B
PEAE 8 SONBREAS SR 2 A 6 N e i i EE .
T PSR N 8 T 1% W LK 2 0S4 1 i 1k 1 4
Ho SEICHIRIE SSH MM, 7E 1000
ﬁgﬂﬂﬁ%ﬁﬁ%¢,ﬁﬁ%mﬁTm%%@%
K,

gi b, ERRE(ER 7T, Sun fEH T BIEN %
KB B AE . Liberatore A1 Levine MR H T 61
KR M) RSG5 b, A& 7E SSL N ik
i LN, JEE W T SSH AR ; 7R
Regh BT, MEMEAKR, EEHPEEN RS
ATl AHBAFAEUCHACYE, & TR R REHIHHL
J5E SRS U T T RFAE G R I BR . SRR L
T ot SR S AT TC Y AR AE BN Bl T AT
SR, IEEZHEIK.

REZAABIE . R IZAHLEER A 17 & 2 8]
AR SEAE R EANMUREE . B e 2E3# Shi Fl
Matsuura T 5 78 3& T Tor 3755 1 WXl 8 SR 51 7]
R, A AT IR T ke 0, A B 1 AR S
TUSERARER . XTI ER RS, FHTET
Z W L) 22 A S H 2 — AR ER = AE A 280
R 1% 85 FTA HAh S A LR e f 2
KM ERRSEMTE B, EEMER T IR %
FELRE AR AL BE AR 2 o AUEE A PR ) 8 B X6t o2
W T SE) B A BRI BE A A LU . 72 20 /Nl
R SEBRIR R, 1% 77 R I HER 2 50%.

AR 5% R AL REE TR S A — Y A R I R R R
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THEMLFR

Jri%. Shi Al Matsuura (F TAF R EIEEA Tz Bl LSS AL &
BEAT ISR IRIMTAE RIS RS O, AR SEARLEE S5

3 ETHRILEFI A BRI ESUR A 75 5%

ALRAL -

AR ARAAE SR M PETs RHE HiRs’ R
LL_JACH TR A K SSH #F A aEK 1000 73%

cW™ FHAEILID HTTPS (S5L) HTML K ALt R 1(92 4T 1) 94%-96%

HZE" FEAETC AT SafeWeb PHRSCAF RN B 1 45%

Ss TR B M HTTP GRS BT B 2191, 98496 TPR>75%, FPR<L.5%

SKE REEHIE Tor SR AL 20 50%

LCP SR P VPN/SSH 2 TCP EfL 1000, 2000 81%-97%

BLF THI: AR SSH/tinyproxy 0, 1] IS B LA/ 25 40%

Qz™ BURBE S VPN/Tor HIT L K 100, 550 55%-97%

Loy AR UM S04 BRER B R F SR R R 4 B B AT RR, A SC LMk IR R 4 40 S B A

SR AR A L P M

GRABEEES . miHIE B —FEEW AN E
SEEM T, AR AR Rad 2
D RB RO BB 2 JE v LR R S — A2/ R . A5
B AL B AE R BUS R T AN 155 R 1 22
i FH B R PR 5 SISO IR Y

Lu Z5 {5 % g 4B H B0 SSL(SSH) R ¥R 155 )
W faSORATI . VEE 5 RER] HTTP &5 7 2
PRELES, BIBR T e — AV, ezl MTU
KA. Bk, ASCRA T & — MR 3R
YRR AR EAIBR T MTU HE A A
76 300 L FIEE 2 5, 8 T HAFHER
i, B HTTP i SREFE A A HT TP [3] & 4FE M) &
TEVT 5 TS5 2 (R R ARARLE BT, 0 Sl FE A 1)
BIMHE IR, JFEATINBCRAN . SRS SRR N
e I ARLLEE o 7E OpenVPN 1 OpenSSH ¥ 451,
YE#43 HIAE 1000 F1 2000 /> W] st () #4845 _E S,
HER 2y BB H T 97%F1 81%M%,

BMARRE TAHKREHY] FHRRIEA [H @
{455 Z (A AH B OC 5 o BILAE H 32 e H Ay 45
IR A% . Bissias 251 Y fH FH ELAH 5% 2 T 9 I
TS BRIV A TCP 2422 3K B YR 6 5 /)N
B SEBRim s, AFF ST & S i A RRE P
B, —rAEAIRER A, RN KN FEA
BB & b, SR BARFIE T 51 2 5l H 5 A G &
B, FEFEHRMA k. AN E W
IR SE LS SSH BEiE % 2 tinyproxy X3, &K
K5 Web R4S 8% i%E4E . E TR BIME RISk 25
AW, I IR 40%, K5I 2 TR
BN 70%.

DOABERS . U BE B2 A5 Bl LR A 5K
TR E R — R o7k, e SCRBAS 7/
X AT B A AN A (A B B

Qasem 571 FH ededt ()50 BH R B9 A N ARADLRE 5 =
JERAT T WS R SGR B IR . 2 SCE R 2
SN T AR I A X S AT R RO . ST A
bt ygds, VEF MRS T L —NFEALEE i AR
NHFFA RN . ML 1L 8 XA Bt JE 25 5L

SIS IR PR A R 7RV RAR L 4
B TA) A R I U T DO AR AL BE R T . A
VPN W8 S g 7ARGF I RCR, (HAE Tor 4%
R,

3.2.2 R GHlaR 5 2 Tk

BLEs 27 2] B 2 — R MEHE v | 3h 7 i 3k As
A, R R R s AT B 5. AL
A5 5E 2RI 30 Z2F OB A— 1 2 AURAE X 5 FL
WA 3 48 SO T KB S T B A ) AR A
RELE . BARURIE 2 2] 07V R T HLAR 2 ) J7 v
VO, SR E TR B A 2 5 ) H IR G R e A
FHXSBRST, ARSCHERR IR BE 5 2] 716 AN AL
) T IEMONE G 5 2 71k AR ECEE ALY
ANF, ARSO T AR G LA 2 ST RN 7 53T T
ZER, JRIAYNEEETER 4.

AR DUHET. #h 2 UL (Naive Bayers, NB) /7
VR DU 3 KTV — B, A ER A 2 DL
-3 JE RO, NB Ty ki T A DR S 4
T &AM AINEZE, I DL s MR 1 201 g 41 45
.

Liberatore Al Levine 7£ SSH M A1, AL
i FHER /R REIARALEE vk, WAER T NB 194>
K978, [FIREER R SSH 43RS, Herrmann 254
7 25 R A& DU (Multinomial Naive Bayers,
MNB) J5 V=BT R TR S 78 . AN, ASCim T
=R MEAE R )75, B TF(Term Frequence)2Z 4t .
IDF(Inverse Document Frequence)ZZ el TF-IDF 4%
e, IR AR 5% E AT & M 1) R AT I — Ab B
FEESE 775 AWk RS, MNB J7VERUS T
94.31% K EMZ . [FIT, {EF X OpenVPN.
CiscoVPN. Stunnel. Tor Al JonDonym %53 FH 3% 5t
ATV . TERTE BBk B 50, MNB 7711
HEMR R T T 94%. /£ Tor A1 JonDonym 385+,
HERRAL S BIA S T 3% 19.97%1.

Ak, fEERABKAE ERITEG T, Dyer SUX
P FRRL BEASAE, BFE R T8 . SN EmH a) Fn 5 &
RS, A AR NB 20 2K 28 B0 m] LA 3] 5
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Panchenko Z5f) SVM J5 1 ARALL A THERf SR 1 i o 123
BRI S TN TURE M 5 — 286 XA e JIIAFAE, B
FRLEERFAE . TSRS R T X T 2 ) AR A

SERH, Uk, BT BRI BB TR AL
AR,

* 4 BT RGNEF IHMIEESURR 5%

SRR e PETs BT HEE e
LL_NB™ NB SSH BEKERT A 1000 <73%
XWH RF SSH, Tor RTT & 50 56.2%-95.84%
G_MAIT NB SSH TCP HEH%% 50 40%-75.9%
VNG+ NB HTTPS % HURLEERHIE 512 %1 80%
FLI KNN HTTPS, Tor i} ) 2% 3 %71 100 91%
KFPIT RF Tor A0, 451145 150 ANMFFAE 100 91%
HY™ SVM Tor eSS 100 %1 65%
HET MNB VPN 2% W7 ALK R4 775 3%-94%
Pl SVM Tor, JAP Herrmann $5/iF £ 775 54.61%-80%
CUMUL™ SVM Tor CUMUL H#ik %% 100 >90%
OSAD™ SVM Tor U K 7| 100 21 90%
KNNE KNN Tor ME— K% 3736 MF/E 100 %) 90%
ZMPT RF Shadowsocks, Tor £ %2t 50 MR 100 67%
PHMMI PHMM SSH, Shadowsocks ity i LK 200 93-99%
YK ET 8 Pl s a5 | Z RS R R 100, 2000 95-98%
DLSVMEA SVM Tor, SSH U K 7| 100 >80%
G_scs™ NB SSH K P54 1000 81.7%
AIST SVM Tor I AEK 20 41.6-74%
DTWI™ KNN DSL RTT It} /] 24 >80%
WPF™ KNN HTTPS ALK ) 2R 100 >91.63%
SLI RF Tor, HTTPS TR 100-712 69.8%-86.1%
YZI*® HMM HTTP M4 AL 6, 1000 75%

Loy BRI U PR SRR O R SO M 9 44K . TR AL, A SC A 3 0 G B 7 BRAS 25 0 JE0 A E 0

R AR AL P R

Gu ZH ] NB /32K 287E SSH i & #4717 M
SRRSO L. TERFIERIERE L, fE3& il id /4 SSH
AREPREME, X B AT LR 2 AT AN [F
fEo FE4r2REE, JoRlF _EAT IR S RRE AR BURE 3047
WIBTRE, FEARE TR T & m . |k
AT Ut B AR AAE AEACLBE () T F SR F = PR AR 1) AR ABLEE
AR 2] B BN AT FERRFE B
F NB 73228153, 7F OpenSSH HI%iE4 I, %77
U T 81.7%HERR , )L T Liberatore A1 Levine
ft1 NB Fi1 JC 75719,

Gu ZEFFERIF NB 7 2K28WT 98 T SSH M 43
BN R 2 AR PR a0 f . S S E T B T
ACFREREL T TCP 3E4Kk . B pa) sty 5 A6 [ i ) a)
BE A5 = BRRRAE, JF U150 I BE B ok 45 & 4 31 It SE 431
REEEFAMTL . — B AR TR S2 61,
WU 53 00T 1 DURN 28 — TUPR A [RIRREAE , FF 20 ol e
Fi NB 2588 AT 5 . 75 SSH MZEIAET T, S
REET 50 MW EHR AT, R AT
T FEUR T 75.9% MR, 7RSS N U EHER
#4 40.5%,

g b, ERFIERE T b, BRI T A A RRAE
FhRFEEAAMIA . T NB 2288108 M or
PEZISR, A TR I B I RFAIE 2 ) B A6 1 5 55 2
et RN —. ENARE L, BT
Dyer Z£F1 Herrmann 255t 70 7 Tor #5t, HAhf#
REHEET SSH 5. Iboh, KE#RE0E7T HbxR

sEWuktear, WA Gu S SCERIBT R T AR
SEERSL. WEUREE L&, S0 7050 1R I sl 25 i 3
b HAR Herrmann A 775 ML, (HEFE
AHEKD.

TR B EWL . A L (Support Vector
Machines, SVM)JEHL#5 5= 2] —Fp & i a g —
432577900, SVM e e BT, fEA5 A3 )
R eI RS VR Nt S: L =5 A ey s ]
LR SRSt 38 0 149 53R 47 20 1 )

565 Herrmann 25 (/) MINB 75 5 HERf A &5 (1) 1)
i, Panchenko £5:8i Fl SVM 755 B Herrmann 5
78 SRR W B ERE A Tor B8 rh 347 W b $8 SR
BISEEG, TERIR N 2.96%F2THE] T 30.98%. Ht—
M, ASCRWRE A A AE AR SE . FHN M, R
HEFR WA =, fEs E] 47.36%. 1F# SGE
MHARIEAT T R, RO AR R 18 = E 54.61%.
1 JAP FIER AR b, HER SR ik B 80%. fEFFIK
AT, EERET 5 AT N M I125
., Ho, SAWTH 35 e, thah, YIgisE
WALHE T 1000 MR M T SEB] . MR EFE T 5
AR T A 4000 NMEEMRETUR . K, NS
FEOUEA 25 NSl AN EERETURA 1A SEH).
1E Tor MZEIREE TN, FIFEHLT, SVM LRI
LA EUPH 2R AL 73%, BFH AN 0.05%8,

Cai Z5 [FFEAF SVM BEAT W3 5 SR 7T
S-S 7FEAR, Cai & HEMHAFIIEEMEN
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SVM F3 ZZR AN o AEACLEE R 1 B0 J00) 2 A8 FH 52 PR AR
%[5 DL(Damerau-Levenshtein) 4t 2 2522, ix 2 ]
Ny DL PR AR . MHIBR . 8 ST 4 e R 1 0 o
FHAABE R EHHEE . 15 R A 2SR 1] 2 A
KA. EAPHIE B4R, mfE
Tor £, WZEREAE ACK ;5 %2 SSH £,
M ERRKENT 84 (. fEHEAE, BFHIM
AR/ FLNF) 600 (5% 7E%:T Tor 1 SSH
PIMZE RS, ARSCLEA VG T 8 FiAFIIZ st
BEfEbr. 45K M, DLSVM JiEft T MNB J5ik
1 Panchenko Z£() SVM J7 =BG

Wang &% H SVM R — P iudt 17 Cai 511
J7vEPA, Wang £ ) S S s AL ZE S48 2 1) R B
B ANSLB R oR G T . AERE BT, R
B2 YR e [R]— WX L AT REF=AE B sh i L, 1 R
BT gmBE R S TR, RUMIBR T B R E . 7EAR
M L, A SO TSR T T /NI
M, TR S BRI T 7 A RN, (E2
XA T 7R . AR SLE )RR T T
5 Cai AR MIAZ, Wang 28 7 Tor sLHI
Cell 74, fEFFEFIEARLES, Wang 5177
LT Cai Z TR HE R IR S T 3%3 5%.

5 4% 8 (1 9k 2l =X sl 7 SOR A 5 VA A, He
EAFFH SVM ikt 5t 2 Mk AR S0 A . 1%
R T E AR @ B IEIR HTTP iR K%,
A5 1R 35 7T DR AR 25 AN 18 SR 51 K /N R A 4L
B S, NTEE HTTP Gk, FHEMh—ix
) R 0, T AR LA TR E T 3B S SR Y EELA
WU Tor B4 Cell LLEE JH HTTP 13K 4 . TEAFE
FIERE b, X B AU RHIE B X MR S5 48 1R
M. 75 SVM JryErsesl b, A et 78R
BEREE . BJa, fEE BT PlanetLab LA Tor
W £ BEAT VA BGIE, 755 Panchenko %5/ SVM J5
ERI R, B T AR RCRM,

Jahani 558 it 5| 32 PR 8 37 AR 4 (Fast Fourier
Transform, FFT)Rit5 Sz (B AL, RAH
FRAE R 7 ALK . FRT {3 7545 0 A A 3 A8 46 5]
TR LT EFIE T (B4 RAR kS L, A
AEB SVM R IR A “ X —" 2 0 JnE .
EZA Tor FHREM VG, Z AR T
95%, ff T Wang 251 Cai Z511) DLD 75709,

Panchenko 2532 i) CUMUL iR 51| J7 ¥t 44
T SVM 73KdE. EITEAMUE T 104 AMRFE, H
VN IHER R IR & B T UG HRREZ 55,
PRI 100 AMEERFIE 2 T 7 KT 81 ) SR AR
o SRR, £ Tor 4 HERVEMF,
CUMUL J5 ik uERfi 2 91.38%, LT KNN J5i%H
WERR . [, 120 B IE Vs 7 R g sk
Wi P ub S e E T s, 5t A s i
kA2 2 A A 2 T S S i

25 b, TEFHEfH R I, Panchenko 257 SCik!™®
R T — e B AL, 6 SCERIO B M R T
CUMUL H#iE. Jahani &5 0AEH 117 77 I GACRHIE .
He &5/ id it 3= 3 AE iR 17 3R >R SR B G K /N F A
HEMOEAE™, Wang 251 Cai 2548 FH FRFIE
X e TR &R Cell Bt iy (s B, 1 f5
FAE P IR R ALY 4 N E) 600 fKEEE P, wT
CLE ], BT Sk i T8 R e P 2 4 2 S 3L
FINTRZ RHETRI TAER 2 4b, Hofh SCHR 6
PIRFAERR S LU TRT 5, IR HER R AN B ey . X SR
B 7 JE Ik B 22 KR SR B2 v I 3 e S0 S 1 A
Wz Ak, 1w DUE AR ARHIE ) &2 [A) PR B T
HAIONIE — KA X 7 68 1 BIRHIER SEHL . 5 R
M3ps b, LR RHAEET Tor. $E7l, He %%
(S50 37 ORI, TAESEERI . BhAh, He S5 (1)
F Bl SR IRARF A WG FR S0 — e S,
{ERATIIR A IS o

RE A B HE V. &IEAEE LR
KNN(K-Nearest Neighbor) 5% . 1% 5514 0 B AR
A M BFE AR 7 S RV A R 5 H R 1 K
B FEFEA I Z H e .

Gong %5 K H T KNN 2l Bkt AT 1 i f2 i &
SIHTIRA . R R R A E AL TR R A R E
FEATE Wk 5 U8 FUE FHR A By s, BIAH
PRI N D Z B AR A B . Rk, %575
e I FH A% 2 X 3 48 SO 1 38 BT e W 8% 31 (1 B R
fiE. fEF @ AP EPUKIE ping B, R RTT
(RN 1) S P S 3 B RSS2, 1) S R ) e [ 7
FIEHE AT IR . EHEEEE L, ACRHAT
DTW(Dynamic Time Warping)Jit5 732z, 48
KNN J55E7E47 73 28 76 12 AN 24 S FURRE ()
g b, YEUET 80%LL L ka2,

Shen Z5[FIFERH KNN J7 72347 [7] — KR 36 ) 3
N PSR SOR B RS, FERE kR b, ARSI
WPF 7RI 78K 1 SR AR FREAE o SE30 50 2 18
R S FE AP 100 NTT, BT 60 NSE
il S5 RKH, WPF J7 2k £ 91.6%, i
T DTW J5 72 A1 appscaner J77% .

Wang 25X KNN 347 1 gk, FRAE Tor 4%
PR St PR S R SR ) o %7 LR I [A) 52 2 1k A v
% 5 AR AL 515 T3, fEE X KNN 1)
et 32 LA 75 Ko A AR 0 X A AL A D Rk A
TAE, T HAZAE AT DABhAS R . FERFE )
A, ARSCIEUT KT 4000 ANMTTERRFIE. 76
Tor HISEhREERAE b, %07 T HoScERPR
J7 R RE R,

Feghhi AR _FAT Vi & (I A EAE 23T I
SHARSCEN, I8 5N ShAS I R 7,
THEL /NI S 2 TR B[] 7 B ) F-BEBS o 72 0 2K 4s
(R b, AT KNN J5i%. %770 DAIFE 5
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TR I 8] 25 5 P -4 9196 ) TN Bl oh 26142,

Al-Shehari 2% Cai %1 SVM J7iEBEF T A
IF) 0 5 28 B 0 TR 23 B R ) BB el A
FPE AL FR PR T 7 R AR . 7EZ AP
F AR R B s, R T
41.6%-TA%ANFEHIRERI R . [FII, ARSC =R AR A
AL 2 AR AR SR R AT T 204,

zi b, FERMERET L, Gong ZE98RE T Wk
Fege SCHIFR S, J8id 3 505 IRHURFAE . Shen %5
Al Al-Shehari & H 7 58 KA KMHRHE. Wang
SENFRHLT I 4000 A5 EAREE . LI )AL
FHSCH E E SURFIE. {EFE S5 L, Feghhi 251
M7 F-#EES, Gong &{fH 7 DTW, Al-Shehari &5
i T gmiHPE T, Wang S5F1 Shen 5 {8 A Bk =R
Ho MULEXTHE AT LLE B, BEIR SR A 71248
FAMHRFEAS IR, BE S SRISH & 5, SR SE0 25 45
T T SR SOR A AT AT M . XA A T AESR
B, Wb Ta SO 2 BT BARTAT, AR & 7R T Y T
MEBRME T — A E R, MNNHEE L
%, gkl B Ity g e HTTPS 174
Wang 5025 1& T Tor 5t % 7 HTTPS 35t 2 4h,
Feghhi %% /& | Tor 5.

BENLZRHK . BEHLAR Pk (Random Forest, RF)J2 i
— SR ELR ST R e SR B 20 26 B8, pe e
RURI 23 240] DUEE (5 B0 25 S5 A (R R S o B ML AR
MELHLU e T HEAE T #7370, TR
FSCRFAE 1) B L S5 1

Hayes 5 Hi KFP M35 80R A ik 0715
FIF RF AEN7r 25488, $RELT R 150 AN E EE
137 I VR AEAE A B S N o 75 JF DA SRy
W, KFP {f [ RF R RN Ras R, SRmAETT
PR R, KFP ANEAEH RF AU HE AN
SRIEER, MR RF A T B RHE
M, JFE TR R 22 7 1) D FQFE B it 47 4y
Hhs, EHHIZEE L, JA SRS E L K
AN YIRS ER & T R — AN, Z MRS 4 B
IYBRLA %2R0 o X X TURN S IR 25 F A [R) B £
b, KFP IHUAE T B AR 5 7 9 4 e e

Zhao %M. H RF W5t 1 SZPr Shadowsocks % 2%
IRES R B Wk Fie SO ). SRR, BT
Shadowsocks HIMuGFESUA L Tor B . Ry 142
0 SEFR Shadowsocks it & TR A ERE, SCHRFEH
- € X R RN (e RN E R - p
W, FFAMELT BRI RRIER R, ASCHIR
BT FAERUERER R I RTEE N, e T RR . A4,
B3 EET 00B(Out of Bag)fF43 T & HHil
RSB BUR, BRRERING IR, IRt
B Shadowsocks it 2 [ iR 5l k% 5 . 55% 4 /= 2
67%%1,

Xu ZEFFH RF X AR 5l 48 SCHATRIE AL« T8

PIFRZE 5, SCEE IR S A2 Fh A ) T S 46
Mk, MHNEZMAEES. (FHEISTEERS
RF 456, $EM S R 2 214 H bm 22 1) & 23 A
BORRIZER . 72 B AL AN S T AR A, A
SCAEH] T XGBoost f9771%:%, £ Tor A SSH 1%k
P b, iZ TAEXS & U 20 A HAE T 95.84%F0
56.296 (1] 1 2191,

Shen %5 TREHLARMBIAR H T —FF KRG
(XSl 48 S T7 ¥ o V277 925 1 2 TR s e X R IE AT
T — RA B URS RRE B0, BFERHIETAL
B RRIETE RIRRIE A A5 @it RBRE R W
RTTRRIORRAIE , TEABUIERR IR T, 5
IR . EZ2 AL HERE b, 275350152 T
B2 i 32 o e v e

zi b, fERFEME ] B, Shen R H T — BT
KRR, AFETALER . WAL 541545, Zhao 2%
MNEKE . B T ARGk R
it e s B A 74 800 FHAFAE. Xu SE{VHREL
TR B IE . Hayes 25 AN B0
PEEUEIRORFE, 100 A 00 345 1 55 FH it AL AR A 1) i 1
YENBERE. EM AR L, Zhao 5% fE T
Shadowsocks 3% 5%, FEAEI R T SEPRREER
Shadowsocks ##E5 &1 Z TAER— N5 . HoAd it
FARAEIET Tor M5t (HE RIS, EHk
SRIEFE -, Hayes 2511 KFP 1751 53 5 F BEHLAR AR 2
Ah, WBLEE RN T KNN sk 848,

Be S /RAT KRR, f& /K AT & 52 (Hidden
Markov Model, HMM) & —F g it 8, sii /™5
JRAT Fead #RY,

Yu SEAE B 44 W 237 55 A R B A P i B X
A I — 45 T8 1 BB AT sk 48 SOR B IR 7T, I
XFPGEE ST T HMM ZE47 3K . ZER 3 HMM B,
VEZIE M T H e HMM () —FRBeOR s, Ul i
PEHKAE N HMM AR & . 75 HMM & 5
RUPH b, A IS 2 BT 1) 9 0T A BE A
IR IS ARG . Ah, AR SCHET TR R oA FBL
P, 152 HMM IR R F L it % . )5,
FIAAL TF IS HOT HRRORES T A1, B P R
W TN o 76 S BRg i AR, sl 48 SR A1 1
HEFZRIAE) T 80%L |19,

Zhuo %575 j& 31| N 25 AL 7 41) 5 52 [R5 A A AR
P, SRH T AYE R SRR T R
PHMM(Profile Hidden Markov Model)F7 %sf jx] 3t 45
SUA R AT L. N TR PHMM B, {5 X
w5 MAAKRHE AT T/ 5 E, B ar sl
NEFG I R, 5T B
PR 371 B IE A A A FH ) B0 ST R b T H, B
et 2545 B . 78 SSH 1 Shadowsocks (454
% b, BT HAE Gk g R,

HMM 57 T P93 8 S0 1) S 2 R H AR
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SR N T REBEMEZE, Yu S TR,
Zhuo 58 FH 7 JE R FE 5% 5% T B Clustal O®°VAI L,
X T H HMMERPY, MOoRfgEH %, Zhuo 42
T KRR A B R R A A, AT AT A
HEIER L TR EEE R S8 X — kK
T EAKRHE, 74T —ENRR . AR R
ARSI, SR RS L,
Yu &2k T SSL/TLS #i#%, 1fi Zhuo &5%E T SSH Al
Shadowsocks.

WomBEAR R, 5 RF 284L, Mo e AL
(Extremely Randomized Trees, ET)#/&H £k
R BRI 2 28T, AT IS B R ERE ML . AT
MRS HEHL SRR . (HE, 5 RFAFEMZE, ET
BT /325, T RF {5 FHBENLHH
FERIFEA AT 732K o

Yan A Kaur 7ERF TR sk S0 RFAE I 6 1a) 8t
A T ET MR, ez &, (EEXREE
1T 7T 2 5o, HERHE D A= K
2. TCP 2. M ZEM IP k25 HAZE X 109
AN 35683 Fi. fEHMAZ ET 70 2KA%00, X4F
TEHEAT 1 TR ARHIE R F A . 7R S5/ Fh & S
S FRSU AR O L, Z S0 Win JiETERTA 8
FEE SIS T RIS .. 2 RRH T
FRIE TARAE W Fa SO s b R P T L R/ER,
IEA T ET 202888 i 2k,

3.2.3 PR 21Tk

IREES SRR 2 9y 3, A—Fh AN LA
228 LR, RHER AT RAE S ST B . RAE
221 B B bR A TSR U I 3R R 7 5 IR O B 5 A
LA DUAGE MR AR R A 18 B0 dE P 5 S IR e 3R OR T
o URPESE ST Ak 2 FH AR B s B B U
AIE 27 > 1 53 J2 R A B2 B v R VE R B AR 3R L
FFOE o VREE S I IEAE VRN . 155 TR 1 5540
BT T BT IRER .

BTIRE S 7R R ee, BN 2k
PR 2 31 v N T sk Fe s R A it i . 5
& SENLAS 27 21 53 I 07 1 B T Fan N\ I RFTE £
PEASIR], RS ) 7 VE TR G I 22 J2 R e 42 D 4% &
FAS W ik 2R PE A AE R MR — H B S
TRIZHRFIE, A TAS & 3 50 B S A X Fh
H 3% SRR R I RE ISR BE 22 ) i B T8
ZE 1. WRARFTE T M E NS EAE, A
WX Sl 5 BOR ) 5 v R B T HE S B H gmlid s . &
I PEH 225 [ 26 AR T A1 28 DX 29 S — o i 448 DX 488 5 44
B WL, AHORHIE T TAE IR 4553 5.

WS RERE B gmAgas . H Ynlidas 2 th gl 28 A g
& 20 R . HE S 218 H 9 i 25 (Stacked  Denoising
AutoEncoder, SDAE)ZTE H g a5 (1) JE 0k F 34 oy
BN LW T R T T B

Abe 1 Goto B IR AE IR E % 2] J7iEwH 5t

WS RS0, At R B A R M B P e F Ym b 2%, T8
G NHES AP PRSI A, e AR,
A A R EAR 57 5, 7R ZE Cell JTH I 75 )
JFHIRp] . fEE AR E TS, AR =ET
BHIREAE R Y 88%, WEMKT OSAD J5ikAl
KNN 753 fEFFT8H AL B T, SDAE J7ik M H
TR T, PR REHE T 0t b7 i,

Rimmer &5 5% IR B 2% > 75 W sl 48 S0 1) 8L FH 34T
T RGEMERIRPT . Hr, JET SDAE By uk e 80R
TR S LIS T 94.25 & 95.766%1) i
2, AT A& G bl 2% 2% 2 vk R I & 1
CUMULY, ff gt st R, 788 A2 i 1 45
FEARPIECEATOUT, 28 T IR BE 52 ST I Wl 48 S0R 1)
JERI P RE AT LAS B

Abe Z5H1 Rimmer 2843 { ] | SDAE 7Y, {H
REEALUF X fEREREER L, Abe &ilid
FINEMERE ), Rimmer 4523810 Dropout; 7
FERIYIZE F, Rimmer 554 % GE Hinton 55 ()8 9T ik
R RN, e N TR B S T AR 1
53 A I B Nk W aa A AL, B A bR
ZEHE, I R A R S S R AR R T AR Y
(581, Abe 25 39 WHEAT T 5o 7E 5236 3R A5 |, Abe
SV T R EHER AL, T Rimmer £
LSRG T = E ML S50 . FESRIE AR 1, Rimmer
S5 1) SDAE BB HAG | ST () AERf 2P RE . (HIX —
SRR SEIO AR R A % Rimmer 54
H 7124 ks K sh Fe scdn 52, 1 Abe S8 {8
MRS M2,

BRMEML . 454 W 4% (Convolutional
Neural Networks, CNN)J& —Fh iz m 2559,
F T4 AESEERL

Rimmer 2578 SR 72 1 T 35T CNIN F9 R0 s
FREUR A7k . 16 100 ANk S s 45 R LS T
96.66% AL, AT HARXS LT R4 R R
CNN 7E W s F8 S0 B R B A R AT 1.

Sirinam 2555+ CNN #1225 42 HH T DF (Deep
Fingerprinting) W3 F5 SCR A1 1. 5 Rimmer 511
CNN Z5Fy AR [E 2, Sirinam Z53%H 1E 1 MERZE
Ja B Lib)Z, meES% 2 MERZEA
2 EMALE o SRR T DUINER A28 190 26 1) 2 0N T B8
HRISEHRRE. N T B EIR A, DF A Tt
AbFEAR7E(K. (Batch Normalization, BN)/ZF1 Dropout
F. fELIERSEEMEA L, DF BEEZEH IR
AN 0o A% B E DU mRURHIE M RE T . AE
WOGE kAL b, DF fEBE A Z 5 FAEH ELU B
B, MO THEENER. Bid—R5IK&IT, DF
E%Wﬂﬁﬂﬁﬂﬂﬁ%%*ﬂﬂ%Tﬁ%%ﬁ
E
Bhat 57F ResNet (&4l I, #&H T Var-CNN 1%
SARSCN i 1ZTTIE AN EEXT ResNet 12
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1775, B, EESIAY RBEREM, KT
H R MERZE . BEAh, Var-CNN 7E M 28 it i 4%
e -Lit BERGE IR, SR R ARG TR
9T AN s A 22 X 2% (9 T K B . /£S5 DF
JIERI B, Var-CNN 7E TR 5O 38 P 5 sz g o
HIHAG 7 RO . R, Var-CNN X5 2200
(UNGRREAS, Y/ T Hm oL i i R i 0
Rahman 283§ DF 70288807 7 G [R5 8
XIS R EUIE I . ASCHEE SR T ER R R Z
OIS TAVRFAE,  JF0 A5 Bl Ee 34T T IT. SRk
LR RFIETUREUDN, X3 A8 S A UK
B MAMEGLaR 2 U5k, TR ARHIE A
& MR SOR B HER AR T IA S 60%LL . ££

KFP 5 5 A8 FH BRI [ 45 i it 8% 3% 4 37 ik
e, WRBESE S ITIE R R T A i 2% L,

AL 1 J7 e 2 B A KO, wang 2548
Hif 2ch-TCN Wk i SCR 7 7 i R RE A A AR
22/ . 2ch-TCN [FF M2 R T XGEE BT, 2
53l I CA A BB TRRRAE AN Cell J7 RRAE o X Pz 1T
e U HER A . R A TR SR AR R
Hude LIRS T RIFIBCR . ZTAER S — ot
BRI B R BAE GE D Cell 77 11 Fr A S BT VEAFAE 1R
%o X MR Wk Tg S0R R TR HER R A b
TR, [ P Ma S T TSR
MR P25 IR SUR 5 J7 % DBF . %7 R AL 36 =AM
B, BIRAHFAESEIURIRE . JEARFAE 1 R 27 S R

*® 5 ETREF JNMIERSURR A

HEB WERL% PETs | HEg’ EX
SDAE™® SDAE Tor Cell 77551 90 88%
Var-CNNET CNN Tor Cell J7[H) 7%, LI [a] [a] b7 51 900 98.8%
AWF_LSTM™T LSTM Tor Cell Jj 751 900 88.04%
AWF_SDAE™! SDAE Tor Cell J7 [ 751 900 94.25%
AWF_CNN®PT CNN Tor Cell J5 751 900 91.79%
DF CNN Tor Cell 7714751 95 98%
Tik-Tok®H CNN Tor SRR TS, JEHA ] ) 95 84.3%, 96.5%
2ch-TCN® CNN Tor JRAAI RV BRRRE . Cell J7 731 100 86.31%, 97.15%
DBF™ CNN Tor Cell 77 551 900 98.31%

OSBRI I J5 S04 BB 2 R SCR AR S I SR AT AR, ACSC DM Rk B RS A o SRR R E L

2R AR BRI AT A P B
GBI E X M AR EL . DBF 575 — /N s S X I
TSt SRR s P T 523 50 SR FH AN [R) R o 6T 7
HFARE T R, TR A
A L HG T ARG IS S NSRRI, &
LR 2 B R T e MR A 2 . SEIR &
R, ZITEXN SIS . HRPT i S
A5 TH LA BT A,

Zx b, Rimmer S GRE T CNN 7EM B FESC
B AT ATV  AE LA |, Sirinam 2558 2484k Rimmer
SEPEH I 4 SRR o R AR AR T B — AN HT K
o R BIUR T 2 ST B I AR S R R
fi 6k 5, Bhat 453 i 5] A ResNet®™, $2ii 7
Var-CNN #2733 ap g ok 17zl @ et — i &
TordtERE. . RN, Var-CNN 2 A4 & HE)
FRE 22 31 5 F TR IE R M SE FR 8O A k. 5
DA A BT o8 o 28 P 28 R 8 T 98 T AEAS TR 2
Rahman &5 8 S 7T 1 B [E4RFE S 2 CNN R 28 4
TR 55 45 78 W il 46 SORT 96 B0, i 45 & ekt
RS (R AE FNE 5 52 BB [R) R AE, DF PR 2]
Iy RASHITEREIR S T 2%, Wang Z5[FRESR I T IR
BRI EEN, (2R AT LS Rahman A4
[i]. Rahman 2406 {5 BA Cell J7a{sE B34
—NF . Wang 25 2ch-TCN 53 51 U3 F {5
K R NCEERE . Ma 2542 H 1) DBF 55 % ~)
P TR f 32 B ARE AR X AN [ IR AR AE . B AN TR (1) 45
BUZHATRAETR AL, FE IR % 2] S5 S8 %

VIR A 17 SR VAl TRl S RE

VI AP L2 PN L% . 175 FF 1 28 X 4% (Recurrent Neural
Network, RNN)Z—F5 &4 A 751 B 796 R 11
Mg, BAAICIZ N S HIL s . kg
SO T F I RNIN &5 04 2 K05 110 12 4% (Long
Short-Term Memory Networks, LSTM)1,

Rimmer 25845 LSTM 4% 45 K5 9 3k 5 SUIR
BT T . HT LSTM 7 ik I Rt et o) &2 2% 1tk
PEZ AR 1 & V5 [ 1) 2k 150 4> Cell BT AR
R . USRI Cell FroTHE R T HAh IR FE 2
T7E, RIS TS 2 M M IR R . X RS
2T LSTM 58 1 #o02 Ja) i S e 0,

RNN Z5 455 & T 5 N7 51 2 (R IR 7P R &R o 52
B L, S 1R — WX AN R R U ) 7= A L P 4 T
5, REHWEEZ R 26 E e 7R R .
XFh P AEA T AR T RNIN AR 9 3t 5 SURT 5T )
A7, Rimmer 25 TAF A RNN £ R 5 H5 S0 )
W R FH R T 5%

3. 3R MR EUR A BN

Bk T P48 SOR B 7V H FARBE L2 4b, W3
Fa SOR A oA 2 ) AL . BN, anfArrE
AU B 3 5 T B R R A I HE R SR 2 ]
fifui BB AR BART W? G KRR RH
SR ? WA A I RO o B e R 2 fe] A
DB GRFEA AT PSR S0R T 2 2555,
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(—) B HEA R

RIS HIRA R, SRR B SR B HRTRCEE
BRI A — BA A e — R E S
X R R o e A S P R4 5E .
WA ESEE, W SECRN MR, 2
ER R IR EE X%, Marc S8HE5E T
TBB(Tor Browser Bundle)hfit 4. TBB [t & 1l ¥ 24 7
B MR IR AR 2 A L IR s S0 ) 1
WA S A, S2ae 45 LW, TBB MRAARNR
F FECHE MR 2 5K T B 50% LA Fs ANFE TBB
ANEDFT SR E, WAl R R KA ZE 11.7%;
AT B 22, W B R A ZE B2 60%.

Zfelih, Marks A1 Halvemaan NG5 T HTTP
FRA T P48 SOR AP RE M. HTTP fiiA
FEAH HTTPLL A1 HTTP2.0 Wifh. 455 E0,
M ZRE SINREN HTTP B[R, B 1R 5]
YRR T B 20% % 40%. BEAh, Miller Z5 (T 5t U]
K T SA7A1 Cookie i H8SUR AIHER (152
Wi A % 17%%.,

AL, Reddy A AR 22 A 18 SC B FL 1 I35k
B B 6T 9 s Fig SO B sz . AR B RS T S
B MEENES RN RFEE RIS SR R . 45 5%
KB, HEC HTTPLL, HTTP2.0 AR SS 23 HEIX T L)
B3 PRARTR SOMM I HER 2 o (EE XS T AR 2R,
Ieh 4 g,

BAR UL B VURS SCE T 7T TAE#R s 1 iR
10 20 56 VAN JE X T IO 3t i S0 A A R
o, HEFEHREEAFRK. ENMILFEZ
AAE T 350 ¢ AR B Il R 7 26

AT b, AR P I e Es kAN 2 2 B A
2 SEUNIEFR SO HER R B, R RIE TS50 A
A K 2 A 45 )11 25 B2 A4 P [R]— I 0T ) 97
EREARAEREFESE. LRFRAEMERR
%, CHRHENIEIELRD, mHIFEES
R TS e DA R, BT RTZ il 0 1 ) 35
FREOR B T A 1R ZAES T ) TAE.

(R R A2 2%

FriB A R A 2, A2 Fa FH P A 1 e AR R
FE A TR th (5 1 B A R M SN2HTOT e g it i
SUEIH FE A, B2 F P U7 Il R 1) 285 M 428 110 D) sy
HIME R ARAR . EARIERE A AE R BB T, Wah+E 4L
SRR WG M RE 2 R B R B . 31X 1)
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Background

Website fingerprinting research includes two aspects, namely
website fingerprinting identification and defense. The former is
a kind of traffic analysis attack. It aims to identify the website
which a target user is surfing under the protection of
privacy-enhancing technologies, e.g., Tor, SSH, Shadowsocks,
VPN, and et.al., by collecting a lot of traffic samples, extracting
all kinds of traffic features, training a reasonable mathematical
model or DNN, such as SVM, KNN, RF, HMM, SDAE, CNN,
LSTM, and so forth, and then do predicting. The traffic features
could be obtained in a variety of ways, and contain different
useful information for distinguishing websites. Finding the
most informative features is of critical importance to reach the
final goal. Website fingerprinting identification is passive, thus
it does not require decrypting, modifying, delaying, or dropping
the traffic.

As to website fingerprinting defense, it is the opposite side of
website fingerprinting identification, makes every effort to hide
or obfuscate informative features of traffic, which lessens the
effect of website fingerprinting identification. Hence, the
research of website fingerprinting defense can be classified into
the topic of privacy protection. The defenses can be
implemented in the application level and network layer, and
deployed both in the client-side and server-side, even in the
relay nodes of an overlay network. In summary, there are many
kinds of defense modes, including data filling, data cutting,
HTTP requests delaying and disrupting, packet padding, link
padding, traffic splitting and merging, adversarial examples,
SCS, and so on.

Since Wagner and Schneier first uncovered that the packet
length feature reveals the information of traffic data,
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researchers have carried out extensive research in this area.
They consider different communication scenarios, such as
HTTPS, Tor, SSH, Shadowsocks, and so on, which protect user
privacy at different levels. In every scenario, scholars devise
different informative features, such as packet length, CUMUL,
and et.al., to identify the websites. In all, the number of all the
features amounts to more than 35,000. As for the classifiers, it
begins with simply comparing the similarity of two traffic
instances to make a decision, then further integrates with
modern machine learning methods, especially the DNNs. The
main obstacles for website fingerprinting identification
originate from the lack of knowledge from the attacker to the
target user. The related research is on the way.

In this work, to systematize website fingerprinting research,
we begin by introducing its basic concepts, identification
hypotheses, threat models, and research significance. After that,
the latest and comprehensive achievements of website
fingerprinting identification and defense are respectively
carefully organized, detailed described, and compared. Finally,
we summarize three challenges of website fingerprinting
research and point out future research directions.
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