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Abstract Anomaly detection is increasingly becoming a focus in the field of Online Social Networks (OSNs)
security. Attackers have utilized OSNs as new platforms to conduct malicious behaviors, which have seriously
threatened the privacy of users and the reputation of OSNSs, including sending spam, phishing and other illicit
activities such as selling followers and Page Like. Many detection techniques have been specifically developed in
past years for spotting anomalies in OSNSs. This paper reviews important achievements in anomaly detection in
recent years. First, different behaviors of anomalies are elaborated with the grand challenges to the detection.
Second, we discuss the detection techniques with respect to feature-based, content-based, graph-based and
unsupervised approaches. Third, major methods of collecting datasets, labeling anomalies and validating results
are introduced. Finally, we conclude the paper with an exploration of future research directions on anomaly
detection in OSNs.
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8 Uribl. http:/furibl.com/ 2015,1,12

4 SURBL. http://www.surbl.org/lists 20151,12

5 The Spamhaus Project. http://www.spamhaus.org/ 2015,1,10

6 Unifying the Global Response to Cybercrime.
http://www.antiphishing.org/ 2015,1,7

7 MalwarePatrol- Malware is everywhere.
http://www.malware.com.br/ 2015,1,8


http://www.phishtank.com/

8 it 5L R

2015 4

I FIWTE B EET URL 2 S A AR AG I
T . Gao % N\ 22%} Facebook F 7 T & A (3 B ik
TR, BB R AT K B A R B BH B R4,
SR 5 RIS B A4 8 3 A T FOCH X Be A R
BB AR B2 TSR, WIR BRI BN
BHE, ALK 552 Spam Campaign K5 .
kL, Chu & AB6IUZ %) Twitter H Spam
Campaign ZEATAEI, St Twitter e N 25 ik
A URL & Bes sl i 282, AR5 R
URL 1) 5 2 Bk bk LR el o 28 0 I 2% ik =5
T NERE. Lee FEAPTLI Twitter H% & URL
2 R RURE R 22 R AR B, 2 MR U7 i SR 5 A S [ ik
HERANE ) a2k, T IR F P U5 0] 2 ki
BI85 W UL T E I B A I€ HL s n) o Bk B OE
BT, SXAPERE A URL &bk kA URL
T NERMNGE RIS ST, TR %R
URL Bk R A R i BEsX —RF i, B 5k
HAME IP #ubk i) URL 3k 4% £ 4 1P Huhik; 3
AR B URL EBFE I DIk SRS HRYE
ANMOHihEE R URL Bk R, o sk i
17 DA K A T P 25 (R RRAIE T URL HEAT AR

FREETWHESCR, WESF URL SFNAEME
W77 %, AR BRI AN [R) P 25 BR A Al A [R] S Y
5K S CBRANIK 5 A AR RE A I 3 i i 5
AMAD Spam K5 5k Compromised K5, kK =
P2 R AIE BR 85 KT ) S K 5 B4R, 40 Spam
Campaign), HIRBRUETE R MK 5 KA ERIH S M
% K A 1) S 8, B 1 ORI T kS
RATPHEE, R TEER HAEEAT N 7wk S
BATARLI, Wk 22 AR SR AN KA R

B EKRS . 3T AR R0 BT
A WBE TS, M RERENA RS AR
AT, BRSSP TR . (KX
3 AT DL 3 A8 50 2 T A RRAE B3 o R A
TS BEACR Se R, an Xt mT LARIA Spinbot
TR & AR FEE 2 S BRI N, st
T I A 10
3.3 ETEMERUSR

FEAZ W 28 1) — A B ELRE LR K 5 2 (AL AE L
BRR, WIFARRR 9. Hreess, maBREm
AN Z AL RIS A REE AT (5 B STt Rt
— B E N T Bz AR RS B E
FERER I 5 KB IR S @B R, H— N
R E A S KM P @B R, M SRECR
A, W B 2%, RILkRFIKS 5 IER K ST
H R B AR P AR X, 5T A 7 2l
I X X e I e K 5o T IR T %8
AR T2 i K5 5 1E K S 7R s B B
AR ER 7, IR T BRI 7 &
KRG — N E, R REKSSIERKS A
AR &7, A5 R B2 498 1A
REER BN BRI e 25 W B e 1 1o,

TEALZE 2 PAETE AR 2 I S50, B T R
UK AWK (4N Facebook AHif Aok R ALK
Twitter 157K RAMMIED, IEAFLERFH H AR S
RESTI R ESE R, ik &R 2 E R R URL
HEXRE, WRIEHREFRHARIARSGR, A1
P 1 TAE 2 N R R A AR S R E

3 Sybil #iM G RELXT

et ik amigy] SO st ST
SybilGuard[20] B 1,23 BEHLEE J O(nlogn) v Kleinberg[57]
SybilLimit[50] i 12,3 Z AL J O(logn) v B Kiemberg
Sybillnfer[51] R 1,24 [t AL A/ UL P X / X LiveJournal
SumUp[52] B 1,2,34 EPcIva TNl v 1+0(1) X YouTube[58],Flickr[59]
Gatekeeper[53] 12,3 BEMLIFAE T AR ST 2R v O(logk) v YouTube[59],Digg,
SybilDefender[54] % 1,2,3,45 BEML I E X / X Orkut[59], Facebook[60]
SybilRank[55] B 1,23 BERLIRE RIS M O(logn) X Facebook[61]
SybilBelief[56] Bk 1,2,3,4 CVISUPN i:ilk7) X / X Facebook[62], Email[63]

(1) FRKRAKE
HT K 5 22 18] 5 A 9% 28 2 RS 1 Pl £ e A 22 )
2% T B Sttt i D S PO PRI S5 ) o TR R A K

AR 5 1 B AR A Sybil K5
ARER TR AL Sybil kS4BT 1

S 5640,
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XF Sybil k-5 IR 75 BT — 2 I 4 25 44
BEAY, FEARI L 5B ] 4 Fos, IEE K-S
U MRS T B SRR 450, T IR K-S 5
SIS Z A ERR N ERE (BEEDD . AR
Sybil A& T 58 2 5% X 4% 435 44 A B o A R 4 HH AR T
i, FEREEFAAATY.

1) 1E WKk 5 T B R0 2% 45 Ry 2 B fl A
(fast-mixing) . Frif 1P & a2 7 I 25 B L
W ELA R O(logn) (n A MIZE -5 b 0, T ED
WG BRI R AT R AR A, R AT RS
BENLIEAE BRI LR 1)1 R TR

2) CENE /D —ANIER AT S . K5 Sybil K6l 75 %
e A IE T T s ke, HEI AR AR R IR .
3) Wil (attack edges) HIZH ZEH R . K
4 FioR, Bkiid Sybil %5 5 155 S fERL .
R ke 2 RE 5 G K= (1) Sybil 5 51, {Hix it
Sybil 71 255 1IEH T A 2 AR R AR, BITEIE
BT LRI 48 AL Sybil 5 R 4R IR X 48 2 1AJAE
TR/ NE] Csmall cut) o Se/INEII N T A I 285 (1)
T TE .

4) AR HIR NS E . 2518l Facebook 257
AT M ERFF A X — ik, 1 DHT (Distributed
Hash Table) 2855 ARF &K 2B -

5) Sybil 1 & 2H B PRz /N T IR T s 2 R
T SRR, 1IEF K-S BEIAR T/
Tz g, B ek aad st 2 1 Sybil 3555,
PRI AR AF B 2R 15 o

AN Ti) PR 00 5195 0 19 8% 465 ) AR I o A AR A 2
AR, fER 3 HEMFIH T HATEZR Sybil
RESL TR s O BE. RS 45 R T iiE i
PASCEBHZE R 2 5 4 s vh DA R B 56 il
5 FH BB EE . Sybil &l 75 5 RFIH T 45 4544,
1M Sybil 55 IEH T S 2 AR, Fan sk
FEAE Sybil 15 mUHE R A9 IR 5 5, BTEL Sybil il
TR — A BT R AR 2 R A& B 5N
Sybil 5 ) B, FAASIN T 22 AR g B TR
s AN BCAER, BIER 3 “5IN Sybil
REDE

LT SRR i R A T R T, SRR
RAZE R kS AN

Bkl

B4 Sybil bkS MLEEHIEE

A Sybil £ 7 % AR FH (A% O SRR A TR
LA FIAIN 77 253 9 PR L2
1) BN E

LA 1) Sybil Al 7 Z#8 E EE TR 1, BIIE
O AR R PO E 1, R RIER T A
Sybil T £ [EAFETE RN, N—ANIEHE T S R E
o320 5 B T UK SRR I T R R A
Ko BEIAT IR BEALEE B35, i E b S
L2 ) E T A TR 1 0% 85K A T ik 5 A2 5y 57
H o SybilGuardn it &t ) BE AL AE Sk TR
AN AR B, IR MBS A e IR
TR IR AR T A AR AW R TN IEE T A, H
52 SybilGuard MRS, BFBGHLLI AW
Sybil 7R #2 o(Wnlogny, P Hu & A SR T
Sybil Limit®SoiaE i ) i 5 s B AR M i 5 — %A 5 1E
BT S R SR AR A T A [ SR I A D I
T, (EREAIE RSN Sybil AT S HE N
O(logn) . SybillnferSgs H 1 — Fli 5 - BEALIE & A DL
W SHERR ORI T 22, B ST S BRI E T 28
T, FEMERBIRRREE T A2 i IEH A SR
LSRR, B Ja R DU ST o S 4h e R T
TR IR T R ME R BD P=(X=1E T AUT)
Gatekeeperl®312E & 1 FE At S 48 2 R BE A LI 1%,
T BN E SR B — 1 A AR B, A
JERHT BRI R, R AN AR R B IK
HORT—ANBUE, IBamH e AIEE TR, BN
Sybil 55, B IX RS AL BN
Sybil i %y O(logk) (k NI iia%cH, TRD.
SybilDefender4 AT AE 1 it K AT f IR BEHLIF
&, WK N logn, SRJEKIX f+1 N
I SOEAT R UBEATLINE & H 0 47 s v il
BN REL, S5 J5 8 I TR R 1) B B
b HE 22 SR T 1T R 75 9 1E 719 55 SybilRank(Ss]
I BEALIE AL Sl O(logn) RV ALK ELAI
ZANEHE T r RS A FO 45 HoA T 25, 0 A
MRS E ST AR B AT PR, RRIEFR LIS

LK S

Sybillk 5
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SERATHY , HA T EERN T SR ] 5E
2) +EX I

LA ) Sybil R EEA R AR TR
R TR s R R B AR B R TR,  [K
WG] DA R IRAT B XA B SR kA Sybil ik
‘5, Viswanath £ ANB4SE H T 5T Mislovel 214 [X &
BRPIRIN 75 %€, % 3R1F L SybilGuard A1 Sybilinfer
B IR

Alvisi 55 NI K2 T B AL E F% 1) Sybil
HOE I 7GR T PN 285 &5 g AR 8 ok A5 Y 1) i 4 1 AL 5
WA 2% R FE AR AT o IS 48 45 a1 1 A A A
PUERLE TR TR E M X S50, FEX N2 R %
156 28 11 A X ) A7 LE A g [ 0791, g L ek 3 601 2
1) Sybil 15 s fets 5 HAh IR 5 @ L KR E R
(341, TR WG FH BB ATL I A 21 7 RAFAE R IR A
K, fEEET Andersen,Chung,Lang F#E X K I
EERH T ACL Rl 77 %8, 4 Sybil £ 77 ZHIX
S IEH T RS Sybil 7 s AR g W R ST
FEIXA AR R IE MR, JRes T B
7], Hsab st R ACL AR L SybilLimit
Bt
3) HiAt

Bk T R BEALE A X R T %, A F
FH AR Sybil A5 7722 . SumUp2L2 s 78
PRI ST Sybil F7 R, H R BROL MR
# (Vote Collector), Kt (max flow) Higzh
ANTE RS R B AN R S22, 38 XA I D7 ki
LRI BT (A5 RS, 548 Sybil 15
RIEEE, X1 2 0GB AT B R HE A
Sybil 75 ri. SybilBelief™IH F & /- B FEHL KA
T Sybil Tk, L MZEH AR EN T s e —
MFEAUERFR IR 2 IR 1 k2 Sybil 55, AR5
WIS R BERBEN R AT S 0 JE N,
RIS R IR R

Sybil £ 77 FEH R T —E MRk, H2f L%
A 3 BH AE — S B i W) 4% 7 3k A1 188 AN — 2 il
SL13IEL, LA (1) Sybil Al 7 SR AR R A TR 1 R
TE 1 R 2L RSP X 8 PR 5 1), T HL il 2
HIRE, {HEF TR B D SE 2% rh s & —J7 1
e A% I I R H K B A S I AR U SRR I N 5 IR
k5 BRI 5 —J7 [ IEF K SR 2 b e 5
W 25 AU Sybil M5 227 R 181, Yang £ A4
() S 58t A B, Sybil k5 2 (8] FEAFEAE BB LR,

RIS IEFK S Z BB RE®, Sybil k5 75%H)
HEERSIEREKS . Koll 2 AU IUA [k 77 %
FERBEA AL GO N IR BEAT T 30E, RKINAER
WAL BB DL T, DA AN 7 % 1) 38R I A
AR R E S IR o S 265 A A2 PRI R 1)
A, Hu 55 A3 AR S0 A% 75 A et B )
T @ B T R, TR I 2 ik A S PR il S
[66]0

BRI Sybil Al kAR LT 1S58 L
5T B RUR, 18 Alvisi 25 A\ 88136 B 6T 2056 F
B RISk UL H AT Sybil K5 R HASZH
AT 1k S A 8 - A ARG I 07 2 A 5 A 245 b g 3 A
5 ISR B AER IR F P 2 A1 K R . Boshmaf 4
NUShl i 456 F P AT RFE A B 2, B oA
Wik 5224 (Victim) [IHESE, B 5 Sybil k5
RIS, SRS R RS B E B, T
BepAER 0T 52 55 3 K 5 11 7 78 M 3 SR D (B AT Bk
Sybil XILHIMEAE, T k FBdiam2 5N
O(vol(k)logn)1~ Sybil 5 5, HH vol(k)2 k Xk
W BUE 2 A, 7R VG PR f K 1 A AE
Tuenti FORFIBLESE, il K& Sybil Tk 5

(2) HAbKRE

FEAZ L R T R RS RE, AR R
R AR RA KPR RE . L TAER A
Bt 5% 2R AL RSP ISR A TN K 5 o

Xue 55 NROGE ik 5 2 tH R A3 SR DL 2 i
T SR 75 Wl 15 52 KA e A SR AN A2
I e R R B B R SRR U R
FRARMCAIRRAE, BT 46 1 1E e 5 bR FH 2R 0
PageRank [0 i A K 533047 PEA, AT Az
IS5 M o Tan &5 ANOVRI A URL B4 20 i i) B 45
HUF K Z BRI WK S, R IEK 5 kA
[ B N URL #2057 URL 44218, B R ATAH
[l URL MIlkS 2 EEEER, SRR S 2 (8]
I R RS R R R, W Rk R ER
PP TR AR B IEH K, KX 2eik 5 & A i) URL
TENAS R, JHE URL R EIHH A4 b URL
PR it R L, fJS7E URL SRR~
FEHCE = K5 B A R K 5 . Beutel 55 B
Facebook H1ik = (1) SURAT MM G N — A 50 B, B
M — kS, S —a g AU U, R
A5 A DU s 4%, 4%k 5 5IX AT A
—RIIAERE . BTG BTG R K T A
FRET, A TIRBCE RFIRIR, S-S 2aEdxt it
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ST AT A, R R, Rt rE
B F AR R I S R S

BT BRI Z A R E K S 5 IEE K S
TELH I B 548 R AN R g TR, 53 TAT R
REIE B 2T N A IR 7 SR AH B, 6T B A
TERF LRI B TR, R TERF
FEARFEAT NG, (H 2 BRali it R A P S50 Rkl 5=
S AELEROR A2, 1T H S BeA I e % 2H 1 1]
SEHIMIEEAT N RN L T BRI 7y 28 75 22
BT — @ R %E, AHH T IS A A8 45 1 2 2
PE, AR AEAE R 26 v e H K 5 B AN R R RRAE
AT S 7E 87 FH 25 T P R A DN 7 5 I 7 250 Al 7 8
B AT A ISR AIE o 7E ELAR IR AS I 75 ST H i)
AJ DA% e 46 G HAth s I 7 58 SR 42 v A A 22 AR DU
FieNGER
34 RHEFINRNSR

FETAT ARE AN T A A Bk I 5 RAR 2 A
BT R, BRI 2838 (I 25 75 B AR AT
SREBFRFEMTIOC, B WA R
Viar NG TP I etz LSS THER 7S el ) =7/
5 i w0 TR A SR BRI R . JE T E
Rl 77 SR R To I B A 2T, R T A i P 4
o o B2 ST AR N 7 S8 AN 7 B AR A 0 B s kAT
Frid, DRI RE 0% S0 PRI TR Bkl R 4. AR S BLAA T
LAV B ST R . BT RE
HIEET AL,

(D HETERE

BT RN T o e i S A I AR
P EREN G, WE 5 s, B S 1)3EEeR
TEHATEREE, WIEHK S TA—I, MAERTH
k5 BN Rk S BRI S RO — KA 58
M5 Ry —2, IS i S AT A DR E At
REfE HIWTZIE N I HARIK 52 o R . BIA
BERATN P AR AT FR N

BT RBRIRT I T 2 OB 2 e A& 1 F
HEXRHIK 53347 52 . Miller 25 A 825 Twitter o1 7
ANAE BRHIE LA RO SO N S R AEEAT 2R2E,
FIH StreamKM++5 DenStream 45 & (11545 i 58 2%
HIERIERIK SR AN—2, KNI REIK S,
S EE R RS IAF] 100%I1 A 128 DA K 97.8%(1 ik
%, (HRFTRH MU ZREMN4E R A 1,500 &
A, 1T HAF BARAE 32 B R B SOAR N R RREAE
RERE RGN A 26 7% =0 B Spam k5, TEikAG
FA AR K S .

~ ~ .
ey @
I \
\ |
e\ ' @
s 8278
(]
€5 &
@ PN
\ ’ N // \\
/ \
(]
I \ .'. \
’ I\ |
\ )\ @@
\ / AN /
~ e ~__~

o
() K

’ IEF S
5 EFREAMEMAE

Wang %5 A BRI P U ] 4 58 I 45 15 1)
HTTP &R FFIEAT RIS, @ik 16 i 7 51
B 1 [i) B A 2 P P ) s AT N B, TR A P 5
K EN AT BT RS, WP REH
W46 e B I IR H K-S Bl W e v HoARk 5 2 A
R EMRS o BRI L J LinkedIn 1 5 5240
SIS R % T RS R R FN B SR R S, (R
RTREN KBS K S d P 5T ISR, Wi
YIZAFEAS Hh B[] 3 71 e A v R R A 26

Cao 55 N\ Ry S F R AT RAE A28 I 46
RIS BN RIZEAT R, T 1R A8 R — I ] B
WRBLH S EAT N, RE ik S AT kT
RIRATM S H KT . H R Jaccard THEREM
AN P AESEANIT ) B AT A BIARALEE S8 )5 iR EAH
RLEEXTF P AT BRSSO T 28 A B A 08 U 1Y)
Kt AW ZENRK S mRFKS . @dE
Facebook H (1) & Mk, %07 E RE 818 2K i
100% (1) #ERZR , 1T H B SE RI A 0 (1) S47A, (H
O RS PSR S P M2
W, XA EEERG 1P ok S b AT SR, T M ml LA
I B AR AR A X L

(2) S

ST R A I T R R R A IE R K S
AT AFFE MR, MR K S PAT AR A IX
PR, R T AR Y 5 5 0 DG B A2 S 0 1Y)
FRAEXT IEH MK S 34T U145, TR N AR, SR )5
AR 4 Ath ke = 2 75 55 A 2R DG JE R ) T 2 15 O
ISR

Fz 4 WMHRTEE

ES PLrt B
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LA, MR 1 RERATIIGHD RS

Ty 0. KrIok et 7
. Eg&ﬁ 0. W T W
i 5B WEM 35BN IER
o o 2 4. ShMENL B gt
#
5 L W 1. AR AT R
- 0. S B R
GOETWE 3 Rl 0. ShHENL B Get
AR, ST 3. ROk RS R T
Mt H D%
L TR
0. R A A%
1. R AR
K ogppm D ABERING o LKA B
s U R AR (15347
5 BTN 4. R AT AELEAER
o 5. WIS, (EILSE
5 B
9 LR RERI , -
7 i 4 1. A
B IESEIARRE eyt me
Aot B GRERS 3B SoHii
N TTCET I
ﬁ %

Viswanath &5 A Bk B 22 0 25 Hhik = ) — L4
1T (B3 238, BE-Z53A7 ) rets K420
ik, B 3 s A BE T IR K S AT N
FENLASRY, SR JE AR A S SRR R 14 e B R
JE SR 2 75 N S8, % Facebook HHY s B8 4T A ) 5K
IS REE ROFEA T 94.3%1) 7 k5. Jiang SN
(BBIUBTI o} 4 58 I 28 v e 5 AT s ST PN B 48 A -
(1) [FBE, RIS M4 i ik 5 45 A H
FAT R, e oy — ek 555, (2) FH1E,
RT3 Lk 5 147 5 R 43 I Al K -5 AT A ] o
I THEOX B AME, TR T BE RS WA
KT o A0 Twitter DL JH TRACRE ) 525625 BH HEff
FEENTILF] 99.8%, (HE K& T HA KIS =
AT NG R 2.

0 B 5 2] ARSI 7 S H R R S A
(IR T ) o JC B 2 2] 7 AN TR B AT A A AT
PRI, R IG RE A I 21 R S0 B AT N . (HH AT
T W BRI 7 R F EA R, WK SUR A AR
TR H A M R 25 B R w kS, iR A
kS T PR, TR R ERAR AT ISk,
ANE B R A M4 g . Cao %
NEIP 5 AT AT BB TR E 1P Mk 2R,
17 Bk 3 e % 8 1o A3 B AN [R] SR i 5 1) 6
1P Bl 0 5 5 Mk 5 (19947 g B T ] B >R e ik 20 5
Viswanath %5 A\ BB Sk 5 AT A b AT A, {5
2 %f Compromised M5 iR I 28 R A 2, i HL X0k
& T DL o ST K 1 IE AT N AT D 2@ A
Mo Jiang &5 NI TAE H AT KT R B 45 4 (1)

AT N,
3.5 ®WillHF Rt

RN TR EBNS, BEERNH 5,
Wk 4 fros, FAHIH T A R % 3 G A
AR FETATNRHERIE T NN TR EH
W IR, R RENGER T 7, Bt
AE % XTS5 1B AT R DU EL BB 9% X 43 A [F) 25 031
P, e SRR S .. (BT 2h e
T, TR ERATN FEARSAR A TIRS, XKGTE T
K BRI g peAs, 1 B R BeRg A I 2 &N i B
HRA, R SR Bt 7 UG s el
BT AR AR I 7 22 e 6% Al 21 0T 7 0 i 5 S
W, AER R BRI A A% 2 B R ik . 2
TAT AFFAEANEE T N A A il 77 58 H A LB,
AN AT FR (OB 76 B S i R R . 3
T BRI 7 BRI T RS ERIE, BARRNE
Bk, (R g SR B g5, T HL R ReAs
HHARMK S HBRIPEEAT A, HEREREE, Bl
HREMRH AR, M KMBREER . T
B2 21 AT IR ARIR AT PR D, BE
BRI R 2R 48, (RN R A U R 0 () B AT
N, BA G B #E S, R XM B
S NEEZ R SEPTIERTCE SO PN A€
HATEE 2] o DRI AR AZ el B DA 4 22 AN [ s il
T%, MWARIZ IO i k-5 gh AT kaeill, 4] BA
SR F TG I B 2 2 B SRR i B ki 47 9, 4R
Ja X AT AR, BRI A IR ST &
HEATASI
3.6 XWHERG

TE LA 58 X 28 v S K 5 A 7 8 # ° EEAH
S ES HEAT IR, DRI R ER R B K 515
By AR TR A R pE M R DA RO FH B FA R fR
¥, SRECKEIK S 015 B LR, R e
> Har I 7 5 75 0 SR B B B AT bR R A e g it
AT SR FESCI0 ) B i 75 SRR 25 S 1) 2k R sk
AT AT, DRI R 0 il 2 SR AT 3 E o IX SE SIS
T35 B BT TR I 77 S8 () v AR IE 22 OC B L
G B AT IA S TAE, FRA15r mlass 1St 78
g dE SR EOTT A B AR IR T 20 B R 2 BB iE T
o
3.6.1 H#E AT 20

For I 77 5 1) <2 B 55 6 AT 7 0K B I L S A
5, AR RO LFEZAH LU LR
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(1) JRHUREL . 422 W sl #8424 1 AH BL 1)
API, REMsE BRI FICRIEA API FREUIK 515 2,
BT 20 APL 48 A — & IO PR, AT DAL
SRALAZ 2% AR S5 SR BE R A AR R 1P dbdbIn A 1 44
FASRGRAE PRL o TR Y D 246 T e SR E, H 2
M7 R BR SR UMK S 1 o e T HL Rk
BT AR R AL A 45 o P AT IEER, R A
A L SRV IV A A S A 5 ) 4 ) R 1
[89]

(2) ATFHESE. —SEE AT HOAE
A, TSRS T MISCHEE, 10 SNAP!
S, Xu 55O HERE 28 AH 5 1A T BUE AR AT
TR R AR A FF B AR AT S0

(3) HHamub&1E. 2 Msa &5
R Edls, DR RT DO 5 458 W A4, B ag
A sy B AL T 75 PRI

#=5 BEHEEAN
VRS THE

e d 3R [21][22][37][38][42][88]
VAP ARG E S [47][51][81][86]
S WA [30][34][41][80][81][82]

®o6 HERAGR

Jrik: T
AN LFRR [21][34][371[38][80]
URL 244 s T2 [33][34] [40][42] [88]
EERG [35][43]
R i K [51[81]
A FAL B L DRk [37][43] [47]

W 5 fras, FAFIH TR H & Fh s SR
FIAH I AR o d I T s B 2 A DL ) s
SHCT L, T H BRI S48 75 SR IR E 8
{H 2 T 22 9 — 58 19N T BUAS SR G 55 AH 3L (1) TE Ht
DA S — 5E IMLAR I (R R TE B dh: o« R AT B4
] LTS [ R A, 1 H e e AE R S e 5
HA TAERAT R, 2 AT IR 50 &
AR N EA—E TR/, SRR A —E
ap Al RS Rl CE R (1 27N N =
s, AH 5 458 Xl 3 ST I AR AR IR
3.6.2 HdlibriA T2\

A WA ) R 5 58 7 EE AR HTON SR B B s
FRUFUNIE T B3 i, 10 HAE BN LSS I 2% R i

! stanford Large Network Dataset Collection
http://snap.stanford.edu/data/index.html. 2015,3,25.

= R AR B D, BRI T 2R AR I 20
I 55 AR IRAI ) e K S o 6T e B S A
W7 Gt 75 EAE SR B8 ol e i B S B o DR
TR ZON SR Bl AT AR R, A TAE 2
LT 7

(1) ANThriR. ks a5 i 3 T8 HoAth
NZ, HATFEhHAR RSN REKS.

(2) URL BE&5fail TH. @i URL B4
HB R R E K S KA B URL 2T AEE
URL, #EMHEMNK 25N rEKS . —SRATF
URL BAHLEARL 32 TEAENA.

(3)  FEHERG AT W2 L ETE RS
RE 8 R X 3 B US IN A A % 36 3% sV B ) e i
I SER

(4) MR E. E/EH R g B
WS FR WIRSS, AR Bk 22 5038 Rt AR SK
B R S5 Ke 8 K S

(5) AWML H G Y)EE. Twitter [ G424t T
@spam HIThEE, FH P EENE R Twitter i 2 v] %E K 7
WK o I SRE @spam [P 2 N 258 AE % 3R HH
PG REREIKS

Wz 6 frw, WAFIH 7R S P EEER AT
AH R TAE . X700 & B I A & B
AR NTARRHERZ 5y, H T 248 2 & 1IN A
MNT), FoEH T EHIRLE . URL S 44 SAaill i
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Background

With the rapid growth of online social networks (OSNs)
for communicating, sharing, storing and managing significant
information, it is attracting attackers who misuse the OSNs to
exploit vulnerabilities for their illicit benefits. Both fake
accounts and compromised accounts are used as tools to attack
OSNs, and hard to identify. Many papers have been published
on the detection of anomaly in OSNs. Since anomaly detection
is playing an increasingly important role in the security of
OSNs, the purpose of this paper is to survey existing techniques,
and to outline the types of challenges that can be addressed.

This paper reviewed important achievements made by
computer scientists in anomaly detection in recent years. The
authors elaborated the behaviors of different type of anomalies
and the grand challenges towards detection. Then we grouped

existing techniques into four categories based on the underlying
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approaches adopted by each techniques which are feature-based,
content-based, graph-based and unsupervised approaches. For
each category, we identify the key assumptions, which are used
by the techniques to distinguish between normal and anomalies.
We also identify the advantages and disadvantages of the
techniques in each category. Further, major methods of
collecting datasets, labeling anomalies and validating results
are introduced. Finally, we discussed future research directions
of anomaly detection in OSNs.
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