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Abstract In recent years, as the increasement of the types and numbers of embedded devices as
the increasing interconnection between devices and neglection of security and late or difficult
equipment update, the security of embedded device has become a prominent issue, more and more
device vulnerabilities have beed disclosed. Although there have been proposed some solutions
towards security analysis and evaluation, the lack of detailed and comprehensive survey paper
makes it difficult for researchers to systematically understand the progress of embedded firmware
security analysis technologies. Focusing on the security risks faced by the current embedded
firmwares, this paper gives a survey of the latest research fruits at home and abroad, and makes a
comprehensive analysis and evaluation of the related security technologies. Firstly, it deeply
details the manifestation, the classification and the acquistition methods of the embedded
firmwares, as well as the attack surfaces and the automated extraction methods. Then, the
technologies of the security analysis on the embedded firmwares have been refined and analysised,
ranging from static analysis, symbol execution, the binary vulnerability association, dynamic

analysis platform to fuzzing test. Finally, some future research directions have beed prospected.
Key words embedded device; firmware; static analysis; symbolic execution; firmware rehost;
fuzzing test
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1 https://securityaffairs.co/wordpress/91069/hacking/telestar-iot-radio-devices-hack.html
2 (R RS E oT 7 5 H 45D

3 https://www.wi-fi.org/

4 https://zigbee.org/

5 https://www.bluetooth.com/


https://www.wi-fi.org/

7 Vi A= 2020 4E

BEWOFTE 815 D BUEAEAEE WSO BERR SRR« B 25 22 42 XU - AR-DDoS
Tk A 10T JEAE P L0 AN PSR SeBL A PR, S dEsk, T4k 5532 1
MQTT Wil th B2 B4 e 4 UG PO S B 2, R N S 4 BT 10 U TR
RUAFET VIS, 562 B0 REAFAE T I BAR SE 87V b

F2NIBERBE Bed # TT DOE R R o 7R P A e 1, 7EFF R O B
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R E, E — A2 B A R ) phantom W £ FR B B FEZ K
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3.2 AFmRI

N T T BRI, A SR IR GETE T NVD IR SO 2 i BRI, 9 R
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WEIREE) S AR . A HRE, — 5, K PR A R A 2e E web #2017 (F
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PP, Bl AW, Ear R, HATERA RS BRIV 2 IR A
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B R 20 B IR IE A B 1 45, X — SRR R S T T LUR A B R B, T HLE
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SRR RN R TF RN A2 A 00T N IR, AR G — Lo I R 4 IR XT 9 A7 AL A 1)
BAFMRAEAR, LSO BT 5 AT 58, 78RN H 2R R G0 3E NP 7 T B 2 5

1 https://nvd.nist.gov/
2 WA W fLFE: cisco, Huawei, TP-Link,D-Link,LinkSys, MikroTik, Netgear, OpenWrt, QNAP, SuperMicro, sinology,
Tenda, Trendnet. H /&M FIIFEA, EHEMNISHTEE,
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M1 6 (6.4 75) DL LARIINIR(6.5 19), T HPRHAR O HBEAT VEAH ) IR A0 73 #r o

|

SitHIEHRALH

]

K5 A& [l 1 2 iR — i

1

for Peripheral Emulation

HE A KA, Laelaps i H 2 TiH7fiR: Device-agnostic Firmware Execution is Possible-- A Concolic Execution Approach




9 it B P %R 2020 4E

5 RFEHRINMNE RN

Wl 5 Fron,  [EERECR B SRR RN T 2% [ 22 4 e b ) 28—
5.1 & &EHIRE
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N A [ 8 5 R AFAETE flash memory 05 B ¥, 1 flash memory 505 1 I8 & JE e &
HER LR, Bk, FEL T T EMBAR A M L RHC 0],
(1) B R D IRE
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JTAG(Joint Test Action Group)ii ¥ & FH T2 GO (AN A7, @it JTAG i 132
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B PR TR B [ SR R BN AT U I B AT O S R E 2
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A T IEAN TR BB 1] S BRI 2%, — Mn] LAE U 1) 45 ) 7 1R weeb il s /ftp Ik
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! https://github.com/armijnhemel/binaryanalysis-ng
2 http://firmware-mod-kit.googlecode.com
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HHI43HT. IDA Pro F1 Ghidra #A] LLSZ£F X86, ARM, MIPs Z5% Ffifis 4% ) —
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! https://github.com/NationalSecurityAgency/ghidra
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ICITAER) FPGA #r, PA—Mi P skt i 77 X5 JIHE b i AN R G, dkim a] LA 2 Fh3)
BOHT R GE I & BEAT . 5 2 AL, Inception® 3£ T+ Xilinx ZedBoard FPGA gl 1
—~ Inception Debugger 414 35T KLEE [HFF 5 BRI H 0 = R 325 i 2 Rt i
BRI ITAG (55 . PROSPECTIUE QEMU R T — ML F 34, £28
B 5P IMTIBERN RG A, IR R B HRR ARG B R 757
TE HFR A EAT I BT 45 S R s 0 Wt R Gt 78 FLJE BEROSE J TAF h, Kammerstetter!’
IS AR TR B AMEAT A, FF H A AMARIAT Do i 25 PO IS B B G247, O6f [ R RAS A 1 3 AL,
Ut 7RG AR g, (H XA AR T R BRI SR AR 2 AUE TR | B A X
& T RS IR B SC I A5 7 B A0 H AR R S8 (AL T RE RS S 7L T TCP (1)
W i S MEAE . Charm ™ Android 45 IREN RS IS TAE & L b, il
FE P BRI 15 8 DR B & 1) 5 3 110 Wit AT 28 B A EIE =K, adid — AN & i IR
ZE) USB3.0 1 Kk 4 L hrifesh R4, [FIRSR ARG V0 W& 1) h W th 23 Kk 45 i
N % IR Bl 22 A B . AR S BR I % 3 R G ATTIR 75 2 F R BAT A PR G a1 1/O £
B, (HRR&WE) BRI NIBIT, Kw DA sh& .

Hardware-in-the-loop BEFRAL 7 45 FLAIRF,, [FIRTRERME 1 1 fFIF00 5 11O AT R
fiAH . SR, XM RGE AR (RS RSR R H) My et (FRER—A
7 LG A B 28 O B , T ELATS SR SO T~ S m (1) P B 1 4%, DRI b PR 1 G FH Y
6.4.4 [EfFHEE

] A A () F AR AR R A AT W B e o SO [, B [ 20 A B R A CHM R4
ORI 4, ARG SO AT A, — A B AR, (A5 mT DAASASE P A0 2R A 5o [ A AT
Mo AT ERUL, A2 S WA AT A B AT BT A A o 4 B Ok, TR —
ANEALT SEBR AT IR EE 1) 2] AT R

! https:/Awww.securitynewspaper.com/2017/07/10/emulation-exploration-bem-wifi-frame-parsing-using-luagemu/
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Pretentert Vit < UL [ -4 5 4% 22 18] () B0 928 AT, A FIMLAS 27 ST 2GR )
— AN AN R, FAE 4 R G50 B3 (QEMU) LR /75 20 51 4 (angr) 45 4 A B 1) A1 A
T SEHLE AR 0T - PRAMUBISE 1 T 4 2 b B 38 A1 b MBI AL BB d 1 (2 LR 1)
MR Kb B AR BETT SCRY, RS 2 St 18 AR, BN 04T 9 LAKL AN R 1/O $4F . Avatar?
MO S0 VR0 N L A R AT EREE, IR RPITIRE EPUTHAES, %
FEF 7 LR 2 AN Mk B rp S SR [ 40 T EA R HRRZS . BT, Avatar® SHIZhZS
4347 T EALHR: GDB. OpenOCD™™ QEMU, angr 1 PANDAMAM! HA| ycinator®@ i #
# HALs(Hardware Abstract Layers), i A H AR ThRE, FTE 1 B AAE A 2 1A) () SR 2
SCHL T R E DR (R e UER TREA R TSR R ME T HALs RS 4,
FF FL 4 PR PRE B IR [E  ( 4 BR AL, AN R K BR A T LT RS R

5P E G I 5 R R A5 S AT SR A B R B AR o — Rl AE A5 5 AT 51 B AT
[, I FoR AR A TR S5 R E R AT S8R (B W 6.2 719). 75— MR iR AE 0 E s b $hAT
[, FEAB B AR AN, HHASPATRHERT /MM, W1 Laelaps, £ QEMU H1Hh AT ]
i, AU RS AN, QEMU i, SRR HAT U BT 54T, DORIEH
&R T YA AR R IR RNE, FER RS QEMU, 51'F QEMU 4RZE AT .
6.45  ArHTIEAL

R 7 WIRIFRBLEE T RS AT I R MR B sh A FE B 25 LA FE X i N 51k
FBENE T EEH T —ANEEE T SRR EE, RGBT LU & R A 4 mr i
BRIRIFRTZIR A, oG R N N4 SR FR AR i R, H2, BT IRZEEF &
(S 2 A DA S MR R 2R I B % HaeBl oy =0 —, St H AT RS, ZSeBl Sk
H TN R EA BT A IUSEN, 2 BB PR AL e B [ 18 4T FRBE 1T i A%
FEFHATA T % Hardware-in-the-loop 1) 5752 —Fdr =7 &, BESEME 1 LUA R A
I TRFZ IR A B0 IR, ST DU 2 b iR P B8 1 2% AR BTG VA0 L AMBE =Kk, 28T, &
WA T SEPR I B A, 7 LA B % 2 (AR [ D)3, 22 s BB /B R 112
AT FEASCR o [ 6 T LA AR A 1 7 SO RIS, 8 T4 B AL IS AT I M 4% DA TE G b i
SR, PR ATz B Bha 7, B2 5 Hardware-in-the-loop L, 54k
VA H RS FE A, AT Re 0 B0IR [ A R BEORIET LA SR RE 08 IR 12 1T, AR5%, HEXA
ERRERIEASERL RS ML, B HIRZ HE R EBARMNOSE MMIO b, Jf
BV KA DMA 354, HON 25 122 A s FE B AT 5 A AP BRSO K, BRI 94
B — I T R 5E 3

=7 SR ERE

VAL IWIRFS IRRBLRE ) | KETHE AR FaEE H T RN YAk
FETRE IR | v x x x 4
RGN A v v v v v 1
Hard-in-the-loop | v v x x x 3
e v x 4 % v 2

6.5 MR

FEMR N R A B 1F A B S BrBoR ORI N 2 B R i m R, 1B 7 25
THRA B BB — g . BRI G U SE B iE-T 6. BIHE
Er G MUHBIA ST LA MG 225,
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TR
(257
R
[N
HAT
5

HELWFE (EERE/
Tig P& /EHEETE)

Bl 7 AR — AR
6.5.1 BRI
IRAE AP HAT SR ISR IS L, o] DU BRI A & BB AUK S, Wik 8.
(—) A&
AR T 2 BT R 5 1 P SO R BAGA T A R ISP VAU PO A5 JE R A Jll i i 491
FR I B 2 R AT 0 A 15 S O B 5 AT O U SRBURS # R A P AT RS
5B 10TFuzzer® R 7 —Fh 3695 S BRI 7 i, R P B 40 M LA <2 i 42 )
loT app VA RRAT & UM ], DAKHZERR B 4 AT Bt . FirmCorn® R 7 — i
IFa) R (R IR HE 2, 333 g 554 QA HE R ARk s At 10T R ARG5S 0, 1 5 AR Dk
B AEE XS 1 ) fuzzing.
(=) EEIR
G RAR A MAT RUE BT, R G B LA A o 7RI N S
MR, — Lo I B AF SO T B (1 Peach®. Sulley™ ), Boofuzz?%5)#i )@ T- S &l
WL . RPFuzzer® Wty T — g i BRI P 49 A e AR, 445 N T 20 A A
P SRR e A A R, 9F L BIN T S8 Dynamips (K183, 72574 &
A RE A AR AR, LUE RCE AR . Muench® I BOsI MR 25 (£ 1 T boofuzz, MAMEE
AN AR RS, BT HMAS RN T HE. BN, R 1k 2
bug FIMLERAEH AR, 10TFuzzer®™ st EBLMENT 10T B30 APP iR 7848, 4 la
B SCHIIR B, RIEA WM %, I HLEIT heartbeat 0 HII [ 425 S 1 W ASORT I 8 25
SRFuzzer!® it 742 21 1) X 2% i B 04T AR AT FEE AT 416 R R A28 S AT ROt . FirmFuzz™
i 7 —A headless FINIWE 88 (32 fuzzer 58D 1EA—AMUEEAR %5 283 FE I F AN -
(=) REMR
IR R ) S R A5 302 T A P R BT B A3t 3 0 461 4 4= Rl o FirmAFLE®]
R AR 1oT B i &K S fuzzer, ERAFIH T QEMU H PR 1 & &
HAFMEA QEMU R Gt s m 3 AR, X 10T [ b (O FE P AT 7 76 2 ) S 1) v e i A
BB, H4s RGN Triforce AFL* 5% T 8.2 1. PROSPECT ™ i it A
[ P19 9% 268 S S B I LR 3535 4041 LI RGEHPIRAS, 78 KRR R G R I T — /M al R &0
(¥] O-day Jid. Charm"™fdif] Syzkaller™ %} #3417 1) android ¥ & BRENHEAT T HEHHI I .
Mulliner®F1 Van® 4 GSM BT Beit 17— Fh3ET2E i) fuzzer, MR THRETFHLATE e AL
] GSM SZHL. P2IM g F AFL 14 9 H: drop-in fuzzer, %o [ 424 147 081 38 . HALucinator®!
18 Fl AFL-UnicornM i Ay RO 45 44, AFL-Unicorn i i — /N R 3E I API 454 7 QEMU
() ISA (i ELRFIE, JF FARGE T AFL AO%E 35 RImHER fork-server fE77. PARTEMUTOMiiF

! http://www.peachfuzzer.com/

2 https://github.com/jtpereyda/boofuzz

% http://dynagen.org/tutorial.html

* https://github.com/nccgroup/ Triforce AFL
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Triforce AFL 1E A H AR MR L4 ARG 3, AN[E] SAE T TriforceAFL H /2K QEMU 1N —
AN IAEFE E B (B afl —-QQ #0), i PARTEMU NI HiflE 3 QEMU, it —AMX
MG H S AFL &, X AFL K, XAMREERT DLE VR R .

6.5.2 AR KPR )

W 1 wmRR, AN KIEFESZ (IR shell A, web F274E), f1H
FIRRFRINES R EZMEZME(C. C++. L% xml. Lua %), JWiABSkE 224, KL,
FE AT ARSI R 7 V2 A B AR R ) AR b 2 A1k

Muench!® & R4 T 4% GE 10 3 H R 7 it TN R B SRR P @&, B0AE 71548
) 35 T Sl A 05 P A A7 B T VIR I AR A P B i N AL 8 N AR R 2R B D T s )« 4%
SRR DU A AR AR AL A i JE R AT A A7 bugs, TR 10 BUAT T BB ok, A
PERE N T VAL R AT i . 52 ASANDZIAT Valgrind™ i g0, Muench®5| A\ T 6 Fif
fa7 B PR A =GR : segment tracking, format specifier tracking, heap object tracking, call stack
tracking, call frame tracking, stack object tracking, 437l % FH £ NAT (native), FE(Full Emulation),
PE/MF(Parital Emulation/Memory Forwarding), PE/PM(Partial Emulation/Peripheral Modeling)
VUA R QAR S o, SEI HHm R WY« 0 20 07 PR 15 L R 20 5 20 3 o Aar DU T BASR
THIR A B DRI e

P2IMEIZE Muenchl®H ik (1 B it i i o 2RI LI (3 it |, SeB T — AN RS SEA I Y
ERE AT I ES, SCTt 10— AN AR BT s EE RNV RT . X T flash 7528 ReX AR, X
RAM. A& RGN o, T2 R+W BER, HERANANRA VR Fit, & X b6
RN 25 [X 355 55 140 A AR DA B3 S V7 )V FT R PR B PO A7 R . HALucinator® #4447 —
AT ASAN [ HE-K 2 (heap-checking) SEHIL . AFL-Unicornt™ i ish 4 A [] i AT 45 15 (L
AR A7 U7 I ) e 4 BRI ik 5 b Ok H I S B ERSAE 5 (W SIGSEGV)SRAar il i st 2
HEIEFIIE 54 AFL. 10TFuzzer® 5@ /34T 10T 154 R0 4R SR S 75 fil & 17 49
t, &% TCP @15, loTFuzzer KHE IR S5 FHEHRA R Wr: £1%F UDP HilfE, IR
2EVE NI heartbeat W 2SR 2T . SRFuzzer®H @ 1 423G PERIN, 51N 7 J5 T Wi 7 F 1 42 25 (K
DRGSR ) XSS R ) F T B A A (R A Y NRT XSS)FHEE THE = 1 4% Gl it
ptracel BN 12 SIGSEGV il SIGABRT LK I A AERIA IR ) o

RPFuzzer®™ Ui ] 7 =R 5 ik I i B 1, 6045 IA4% CPU ORI, LA RctiuAs )
P AL BN P S FORERE ) CPU S 5t % 51 S DoS Budys AR IEH B 424, LA
A I 8 A S B A 5 MY AR G T A, DA Iy 8 5 LA T AR 4% FirmFuzz!™
T A A 0 i [ R i AR R H RS DU I N L G2 X HH A S e AR S TR
FirmCorn®® M FH 7 A A7 Bl R A 28 R0 5 3 AR A 42 0 35 . 1% silent (9 Y 774K, FirmCorn
SAEBURRBOR A 2 5, R AR R & GG, R 2T o i i 2 5 15
B, I B S DL E T BT IR P R S R A T it . IS Bi 2 J5, FirmCorn 2xid
SR AR, 245 FH P DA E e 1 B E
6.5.3 ML

W 8 frow, AR 6.5 19 Frid S B AR A 2Bk AR A TR 17— AN ia
PG BT IO Gy P A e 45 T BORI GV E IR TR R BUAN ], hn A 28 T BRI IH I8
Y5, P DAAR S0 0 LRI R B RE 0 FORS Bt B2 AR 4 oAy, R R i E by
TRAE BT R DL R R 2 fuzzer FIRAS BRSNS T — N2 & 0.

SRR, A RN TR AT LA . — MRV BR S ARG T, AR EL
JRHEHATINR, — PR ET O B R0 B I,  HTE rT R MR #RIER
SRR, X5 6.4 TR TIE. BB, RESHNNAT sy & H
PR R IR o () N AR R T R B, R BORGER 22 A BSOR U R T 28 R B BT A 7 e
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ﬂ /)F:ﬁ /lﬁj [60][66][73] .

M 8 TR, BUA I T H, K2 AR RENS I oK it sl e, iy B R I TR A
ISR EARM T N Lot FBOA RE3RTS, FEHIEN, 2R A RIS A A AL T
. EDN Muench® BT, BRI ELS: 7 AAT I8 7 AT L0 ) 9 5tV R P AT ik
FErp S I B, ST R GUEF R 1T 2RI A, IXEE Rl 2 AR P R R R ORI fih
R ORI, IX LA AR ML FIAE RN 2 e (s DR A FR), 10 ELS AR 0 4 5t
WHSHEERIRE L RRE, MAXRGRZEGH 10 e, tbhh, AR
[ — 2 A AR A A £ — 26 silent BRI R K, 1 AT 60 M0 58 73 1 A SR I3 R PO ER Y
PEBATHTRL,  H AT AR SR A B [ 1 silent A1 silent (94 17 /web ZUBIAREST B
NIRRT BT B XN DR E .

B4, A BRI AR 18 T R IR /8 R X D 6 B U FRTIIA 25 F N 35 4 £ 2 1
ANAR S, R (IR 0k B S I o e N 2 e [ IS PR RS 03, 1 o2 Y £ 28
RATIR T ARAT WIS BB, A — 5 HESE 1 RN S [l AR It 10 X S5
AN H AL AERT AR F BRI S

7 BRESRE

A G N B [ 2 A BT DG AT, MRN8 46 T s R s« e 4% [
SREURT L S ARHIT 15245 ] 41 22 42 o A BOR 86 J5 THUG 2 BT (R 78 TAEREAT T AT R 4 e s
FEXTAH R TAEHEAT T 256V . T VAR s A0 RN SR [ 22 2 i AT HOR (1)
RIS PC LR, MEAGHIRSHES ARSI, Fik, ASC&EAXF &
(22 A T BT N VAL, 1 R BT 2 A 7 VA 5% AR HEAT T B A A BT VR A

SRR, BRI AR SRR N A5 A S FL I 1 1Y 22 4 0 S BRI LB ke, I
WS T — &Mt FEalake Al SRR B bl E AR IRIR I CE, DL IE T AT 1
NAEMTEAR, R TR SGESGLEMaE. M, METEH PC, #i ANk & [
Pz VTR AL T RED I B, I8 V2 U TAE & 2 — Do

1. E s B BT mT CL A R o7 B AR, 8 T4 b s AT i M 3% DA
Gp e SR, BON T B b dE TR AN R A B A T T B, SR, B
RIRE, ESCIA A BB E TR R K B 1 .

2. MEN—MITEF R, BT WAHE. MY, fF5HITXEERNLS], ARl H
AL G E R R — BN 8] Y 0 2 R RREE A 7T R0, B H AT 07 UK
ZANSE MMIO FIFR T, FHEA W K AMKI DMA, DMA X5 & 1) % &5 LT
WA A FF B U,

3. BEAREUA 1 Lo [ (O ASER I L B A X 3020 ¥ 4% ] 33 47 v K A,
B AR TR AR N AR B RS W 2 R e A 5 4 7 THI A AE SR BRI o
S A B o i N B A8 MRk s, MK 9 A iR B 7 0y B e 5N RS
KN, T HESRIRFEN 2R, F a8 RE R AT A HLE] o

B RMPTE M AL R T L F A A
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7 8 EH RN TR
.. S — ORI LR fuzzer s - RE | BERAR B | . BB
TR WA 7% Bwik | non | | R THR
Muench!® BT W 2% 2 1 BEALAE R B boofuzz HE XM AR | FSIBODFINDP | AT | v | v | v | x v I, v
Fm
PeriScope®? | & fiETFHL WiFi J55)) | SETAEM Kt AFL AV i) W BO/NPD/AD/DF | M3 | v | v | x | x v K 4
RPFuzzer®™ R SNMP il | HEFAm& | B& 5 CPU FIfA%. K | %5 UDP AL | v | v Y x v H x
BT RHEEHAEAR | /SNMP iR
BREHE
Prospect®! KRG L) BFAR S e ERCH debugger VM N/A AL | v | % x x x B x
loTFuzzer®l loT ¥4 I 4432 11 FA AR ma EL heartbeat #L1 BO/NPD/MC AL | v | v | vV | x v FL x
FirmAFLE! A L SR HeFBAL V3 AFL N/A MC AT | v | x | x | x x N/A v
SRFuzzer!®® soho routers ERREN FA AR KA EL FTWAR, HT | MC/ICUXSS/IID | AT | v | v | v | x 4 BANE x
R, BFES
FirmCorn(®” loT ¥ 4% ISR BErEmRe | K& N/A WA | BO/MC AL | v | x | x | x v N/A v
FT A S A
p2IMIee! MCU % Her BAALA: B K AFL Bigii A MC/IO/ETT AL | x | v | vV | x x AR v
HAL-fuzz®™ | HALs [#t% | #0 BETAZH K AFL 2 ASAN [#iE¥E | MC/BO/DoS AL | x | x | v | x x i s v
i
Partemu!™! TrustZone TAs | TAs FT A wE AFL N/A MC/BO/NPD AL | v | x | x | x x i x
Charm™ HhREFHL IR Z) BT B wEr syzkaller KASAN NPD/UAF/OOB/ | AT | v | x | x |V v S 4
DBZ
FirmFuzzl’d loT ¥4 o 2% 4z 11 BT AER e L it CI/BO/XSSINPD | AT. | v | x | x |x x N/A v

Cl: w23, MC: WIFHEIR, BO: ZphX#iH, XSS: BEufifiA, NPD: ZHEM@ESI A, ID: 5B, DoS: {E4R%, DF: double free, FS:

ALY, OOB: #i%t, DBZ: divide-by-zero, UA: unaligned access, AD: Hutilility, DF: double fetch, N/A: FRiGSCH ALK

AT R, 10: BHGEL, NP WZE, ETT: #iRME
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