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Abstract Programmable Logic Controllers (PLCs) play a critical role in Industrial Control Systems (ICS),
overseeing essential operations such as acquiring data from sensors, issuing commands to actuators, and
managing intermediate variable storage. The industrial control process is driven by changes in the values of PLC
variables, as these PLC variables are intricately linked through correlations that govern the system's functionality.
However, these relationships also represent potential weaknesses, as attackers can exploit them to compromise
industrial processes. PLC honeypoints have emerged as an innovative security mechanism. By emulating
genuine ICS environments, these honeypoints lure attackers, enabling the observation and analysis of malicious
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behaviors. Leveraging variable correlations in designing PLC honeypoints can enhance the simulation's realism
and effectiveness in deceiving adversaries. Consequently, uncovering these correlations in PLC variables is a
critical task for both attacking and defending ICS infrastructure. Many research efforts on PLC variable
correlations have largely followed two paths: PLC code-based analysis and causal analysis of Supervisory
Control and Data Acquisition (SCADA) logs analysis. However, these traditional methods for analyzing PLC
variable correlations have notable shortcomings. PLC code-based analysis, a static code analysis approach,
examines the structure of PLC code to identify dependencies. While effective in revealing potential relationships,
it fails to capture the dynamic features that emerge during runtime, such as variable interactions influenced by
real-time conditions. This limitation can lead to an incomplete understanding of how variables truly interact in an
operational ICS. Alternatively, causal analysis based on SCADA logs relies on statistical properties derived from
historical data. Although this method provides insights into variable behavior over time, its dependence on
statistical correlations often misses deeper causal connections, resulting in an inadequate representation of the
true dependencies within the system. To address these limitations, this paper proposes a PLC variable correlation
analysis method based on dependency path analysis (VCA). VCA distinguishes itself by integrating both static
and dynamic features to provide a more accurate depiction of variable correlations. First, VCA parses the PLC
code into an Abstract Syntax Tree (AST), a structured representation that outlines the code’s syntax. From this, a
Program Dependence Graph (PDG) is built to map out dependencies among code elements, establishing a
foundation for static analysis. To incorporate runtime dynamics, VCA utilizes time-series data from SCADA logs.
VCA employs mutual information to assign weights to the dependency edges in the PDG. These weights reflect
the strength of correlations observed during system operation. Subsequently, a weighted adjacency matrix is
constructed, and the total weights of paths between variables are calculated to quantify their relationships.
Experimental results validate VCA’s effectiveness. In an assembly line ICS, VCA successfully identified 16 pairs
of strongly correlated PLC variables, surpassing the performance of prior methods. Furthermore, this paper
discusses the application of VCA to PLC honeypoints. The design of PLC honeypoints must account for dynamic
response mechanisms, update variable states based on their correlations, and deliberately expose certain variable
correlations to lure attackers along intended attack paths. VCA provides ICS physical domain knowledge for
PLC honeypoint design, simulating variable dependency logic to improve realism and deception efficacy.
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WU X HEHE . FIH VCA &R HAFE RIS R T
Set X AR | 100(0%06) o .
B HLIRE) PLC 458, FR¥ipmlgs B 5k, sosrt& ok
HUT Z i (8t v 3476 H 4 > &2 7 Ty = oYk
N I [ (7RI T AT DAL 2K 77 7
LA S R AR L (MR P A R
Lids conveyor 1 | Ai/k% | 802(0x05) | @itk A f&ikly
— 4.3 LWERKRH
Lids emitter fi/R® | 807(0x05) | MR A ARAS
TR AREL JAN
AT Bases emitter Fi/RT | 808(0x05) | JEEMHE B A kAd 43.1 PLC ZREALEI T
= Bases conveyor 1 | Afi/k#%Y | 803(0x05) JEEJE B L5y SCADA H zu\E’J%iﬁﬁD% 2 ﬁﬁT ° E?K @J 10
Bases conveyor 2 | AT/ | BOS(OX05) | P F [ SCADA 3ZAT H S5, 32 24 2 (4) % ix 2
sopvladel | /it | 80100 | MBAME | SCADA FIkfsEHfALIE, 5 EIA R FHH:
IR I IR Al . NI
Sopblade? | A | S0H0) | A B il B, BI7EEH VCA 7535 PLC 252 [
Grab AiRE | 806(0x05) A _
: — HICHIALE, &5 3l 5 Fw.
Parts remover fii /R 74 | 809(0x05) P g

R 3PA THRRL RGPS RIERE. )
1788 B ILAME A Modbus 75 77 25 bk R B2
ﬁfﬁﬁ .
LR RGNS E R 4 P,



for: M\ H
TEH 4% WEH 9
et —
> TR AL =
bt .
© (Dependency weight)
= 0.8760
Pal’ts remover 0 i 0 o 4E-4 o o 0 0 o v 0 0 o v o 0
Grab 0 0 o 0 . 0 0 0 o 0 0 0 o 0 o 0
Stop blade 2 02697 ¢ 0 0.1303 0.1268 0.1623 0 0 0 o o 0 ] o o ] 0
Stopblade1 < ¢ o o 6o @ o & 0o 0 4 @ 0 0 4 0 & 0 0.7008
Bases conveyor 2 —{02394 0 0 0123400260140 0 0 0 0 & 0 0 0 0 0 @
Bases conveyor 1 —- ] . v @3B 0 0 o0 0 9 0 0 0 & 8 0
Bases emitter - # o [ 0334 o 0 o o [ 0 o o [ 0 Ff o o
0.5256
Lids emitter o ¢ 0 0.2406 6 o a o 0 0 a o 0 0 a o o o
Lidsconveyor 1 ={ & o0 o206 0 & o0 o 0 0o 6 6 0 0 6 6 6 @
Set 7. —{0.2742 04318 0.17% 0.1894 0 0.0972. o 0 4 9 0 0 4 0 0m5 0
Item detected < # o [ 0 o 0 o o [ 0 o o [ 0 o o o
Partleaving—- ¢ ¢ o ¢ o @ ¢ 0 o0 @& 0 0 0 4 0 & @
Baseatplace ¢ o o o ¢ 4o 8 0 0 4 8 0 0 4 8 6 @ - 0.1752
Lid at place — 0 a @ o a o ] ] a o ] ] a o o ]
Z -1 v o [ o v o o o [ o v o [ o v o 0
XA ¢ o o o o o # ] 0 o o o 0 0 # 4 "
T T T T T T T T 1T T T T T T T T Sagurce 0.000
“~ O d R S S T L <
FY RCERCa C g v S E P F e e
T TS FFFT LT T FAPSTFT S
AR & & F &S &
S £ e &P & &SRS o
VoY R W& e Vo s s 9 9 \3
- & ¥ & E ¥
¥

K5 PLC Az5 2 [A] (KA E

R 5, BURORIIEA R, YRR R
HirAS s, JisBUE iR B 1 HArAS g 2R A
ERHBUBE 7 8. TR AL CuBkER, o HARAR
2 FIEAR B OB EE 4y Hok iy . IX SUAN R 7y H0E
HAR@THEASH, KRBT HFRS 25 & 1K
WREE . BN, EREAAAR X, GAEKRY Set X 1
TIkEHUE )y 0.8748, FKIRHIZ HIn AR Set X EJH
A X HICHA 4> $ /2 0.8748, o Hi X 5T Set X
BT B 0 B R

FHE 5 A, fREERAL 2 (B AT 25 A & 3
PR IR AR I AU 73 28 0, Ui T e A
FFAERBER R . X5 Tl R L RS 4T 15 i
A BRI ERIREENREMIILHN,
FSHIINE A G S (A E . IREE, Az
Fofh AR & () B I B, AT AR B AR AL
BRI R o

UG AT x BhA z i 1 H0AG f or B AE ks
(1R IRERAR B X R Z) R T 77 1) AR AL B (PR AT 2%

=]
e

1=
:Z

AR Set X Al Set ), {E2 118 5 Al%n, ALHE X %48
i SetZ AAMIK R, MARE Z X Set X ARARE
Mok &R . SRR TEZ ST MR ) PDG H, AJ LA H|
AR X BAF AL Set Z 1 [ BLAK A% 2 (X —Set X—Set
2), 1M Z 3| Set X A H B BRI O R AT,
DR b AR 5 X X Set X Al Set Z HAF ML R, 1 Z A
X Set Z A FEIA R AR .

F—J5H, B 5 RN T PLC A% 2 [ 1)
AN TR AR B 2 A B R RO 2 o 9,
fRIREAR R X 2 A HARAE R (41 Set X: 0.8748,
Set Z: 0.2742. Bases conveyor 1: 0.5483 %5) HAIE
EHCHIAL 5. X e 7R BE 2R R G 45l
AN SRR, LR AR X £ —DREMA
B, 2252 AT R RGN A,
73 AR B AR AR B AR OC &R . 40, Lids
emitter {EUEAZ B, BT H bR B H AL
HOpHH N 0, RHAE RGP B M,
MARME N HABZ BRI AN . EHEL RS



10

it 5Pl E R

t, RXRAREIEE AT REURES, A BRI H
(LBURE

4.3.2 KT BALE T
FEXTAHRELE R4 PLC AR & T S AN &
AR@BAT R, ERWE 6 Fir.

-
()
o A
kS M
1.435
Partsremover - ¢ ¢ o o0 44 0 0 0 o0 0 0 0 0 0 0 0 .
Grab 0o 0 o o0 0525 0 o o 0 0 0 0 0 0 . 0
Stop blade 2 026097 0 0 oawsea2s0r623 0 0 0 0 0 0 0 0 . o0
Stopbladel - ¢ ¢ o 0o 0o 0o 0o 0o o 0 0 0 0 . o o0 0 1.148
Bases conveyor2 —{e2394 0 0 012340123600404 0 0 0 0 0 0 . o 0 0 0
Bases conveyor 1 —{es#3 o 0 04928 0 0373 0 0 0 0 0 . o 0 0o 0o 0
Basesemitter 4 ¢ 0 0 03¢ 0 0o 0 0o 0 0 . o 0 0o 0o 0o 0 0.8610
Lids emitter 4 0 0 0206 0o 0o 0o o0 0 0 . o 0o 0o 0 0 0 0
Lids conveyor1 - 0 0 02406 0o 0 o 0 0 . o 0o 0o 0o o 0 0 0
SetZ 0.4318 0.4355 04431 0 | 0.4975 o 0 0 0 0 0 0 0B 0
Set X 0 051560509 0 o 0 0 0 0o 0 0 0 . 0 [~ 05740
Item detected o ¢ 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Partleaving - o o 0o 0 - o 0 0o 0o o0 0 0o 0o 0 0 0 0
Baseatplace 4 ¢ ¢ o . o 0 0 0o 0o 0 0 0 0 0 0 0 0 I 0.2870
Lid atplace 4 o o . o 0o o 0o 0o 0 0 0 0 0 0 0 0 0
Z- 0 . o 0o 0o 0o 0o 0o 0 0o 0 0 0 0 0 0 0
X - o o o 0o 0 0 0o 0 0 0 0 0 0 0 0 0
T T T T T T T T T T T T T T T T ggce ——— 0.000
<~ -~
¥ & ¥ é& & L(" °<\ .\\\é .\&‘ _é\ °<'\‘ b"\ 8“» & &
S b“e R P R RN g
\}‘b & Q"é & co“\.)\& &e’% & & a,@Q G}QQ ‘\s‘
% W & ¥ F L 7 ¥
N ¥ &

] 6 PLC 78 2 I 0 2R 70 BB B RN AR

HE 5 ME, B 6 ki sEERE, Pk
N H AR, TR IR T E AR
BRI KPR R TIg R EBIR, R s
A i BIVRAR B ) ORIBOC R Hok s . filtan, EREAR
W Z, PAARRA Set X 17 KB N 0.4318, KR
2 Hir R Set Z FIFAR Z MR E 2
0.4318, HPSKIBK R 73404 0.4318.

Kl 6 5Kl 5 MEUE s KA. i,
TEE 5 FIE 4 b, BiALFR N Lid at place, HAAEFR A
Set X F15 # B 4419 0.5156, 1AL AN AL
FIPEAEARSE . XJ2FA Set X 3 Lid at place FI&K
AR R — %, FETHEACOBUBLE AR, B
TIX 2 AR B PRI E S H . (R AR 2 4
BIFEARR A% AL B . AFEEERE L. Fla, Bl 5
TR ARAR N Grab, HAAARA Set X TR EUE N
0.4178; T Bl 4 AR [E] B X AN AL B U7 ks BUE A

0.035. X NAEHE Set X FAHE Grab (KK HH
B 2%, EIHEAMRE RN, T ATA
PRI ) M . BRI S, AEARIR A% AL B )
8, 6 MMEERLLE 5 FIEEE K.

4.3.3 ABEIRHK R T

B ANE K R)1E threshold, 7] LAS SRR B %
SRRHEC RN BN . EE 6, TERHTIK
AR SR ET N, 1985 Set Z SRR Z K
WUSACE Y 0.4318, WgE T 0.4, MFEHFL T
R, AE Set Z WARR Z WA AR RHK
KR HIEGRERAN 04, BEWEH KX A8 &
EEIIRBOC R B E 0.4 [HI{H threshold )5,
WUI1F 3 B A SR ¢ R R RO R E 7 BT
Ao



TEE4%: WICHH 1
1.6 r——=—-=-
()2,?‘31;;) | score |
| 0.415 :
1.4 4 : O o754 |
(Item detected, Set X) | 1.093 :
1.2 . |
(X.Set Z) i | 1432
1028 L
Q1.0
o
5]
0
0.8 (X’Baseqs,gc?;;eyor Y (Item detected,Set Z) (Grab,Set X)
0.6911 0.7696
0.6 (ﬁ.?;:tz’) (L"j;e‘i f(')aca' ‘Eas;f‘x”)‘ace‘ (item delected,Grab)
' 05156 0.5099 0.5425
’ (Base at place,
Bases conveyor 1) (Grab,Set Z)
(Z.3et2) 0.4928 (Set X,Set Z) 0.4178
0.4 1 04318 (lid at place.SetZ)  (Base at place,Set 2) 0.4975
0.4355
T T T T T T T T T T T T T T T T 1
0 2 4 6 8 10 12 14 16 18
pair ID
B 7 HATRFMICR WA RICPK R
B 7 o, LLEMRTA ORI ET SR (em dtected Gra) / /
> = — S LAY = Set X, Set Z N N
K RMA R . EREBA, IR R ( )
NSEPYEN " e \ . (Grab, Set X) J J
KRR RS . BlanfEsE — A, £orE
(Grab, Set ) J J

P8 & Set X FIEAL & X IR BLC R 040k 14337,
TR 7 AT, ARSCTERBET 16 AR &SR
FKIER RN ENS . AT FEASCERA ., ekt
SCHRTSHR ) R B MR 5% RAEAT T L, 45 SRR 5 BT
TNo

5 PLC TE XX RLERIILL

WA BRX i Ok A VCA
N . [“] 2] CCHR .
(g, HiRERE) T i

(X, Set X) N N N
(X, setz) v v v
(X, Bases conveyor 1) N N
(X, Grab) J N J
(X, Set 2) N J N
(Lid at place, Set X) N N J
(Lid at place, Set Z) N J
(Base at place, Set X) N N J
(Base at place, Set Z) J J

(Base at place, Bases
v N N

conveyor 1)

(Item detected, Set X) N v N

(Item detected, Set Z) N N J J

HH# 5 A%, VCA iR 16 2 PLC A% & [H]
(ISR SIS R o T SCHRIR A T 9/16 TR SCIE R R
Az B2 SCERI RS T 7/16 BRI e R A B
H; SCERMT RSB T 10/16 RS R IAS AL
BRI S, SCHRERRE T KI5 I A0 B 3BT
BRI R, (HRAN T HAT 8 B B AT %
A, il (Set X, Set Z)AFXF, 1ZITEAREIRNE
122 1A 2T 56 2 o SCHRDPAT SC k™ B 48 mT AR
HAL RS T BIHAT AR & AT AL R BT
BRI R, (TN RS EE
WHRBER R . MENSTH, A3 VCA Jiikm b4
THT VAU e R 0 B B AT A3 8 2 DA R BT R A
Z B SRR R B, AR IRA] T (X,
Set X). (Item detected, Set Z)% B4R 5 4] (1) 50 S H
KA, [FINERIHIEE](Set X, Set Z). (Grab, Set X)
SEPAT AR BRI SCE, SRAN T ST A .
an, AR PDG R E W& 8 B
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K8 PDG FEBT EmRHI

7 8, X Set X F|HE]AF & loc_value 7
TEPR MO &R, Bl token <IDENTIFIER: Set X>%|
<IDENTIFIER: loc_valuel>77{F %8 i #t i 4 4%,
K 8 thtr'5 path_I {42 (Setx—loc_value); ]
A& loc_value FIJE I #5748 5 TONL A£7E 45 O ¢
% , Bl token <IDENTIFIER: loc_value> #/
<IDENTIFIER: TONI>fALEFE MU #81%, Kl 8
H path_Il %42 (loc_value—TONI); I #5748 &
TON1 F|AF#& Set Z fFIEHHIKIICR, B token
<IDENTIFIER: TON1>Z|<IDENTIFIER:Set Z>f£7E
I 4%, I 8 HF path_IH )42 (TON1 —»Set
2) . MHE KB AL, 5 H KB C R
(SetX—loc_value—TONI—SetZ) . H ik, HRHEXA
PDG & A] LATS AR 550 Z6 (Set X, Set Z).

WEAN, ASCTTIRAE IR S R 78 Y B BT

i I 1

SCHRUAAT SR, i 5N XA B AR AR AR
38T, VCA THEARA T BHAMKBR R, 8% &
TR AT, AT R T ORI OC AR A DA
J . a0, (Lid at place, Set Z)F1(Base at place, Set Z)
AR EN RN, SRR T AR SO R S 2R bR
RGN BB XMLRE TR J1 94k PLC 2
HZ LAt 1 S A SR s SRR

4.3.4 RERASEIAAE IR BT

N T ERfE R A R OCEROR R B AT NS
B, ANFEA R RALGE (MITMD 7774[22],
SRS R (XM sh, K& 5 H ARt
5 A5 & (Set X, Set Z, Bases conveyor 1, Bases
conveyor 2, Stop blade 2, Grab) 128 {k 15 A E i
AL A 9 Fis.

I

10] . Grab
08 I
gos] ]
(04
02
00+
10] 5 —=* Stop blade 2———
o~
© 08 | I
Bosd " .
S 04 I [
82 : :
@ 0o 1 1
TS - . — . — Base conveyor 2————
EXE | 1
@ . .
EUE .
Sou ] [
@02 r N
T 10] : : ——— Base conveyor 1)
S0 1 |
z 08 1 -
o4 1 1
@02 t ¢
&oo i e i <
w00 R R I - Sre,trz, Rk
800 | |
N 00 { N
& 400 | I
200 4 1 s
1000 — e L ADOT LT Set X
800 |O i
> 600 ' b
@ 400 1 1
@ 200 4 :/ /
07 1 1
1000 1 1 I
> 500 1 I I I
o ] ' M L
T T L T T 1 T T
23:04 205 33.()7:4(0) 208 B0 3.10:2] 2R 2314 2316

K9 AR BN P AR LG DU BE



e 45 WIEH 13

Ko, st 7TA5 & X, SetX, Set Z, Bases
conveyor 1, Bases conveyor 2, Stop blade 2, Grab [t
I P ARG o 21 R 2R RN IR R 0 AR & X it It
SRR %5, %K TE “23:07:40” Fil “23:10:21”
I ZIF AR & X BN T $esh . Zhsh i e S i
T PLC MAINBMEIX . SHAR & X MR <R R
Az &, Wi Set X Al SetZ &, 4377 “23:07:40”
Al “23:07:427 BIZIHHIL T BN, B Set X
1E “23:07:40” W%, M 0 BRAEZE 110, FHHEAR
FFTE 880 [V ME R [A] b HAth 1E H 12 AT i A
] 9 2Lt ) “ R (abnormal)” T A
KULE] T A8 & Set X 784 H AR &I, SRS E X
PR T R RER K R

BT, M “23:07:40” F| “23:10:31” i
ZINBEE, A X KPEh (A 880 b2 0) &
Jefil’R T Set X PRI, (AN 110 FH=E 880D,
FH Set X SF X IIPLANmE B TP T 48 o Bl fe AR &
Set Z f£ 23:07:42 M 0 }gJn%| 950, L] SetZ W] e
ZE| Set X WHE M, [F1E4) 2 IR E. 1X—
1% (X >Set X - Set 2) 5 R G WA K #C R
—H, RBET PLBh I AR DA SR R
ItA4h, Bases conveyor 1 7EREAN SN RE AR FRE N
0, ARAZWFEFLM, L IHHATRAERE &4 T
WD) 5 X PR REoRHe, i IEREALm B
WAL LRI 2 AR RN, 140 Grab fE
“23:07:46” Ml “23:10:25” W ZIFIFE RN, (—H
TREEN L, ATREZE] X FHAR AP EASE (4 Item
detected) HIZMNELI . IXAMLIGIUE 1 A% 5 8] 1) Sk
PREZE R, AR EAIGR AL AR R Set X
KR X 85, B0 Grab 2 KN, A]
RESE 7N R GUAFAE S Bl AR Uit o

TEAZ BRI IS I 7 TH (A 20(4)), AHEARE X
WA fE, & B bRAL S I EAE WA 10 s .

®
2 [ Delay(s)
il
ore 7:|4
Stop blade 2
Bases conveyor 2 4 i
Bases conveyor 1 -0
Set Z )z
Set X
T T
0 5 0 Delay(s)

K10 & HFRE SRR T

M 10 A, SRR X B, 5 X A&
SRR 1) H bR AR R I I S A AR, S AR B
ZEAE A 0, WIHFRAEE: Set X, Base conveyor 1 %%,
f =l N 10, 1 Base conveyor 2 2%, X $H] T 24 X
HEPLENN, Set X Al Base conveyor 1 2 HArAr &
21 2 F|PEh; i Base conveyor 2 27E 10 V)5
ZE T XA RS AL RGNS IR
FHOG. WHAEN O (1 H bR R, H 2 EEMKs T &
(1 42 Hl) 22 2 ) S I i, HOIRZS AR )R
B E AR, ToTE A I Ak 00 A A B B ) 3 4E
iB. fln, Set X WHEMEN X (FLEALEKE) HEH
eyl , F T SEr AR AT 2R 0B E S, R
REAZ BRI IR . X (A8 1k; 25fLlth, Bases conveyor 1
A1 Stop blade 2, FIREM.T5 X BELHEICHRM 5%
b, ST T A gk A5 BUH A B AT
%, TG S FAR AR B RS T T B U B 1 (1 58
Fio

MM ZEfE A 0 1) HARAS S, W1 Grab 1 Set Z
S, AR R T AT L R G R oA
Pt AR, FRESIEAN R AR EE RS TEHTEL
HUBEIE R 5 . 40, Grab ¥ X HUE iz zhis
i, G S B[] 52 SIS Zh PRI PAT % R B
FEIRAS R AEIR PR 1l ; Set Z R B AF HAD AR &
(40 Z, Lid atplace) HIRA#HING A Refil ka1,
41, Base conveyor 2 I ZEAE Dy 10 #2, S5HEA
PR B A B B ThRE R A 5. Tk Sl AR



14 DA 1=

T 2 T B 6 1 “H 25 19),
TR 52 2 B AL O SRR T 4L
el 025 A ST R T 0 25 e A5
W B, AR X CEHTRN, HARahE

Base conveyor 2 5 B —LLf ],
5 VCA BIR F#RTT

VCA RAIE3I) PLC A5 &Ik R A AN
F| PLC ZE 4, RN PLC % fifE R —Fhze 4B
WTR, ATLABER RG] 13RI b ek # 14T
N, B 1CS P, PLC B TR ES
JFEBNASIE (1) N2, B 0k 5 0] 3 AT 20
TERI, 1% PLC AR MRS REHZEIPIR
Ao A=, 5% mi s 5 85 S AR & 1) Sk
KR, 5l FHHHEIETREAE T LT
MICS (DRI T T AT PLC 3 g4 1ICS ik
Fsile W, EARERS T, BHARH
VCA J7iE AT LU 2 MR S AR X A4 R oS
k&, 1 Set X, Set Z, Bases conveyor 1, Bases
conveyor 2, Stop blade 2, Grab %5. iz X fhig Bk
KFR, WLIESF PLC 8 rUKIRA BT 2R AL
modbus B3 [24]W AR S

(1) BEAOME RS B AR A 1R L. ifid Modbus
5 NFES (ThEETS 0x04) ] PLC HIHIA B f74% (o
Huik 100) B AL BB (A S XIMED,
753 B M S 3 O SR AR R S, 1R LUK
LT OB )

(2) fil KIAT AR BIE AR, K% Modbus 2L
G4 (Ihfels 0x06) M PLC [ 25 /785 Clndh
Ik 100) BEHGHAT AR (0 Set XD [PIRES, 51
B 7 M AT 28 SR RER AR R R OC &, 16m
EWGE: PEyiupas i

(3) BELAFZ I AR AT AR SL . 3 Modbus 5
ANfE4H PLC WNHBEAF4F (modbus %t Mk
803, g 0x05) B AZEHIfES, ik 54E X
FHSC R HI 2 4 (WA 5h Base conveyor 1), i S

i A, B G BT,

(4) FFEIEMTS S 75 Modbus M 87 H i
BAY RN REBURA (W Grab AT IR,
B R G VTR, W51 Uk R AR FF]
F, A FLTE 2 i A 45 B A [

X BB ST L 5 B £ 0% PLC
A PR R AT o SR AT, B S A R AR - AT AR 0
B RAEHE AR, A T N 5 B PLC & —
B, R T EESe s RN, B EE OGN 55 A
KRR R AR 5] B # BN TE 2 IR AR ), &
FEIRFHFRBER . Bk, B PLC AR & (1 DR C & il
NE T, TTRLE R A7 B S i A
B

AT, A VCA kil s R EAT
PLC AZ IR P A G, vk — D424 A AR ik
AR IR T IR IX SR AT R A okt — b
ZHRAR RIS PR i, VCA I
5B B R R RIS, AT DA & A R
AR BN, MR PSR4, AR S AP 4,
EACFERG I IERIREE, SR HA T,
IS TR A2 o R0 R SR [ 25 R P BT T B 7
W GRASFHE D M s G,
XA FE M S BESE RIZI A A D A, 158 Tl
EH RS SRR, RE TS RS
W 25 22 4

6 HxIIE

T A KREF SO TRE PLC A& 8] 1)
KRR, KETIEFEE AWK ET
SCADA HER F A Hr AL+ PLC RS 7347 7
%o F:T SCADA H BRS04 771k = 2R HIAL
B BRI HAR, X SCADA RGURHERIH
BEARHAT R IR 252488, U7 PLC AZ & [A] (1) %
WRPE o IX B8 T7 VR I8 O T D Se R I et R
RE % M B I 1 H5c 4 h 15 2 2 O R [A) 1R 9 7E %



EE 4%, WA 15

#, HAREMANCFEERIEN . G, STk
PR K2 Sl 42 R CBESE ), /e
JE A IREA B [ RO R 1% IR AT H ) SR 4
P RERS I HUU & Tl e, & F Tk FRss ik
MW AN ST SR T R R
RN DU 28 0 K2 SRR Tl iR Ay 2
RS R I 7. Ok a7 AR B ) 56
BROC R, — D4 T R i R 3 R Ak
o SCHRMSMRH T R A K (STCG),
TR R B R R RO R . &7k
SEA AT -BOE 51 5 1 BRAG A 2 SR B A IR R SR
SR, RIS 5 R T s () AN [) DR 2% AR A 28 11 T
DT SEPE AN B AT R . SRR Y T — b3t T
CGTST W5, I EAE R Tl 72 v AR & ] 11
DR RO R I R I T LR B, REAS A 80 ke 1 %
T A R e 7 K o R M, R VR R R
CCR I #2, iE# T HAE PR KL Tl 2 th it AT
AR R SR ¢ AT (K e o SCBRP R T — g
A BT 2 RS 4y F g g A Tk, T
RHE T Tl R G R FER KR, @R EE
WU B TE 0], A ROC IR G B TERL B Ok
R IAL, $ETFH 56 R AR e . Sckl
P T — AT ORI SRR 2 Sk HiE R )
Bl (MTCMS) [BIHEZE, @ik 6 i ] 45 FH R 4 3F
ATHRFAE A FIBRER S, 3R RHESR IR ), [F
I eIk 22 Sk VA WL E AT T A ) DR SR T
AT S5 06T 22 6 B 18 1 £ B8] R SO0 AR A i R
L. REIXETILRESTE —E R F RSB &G
PR, HH FERRIE T R 7558 PLC =412
AR AN, AU H EEEE SRR, AELL
AT J AR e ) (R B SR OC R o RAL, IR LEAFF 5T
B U R e S o L o sl LT )
KRR R

M TR AT PLC ARG 04T, I8 3 AR
RO B 45 & RS A 7P, R PLC AR
I AL . i, SCERE® Pt iy i A
WA, FRERRA I Eo AR ) T IA R AR, 129

PLC 45 &[] () eI 6 Z o SCRIO U 38 5 2 7 A RAD 5
Kot [0 )AL B BR AT, AR AR OO R . X EETTE
AT DAV S 0 2 PLC AR B[Rl R R K R,
£ 1CS Buir 5 Bt EFRHAR T — IR o SCHR
BOTYE 3@ 3 X PLC FIHL &% A ACRD k4T 5 S FE 5
abT, PREBCEMEE KRR, ERUE R F 4R E
(TECG) kiR PLC B[ HIFERMKH . %7
EH R W RN E R SRR, A
PR FE T HIIE R 2 ) SCRPYR 1 T PLC-PROV
RY, ZAGELIER PLC RS H LRSS AT
AR, WO A I )RR B T B R G AT B
E, R A R R I PLC AR & (A A
RRR. RN, XET7IEM R PR TR D
IERARAE, RE B ITN I AT N, FE
SATEE R Rk = e S A E M. thAh, #
A5 70 i M DL WL I8 AT B 4710 B N B8R B 7 A ko AR
R RMIFEM, ) U J A5 B i 20 350 2% 4R
HENAAT R

g BRTIR, AR SCHR 0 2 T RO AR BT I
PLC BHKER R IE, Bid T AR 1SR
TE 5847 I I Eh SR . W4 AR PR R S
SCADA HEHWE, KA X OAF BB E 7y
MT, ARTEAER IR T A8 & IR 1) B, 38
AL TR R R o SEIR IR RW], X7 VARE
A H AT SE R R PLC A8 & 8] R SEBR IR R E &, M
BT IAFRAAHRRS . Jsh, ARSCTAER L
N5 BT PLC & S SR AR DhRe g iR, A4
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