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A Survey on Privacy and Security Issues in Federated Learning
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Abstract As an emerging technology of artificial intelligence, federated learning takes into account the issues
of "isolated data islands" and data privacy protection. Federated learning can assist data fusion processing for
data-sensitive applications by allowing distributed data participants to train a global model while keeping each
participant's data locally. However, Federated learning encounters data privacy leak risks and various attacks. In
order to explore the current research status on privacy protection and security attacks in federated learning, this
paper makes a clear classification of the state-of-the-art methods. In this paper, we first introduce the threats to
privacy and security in federated learning from many aspects. For privacy protection, we analyze the root causes
of privacy threats from multiple scenarios, including single malicious participant attacks, central server attacks,
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and multiple participants malicious collusion attacks to leak privacy. At the same time, we describe the specific
attack process and the attack effect of these privacy stealing methods in detail. Moreover, we show the current
defense methods as how to enhance privacy protection, including differential privacy, homomorphic encryption,
secure multi-party computation, verification network frameworks and collaborative training schemes. These
methods are widely used in privacy protection and have shown good effectiveness. The protection effect of the
system needs to be balanced on some performance issues such as model accuracy and calculation efficiency. For
security issues, we focus on analyzing a variety of malicious attack methods that affect the performance of the
global federated learning model, including independent attacks where malicious participants use multiple
methods to poison data or models, and malicious participants colluding to launch the attack. Meanwhile, we
introduce the attack process and attack threat in detail. Subsequently, we systematically elaborate and summarize
the advanced security defense solutions, which can better maintain the security of the model in solving attacks
from single or multiple malicious adversaries, while also alleviating communication bottlenecks and helping the
model to converge faster. Compared with the existing related state-of-the-art surveys, our work summarizes the
recent progress on the multiple participants malicious collusion problem in federated learning, including multiple
participants malicious parameter collusion and multiple participants malicious ownership collusion. The two
methods both have strong attack destructiveness while maintaining high attack concealment. This is a novel
research direction, and there is not much current research work. In addition, we also carefully analyze the
existing federated learning secure aggregation algorithms and secure open-source frameworks. For federated
learning secure aggregation algorithms, we list the vulnerabilities of traditional methods on privacy and security
issues, and explain the advantages of the technology proposed by the existing reliable security aggregation
method. For secure open-source frameworks, we analyze the work done by several mainstream security
frameworks in privacy protection and security defense. We compare their applicable federated modes, federated
scenarios, and defects that need to be improved, providing researchers with a clear vision for privacy and
security design. Finally, we discuss the challenges and future research directions on the privacy protection and
security defense of federated learning, which aims to improve the design of privacy protection and security
defense methods in future research work. We expect to promote further that federated learning can be safely
applied in artificial intelligence scenarios.
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Background

As an emerging technology in the field of artificial
intelligence, federated learning takes into account the issues of
" isolated data islands " and privacy protection. For example, it
combines millions of mobile devices scattered around for joint
training without accessing their private data. Federated learning
brings new solutions to many applications that cannot be used
for data fusion and interaction. Although it plays an important

role in the process of small data aggregation training, it still has

Mountain View, USA, 2019.

[121] Caldas S, Duddu S M K, Wu P, et al. LEAF: A benchmark for federated
settings. 2018. arXiv:1812.01097.

[122] Luo J, Wu X, Luo Y, et al. Real-world image datasets for federated
learning, 2019, arXiv:1910.11089.

[123] Mothukuri V, Parizi R M, Pouriyeh S, et al. A survey on security and
privacy of federated learning. Future Generation Computer Systems,
2020, (115): 619-640

[124] Ryffel T, Trask A, Dahl M, et al. A generic framework for privacy
preserving deep learning. 2018. arXiv:1811.04017.

[125] He C, Li S, So J, et al. FedML: A research library and benchmark for
federated machine learning, 2020, arXiv:2007.13518.

[126] Xu W, Ma K, Trappe W, et al. Jamming sensor networks: attack and
defense strategies. IEEE Network, 2006, 20(3): 41-47

[127] Ulm G, Gustavsson E, Jirstrand M. Functional federated learning in
erlang (ffl-erl)//Proceedings of the International Workshop on Functional

and Constraint Logic Programming (WFLP). 2019: 162-178

Xiao Bin, Ph.D., professor, Ph.D. supervisor. His main research
interests are cyber security, and currently focuses on the
network and cloud security, blockchain technology and Al

security.

Li Kenli, Ph.D., professor, Ph.D. supervisor. His main research
interests include parallel computing, cloud computing, and Big

Data computing.

some potential privacy leakage risks and data security issues.
At present, many scholars are committed to researching the
issues of privacy and security in federated learning.

In order to further explore the current research status of
the privacy protection and security defense issues in federated
learning. In this paper, the authors first introduce the threats to
privacy and security in federated learning from many aspects.

For privacy issues, the authors analyze the root causes of
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privacy threats from multiple scenarios, including single
malicious participant attacks, central server attacks, and
multiple participants malicious collusion to leak privacy and
describe the specific attack process and the attack effect of
these privacy stealing methods in detail. For security issues, the
authors focus on analyzing a variety of malicious attack
methods that affect the performance of the global federated
model, including independent attacks and collusion attacks.
The authors further systematically evaluate the existing
state-of-the-art researches concerning the privacy and security
issues of federated learning, and make a clear classification.
The authors list their destructive methods and threats from
multiple aspects. Then, the authors focus on the most advanced
protection methods for privacy protection and security defense,
and analyze their defense capabilities to help researchers avoid

risks and provide solutions to some security issues. Finally, we
focus on the problem of multi-party malicious collusion in
federated learning, federated security aggregation algorithms,
and secure open-source frameworks, which aims to provide the
researchers with a clearer security vision in the field. In
addition, at the end of this paper, the authors put forward some
challenges that need to be urgently solved and future directions
that worth thinking about based on the current research of
federated learning.
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