A TR S
2020 CHINESE JOURNAL OF COMPUTERS Online

BEAMAE ZEAF RGN RIAR
%}% 1,2,3) WVA/ 1,2) j%:}ﬁ 2,4) ;\(M(ﬁé 5) yﬂ%]{k&) %ﬁw /EJ'E’M 1,2)

DEHEIE RN SHAR R Jhat 100084)
AbsfE BRI S HEAR B XTI O Jh5 100084)
9 (MehksEsh = BN 518000)

D (R MR SRR A LR 100084)
S (HENHARBIRAT 2012 5253 k5 100085)

W OB MEELBNAWAE, WEMEEEDERIMERT B E S5, KEE. 1. D8 ESEHARBR
NN, ARG 21 I A b O . DDoS Moy B B e 4 1) AP ARAEAE , S 8 P 3 546 P P i s o P B A 22 4
v B, ER EL BRI A 2R 45 R4 THT [ P RE IR 10T E Xk AR I I 48 22 A (R 5 3R o ELIBEIR) 22 4 il J (AR JRAE Tk R &5 M L TH I B 5 16
GAEFR, SRZA SN PGEREE, BT RGBTSR i R 1% AR R M A S FARAR T . WITH
W @M 2t DR R A, B AR T IR 4 224, BEUS IR A EARTI M4 24Pt o A SCIR A TR 4
T AR Yo LI I 2 A ) R M ) S AR T R WU RN AR AT T i, R BEIERE B TR IR P AR e A
A ZR A I JEL B o

S HEEW; NAEZA; IR R

FEESHES TP393

The Research Progress on Intrinsic Internet Security Architecture

XU Ke*??  FU Song-Tao™® LI Qi*¥ LIU Bing-Yang® JIANG Wei-Yu® WU Bo® FENG Xue-Wei*?

Y(Department of Computer Science and Technology, Tsinghua University, Beijing 100084)
2(Beijing National Research Center for Information Science and Technology, Beijing 100084)
% (Peng Cheng Laboratory, Shenzhen, 518000)
4 (Institute for Network Science and Cyberspace, Tsinghua University, Beijing 100084)
% (2012 Labs, Huawei Technology Co. Ltd. , Beijing 100085)

Abstract With the development of the Internet, the functionality of the network extends to the automatic
interaction and control under the interconnection of things. The security problems of the traditional network such
as Source Spoofing, DDoS attack, and Route Hijacking still exist. At the same time, the technology of Big Data,
Cloud Computing, as well as Edge Computing is applied to the Internet, brings new security problems. Therefore,
the user in the network faced more security problems. The traditional Internet architecture, which is designed
towards performance and lacks the foundation of trust between the users and network, is not enough to meet the
security requirements of the network. To improve network security performance, there have been many different
ideas for constructing the future Internet architecture, which mainly including the following designs: (1) The way
repaired the problems of the network for incremental deployment to the existing Internet architecture; (2)The
clean-slate design which abandons the existing Internet architecture, redesigns the network in a revolutionary way;
(3) The evolutionary way which aims to resolve the existing or emerging problems of the Internet, while keep the
backward compatibility as well as the incremental deployment, and eventually towards a new Internet architecture.
We believe that only through the repaired way can't solve the inherent problems of the existing Internet
architecture, while the clean-slate design, which is difficult to achieve incremental deployment, at least so far,
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have not shown instances of new applications or services that can be directly or indirectly deployed in the current
Internet. The evolutionary way, which change the Internet as an evolving ecosystem, could not only achieve a
stable transition but also bring innovations to meet the evolving requirements. We maintain that the evolutionary
way can be adopted by the current Internet architecture and bring positive impact on the ecosystem which many
millions of people live, work, and communicate. To achieve the evolutionary way, we need to study and
understand the current state of the Internet, predict where it is heading and the problems it might soon face, and
eventually find the root cause of the existing Internet security problems. We insist that the root cause of the
existing Internet security problems lies in the Internet architecture, and the security performance should be
fundamentally improved by designing network architecture with intrinsic security attributes and capabilities. The
intrinsic security architecture of the Internet embeds security functions as a basic element to the Internet, forming
a "security gene", which ensures that the basic communication units of the network and the users who access the
network are trustworthy without the help of external forces (security software, firewalls, etc.). In general, the
intrinsic security architecture should have the following two characteristics: (1) Autonomous immunity. The
security function is embedded with the network protocol to form a "security gene". It does not rely on external
equipment to solve security problems and can dynamically improve security capabilities with changes in the
network environment. (2) Reliable as well as controllable. The trustworthiness among the terminals, infrastructure
and application services, achieve the control of network basic communication units, users, and the network
application services. This paper deeply studies various kinds of designs against the Internet security problems in
recent years, analyzes the intrinsic security characteristics of these designs, and proposes our design idea of
building intrinsic Internet security architecture.
Key words Internet; Intrinsic Security; Internet Architecture
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WA Z R RN BRSNS = L

()5 T AR ISR

FET AR UREGIE T, WL AE 1P 232 Sk bR
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H. fEEHE CA @i Z A4 (Vantage Point)
IGAUE, BCRA BGP Wis R Gukai v] 5 1% th 25 7 2%
BT B AR AR B, 1R T PKI %64
o HIA CA MG A R IR S E AL B 2
i, CA ARHMEMHETHESRIGUE. NE KR
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Background

The traditional Internet architecture designed towards
performance lacks the foundation of trust between the users and
network, results serious security issues, such as Source
Spoofing, DDoS attack, and Route Hijacking. With the
development of the Internet, the functionality of the network
extends to the automatic interaction and control under the
interconnection of things, a higher requirement of network
security has been brought forward. Designing architecture with
intrinsic ~ security  attributes and  capabilities  could
fundamentally improve the network security performance. The
evolutionary way which aims to resolve the existing or
emerging problems of the Internet, while keep the backward
compatibility as well as the incremental deployment, and
eventually towards a new Internet architecture, could not only
achieve a stable transition but also bring innovations to meet
the evolving requirements of building the Internet intrinsic
security architecture.

This paper deeply studies various kinds of designs against
the Internet security problems in recent years, analyzes the
intrinsic security characteristics of these designs, and proposes
the design idea of building intrinsic Internet security
architecture. The Internet intrinsic security architecture has the
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"security gene", which solves security problems without
external force (security software, firewall, etc.), ensure the
security of the network communication as well as the
authenticity of the users. In general, the intrinsic security
architecture has the two characteristics, autonomous immunity,
reliable as well as controllable. It could build the
trustworthiness among the terminals, infrastructure and
application services, achieve the control of network basic
communication units, users, and the network application
services.
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