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Abstract Programmable Logic Controllers (PLCs), a key infrastructure in the industrial control domain, have
long been a primary target for attacks on Industrial Internet and Control Systems due to the lack of inherent
security architecture in their initial design. With the rapid development of Industry 4.0 and intelligent
manufacturing technologies, traditional PLCs are evolving into Intelligent Programmable Industrial Controllers
(IPICs), integrating functions such as perception acquisition, data computation, real-time control, intelligent
decision-making, and network communication to meet the technical demands of automation, networking, and
intelligence in the Industrial Internet. However, the convergence of Information Technology (IT) and Operational
Technology (OT), along with the integrated heterogeneous functional loads, further exacerbates the security
challenges faced by IPICs. This paper aims to research the security enhancement of the new type of Industrial
Internet PLCs (i.e., IPICs), especially revealing the application prospects and future development directions of
embedded virtualization isolation technology in building the inherent security architecture of IPICs. Specifically,
it first systematically analyzes the security threats faced by PLCs and the existing security protection
technologies; then it introduces embedded virtualization isolation technology with real-time characteristics, and
proposes a solution to reconstruct the basic security architecture of IPICs from the perspective of inherent
security; subsequently, it follows the virtualization isolation concept and designs a security enhancement
architecture for anomaly detection and response in IPIC by integrating heterogeneous security loads through
virtualization, discussing the technical challenges faced in the actual deployment of industrial systems; finally, it
provides a forward-looking perspective on the future development trends of IPIC security enhancement.

Key words PLC; IPIC; Embedded Virtualization; Industrial Internet; Heterogeneous Load Consolidation
Deployment; Anomaly Detection; Security Enhancement
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A, B H S RS T RS T Y
A PLC #E R P IIBATIAT N, 1ZHAR F 2@ 5
Hr PLC % N/ . 2% 45 250 el A =X b i)
W IRAE SRR BT LE (3% & PLC UL, AE X
JE 53 a2 AR () W A U, A I B8 ) 252 3 —
SEPRF. Liu 28 NB3EH ) ShadowPLCs 77 E3ET
PLC FHIFE S U], BAAT S, &
Jeidid A 3050 Hr PLC #2577, $RECEHEA RuhL . A
R Y05 R DA % 4% i) 322 8 R0 7 P9 IR R AT R O B
SR, ZJEEY PLC E3EEE0 PLC M4
BN, WA EGE R AT N, A&
SEEL o Tk o R P Ml o oE RR R I
ShadowPLCs [ KHE SU7E T BEME MAS [ A AN
B AT R, S 7RI A T v A . (R TR
PLC {5 F hnas slfh /5 B s, @ & 52 38—
B i

RERMEAT RPATIHE. Moses S5 NUSIHF R T —
P& SCADA AT A5V BEARLTY ()18 G Kl 452 A
SCAPHY. iZii At #7 SCADA RGATN5Y)
B SRS 2 (8] 1) S IBE M SR AS D Tl 5 1) R GE
FEB, BT Z ATET-FIA SCADA R GuMlRF (144
ITO B, WnIaa A R FE R ], SR s 4 il 3
FAT WA BREVESE NI X 73 Bk #5053l 752 Fh
Tl & Gu 7 50 5 ek Z ) VP, SCAPHY
JEBIL T 45 i BOAS DUV A R AR AR AR . (HAZ IR
T SEER VAl A RN A P B R SR RS, ARG
e A TE S FTA AT RER Dk R g ki g
Aoudi 55 NI H T — Pk T4 X 3 70 75 st o
B SRR I S A I 7. 1% 7R S AE Tl il &
G S A AR I R, A R U R ) B
FEAT N IR GE F AR LR i Bk a7k
38 3 43 A A SRR A I ) B TR) B0 AT R AR AR R
BRI T, AR T G ) 3T R0 U] (A S e
Ji T B g ) R P A S . R R R R B R
B, TR IR B

X EIR AR N R R T v
— oM, AT R EUE 7RO ) PLC I35
T5 A =R B — 2RO PLC JA St AT S )



8 it Bl R

(A% AR R A I DL R A% B2 L A 5 b 2 fih %
(P42 iy 2 2[RI AH DG PR 142430 28 — 2R 4Kt PLC 1)
SR E PEBAT IS TR] R D (B [l 5
A B -45); By Jm — MK PLC BT 5258
L 5% I8 B 384147,
222 WA

HIFEFEFEIER. Salehi %5 ANSORH T Hi{f
PLC A5 523 i AR IE R PLCDefender. %
FORA G R G ARUE I S AR R R A, R BRAR
M AL PLC 42 328 6 R 3 S04 T S R EE .
PLCDefender “F-IJ¥ERT AbT2ZF02, H A 2 Ab7E
TR AR R B I R T 7 &R A R AR AT S
AR ST T A G R, X RO T AR SERR Tl
WE B & Z N, %8R EESGERT PLC
RGAT BN, TN B (B s
it —B 5L,

BHIR BT, Abbasi 25 ASH 521 M
ek M FIGRUE PLC #2100, LA 1 S AR R L
PLC IEWHATIRAR. Frig i) s Bl e By
% ECFI 5 G 3T 2= RS (ESP) Flihl 7% [a]
i JHBENLAL (ASLR) AN, HA g 78 A4k 5k
IMERERRTSE T, I HEBE ZE M 4RRLEE CFT J5ikK
&4 PLC 2= Ml EFr 2, BRI Re %39 2 PLC
Xof SIS 1 ) A R A — BRI R 5,
ECFI 7EA Il 2145 ) i3 U vk FE 5h#¢1k PLC iz
ATHIERE, R JC vk ke G % SRR T 0 D S At
it 3 R T

B EEMIRE. Yang 25 N2 & T —E% N PLC
Pt i BAL B S FE——PLCrypto. %% E R
UEEERELR PLC 1 ST g i SR I, RES
PRALEFEE A R, SRS 10 RFAELEHE
%, HAF BN AT R A4 B S B, %
i R T gL S AE TS LUInE PLC 55 1
2 ACEGE S, O PLC 315 B 5 o sel
PR B IR 25 BRI TR R AR S AR R

WRPER. T4k, WRMMETHARZHZ
SR A A% 1 % 22 A T AU ) 55T Rajput
S NG — B 3 3h A0 IR T AR s B 7 vk
ICSPatch, %772 FH B0 it ) e A 42 1) 18 4R e
W, FEEE AT InE R AR (LKMD £ PLC A
1T SERHE T L 7 P W R AN IE R 81T, A8
EL T ILA & 7325, ICSPatch AN 75 8 5 8 % 4%,
A DLEIZ AT I 2 H B A5 e I R 1 2k e 1 4 L
I [a]. H T B AR AR 78 LA e i e

ICSPatch fA7EXT OT HE SR MM, 7E PLC [E 44
IWIRIEE 7T, Zhou 55 N4 T RLPatch HE4E,
B 7E LIRS IE L N oA =77 PLC [E 4352 S
AT AZHELRE I IR PLC HSE A RIS 24T
Ky W FEEAR KR B (MNRF) s 42 5%
#ANT . RLPatch I FAb38 83 (1) 570 Ab 3L, 78
PLC 14 A #A Z23 INBY B s A kb T 5837 2, Sl
PRSI BERT. VAR S, RLPatch [ ZEHAA
BAE T RGO IRIR AN 772 AR AN B RS
HVE & B AL, AR 2 A TE T 75X PLC 4T
W RS, AT Re s R RS Sk, HLRE
T A AR A R X e 1 ) Al T R o e T

223 HAthze 245

ZAERGE. PLC W& T SR 2e . &f
fi] 2 047 ) B 5 350K F 48— HEZR 347 P9 A7 BIGIE
ELAE B, Rais 25 NS FH IS 240 5007 5 5245
A ZRAAR, A RHE PLC WAETHHREL T )24
H B AE S s s 2. B IR B s i e XK
SRR, SEE T A8 2 A di i R AR JE 0T PLC A7
fits {5 B B B3R IS 204, v PLC N AZ T HEZR 1)
il B TR, (TR AU ) S 3R Y B AT
E — 78 FE B 0 UL A T e B i, i AR
N 8 S PLC JEi2aE .

FREFR. T PLC 19 PAIVERA M S AL Ry
LA R, TR A BAE B R 3T AL
REFL PLC 5 GG 35 R HRAR. AT, T Hsr
VB4 ) PLC BEHE, LA FLPE I 25 15 v A28 B
871, BRUR T A L PLC % FEXEAS B4 77 T
AR, £ 5 F, Morales 55 A #2H
HoneyPLC # i /7 2157, @it B 5L PLC &5
BN F TR B, DUREE S T I 4T
NHIVESN{E B, HoneyPLC REWSY R L L Fl PLC
BTSN3 7S, AH FHE R PLC 25 55 A4 1)
e B S A e, X TSRS N T B AR A (0 B 2
HoneyPLC 7EALFURE 2 5 PLC J7 HITR A IR A
ERIMLAE T, T You S5 NBIRIY . a8 BB E
88 E 22 ST A0) 6 47 34 2 T ) 52 B R o0 A 2
ZAESE B AR I — X0 2 L], SEE AN B PLC F)
2 AT ARABN B 35 0] W, 1 ANTE Rl — 1P Hiuhik
FESREMAFRMRS, MR T — RS
i R EL AT ORISR & 00 ) A Ry 5%

25 b, B3 A ass T B PLC 4R S
Bl B I B o3 A L.
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I PLCE 2R

wens - IETEETEIN

Automated
.
e |

BRI R Fuzzing i -

|

ETMERPLCR MG

EHERE
PLCDefender(391 S EEIEE -
GET. mmmmme
Sheckit as mzeay i
(PLCPIH)
PLCryptotsa I =Y =7

HoneyPLC7!

Physical
R o
i
C Memory
i

K3 BB PLC At 5P HoR 7326

3 |BE SR IHERBRAR R2RE

B Tk MR N 1se g, I B s i
PERFAE ) 22 22 B B R = BRI P LT S . 28
— i R U KON B R S8 N AR AT SE PR
J&, MIMATAEH 7 — AN R SE W%, 7EBEHESE
T, WA RGENAZCIA RGBS, FIE i S A )
FREVFR S RO demg, R5Eds CPU. AME TS
Megs Sei W AZ EIRESS, DARROR LS. 28 —Fh
PR g, EARIE TR AR, @it
TE AT T2 TH &A™ 2 2 4R I B0 5 i 40 B RR
(Hypervisor) . Z#t51% (Container Engine) X
AR IR A E AT B LA (TrustZone
Secure Monitor) S5 N BIL [ 182, SEIXHEAT
R MR B BTG RE R Z AN 8H A
A A B R . A BIR A UE M Tt S
RIEEFIARE, 1% AN e SEIE H )
BASYGIL, 3L FE 9 ST A g B R e L 2w
o AR BT IR, NI B AR H P 7R B S M RE. 0T
B T, iR RS R T S 5]
R0 PO M ol i 8 BT T Ra iR S v
fi165-601, BGAIF | IX B4 AR AT DLAE DL S Of ol 4%
RS S AT S T iRt 2 R s Tige. Hul oA &b
S#T A PLC F= ik TR A RN Z 2R S HAR AT &
GukER. Flan, HHRHRHARHEH B SP70 R 51 Tk 4%
WO T HURGEAZBE AR, T
S7-15001681, T Hn3E Automation PC 2200/9101691, FI

I BIC52020700 B S AR 2R A RHE 2
5 43387 2 ol i 2 U R T RN OB R
1% 2 HL 2% S YRR AE I RN 22 B B AR
RETT g FE TV HI 2% IPIC bR R iR A ik & 3 8
5z R T B ERR A,

31 ETNAZRRERGNIZES

BT R RAE RS R Sus g A& SN AR
% Ihfe 2 TAL AN T [E I 360 T e 2 e M RIAE 4%
T P TR — M 7 %8, N AL (Dual
cores) B FEH AL L —. XM IEIEF 1EIR
JEEE A NSEIN WA, TR R RGUE N
AR e 2 AE SN AR 55 40 PE. RTLinux[7, RTAI™
A1 Xenomail S SUZ AL ) #LRARER, EH TR
Tk st 4Ef N Cangshissl) doi ok izl 2
W TR L . o W A B A B0 R G TR 4T i
B R, FRUE Linux PIAZ I 2R GEi TR 2 R
AT FMF). RTLinux 7E A58 Linux WAZ SH{-F & 2
T — AN EMZE GERRZE) . SR TS
St BB Uy e) AN AR LA, BLORAE DR/ SE
iRy [EIAEFRE N IR BN A, B HAE R
SIS P AZ ) — N AR S A S AT 55— i
TFE, A 452 AR B IR OCHRAE 25 AN BT I b i
WAZ A B 5 & CPU %R, RTAI 1 Xenomai
i 3 PRI A S AE il R R ADEOSITOK ER
Linux —#2 T{f, ADEOS Xt &G+ iikirgi—%
HHAE NIEEEA 5E R Linux BRG] A
[Fl 2 AEFE T, RTAL {EH AL 2 3 S AUSAE B &



10 DA 1=

PN ST S5l R R T, ARSI A A8 45
ADEOS, Xt i/ 17— K FH4, T Xenomai
M2 5640 %5 K h W 52 ADEOS Ab#E, SER 14 g
bt RTAIL WEZUT. XN AZ TR B % O e TR A%
4t Linux WEZEN— DB ISTE S — 8T
WA SRR % b, DRI 22 4 i 2 2 B A ista
H#:E 243 T MMU (Memory Management Unit)
(ERE R BB, X% & B B RG A2 2900
S ERCA X, AT G 3 AR R RS o 3k
13 N AZ A BBR 1) 22 4 .

32 ETEAZBMANELIEES

% W% (Monolithic Kernel) J&#1F R4t st
FI—FRA, SR EE RE R 2O AR S
KEERE—NE—. KB WZERES. £
WA, WG STEIT A N RS RS, BFE
MRS WAL . M2 HER . BRI AL
WA S, BARZE NI EESEE TN NXE
by “BHEA” . CSERE” B, HIVEE S
itk A3\ Hypervisor /525 T 22 WAZ S, Horr, 4%
W% D REER BORE SnT e — 4G B AT TR e 2R 58
25 WNH% Hypervisor I35 7% A% Hypervisor. 58
4% WH% Hypervisor (5] 41 Xvisor I VMware ESXi
Embedded %5) f ] —AN58 45— Z R 7 57
EHUEA TR CPU LA P AL /O B &5
53 % W% Hypervisor (41 Linux KVM) 1% & —
AN H 1% N 3EAE R4 CBLHE Linux, FreeBSD,
NETBSD, Windows %5) (¥ &, fhAI7E#AE R4
WAZSCRE BNV DT AT CPU UMb, i F
JA AR SRR P L VO AL,

Xvisorl81g — AN SCREA UL AT P B HR
] Type-1 411 5E 4% 4% Hypervisor. HAEHN—
AR ARG HEE 0 Hypervisor, LA —31F
/= (B Xvisor Hypervisor) SE8 T 45 CPU E#I1L
10 FE4UAL . T RO 7 3 IR 25 4 i DG B 2L
[ AN T AR /NAT AT R GRS, Xvisor dEd A
FH & Bl s R 1 vCPU R & S WL R S
/O Vi R iR 55 55 Refs S 1R B AL 3. 5 KVM Z5RIE
B HEEAE RG5> % W% Hypervisor AN [,
Xvisor H]_ETFXYIHAR R ER. v 1 Xvisor i3
— B HSAMNX R G IR AL B WAL B 7T,
Xvisor [1] 52 i 14 14 5 it AR ——Xvisor-RTIg #2 H
Fad 5] N3CFE vCPU SERFRFE SR, e N A
A SEI LT AT 55/ RE AL B B 2 14 () AT I T
TR0 T 7% v B R A AT S R AT B R ) ok

5 B ks 35w L E .

VMware ESXil801;& VMware 2 &) 11— 2 A Mk 2K
ML= 5, ERFEE T Type-1 M5B N
Hypervisor. ESXi Jo 75 (& B8 HiRAE RS, B
5 e AT A L, PR R % B NS HL 78y Hh
FIH ANV BT (BLFE CPUL WAE A7 AN 4%
5§) . ESXi Hypervisor FIAZ/GAE T H N T —
NEZEEIERS, N “VMkernel” . VMkernel &
i VMware H & 1125 posix #aE R 48, $EMLEE IR
& VO HEAR AN 2 BRENFE T (1A% O DhRe. A 7 Rk
ARG SRR ISR, VMware & KAT
T ESXi MR A RA——ESXi Embedded. ESXi
Embedded 1E N — M2 8 Hypervisor, X ESXi
AT T DiRe i 588 (B LEHE . B
SR e VO AbBEEE) , H B S AN,
Al BEE ], M AES A IR 5 IR AN N R AR
RN A1 B Frank 56 A FI FH MiBench ik A ik
T2 1 AE A W E A 0 T ESXi
Embedded FI TR A0 Tl i%H] R Giid vl GEH K11
REAUACTTE. MRS SR 7R, £ ARMV8 ISA CPU
EBATAF 3 AN EMHLESL T, ESXi Embedded
RETRAL 5 ALt e 21 I 41 811,

KVM(ZE T 1% 10 2 AL 8200 — AN SR 42 1
P40 0 2 i 040 £ R 1988 23 % N #% - Hypervisor.
KVM @3 & Linux RGP ATE, 840
By B PR SRSEIL Hypervisor DiRE. 1445
XAFEFIERE RS S VARG ILEPATINE,
[l 625 LR A i 4 F VO JEATHAUE . KVM
M FE AL Linux REAE N %25 [A]SEI CPU REAUML,
FAEH QEMU fEH AR A LA VO k5.
H T F 52 % Linux WA%4E A Hypervisor, KVM %
RE) E R SOOI IROR. 1A, KVM LR 25
) 22 A P R OR A 1A R Bk T B 321 Linux
e, KVM /] DAE iR A U S R 440
fifg 7T 58, ARFREN A T e wI A, A2 T
bz RGNS M S e K. Zhang S5
AR KVM R SERPEAN T, 84T #E KVM
E/# RTOS & HL (VxWorks) SEBL T =AY
H B g S ZE 3R 1831,

33 ETRAZMHRAREIMLIES

MM (Microkernel) M 3 EEAH X %% P9 A% B¢
BT 1980 AR T, HHESRE N R D)
ReEH R AT RE b, RASAES I, ke, it
TR @S SRR AlRE /), /PG as B . SO
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A5 T e 0 4 7 Hh N A% AR BORT P g AR [R] 45 2% 1Y
25 HAE. N2 MEHR, MANZFRR D]
fE115H 3L (Trusted Computing Base, TCB) #11#
=, BIKRGE IR EG /N RS2 B, IRZ W
e SRR Tl S S A R G TN I %
AFLSCIL, I QNX. PikeOS % A URETL
RN AZAE SR M. R, et S T m
MR m A, R AN Hypervisor SEI T %
TR BN 2R S, Horh KB AR AR
PREG. —RRAEEET A LN RTOS Hii
DR 4 R AL H A & i A U RE 0040 & BLAR
(Hypervisor) A /1, WHECARERMERIEFE: PikeOS
Hypervisor®1 ., QNX Hypervisor®!, Wind River
Hypervisorl8615%, 1XFl RTOS-based Hypervisor #f &
MR T RN AR Z 2 1) RTOS R G0K I
>k, HJE T type-1 ZEAUHEAFN RTOS I Z /N iz 444,
RS AT VL HC 2 A Bt Y5 7 SRl AT DA I i) S
I v B B 1 TR S ) o =i 2 S
AT DL [ 17 3 S I A O B 2 I FH (%) T s ()
WA FE AN, o — R Mk T 1T SR TN
1% 5884 /) Microkernel-based Hypervisor, 11 Xen.
NOVA. OKL4. ACRN %5, ‘EA 1% R gt idt A
FIENUELEDT A CPU B IhRE, WAk T A
J AR T A B — A T T8 BE R UL R SCRFXY
B FHUEEFUT IR 25 7 B VO R0 FoAd il 55
XenB7g —AMRE Type-1 Y 148 5 2 A #%
Hypervisor, H 3 #F 4 i 4L A B LK. Xen
Hypervisor A £ 24t CPU R AL AN LA (1) F A LEAT:
Vi, WAL VO B, JEumib B, A IKE) %
TE— RN DomO [1)/E B B AL 24 H SE 3. DomO #2&
— R B R RRAHL, ARy
(Control Domain) , #1A & # HAl UL (DomU)
HIRF AR RN GE /7, HAZ4T%E —> Linux WZIE
HUBA. Dom0 B 32 H ()72 F] H Linux N AZ KR
XIS VO REAAGSCRE, [R5 P LT &
P TAE Xen 532G 0 S B R B I RN 20
A 5, BT hm A LwF & &1
RT-Xen®$Ig $2 1. 5HR1HER) Xen MHEL, RT-Xen #
177 —HRHIA (FEEAFECR R L Bl
fil AR W ATERAESETTHD , BLs 2 Tl
3 1 e A X PR B S ] B TR R o 5 7 T ) 7 A
NoVABI X Hi T & XF /% 4t % W #% 22 W
Hypervisor [Jfiffh & iU e, MK 2 e BS

M S T R B B EEAESE, 5
PWHBLUE IR T BRI RIS 5%
JRAAE Hypervisor H I A3t — 22 73 ik th R AE FH
I, R HR/AMETTE T K Hypervisor H1 (1)
AL LAE L microhypervisor 77 320 4R A7 S
B, ARG LS 9000 47 ARRS SEEL A AE A FEL LT
TRFEERT R i B SR AZ O T RE. NoVA
SCRERIF AT S T SRR IE B S5 R X Hypervisor
JE BT B FE B BEAT B4 EN VM 2 P ERE R
4t (GuestOS) . WAIKBNLL L VMM FHFATR
HEEANT 3, H microhypervisor AL AT B A RERE 2%
fif 1 6 ZH A 52 21 3% i T 5 0 B a8 AR T i
FSCER S,

NoVA &8 CPU H{F4HBISEIN T 2 At T7
%, OKL4 Microvisor® IR Al REFML T 58, B AE
B ST Al PN A B 2 R (1) A T v A A2 B AR A AL
ROGZ TN VERE, HARK H 7 40 b g ok

(vIRQ) AEFLHRERIEM (IPC) , FREML
T7 BT E SR A B 2 B R AR 2
LA Microvisor S ¥ 1 hypercalls 24T
Ja 4k AL B

ACRND2Z JERp /R BT XF X86 2244 578 4 N ETFUh
Wit — MR ER A XEME Hypervisor, HA
HATAT LA (1) RTOS #:4E R4 LI, MOH
1) type-1 KA A B ML Hypervisor HLEE, Hog
HERN T X86 MIZEM TR, SCREFEE 1) VO AL
L, AFE . BRI, W& EESE. A
[ F%: N 4% Hypervisor, ACRN ¥ 7E Hypervisor
WAL U R IR BN PR A (device model, DM) 1)
fig, M2k DM 7E—>% F ML service VM
SEHL, XFEEPAE DM AH G T BE A 5t AN 2 52
Hypervisor MR & 1.

RTOS-based Hypervisor #1 Microkernel-based
Hypervisor 7EGJ N % S& A4 F 77 T 3% A i3 12
ARZS, HEHEZ & W0 RTOS | i MR LA a5
£ R I — PP EOR SRR AR . TN A% 2R XS R N
UM S B — SoC MRS KRG A A E

s T TSI RSt s, A 7 ik IPIC H
TV HIAESS S g, — R a1 IPIC 2T
A% Hypervisor XI| 73 72 Ak Dy BB 22 4 F g 42
It pE 4 Fros. 24898 AT PLC SER 45 HI4E
% B RTOS 7t & H CPU A% /0o Fl ELIE A M S5 SR A 1L
SIS PSR
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i |
Service VM ! GPVM 1 RTVM
(R&%Linux) ! EFILinux (FBFIPICRHRTOS )

YIEE R
HERE cPUO cPU1 cpPu 2

H
i
H
i
H
1
l
i
1
i
|
L]
'
i

K4 FF IPIC LT Hl A% Hypervisor Y22 4= B 4044

34 BETEHSHEIEABRANXEMLRERS

ZIZIEREE L SoC O B N IR AN B L1
L S Wik 85 M6 S L S A DO MR o 1 N
RIS 0T SIZISS 1A R RE A B B M AT A 7 SR IR I 5t
BT A BUUR 4 IO R R LA BE B T %2 ( Static
Partitioning Hypervisors, SPH) REfEHE (L& it
PRy 2 RS E W E NS T L AE G A
Hypervisor K % # #& fit & xF &% P # 1/F & 4t
(GuestOS) (AR REAL (9 fun— 3 22 ()4 B 3
ML CPU WRESFIIREE L %28 10 4 AL IRES)
2 GuestOS JL: 5 Hypervisors ‘& H {1 ZE,
1M SPH A~ AR A He i 41 B 5k 1L Bl s 3t
P, RGEEVIIEABY B i T E 77 3
# CPU RIEL CPU 1 —Xf —We . £ GuestOS Xt
YV NAFRIERAS AL WA BELE TN . B
NS R, BTG S R R ARG L R ™4t
Hypervisor P/ NG EEIE AAMER, DL
4 )L E SPH 5 .

Jailhouse Hypervisorl®Ig Pl [ 154 Hi 42 S 4%
FEAME TR, O DhRe 2 A BT e A0y R 5e 3l
R TRRE Y, HARAL SR 1 UL BN R 1)
e, WAL A KB PR LT RE, AN A&
WAL AL ZAEM CPU, FbthE A E &M
A 28 SO FE AT, Jailhouse BHAEAE BT IR BEAT
FRAIX, BRI —AHIT ¢ CelD , &4
Cell #1A7 H BT RIE(CPU. WAF. FME)H
HATL. Jailhouse A —FFA Root Cell [ 345 H
TG, XML Cell, WHHEAT Linux R4, 7
77 Jailhouse Hypervisor Ji Zl){H FEAS H 4% 430 g 2F &%
JRIGFEHIAUR, H'e Cell 4iFN Non-root Cell,
FE & [ B 7 73 (8] A AT I8 AT 58 I B R R G B L
N AT (Bare Metal) . 24 R&5ta 81, Jailhouse

Hypervisor 25T N#kia T, HAETER A Cell B
T B H [ ISR O A A1 B U 2 i B4R 23 R B
Cell 1. FERGHBNG, Cell b B IG [A)E N I
ENAEDE BEN. REEHS S XINERME 7R
KI) CPU HMINAERAES, (B ATSTCikE b — LE i e
BRURALE 3 DX IR R FFIL =2, 451 Gt Y A7 S 2 9 L LLC
AT, FHMESER GuestOS 1) /O kb n (fi
MM WA , S REBUR LI ZERGAT
IR, FETI RE M SN FR G PRV RE AN o 1tk

Bao Hypervisorl®3l& — > 58 4 Mk SEHL I 42 &
WAL A B S 7 X T 58, JL ARG
Jailhouse HIFFAS 73 XM, (HER TIUTIRETEE
PR A, AU =07 KRG 4. 10T EK
e EAE T 4 XN 25 o 5 100 A A0 TRl B Ay 8 5 = e
RIEME, HAH PRSI NAE, I
TR WSS B AR TRE G, 1 o) ) B A A7 ) S 8 e A L
SCREIRA B TR L], S LLC A7 0 X, 15
BRSO E I3 CPU ) — X — W R &5 2 CPU 43
BESEIR 1 58 A3 B A) R 2. vp 7 RE UM 7 T el 1
ARM ZEFy T a8 A e izl 8% GIC BIFR#I, H AR
F Hypervisor H1 W% & F-17E 0 X R Gt FREN T
TUSEHL, R — e R L 1) v T A SR AN e IR

seL4 & — &l 2 48 AL B I B 2
WH#%, CAmKES (Component Architecture for Micro
Kernel-based Embedded Systems) Hji H 4424t 1 1i]
Al AR R AN R G TF R B2, SCRFAE X86
B ARM TE44E T 3T sel4 SEURE ML E S #1E R
G 6 AL R B A I AT I PR LR AL A A
(VMM FEHIIRAL BO RN % 7 84 R ettt
i€ IR T 2 (CEFENAFZS R CPU 43 i
HAY S HR B CPU X — M) JF 3k
FPEERGEHIB . CAmKES VMM {fiiE &4
FPHEAE — AL I VMM 526, QiR GuestOS
ZENWEHIRANE] VMM 1, B AR
B B 1k 2 1 W] S RE DML I 1) 58 42 R . 107 3%
Wik T AL GRS BB S E K, SR
seL4 ™ H& 1 T XAk UE BH RO A A4t B o 400 4K T 2 42
T 73 DX 22 4 B B8 R T B R

FETHAS B4 BC B Hypervisor 8 i A&l
ST REAUAL BT ] 78 H S B R AR (R S kg, A
M5 ol 4% IPIC IR FE e . A A 2 U7 T Y
RN R M HEAR AT HE T4 18] 5 o 4844 9 IPIC Xl
7> Z A RE BT AT 2 bR R, R AR Tkds
il S
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RTVM
(FFIPICHIRTOS )

|
|
I
.I
VB EE

magE | cpui ii

il s s s g

WEEE | CPUO Bel || CPUn

K 5 FIF IPIC i T Static Partitioning Hypervisor
1) 2 4 I 5 2

35 ETHAEHITIHREMNRAREMLIES
TrustZone »& ARM ZE#J M ] {5 $0 47 3 3%
(Trusted Execution Environment, TEE) % ff#&H
) — PR 4l B 2 B b B R, e M3
Ab PR S NI IE N BRI ATZ, D alFR 2 4
7t (Secure World) 1338 tt 5 (Normal World). i#
WG T, GPOS iZfrfEd il #, RTOS =K
BRNBUR P IBT R Z et T, SoC A4 51 IR

(B an N AF RIS 2% A sE ) ANt AR 3 T R 47

HAARiE SoC & A b AXT &G4k NS #2655
£ < TZPC (TrustZone Protection Controller) F/l
TZASC (TrustZone Address Space Controller)%42H 4
SEILBRIRY) 4y, Hoh, 5ET# A Hypervisor [
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