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AbstractWith the decentralization of data and computing power, a growing number of Al-powered applications
are now built on privacy-sensitive user data. Driven by this trend, Federated Learning (FL) has emerged as one
of the most prevailing distributed learning frameworks that feature strong privacy protection. As the canonical
FL paradigm, Horizontal Federated Learning (HFL) has been the focus of research in the academia and also
attracted broad attention fromthe industry due to its strong scalability and compatibility to a diversity of
application scenarios.The spectrum of HFL spans across several fields of research including machine learning,
distributed systems, wireless communication and information security, which results in diversified research
motivation and methodologies. However, anexhaustive view of the domain is still missing.In addition, the
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advance of technologies in these fields catalyzes rapid development of libraries, open platforms and practical
systems, which in turn facilitates further research and practice. In view of this, we present a comprehensive
review of the horizontal HFL paradigm. We first review recent studies on HFL following five different branches.
Then, we shift the focuses to practice-related perspectives, where we introduce popular libraries, frameworks
and platforms that facilitate HFL research, applications and systems, and public datasets for evaluating HFL
algorithms. By analyzing the advance in the literature and the demands in practice, we describe several open
challenges in the research and development of HFL, which can provide insights for bridging the gap between

the research outcome and system practice.
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6] 137 5 EHONEOAS 22 o AH B8 70 3t 16 LA 19 i 2 Rk
ON R G R Al . BT 2 R RS, A
TR B AR R R A RS, B S 5
IpRE= st

BRI A AR IR 55 23T, AT LA A
FRE: 28E4A (full aggregation) FIEr R4
(partial aggregation). 4& XA BIEMHMAIFTI T
o B—FT RS RE AR, R 55 0 B X A
B RHEAT R G B MR RE SRR, ¥RE
B AHB R BT A R, o RE -
F— R AR, 5 A A R R 2 R Y AT
Y AR . i1, FedProx 42320
5 ZR 11072 7 i B0 ) AR B0 E L R A% AR
MO MRS AT IR A e L 2 APV P 2 7 i 1 AL 0
HHs /IS DL 01/ CHE R LA A A R B B

EeEZ 5T, RABSREEEE R LB
FAGH, HXTRERDMER. GRS
MBI IF R, Bshs ERATN. flul,
Dhakal 25 AR 7 —FiFR NS > (coded
federated learning) )59, FSGbiihih R & 45
S, DU IR 55 2% Re % 75 RUCE 50 o B8 B B 15 2k
PATEE . 2EZE NRH SRS — R
RET % P BRI (oo, xk
FVET] LA VR B 25 o (Rl 2 5 A )i 25, {HE
I BTN R P i HEAT SRR, AR AT AH B
RBEA (i AEAJRBED i vTmk.
2.1.4 F iR A

PR PR R E Y (MRt 2 5D BAT I
S ANERAE . B i IR R SR AT LUK B S O A
FRAS RAE R ZN A KA o B0 KA SR W 0T B2 1) SR 1
FEFIFLN A AR ) (B 58 A BEALRFE ) ZhAS KA
FWG AR (SEBRD RAE (S B SR AT 1R 25 7 v )
RRNEN, MAE—KMEFER. Hlin SAFAMIs
VAR A MRS )b A% NP o) 25 1 i ) SR A 136 4T )
ATAEE . HH 4R 2 H R ) R 2 2] BV R )
A KFE RN, EEE AR H AR 1% £ 5
I B 5 SR — MR e 1, A ] AN )& i
3 PN 43 A1 i B IS B A R AR UL S ) A
S PEBO, B2 SRRE W B % T 4T HUIE AR AL H AR
257 T Al 0%, (B A RO AR 3
A RS HNE

% 7 i 3 5 SR S DL A A [ BB 2 2] AR I O
Bz — o BISIRENLRFES SIS R T A A 2
FZE M E BN, (HR LSRR T 2RIk B b
T GE SR O, 3 s 2 o e 45 1T DA v B
fif A BN BN, — b B AR R T SRR AE R i i

P B HERR T A AR IR B %1%, (HX Ay
VEELAER T IR AT, Chai 4 AFOIHR4E %
# B R SRR & S R B N2 A E (tier), Tl
AN T —FoB & i ide B, X% )2 53 0l 1E A7 4
FE, FEEEE T —Fhsh A VPl ML R 58 & 2 AE 4 )R
FhREI B o5 R bR T 0 a1 ) R 066D,
WL T 22 Pk T i e 5 S M R 1 7 &%
1] 4 35 T K B O DS B L 0L T e A 2 A
2 F 30 3 S O TR 6L T DR (2 ) fy stk s L7279,
HH 2% 7 iy AUAS b E i B R — — X LI 488 K &R
EA] 1 G B 3 8 25 7 v ] AR EEAS Y ZRad 72 . il
Chen % A4 56 T2 P it 18 20 110 O 7 R O Ko
MBWER WS 5ME, ERAMINGER
“EbxffE”. Nguyen 2 ANUSh@id 5] N —4H 440 %
JH i RAE B R A 2 A AR M S AT RAE, 2%
AR AR XYM N SR Y4
2.2 IRBVEFAAL

FHSGHE 70 rh A 3 B D0 Ak 7 v 32 A 4 B HT
FOWARAG . H bR B . HE N S5 E DA R
TEAS B A B AR o FRATIRE AR 2 B8 37 A0 G I 805 155 5
TEUNR415E : 0 M6, 73 AR 4 Jay B B0 R A i 452 784
(IZHD, | DI Dy |53 70 37 2 JR Edis B A2 P iy
k ERIAMEAE 2, FREF 3 0RE SR B sk Eorm
AH EARRR K, EAR AR A AR
2.2.1 Y BT

FERE )RR 2 3T b, A b 70 B A A 3
T ZHARA, S8 B & I TR 1 2
. HirRE SECEHMNN L ) R E, [,
A ) — LRI AR R B (momentum) %545 Bk
DA ESHRE 1 FE e A PR 58T 1 A A5E Y B Sl 4 Ry A
RIS . 5% )7 224598 (variance-reduction) 77y 5
SO, — e I B e T g 4 R A 2R B T
W, 1N R 4% B S A A s
ek 4 5 S OB DL R AR B A Ok R s A )
etk 4 R RS B BB 7 1) o 3X e 5 v ABE AL P
B OC B AR AL SR BN BRI R, TR E KA
A PRAIE 4 R 0 ) B e SR, {2 o 8 ) R B2
SRAREHE AL BA A OC(E B

— WG [ B S 2% ST AR Ak O T BT R AR R )
SEHRN . il Dy T AME IR S R P i R
(i) $RACHIRBIR S 37, Dhakal 25 NOMgif 7 —
FOBT ARSI A A, A A R 1B
B2, R HZ 5120 A M & b 0 s A i g
WA ILE RS A5 5 dE (composite parity data).
— iRy FedBoost FIHIEBII 558 b ffL G4
JR S 2 35 Sy T — A TN 5 ) 2R AR O Y



3 RO M) BETEIUIR. RGN S kR

IV VT TR R FD S AU DL TR B R R B
Wang 25 NBR9E 724 1 (M2 o0) BHRARA
PR, FERE T MRS EREE, EXS
BOlAT IR A 2 AT LG 0 (B3 AR 4D, il
CeE Xt BRI 28 ) SRR BT CF X AR 3R 1 25
2 R GHAT T BRAE.

2.2.2 BB

FERE IR 2 S b, 4R H bR R HOE e X
A AR B IR . RS 5 G I % P
S AR A M A R B E SOV (BRI BREE, f
i SGD =21y 5 5 7 485 7 V2 o AR MRS R R 47351 5 397
H b B/ IMEFE A H e a1,

. ," (S SRS R )

o
Ol 230

K6 ASFIA R R 25 s 18] P K SR AR AN — B0 BB 2
FIFEIIN 2 RS HOF R R R

—YESCHRBIT AT 1 4R H bR B EUF (0) M1 A M H AR
Fio(8) 2 17) ({96 2 B0287 881 S op p 1 e A1 148 5 4y B
I L A — B0 4 Ry A5 R AL IO JEE M i 24 Jo R
KRS AT b, E AR R R AN — Bk R A
HOHE 73 AT A IS A B 73 A 2 TR B 7 g R, ANTE]
P A 3y 50408 2 A R 2 07 18] o AN TR] ) AR e 1
(1 6), XFILG AT AFRIAN:

argming F(0) # argming, Fj(6). (1)
0" o7

F— I, AR A A BRI
REMER) 54 R 2507 [ v (B R i AR
FRAEAE A — B

* D *
0" + zkeuﬁek. 2)

FR R R S BRI 4 JRR A AE S A B 2%
PERAEAE R B e . 9 7 RIX A e, 7 E R
A b o B/ B4 R H AR R . — i L 5
FE U A FAR R E 250 BN AN T (IR

AR T o 557D o X AL e 0] 2 78 AL 4k 5 R
SGD KI5 (Filin SAGAR™) mhigffi i, HIEA
AR 577 Z gk 7 RO Sl R . R R T
MWE T, R RIRE AN SHUS A A
PRI 2 B, AT DL T A b ASE 7Y 0 4 Ja) A 28 1 jR
P I 85 M 3 U g T, 48 0 v IO N ) Ji 4 () At H
s R

Fi(61;6) = Fi(6,) +£ 116, — 6117, (3)

3T 3 751

Hrp TS5 BRG] NAH B bR R A
JH A I — PR R, AR AR Y A — e AR FE b Al
AR B SRR DLER AR EHE S A4 PR A Ok (1) A b B
HrR B, FedProxPUa i —Fh 5] N T Uz sk WAL
FMEE, 4, A3 FedDyn®UR FOLB™IE Py
— S BT U A b H AR R B — D S S U R
PR WS, T o — SR 9 3% 4% B e SO A LAL
) J50 B, S o A L B T A 4 R R T 2 1) o R [
91-93]
223 HIEMZHILE

A ) B S 2 o) BE R B 1) S 50— R AE BV AT
ATHATECE, 25 58 B H VR AR AR (1 A iz vy T 1%
G F ], REFEERA KIS, F ka4 2
o B BSOS E R M . B an e S R S
L BT A (BPRGZS5U140) FMaEEdE
(P RS Ree R 4R HMELLTUN, 75278407 fEiX
LR R A RE A B 1a % 7 i e R L . — BEmt TT R
T RENE Pz 50, @l &P mie s
7 e e R 9 s o — e U R 0 ke o sk
R, FEAURSRBENES. Wang
2t NSIIE 52 1 b s 1 00 48 1 B 22 7 S %
Uity A i SEHT (P B — B @, R dE
i VH— Bk B AV ROP Sk g @ . b, H
VA — A 5 B ARE 1 2 14 28 0 B8V ok AR Hb B2 3 40
B2 s I A SR A Y B T I A 2

ERZHENT, RGP RS 0T A
WEINGZH (ERNGEEASNSE, TRHA
BSED, BFEHCR/N F 28R AR IS .
TERSEIA T, fERBTE AR RS (Bt
WMAFEZN LG E RS 2 Bt EIERRE S5
7 2 R IE AR AR AN BT YR VH FE 2 18] O AUAT o FEIX Fh
THOLR, AH B T 1) 2 2000 BV 2 5 20 5 4% 1
R A A AR b B ) e A PE ARG B, 520 PR 2R B 4 (H
AR T AR RN W& THE RE TR 45
S GIN H N2 5 E TR DR R
FERIVE S FdE A S DR BN A SR 1B AR AR B R
X 77 T BB LA 1 N TR A R s BT | i
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(AR ik K/ 5 3195980,
2.2.4 RAF BALH:

TR FE 2% ) A B8 42 U 2 A 2 IR IMARRALE
FEAE T BRIA R SRR R (RIRAE), X —FF
5704 i 5 18 273t A AR 2% PO 5080 o 2 S il BT, 7
M BCHR 2= ST e T, s RALE N T A #1915
BRSO S MR i R R A P, Li A
DOV 1y 7 MOON——— AN 45 & 7 6 T %of Ll 2 =
(model contrastive learning) A ] BE S 22 > I ZRHE
ZE . TZHESE B A% O AR R I 2 AR B A 7 A
FAE 2 8] ) 22 57 5k 2] 1E A b 11 G rp R 7R 1 8 3 1)
HARTM 5, MOON [a] A 457 2k s £ 51 N T 24 A A Hh
FERL L IH R AR AR 2R AN 4 R A A = 5 2 () IR R AR AH
AR R B o 2 T ) IR A S IR AR R, AT DAF)
FH 4 Jay 5 0 SR £ BRUAS M B 4t (1) RAEAS B, RN A HE
BHm i oA v 22 e, DA SRR A ) P g 4 R S A
KE AR, ZEIRIMEGEESHEEAEA X (B—
AR T A AR TR 8 R TR AT e A B 22 7 A — R
fEM R, fEHEEATS RIMRIRA D), —Fh R A%iE
15 T8 B AR M 7 102 T S 36 40 A7 Al v 0t i s
AR RAERAT G 46, e[S s Ae
AR LA 23N, R R ) BB 2 S v R
) E T E I GRIR AR O 28 TN (1) 9 5 4%
F, A3 AR 7 ZE A 3 RE AR R SR A LA 2 % 7 B RE 1
THEXT EE PR LR, R e — ST 5 3 3ok % R AiF gk
FTRETA. gy to%a 2 AR 05 Aok b ix — 22
ESuN

BBl RAEAS B TG\ ) RS 5 2] AR T
R 2Bk, Biln DA a)E B 45 SR ) sUE X i 28
SIS AR N % T 2 A e 5 B RO, X 5 T
PRI FE AR Y T AT uWs, fEMA I e .

2.3 BEth L

A A ARG VERE I E BB, B
BRFR 2 2] R A S, 25 7 i AR 55 8 (4 38845 B
2 R R R B RO I e PR R OO
2.3.1 JE4tEd

P ARG IR S A B B 22 ) T V25 o T2 T A A R
FarCO8), 3 B R T AR R AR By, T DA A
R (BB, [EILMNEIAE T,
WAT BIP RN R 48 )75 2 Mtk (sparsification) il
fk (quantization). FEifk, SFRA top-k FHERiL,
se i — I R B A B T kK B T R TR T
HAR TE R WA R 477 M0, Wb — ol
AL 7 RSB, it Sun 25 N\ MO 4 R A
BoHEA RS R E, HHEPAITAESSRE&SE
PUA AR top-k BRBiAk, 1545 A 1 [ B id

A

H PR AR LB SR A

S b, SRR 2 U A 1) 2 1
KR, T % 1) i P A AN o AT I 2 5 [A] 2]
BRI MS o:R > F,, XHEF &2~ HEqh
BROTEMARE. Liu &AM 2450 2t
TEAKESSR, g 7 2 BErSHoR
A 1) B 2 = SV 1) S Hon) 4 JR A R SO TR S
05 R BRI % SERERT, WP AE B E A
45 51 F6 1115 22 38 R & PRSI0, T 1T 44 1 D 4 0 o
Sy ar W e sattler 25 AR T — iR
BRGNS, I8 IR B AR X R AR T VR A
fE—ig, FE—Pm TR R, RN R T
ITATATH TR oK

WD BAETFRS 1) ) — R e B R A B
TEREY, XBHIECTEREFE R 2N . fER
RS I3 T, AR B T BT SERE
AR, Jiang % N BA7E A ik R B FEA B N
T —Fp oA BT A, R ui AR I 2R 1E Ol
RS A E T R, RS A AR B R A DA S
P E IE BB R BT o X AR (AR 43 i AL A
ARG E RN, HEARKSILEANE
F 0 A A5 IR 55 445 2 45 455 50 2 450 ) 8 P R o 0 20 SR
HSEEALRNSHEITIE, X KITRE R B
i E BT B4R 43 T 30 (BN AR X 28 JE— 2R 5D .
2.3.2 [FIERIREIAL

5 W 28 10 23X Ph B2 RS2 RPN ST, A5 B IR 1)
Alin g E B, S Fix—disr, ik Ek
)7 7 vty 18 B AN Y 4% 55 U o3 TG 1K — R A PR A 10 R
AR RIS Amiri 2 AP e T R 5 B
V55 52 BRI s —— & 7 i Al 2% 45 88 45 £ P e
TSR AR Z UL F1E (Multiple Access
Channel, MAC). 1EFHFT | Unia] 71Xl A BEAE )
) 26 PR 855 R AR AR TR G R 2 20, FEARH T B A [
PEfE T G T (518K D-DSGD Wl kT %2
{E1E") CA-DSGD i) Fl—ANK I T #5875,
FH 7045 18 B2 IR PR ) T D 4 5 A 2 e sl 2848
MR TAE AR B T 5 18 PR YR B A B 2P, A
JoE b AT RA S &5 g fin PR AR R Wi SR AR A8 17 AR 3
AN HbRZ AU B NGBS SRR, R
V5A BRI G RS i I SR 2 A B
——— SR B BRI RIS FIERE, HERR—
e CARKA (BT R DATE AN 52 4 R 0k
(R R T g e,

T AR 2 ) 1 — AN RN 3 S 7Rl
LRI 25 SR MR8 B B A SR T R AT LA 22 ST AR AL 1)
i [ Y GRIOTI2TI28D e 1 R R T R £ R (g



iy RO M) BETEIUIR. RGN S kR

AR T R [ TR 2 5] 7R RS Bl 4 N 2% v 1 g F
28] 5G FAR B PRIETE Hb 0 N 2% 30 25 1 R e AL R
LT EEB ), HATERE R FIARAE ] E M B 6G H
AR iz #E 2 GE Cubiquitous intelligence) I SZHL
o VTR ET s AR RGN R LS
SOIMESE, REINBCH S SIER SA Gt H . Tl
DR POX T 25 K X 5 3 M A sl A 37 55 Jee 0 ek G PR 77
[ B, T Wfe 2 2% 22 A% 110300 5 I 4% IR B 2 R (1) 1 %2k
B0, 785G MIE 5G WA, T FAE IR 2 T i
HER T BRI TR RS K E
R,

24 RFRIPERE

R M 22 4 2 o 1) B S 2 30 P R 7 A 5% L ) A
(00 P R B 25 5T B R, 2 O R TR
Y, — kB, ARG K Bl ) LB R 1R
RIS A Bt e, B E AR L P R e
IR . 53— 5T, AR GEH 2 4 ) AU O R 4R
PRI o R 18 2T BEE EBIR R AT RENE . AEXE
SO, 2 A ] R T B S B0 P R AL EE
2.4.1 B SHAR R

FEREIRIRIR S I BE T, B LR 5 A Ok

IR FC R B 73 a1 A2 die /NP A RR B i P XS

EEXTBURRYY, DU RITRICA th T £ R
R WHEEMBEIS, o RIS, Rk
S (B SR R TR

IR A, FZIN% (Homomorphic Encryption,

HE) 2 PREERR 22 4 i3 A% 22 7 58, AR B i
RERIESEES IR s T NS i SIR R i K N

REAEDLSE AP s Bl o 30 K 22 KR i BB S 2 33 iR

TR NV RS I 7 R R 8 SRR L R A R BT T
(s S AfE Nk, AN AR UL R A R R
[ HEAT 32 AT 23 15 R LR BT HFAY Paillier™ ™),
%4 % J7 iF 5 (secure Multi-Party Computation ,
MPC) W& —Fh) 32 Rt AR SE, FEH5 T Fib %
L TRIE LR RI T SRR B 4 2 ol AR R R B
P SC AT BT 76 A B33 Shamir Ak 3k
LR CATR T — RFIJ7VE I ¥ F R T8 ) Bk
IR 3] v B A H SR (4 BT g T A B BT 7 f B AL
B A0 5], AT DAYE SERE P 46 45 2 R R 13418

MO, AEAR AT SR R ST RAS RV P it 45 2 5,

I Ah, o i fE i A ik B Cover-the-air
computation) % AR e F FHBLAU(E 5 7E 2 14N (E
R INREE, TEAR A B[R e R A,
o A AR 7 IR 55 48 v g 93 B

B X ECHE R A, AR AR A TR B A B

SRAE B A BRSEAT 55 b, ] DU FH o R 2 A % B2 A5
T f JE a i NS5 535t B R Ve TR A B A
e, A HETE 2 R B s M B i KU . FE T
HOZ T, Rk o HE BE X e ( Membership  Inference
Attack, MIA) BETEREAL Il #4 w4t B s 22 4= (1)
Oy, X BB TR G E — MR (x, y) FITE
BHEED NGl AR M, AR M T 25 R
BACZHAREGETD. REENT, HTE
IR 55 85 BE 05 43 T3] 01 A b ASE 72 A 4 Jag A 7R 1Y) 45
5250, DRET A ) 156 S 2% 2T 1 B 03 HE B Bk I
T AR, HH A i AR ) A Y B e A D A B
W Nfak. Gu & NSt — b R B 5] 2
FOIRARIE FE = AR (A MBS R R 4 R TR A1), AR
HBE R 0} 25 78 A5 A TR FRUIN A5 P A A o 35 4 T i
EHE R HERR o [ A A B S 1 U 3 LS
TENAL . dropout LA J% 224 B RIS, TE ML A0
dropout & ik i G A58 AL Tk H0L A AR AR L I G A 11 Al
IRFRRE, ARG MMER AR AR TG B T
P

#4yBa Al (Differential Privacy, DP) AJ F] %
PR R R (dn DP-SGDM®), i ] LA R4
B bR AHBIRY 5 2 1 R A S
(BFLEH ) N T sk LR 4R 1 &=
FAE IR 25 45 v a8 o A 2R B ARV X e 7 {HZ
HH M 7 () BE AL 1 A0 1 £ B ) A B SR R N, B
REBEAEAEN R T AR S DU R S 4,
B 2R AR T 2 e ] BEAR R RE (M RS FE L R
ik 10%M) . BARELELRMT, BT EHBEL
(7 R BN B I A UK 4 TR A AL B A 22 v R
(IS, A R SRR T, AT R AL AR K
ST IR R B 4 2k 2 [R) R o IR A 2 22 43 Fe AL
MEEMRA, HAETE LRREHRN, FHHEES
Ty ol A 4% W P B — 5 e (M4 14814
242 REEHEM

RACEEHEE T IREFERH GBI
1) FEHER P ik 4 (Byzantine devices) 3.
HRHE FH G SCHR A H 58 S, FF 7 & P o L4 (R R
5 WAL JEE R T A AT R 8 AR R Sy 3 W R A A
Bl 4% A JR MR R 0 R e 4 10218, b R M A
IR AP BE R TT

T H R R A X A ) BB ERS 2 ) A A1 AN
PERI BT o BT SEEL 7 b, DA B AR
A SRR R B WG A PR BE R I
7 (data poisoning attacks) AR #FEHH: (model
poisoning attacks) MU, 4% L, Kot e
AR I ARSI ORI B A b 1 I SR A
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A (PR RN ki S HUBE R (g )| 2R 104157,
H s LR HE R O R 2 w1y, — S8 T &P X
PEYCHT o BB MO (1 32 BT B BB A
RS HGHATE S (FIWBCR R LA E D, AT FE AL
TRl 58 5 J o 4 JR R TR 3 e R e i S 11581,
J& T TA R .

T B RSN SHAR Y, BR#REK
o (ARG R [ A L A U, AN S A ) AR A
B O(EHEHRE) MEMNELE R RIS
(B RN 3 &) (ESHU I o A sk QB AED
SR RRTRY () 7 VAR A ST A v e o IS0, o
PR PR B AR AL 1) R B 5 SNAR W L. i, Mao
2t \NOSSI e 7 —FhFR 9 Romoa (RIRER B84 7 i,
H R %5 %4 IB B A S HCE A R & G S8 b &,
K lookahead SEW& A — AR TZANMIME, 45 &1
RMEGEEPSHEONAL,  SEIUBARY 8 Yok (1 By
o SCHRTSII e B8 A2 st R AR, I S G e ARG
O R AR B B B x5 BRI 2R R Re

HHE 58 WOl BN BR, DR D A [ B A 2] 5%
HE U7 0] R PR, O M 1) B O AR B
ROl >k, BRI A B 9 32 B A R AR A 2
HOR AR X Wit . 0 Tolpegin 45 A2 2
WA SHOAT FR 4, SR 5 AR P 4 5 1 25 i) %
YR 73 AT 4K AE 7 B B X R A BT . L 5%
NS B T KA i BB, A B O kS A
(spectral anomaly detection) F A #5754 5 i fi [ 24
Hahd 5 A AT R . A4, n] DA S U GRGE
& B #48 SR 0 AR R T R AT B A, AR E I o i
RIS HR) AR ZE R AN E . Buah, g ar
A2 AU #8220 P AR R f i e e, A W
FU R FH B 2L E AR 5 1 1R 401 % bR R H ) R A R
LT e it i — [ e,

1E LR PR AL B, ATAE T
Bt 77 5, B E £ g (free-rider attack) Al
AR X G (sybil attack) 5. FAH 22 X 2 i i i) i
AR ZH 7 G Ik 55 45, FERSEPRZ 51451
oL T AR AR e AR Tt s dl o P i 2 A
WA B R TP 2% ST i R, 91 G 39 s B B 4%
BEMRCR . AB b, XPAEGETIR AT LU o A
SRR . Sun 25 N\ TSIRT 5 g Y 3 e 2 o 1 25k R
A AR R A T o B, T L I S 06 2R W S
IO BN 2 7 B AL B8 S I A
2.4.3 WI{EHHE 2

(S A4 2] (Trustworthy Federated Learning,
TFL) Znlf5 N LR BRI AT, BRI ) 1y
AHEZ N — XA H P #24 . mlAE 1 [E

Il 23R 100,

LHAT PR AR AR B 5 25 S 0% TE A 4 A0 ) 3 i
AR ST SR R VerifyNet ™™ 5¢ B T 5t
EZERAREETT L, K0 2EF HRASHS A
B Z5CFN £ BE HLEHL A1) ER R 5528 28 B — AN UERE, F
T B0 R 1 B 2 5 2 — B R R IIE R A4 R .
Guo 25 N\ DOTI 75 28 1 [ 25 0 7 O RSt b 51N 7 KR
4 (commitment scheme), & 7 —Ff 8 & 21
HESE VeriFL DASEIUASEAY 56 285 LA BaIE,  [R] I
P IAIE 7 vk B AR SR A . Jiang 45 A\ 168
EEXT R 40 0] REIlE 2 IR O By, $R 4B DLREG X
P s i 22 2% Ccryptographic accumulator )
F AR A R OE B HE P GAIE, TR E TE AR 45 s i 5
AT T ElGamal s 5% Sc il AR 58 4 25 R0
IEHAR, FRAEP RIS RN %7 205 . &
TRAFAE ) ) R B E S R B 2 B e, T ARURE
EIFAY LR R . AHELZ R, VerSAIII| g f — Fi 5t
FHERAEMNRERRERIEEAR, HAMII%E
(RIS B VR T A4 T VerifyNet, T3IER & 45 %
IR OO T2 8. AR E SN HER X
A Hb 5SS 7T A 4% 4% ity 14 36 1E 3 B PRI W . ik, Roy
i NTOVER T — o B N B0 IE 1 22 4 A B
SAVI FIHIN I 24 EIFFel, HAZOEARR T RE
FAuite A A HO AR R (A RO IE B, AR S R TR A L
EHRELIEARUE, RS 2 AR TR = 15t 4 SR A0 A
MRS () R . AR LR SRS 22 5 vk, AT R E R
(R AT AS THAT A5 6 B8 v R M JES 2 ) DR ASE 2R L % 1
MITEEENE, H R R 52 IR T N A7 AE A 2 855 45 IR A
FESEBR R G rh S i Az Y,

FN=ARFA S5 7S & EREH RS
RS ATE BRI 2 ST B — Fhi& 4% . Rehman 28 A2
BT X Yok ST — PR 1) RO A ) A HE 4
TrustFed. SAMF UL A AT RESE 2SI 0 S 284 1Y) 1) AL
TrustFed 7 Jci4E iR (Quality of Service,QoS)
BURIEVIP IR P ik £, MRS 5 &5 AN
HSEIUAR BAE, FFARAE RO R AL, 5
BCBE AR SRS O BT & B S AR . (B X
HEREA RUL R NI, RS 5 T G AR 2
Gt T ATSERILAIT, P X e ST 45 R G
WREA RS S R &, RS NER 2R
PR AR ) W B R k. Billn, Li 55
BT 7 — ot 4 TR AR TR AR 0 AR B 35
Cintellectual property rights) [ RFHELE FedIPR.
IZMEZE H 7K B RN AT A A6 I 3K P AN A S7 1) o =)
WARH R, /T E SRVFREAN 2 P v N FAA R TR
FEBEE T 5 TTHIKER, 538 VR & J7 S AL AR 42 R
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RO M) BETEIUIR. RGN S kR

BRI 1R, 5| NZR FTRLA
ARIH R T oA, IT BRI R 52
AT B R S5 B 0 B A

2.5 SEAKIFRR

A — LGN b wol TR [ G A ) & YO
FlE ke T 5 BRI B AR, ik &5 2%
P DB IR 27 = 1A 9 B AT AR 2 PO 4 PR A AL 1B,
25.1 HHSZEFZML

ML I IR AR, R ) B 27 2] IR B 2
O . S 7 N 11 1] P Ko Y B ) VAR
FEIX— i b, B ) B 2 2T (2 AR A 7 T DAAE S
) R 2 ST AT A 5 ) P R AR . K24
S TREAE 2 [ 1) P ) BV Tt 9 = 2 Sy IR T ARG 7 4 1)
WS 2 TR (ol e i 7e ) D801 g i i B 35 25 =
(SRR T 2715 ) b SEBLESRRAE 25 18] (1) B
[F) BT AR AE [ 2 B 2 — SR FEARXS 5% (FE STk
AR SRR, IXTE P R S R — T
i 2 45 (R DO R At 5% e AT B H B KR ()
WIFEAR AT EC ) £ % F4  HA RS B 32 AR K 5%
(1821

R T B RIS 2 = 1100 3 36 M AR sz R (R T oK i
Mles N5 K s Xuse, RIBTiEm
Federated x Learning (FxL) M8, ix et 156 R 4
JEAR K AR FE b Re i PR m) XS 27 212 A B 247 55 1
A&7, ST s A R IR R R DURSS T 240 1)
£5%. Biltn, Wu 2 N2 TR ST S L
A I BN TE R BE, R T B T A )
( federated meta learning ) F Bk I8 £ 4T 55 2% 3]
(federated multi-task learning) ZE#T 12T TES. —
BRI T PR 23 ) 2 ST L g P e S USSR 4R o
SISO R P AR I IR 2 ST O Sk ARk b . 518
B A HCHE 1) )5 58 50 AR AT REAN ], X P R A M 3
HOMES W ZESR, BRICRE A B 2 5] nT A SE I 2
1262 31 it —Fh o7 RE888 Google Research [
FoN UL BN VA — RFEA I B i 3 55 4
T FedAwS HEMM, ZEEE MO BARME K T X b
)RR R R BT, BRI T SRR 4 B T
() 1) B A oF R — I B, STk O S T A
(metric learning) & 7 — Ff 5 22 4= ¥ P [7) 592
FedMetric, 4 B 45 5 R FEAR IR M & . BHARIX
KA AT T PRI Y, (B
FICIRE 2 S 3 B A AL (embedding model)
AR ZF0 T WAL 1 T
2.5.2 MEALIRIRE )

T ) B RS 2 ) ) R A H b b g — A4 SR i

fOLREER, (HR7E—Sg i, FEINSH A
o 22 AL R e B i b Sl P 19, gl T
1 1) B R 2 ST IR & ) P PRI 4% AN BLHE I ZHE 77 R B¢
FIAL, 33— MBI IE 1 4 R A] R
SAK, FH P 2 ik A R4 31 11 5 — AN v A A A
H AT A AR A A R i A A ()
(901 A 4k % 36 2% =] ( Personalized Federated
Learning, PFL) Hi## Al e85 ) Xtk e i ok,
H bi A 25 P o U 25 A v RE AR S (A AL, )i
R P R A HE 8 A e A b 5 S R B v
He e 1] IO PRL g 7 TS P AR g )
Al FE 7 ARk B e P AR AR, s,
PFL 75 B2 76 ) BB 0 2 o) 1)ty b il B 4 J) 455 78
(B4 RER) RABIA MBI KR, FR
(1) PRL S35k K ERT 4 O3 508 (1 5 i B 45
R KZH PRL BH0 R I TR Ky
e, AR  R 1 A b bR BR AR A 7R R S 10
CLOUL98 St Ao 700 456 44 3 47 20 L9590 DL g g 4 JR s Y
5 R R T IR AT,

BRI (BFRA P 24D &Sl PFL 15
— i RGR R, R AR S SCIR T IR RO o A
32 1 P g e R 2 Sy U900 S R Y TAE S
— [ 4 JRy B TR N 5 A AN T A P A M AR AR 2 ) SR A
I AR K 7 i A A VAR B 2 AN
U5 BN E BB GE, NEANAWE
CHERERIL LIRS AWM. TR
SR S AE T RS, BT — R T AR
TR 2 5 fry B O 2000 a2 41 5 AR TR R P S 1
U9 PR MBI ZRE R, B R S RA K%
Py Can—4ARBUR R D R — AR —— i A
PR L4 — 8 (B P, SRS CRIE A J 4 7
HE o
2.5.3 EHL AR 2

T VHE FRO RS 160 BB S 2 S 2R G A7 AE IR 55 2% B o5 g oz
TGRS 2L T ) S T IR EE ) R, A0
& (Peer-to-Peer, P2P) &% H1 (1) 58 4> 2 O AL B
S STRCA T % SRR BT FE R AR 204 i e BT 2
213 2030 i B 25 oAk I A LR R AR T 4% [
TEJ =, Bl R A H ) RN — X 2 AR L X £,
HP— N/ —BW e R E . Fitk, &
W5 T AR AR DCHIE T R B 2 R ORI FR 2 ) R
Gl ME BALRE R . R RG J7vE DA AR L
BSUIE ) R () e R TV

FEAS BAAR R T, E P2P MIZIR ikt
5 IR B A T A O A R AR PR N o A A e BT
R S IR R B R R o — Bk, if
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P2P W& R T AUB E IR B N 2 B, RIULIR £
W FeEr R 25 etk dn A (s 7 AT Ak . Hu %5
NEPOURIF Gossip #hTE P2P &% L3RRS, [F]
B SR FH AR 2 1 (10 B A A Y () 4% S 4 20 B 2
ANEERR 2%, 700 R 2 B AT 98 10 R R 0 A
oYL T RERE ). UM, BRI ) RS
IPLSPO MR ] 7 B 2 B R, [ 3 T 2 B se
%% (Interplanetary File System, IPFS) %A #5
ME FE RSN gA R I GE B2 . fERE I
JiTH, HET Gossip [HMERIETT LUK B R &
(aggregate) FIEERLAIE (merge) 3X W Fh 7 2%,
AT 2R T B OR H 2 AN L E T S I, HE
MEHEHTEHE IR, FHENEEEEAR
MR AY 5 AT — e B AR AT & . R0 E,
e b R GEAN BE ZE B AE G Rl IA M,
B ZH AR PR B R AN RO R (LA

ForH O B R AR B BT B T A, X
S EORERL ME DL AT S BN IGAE . 1R £ LA B A A
By [X B 45 45 AR Sk fil pe AR 56 10 5 17620 warnat-
Herresthal 25 A\ PO 1 7 —FhfR R BEA 22> (Swarm
Learning) HJEFOALIIZRAESE, H T8 2RI HL
FIU RIS . IZAE @IS Swarm WIZ LS4,
SN X et FVE B & 20 ST v M A T A B
X B (1) — AN 92 HH il 8 2 TR AR = A 98 IE A A g
FER 28 WA SRR Ak, Li 28 NPPHR 7 —Fhog
2 b 284 BFLC, 7 X Bk 3 al 5] NZ
2P, HILRZ 2 (consensus committee) 56
TE& &% DRI R 0T, 50 E 8 i A 1S 28 B
B B X B -, IR T R A O 2 il R AR R A
e,

3 RGHERS KGR

ICFHE 2 2 B FE K G HE SN T R HESE /F & LA
KRB R o AT 1 S dihod S U (0 A 1) BECHR
2 SRR AE SL R S A  (Oe T HEZL A VR 44 T
SECRED), RIERTEATEATH LT .

3.1 HiFHESR
3.1.1 TensorFlow Federated

TensorFlow Federated (fi#i#k TFF) “& Ak
S TensorFlow X F RO H , B SIIR I
foe BT URHE LS 2 — . TFF e RIS MLY%
2] TensorFlow (TF) 2z I, UL TF il K%

4 https:/www.tensorflow.org/federated/get_started
5 https://www .tensorflow.org/
®https://github.com/tensorflow/federated

oD BEHO 51, 4 TR AN APL, B
Federated LearningAPI F1 Federated CoreAPI, HE% i
JERE [ R 75 SRAN R TS P 5T 75 2K

TFF Har R4t Python MZmfEdz 0, B 7 A
HeFF M Keras FERImEHIAL . TFF B R IT
F ] R A e AR I Ve A, a8 AT A SRR
BB AN TR 2 I & I A Nl k. TFF SCFF
Windows 1 Linux “5#:/E &4, (A2 HRRET
DP-SGD M Z7rkafhsl, WAL E K2 7 %4
TFEMRE S, W HTGEEEY R L0 HFL
IIZRGEH o
3.1.2 PySyft

PySyft & — AT 1E W R LA 5 2] Se s B
A MBEARY O TTUR Python ARG, #ERL T AR
FENLEZHHERED, BFEME HFL RAH A
AN . Zr AT SPDZ M2 7 %4
THE . LR RS s 1y se i 32 ZAK A6 TenSEAL fRH5
2, A CKKS $R: T2 7rEafh 5247 DP-SGD
i) Moment. Laplace 2 Ff:% 4= SHlL#l. PySyft
Re e 5 BT Kk B AR D7 [ Hh 45 & L bl 5 ST HESE,
ARG LI L2 T

PySyft AR 5o A ] BCHS 2 = (R B4 152 8 4
T —RAINHEFEZEOD, Bl TeaehiEe)
TR EHAT IR EINZR,  ERE X K E s S
W RIS R, oA AT LIRS (1) SE 5
PAUEF] . PySyft [V HRAt Python 211, iZACHSEL
F T 2 AR R A S S, RS
PLES % ST %08 8 Cni Al e SRR, IF
H AR 5E 5 () B K G B Y 8 T %R
3.1.3 FATE

FATE® f&: HH MO ERAT £ ST R A 4E i1 — A T
WEITEBH, NWE—RH “IFERIH” KEE.
B L Z AN B Z et E . R, il
ATy R AKE THEE. ST L 5t
TR R R P &R Gt

ERGHEK T, FATE KIt =R AEHARK
KubeFATE #i50, SCRPAARAT 5550 E AL E B,
M TR A7 2 1) J5 7] AAE EggRoll #1 Spark 1 fif
DA AT E SR ER . FATE B0 E R T
FATE TiH R/ FederatedML JEE%#%, ST —%
FIH BB 2 2 S35 (1) b v S B DA B BBV I K
PO AR . DHKE. Paillier. SPDZ 1 OT %%
Ina 82z 4x 22 77 vFE U B bR v S AL 7R X B 1
GARHBAEL

" https://openmined.github.io/PySyft/
8 https://fate.fedai.org/
° https://fate.fedai.org/federatedml



Py RO M) BETEIUIR. RGN S kR

FATE T H T f#] FATE-Serving®® & —/> i B 42
V&, ROERIERE KL T B, A LEE
T NE R A FE R AB IR BT TAERAE .
FATE-Serving 7EJiEJZSEIL 114> 76 3 B AL AFfif Al
EIRINEE, [EIR I T A0 G A7 AT A FE SR L
) FH T s AR AR 1 S R
3.1.4 PaddleFL

PaddleFL ™ J& % T % & % 3] F & K %
(PaddlePaddle) POUJF % (I TFUE FL MEZS, 10T
R AT R AR RS FHIH, PaddleFL W]
F T K BBV 4% SR R b 3 B 1) B R 22 5T R 4,
[7i F b, SRR 7E B B ot B R N T R ) R
Yi. PaddleFL NIT R #HEAL T 2 50 2 B 1 5ds ik
PR AR i A A — R A E R
SREVE. Ry BT, PaddleFL 2T = JRAR
TORHFHEZE Kubernetes™ 2t 1 78 KBS %428 -
X U GRAT 55 04T 5 e O R R Vi 3 25 ) e

FEHEZME T, PaddleFL [FI 424t Python F
C++HiMgmfEdE 1, S Windows. Linux I Mac
SRR RS A NIERNZ ST, AT gRPC E
fBIEu R A ok, (HA2 HET ARt L 14
X 315 25 I ZrAsi
3.1.5 FedML

FedML"™ & — > LA 7] 4% A KL 125 9 4% 0 1) FF U5
FluplaRsE I G, U TiA%% Al R A Edge Al
SDK #11 MLOps Cloud i 5 4HA4F——Tii & v 10T 551l

GORBEN BRI R A R AR B SR O T R AP SCH

Ji 35 0 PA 2 IR 5% 0 % 3XOh B S A P2 IR 8 T 1) % 4% T
TESR LB 1T IR .

RPN PRGN RR T FedML BB S,
OB A SR AR . FedML 3235 =R 7] {38 4T 45
X BETHGRZRIBIRE ] o0 A0 Nk AT
fiif, FedML RISEIGER T BHH FL &k (f
& FedOpt. FedGKT. FedNova %5), B 5%
DTG IR 4G R B i, Bk i =
% 1) LA, BT MNIST. Synthetic Z5%(#5
£ 2) KEMEM A T EMNIST. CIFAR-

10. Shakespeare ZF{#E4E; 3) VREEHIL L FEAL .

-+ CINIC-10. StackOverflow Z=3#E%E.
FESE T TH, FedML FELL PyTorch 1EAHIJE
BEHZRE1 3, FEEH MPIYAT MQTTSE Ny 3%

10 https://fate.fedai.org/fate-serving/

1 https://github.com/PaddlePaddle/PaddleFL
12 https://kubernetes.io/

2 https://fedml.ai

4 https://www.open-mpi.org/

5 https:/imatt.org/

Jo i M 2% B SR, FedML S HEASFEERE RS
B4 (Android 1 i0S) FIS 44 KIPIEE N B 4% (i
NVIDIA Jetson Nano A RaspBerry Pi), 7EitFEA
AW TP EHESE FedloT A1 FedMobile (3,
SCHRPM . FedML $R43t SR MIIE LT, XI5
gext il FL SRt H A H . R
ARSI R G224 J7 10, FedML e T 2500 JFiE 3 #¢
ZRME L ZMEASMEBERA, FAEETRET
S EIIMES APL B, R
RYEHEE,

B %t H 4R iE 5 4 ¥ ( Natural Language
Processing, NLP). EIALFAHENAL 5 (Computer
Vision, CV) X =R 4, FedML “F&4E
J T 1T AT 45 Fa R (1 A ) BB T 2 ST AR
FedNLP. FedGraphNN L. FedCV.

FedNLPP2E I T30 A 73 26 . 5 51 e bmict
FP 5 7 BT 55 FIE & A, 124t Tl 10 A%
FTH T 5% NLP AT 45 35 47 52 56 DF 45 1 35 v 3035 42

(4% Sentiment140. WikiNER F1 AGnews %5 ).

FedGraphNN@84%: [ 1y 56 T B2 M 2% (Graph
Neural Network, GNN) FlRIAHAE S #it, 24t T
WM, AFEEERMZ (Graph Convolutional
Network , GCN ). GraphSage 1 /&% & /7 W %%

(Graph Attention Betwork, GAT) 4§, [FIRFEERL T
FedNAS? FedGKTPIF1 FedOP T e1& 423k
FedCVP 4 B 7 DU AN i AT (1 CV $ ¥ 4
(CIFAR-100. GLD-32. PASCAL VOC il COCO)
A6 Mz MRS (EfficientNet. MobileNet.
ViT. DeeplabV3+. UNet fil YOLOV5), ik | CV
A I = RIS B2, BG s EIA
Hbskrml, wH TR CV IRk B 3] B
o s JTm, 4T — A& TRk
(Dirichlet) 73 A7 8 AL BB, Ret i B4
P8 45 4 £ 2 AN AR [F 20 A 1 T4
3.1.6 Flower

Flower'®2 i Flower Labs FF & BV EE 2 >
MEZL, REAE = 35 mb Bt b e i, R SRR
75 i0S 381 % UL & Raspberry Pi 1 Nvidia
Jetson ZAIMIL L4 . Flower $24t 7 BT 15 E
SHE (Python. C++F1 Java), [AJISE 501 & AN
WAFE B S T 2 5 m Ak, ERsh gt
B SR IR AR B AT R

Flower #£5 7T —R5IH M HFL 5ik, 0
FedAvg. FedProx. QFedAvg I FedOpt %%, [FJHf 42

https://flower.dev/docs/
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Pl S B DDA B R R A S HLHT I HFL S .
Flower &2 4 1 — % i 31 o (1) H E AL B DA K 55
RGHF NG HA K TRA, W T RS
MRdsfttere . 98 5w LA I ZOIRAS

TEDhRe M T, Flower SCREFEEILG % L AEE
A, SR E R L SR ) W& BT R
IR 2] o HRTARAS I Flower 7E 2245 F AL M
TR TR LA PR, H AT L 2R T2
Mt T DP scEl, HARTE RIS R B .
3.1.7FedJAX

FedJAX' /21 Google Al K A7 HIBEHE 2 =] FF U5
HEZL . FedJAX ZET JAX HEZLHEEE, T JAX 2]
BEXSHL# 2SI R IR RESE , #HXF GPU 1 TPU
S Al IR S T m R A, e EEA SR
SEAHEREPERE

TEZER 7T, FedJAX WA B GBI, KIHAY
SRR . ThReREME T I, FedJAX T A
EMNIST Al Shakespeare %53 FA0d £ 4204t 7 AN
CNN F1 LSTM #i7Z4, [E B &4t T FedAvg .
AgnosticFedAvg 1 Mime Lite 45 HFL S35k bRk se
. FedJAX DL B JEHE (simple primitives) 7730
T BRI ST 2 o) B0k . T 3 H s A
RUR I R AL
3.1.8FederatedScope

FederatedScope™® /& ik JE [t & HE 1T B S Ih R £ &
TR BRI 5 2 JFURAE LS, SR A 1 1) 23 A7 2N R G
FAFIRBh e, R AR i B e U
(I E 3 . FederatedScope X 5 25 BEF 2 > H 1R &
ISCHE, I T — &R 5155 2350 0 e A 5% i) L

PURALPE, AUHHE TR A5 5T B-FHFL .

& TR EZHOAE) FedHPO-B. &M T PFL
] pFL-Bench %%,

FederatedScope W6 2% S i RN 2 5 2 [ A=
FERAF A B A SRR, R AR A
HAHAT R R G & T Z A HAT N
ZHESE H AT SRR A A s dT, HisfE D)
AE 0 2L TR gRPC RSEHL. 18 % AR AR
PO, XRFZMRYIE R A MEASLHL, A
FF528L DP. HE Al MPC (A $gz 11, {5 g
HVENFIRLE 7y 4% . FederatedScope it N B 1 %% Fil
T CEFERR R MR R P AR
HEFETEE ) FIAH N PRI B AR B
3.1.9 FedLearner

FedLearner /& H1 17 Bk sl H IR I BCHR 52 2] KRR

https://fedjax.readthedocs.io/en/latest/
Bhttps://federatedscope.iof

HEZL, (H2 H Fr ¢ T HESL 1) B 7 SCRYAHRT AN 5835
FedLearner 732 Z4E S AR LAE P b4k, FLZE R0
A et 5k 55 R RE%

EZEN I, FedLearner R T = JE A+ AR
(3B 72, IBiE Kubernetes 75 B A TR A 4 I 25
£ %, H¥ A7 f% J5 4 ff H Hadoop Distributed
Filesystem (HDFS). MySQL #1 Elasticsearch [{J414
%, EINRETE T, FedLearner SZHFE M 55
PR ) B HR 2 ST RN [ R 2 2], FE Wt J2 ks
PR S S — R — I MES, B —XF AR
M BPATHRUARNS, BT gRPC B S
Herp (A1 25 5. B 1 LI A 28 X 28 AR 2R IR G 1T 5
PL4N, FedLearner 4t X FH Mk 25 75 =K H 0 £ sk =2
EAESRAL T AR B RSB, AL FE 2L T ) 18] 7 1 9 5K
Bl ot 5 UL FET PSI (Private Set Intersection) ff)
s HoE K22

FedLearner #7831 8 H 45 2 ) A HEF L 55 .
Tk AL H L BHER R EER IS,
Al 220 FTHFERE, X AT AR BT @ ARH
AN TR FHBEIAET S Fa A
P e B AR ) R P RS S AT
5T Fedlearner “F & 3T X 55, i &5 R 1%
AT L S A R TR, B ARSI TR
TRF I K . FedLearner it 3= B ] 52 45 B A4 1)
R R ST . Hm AR R S AR A R, i HL H
AT AHE e AL (R 9 AN B R 15 B b s b o
3.1.10 FedLab

FedLab™ 2 1 SMILE Lab JFR %8 JIEH:
SIHFIEHESE, $e4t 7 RIEN AP LUK n] 5 i) Sk vk 5
VRSZEL, A TR A S R 56 IE S Sk A A e
FedLab LA PyTorch JyJifili, ABRFS =) (AL B
Ao A LI FR AL TlAE . 40, BRI L. 203
P53 e A D R AR

TEZERJ5 T, FedLab RAI4MZ 11T, Mg EEAAHE
RNy s E. MEMEEE, BRI
1LffE#E . FedLab MUIE(5 50K gRPC Fl HTTP,
XRFEENMERINER, AR HIBMMAR
dh o P rT AR 5 SR R E LA B A EE . B AL
Yx. VPN, FedLab H A 32 B AR A B2
S, TER P i AR 55 2% B A B AR ) B Al Bt El T
FedAvg. FedNova. SCAFFOLD ZF4: #ifiyk, [AIm
X0 YA RAF I SCHE, #7315
% CFL AN IR 2% 2] B032: Ditto (IARAESZ I .

ETHREME T T, FedLab S 47758 B4k 40 LAt
BT e MeAs e, R AR ) 7 SRR 1)

https://fedlab.readthedocs.io/en/master/index.html
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RO M) BETEIUIR. RGN S kR

R 2 g 2 A KRR AR RGP R, 4
P M SR L AR R AR AR S A AR AR A S . B
U1, FedLab SZHL T B, B AEREE R b b
B, R ar B A Sk BRI S A B i B
B X, MhAh, Rt TR AR B AL 1A i
Tk . HAEG, FedLab W& T +2ANE HEEE
FZFhFRE I 518, {HJE FebLab 124 HTARAS
A SR AL I3 B % e A A SR AR

32 ot

TERGEENITTTH, B FedIAX #hKZHUTIHHE
B8 SR BT AN o A S S Fis AT,
1 PySyft. FedML 11 Flower Z5HE 4218 RETR LR 51k
% LB RE S, AR THEEEBIES R T
RS RGWAE. S EEN HFL 2% &k KE
5 4, X J7 1 TFF. FATE. PaddleFL .
Flower. FedLearner Z:HEZL4R 114 ] gRPC 1E A&
JEIRE R ST, T FedML BENS ST F 5 A
ik (fU4E gRPC. MPI A1 MQTT), [A} 3
FFHE X dh . A5 HE S S8 2 Y0 B
2, Hr FedML CRFEHLAG HFL IZR7 =,
FederatedScope I A4 FL 324 T & 11098 R
MR A

FEDIREAS I JT T, PySyft $RALHE DA g —,
LR EHUR SR S 2 2RI I RESE I . FedLearner
BAACIRRE A R T POE R E . FedIAX KITIKE
1) JAX MRAESE, Refg e ALY Hrh A A HFL

T RZHHEZLMIAREL, B0 TFF. FedML. FedJAX
AL EMNIST F1 Shakespeare #8101, Hr
FedML HEZLISEERR T M) NLP. CV FIEALFRAT 55
FIL T AR, B YOLOVS. GCN Zehpi kAl
A6 R T ) A D AR PR A 1) B S 2 2] B R o

TEFRAEVERI Z A5, HAE(Y PaddleFL F
Flower $2ft 17 Python DAAMWZmFEIE S CFE, H
Flower HEZE A S #F Java Fil C++, HIRGE TRFH
P e MA M, BRIE 5 FiRE RS LiEiT;
FedML 3@ i 4 & 14 LHS 2 FedMobile 1 FedloT &
BERIFH 10T W& S8 ELIFEMN. kB LA
f] FATE. PaddleFL L\ FederatedScope f3:[m] &5 j&
WE T IWEFEE NIRRT S 2asA, #unsEH
f\) DP-SGD F1%T Paillier fIFEIZSMNEZE, Fed]AX
A1 FedLab H TR A #RALN B MR BZ 2HOR
B, BEAMEME SRS R T EKES =
FEECH B s,

BAATI S, FedML S A2 T URAESE o D) Reder 14
AN, B&RGMETFaRE. 278K
M2, 0 2 AU BT St T FE
AT, & A EREIERUER S . (FE Xt
b, FATE BIRGEEIT R T, lan FAR i
FATE-Serving fE B2 48 % = R AR BOR R 55 7 i th
JE AL EEEIRTY A/B MXMIATE TAEGAE, SRS
1 [P 2 B8 R K 2R BT E R TE A B T K

5 XFH T S HEZL A AR

RGBT RE . FTAE BP0 £ s S IR L 28 B
=5 REERFEITEE
RGHELE (BRALRETD RIS P& AT P [RIFI SR & B 2 Fafh 52 AR
TFF Windows/Linux/ HHUT S FedAvg/FedSGD/
Python NS FF HFL DP-SGD
(Google) MacOS 34 FedKmeans/FedProx 45
PySyft Windows/Linux/ B B A Fed-MPC/Fed-DP/ DP-SGD/CKKS/SPDZ/
Python X3 FF HFL
(OpenMined) MacOS I Fed-HE %% /Additive Secret Sharing
FATE LRy HFL/VFLIF DHKE/Paillier/OT/
Python Linux/MacOS FedAvg/Fed-SMPC 4§
CRAERAT) Vixiib:e TL SPDZ/Feldman VSS
PaddleFL Python/ Windows/Linux/ =R 1Ry RN FedAvg/DPSGD/ DP-SGD/ABY3/
HFL/VFL
CHED CH++ MacOS A SECAGG/PFL % PrivC
HFL/VFL/
FedML Linux/MacOS/ BN EL 3 A FedAvg/FedOpt/ SecAgg/LightSecAgg
Python FHk
(FedML) Android/iOS RIBHNE R FedGKT/FedNAS % /RSA/
FL
Flower Python/ Windows/Linux/ BT B AT FedAvg/FedProx/
ASCRE HFL DP-SGD
(Flower Labs) Java/C++ | MacOS/Android/iOS AR B % QFedAvg %
FedJAX Windows/Linux/ \ o FedAvg/AgnosticFedAv \
Python BHH X FE HFL H AT S HE
(Google AD MacOS g/Mime %%
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FederatedScope Windows/Linux/ B ES FedAvg/FedProx/ HFL/VFL/P
Python SGD/Paillier/Additive
oy B3 PR Bt ) MacOS 3 FedOpt 4 FL
Secret Sharing/
FedLearner Windows/Linux/
Python A FedAvg/SecureBoost 45 HFL/VFL Paillier/DPAUC/sumKL
CF k3D MacOS
FedLab Windows/Linux/ GRS FedAvg/FedDyn/Ditto/ | HFL/PFL/%
Python H AT S HE
(SMILE Lab) MacOS AR FedNova/CFL 4 HKFL




By RIS BEBIRA ) BEARBR. RGN S5 H6R

4 SEpRRLF

e 2 SIEAR 2 AL BREN 1 R 3 5 R 4T
A BRI, Bl SRR Py s e
(221222 gy f4g (il NVIDIA Clara Imaging Jif
5520 RIS HE A P24 . AR A A R i AN
RN FH BN 37 5%
4.1 GBoard

A HCH A R FIASE 22 G0 Hh 0 8 R R 2 5T
WER SR TH S Z N, Hds A
HIH ¥ 2 Google Ml #t GBoard——/ 1z H
T#ah 2 E (Android) RZEME BEMINE. &
WOE S MR A R T — AR
EFERANMBERREE %R %, ZRGET
TensorFlow FF&, % M&A = kel 6 & 9 & it
REWSAER T 0 SEM s T i P & &% B AT 1 )
B %2 o RG R MW I 25 55 3 A 8
FedAvg™ it fE dEit, RN 45 & 7 2 AL fe sk
A TR IR AR RRIBAT P SERR 8. i 7
FioR, RGUERATT S5 0] 75 BN R ME S5 R —
AMNgRit®], L TensorFlow 5 F ik 1
AL, 1A A I 25 1K) 2 200 B DA R 55 i P A5
RURA RN, AR 55 it A2 R RIB R & T it e &
90 1) A 55 i EAG A0 A B RN Bl A B R P 2R AL 1)
DhRemie . R g0 rh 4y i 4 R i o 2 1) 00 1 2% A 47
TSP RS EEL R ERR YR TSR
B R Eh A BB U g AR AR B 1R &
FUAS T B 20 A Sk, 1) T 5 G 28 A 57 2 IS AS
BRI PAT R G, HE st .

#BBR - (AR ERED

(a) (b))
B 7 A R R BT S RGO (@) & B
I (b) ARSS i 48
B ek 4t GBoard [ =N A Th RE T R
AR, RS — 5 1A B (next word prediction) .
H 3 8 1E (auto correction) £l 8. id #h 4> (word

2 https://developer.nvidia.com/clara -medical-imaging

completion) . g T 7E P A7 F1 U4 52 BRI 17 0 T 4
e TN, AR S OB A AR, SR
THAH N5 51] (Coupled Input-Forget Gates,
CIFG) HitiFHM, #t—BFH GBoard KM
R 2R, FERSC R P B0 B Rl B TR
B e 22 21, IRt B b SE - IX 1) 150
JIRP, Eat 3000 A HFL &A%, pimkisd 4 &
[224]

X GBoard, R A1 B 2% 2] k2 FH 5 A
PERE PRACH RS 1 R IR T FE A B T —
BATE] TR Th RE o A ER PO RE TN B BT X6 AV 3R A
(Out-Of-Vocabulary, O0OV) HLia4bHE IR E T 5
TR REN GBoard HEAT T % [ 1RO L2,
IEA, 5 AR T A [ JHR 2 o0 R K & AT 3k
PRI T — KA R AFAL (trigger model), 4R )5
DAL 7 s E AT T GBorad H 98 2 5 i) 1
Wahee® (| 8). GBoard HIiX—IBEHRIE FH
PRI H B A i (R A A
W, AAETEAL SQLite FHE ), 1 fih K AR 78
Lk A DR A ME R S, EZad R
FRAE FH P 5 GBoard £ i) 8 13 e B HEAT AR AL o

' — wm

__________________________ . ----- R
GBoard ! :

omue [¢O o BEER | @ |

= ! . | .

g ! '

AP - o EEED € e :

|MHEE | WEAES |

A E— s |

VIgRitFE

[ ey 3 ¥
| WIEET (TensorFlow) :—:_r
| | H |
! ' .

s
__________________________ H

@ % | BE%
K8 GBoard % 2 if 75 Th A& 1 S 48 44 P27

4.2 FloC

Web I H N B HERE AN 50 55 R RO S
F P B FA i FEAR G B W g4l . Bt AL 5
8% (Google Research & Ads) 1 Hfix — [l ffif H1
THEL I ZE, RERHA—MAN FLoC
(Federated Learning of Cohorts) 22813 - F /4 43
H TR AR SRR Y R H T A7 % F - S
B (55=75) cookie. FLoC EBfEM B, &
N 2 2] 1y 77 X0 -t OR3P (30 B AT N
e A, AT 2D AN N - B J& it 22 2 5% 7F BLHK
WA b o 3R 2H 5 AR S AR R FH P R B g SRk e
MR GBI ZiF. 9 /87T FLoC fnfif
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RAE B P HURE “K BEAE” (K-
anonymity). fEIXNZEGIH, TR HFEH ST
XA NEBANTTE B, HANHHAE
FHE N 3 B (cohort) . #HiE, @i
PR 5 RAR IR 7, ANMRAT B REGEE T B
EIRHIER . 7E FLOC ¥t B IR IBCHR 2% 21 AH
FKHEARMTHEREREIZMET, Mo oHE
&ﬁfm@%@% FARAVE WL SR,

____________

L [RPr -
[ - AL w2

! = 1 (zvz. com) - HF2 (abc. com)

' - B3 (zvz.com) - FF4 (abe. com)
ng‘aﬁﬁﬁ E * B 5 (zvz.com) = FF6 (abc. com)
EE-. abe N mﬂﬁ

Gign)
B3
i ﬁﬁ
i
n
M@ ARETE
EiffE: abe.c !
N | o
: 7\5 it v O
| 2HE- cos 1 1 2
: ' “HRL RE) ~EFs G
' -EP2 (BEsE)| |- EPr (ABEEE)
N e ! CEPS GEAE)| |- Ere (RRETE)
| &8 mxaEs| |
' Eifid: abe.com
K9 ﬁ? FLOC FHI 7 Ja 1k B 44 4k 7 1229
43 BEBET
EZ RN g s, BRIT PAMESAE

2 i 52 e R P23 — i 3 R R Ay il R B
U, T CUEPIE TR AL 2 WA AR
F R B 9T B K A DL ™ E A o B S R
H 5= BB 202, AR A R AR T T PR R,
T S 27 S A5 5 ML A4 B 1 F A LG S8 IR 55 1 R T g
PR L A N 2 A D I 22T 9 A AR Sk 7 [ 22— 1239,

Sheller 2 NPR04r T HFL #EBEAIIZRi2 W
AT A 8, ks T — RPISEIES .. 1E
AW LR 0K — R 2 AR AT AT 55 R vEAl T
AFEEPRING. (B RIS (B
RS SIE N ) 2 PRI 250738 B 10 5T
R ) B S 2 2 Y B AL DA E I 5280 . /R it
HSzEAE RSk BraTS 2017 54 (A5 2L
AW () b 2 I R A D DL AR A e % i K
% MD R AR E O A S5 B 5 By He RO 2
BRI MR BAGEE . At AT TR SRR
R, BRI NG ER AR R (H
Dice Similarity #&%ffirE) v LLAER 5 =0
KT

ol

Ne
Eo X ki)
=ik
P 10 Sheller 25 AP T TP (056 T B 3.
EPREE
44 MBZRE

A5 1) BB R 2 o RE A5 A AL 22 A £l 20 42 T 1)
e, FEECE R A 55 A s ka3
TR HURE 20 B 4 I 5 & AR F, B B
ElE T AR o % I 5, S 5hE
MIHLEEAZ, HEFEREIEAER A
HHREE L. ARG R T IR MR H
MFE S TR ZHMNIR, A% e 5
%yﬁﬂ:j[Z&E]\ 250 Ak.||/‘j;o—'[236 237]*[]&_}:;&;1&: g M[231]A£

22 4 RS A2 A5 2 B AR AR AR S 7T 10 £
4 M AR A R R AR . AT SEEA
ﬂ% HOARI . KRG VR A X LR ), ARG

— R L ok B UG A, T
ia% g1, (AR RS EdE it FE . EIX T
T, B R R ERA ISR R — R £,
B, AR 2 W25 22 4 00 78 3L LA S o
TF R O XS IR 5 (388 3L o 1 B R 2 5
AT AT DA S SR 38 1 22 Al 1 I R R 0
B, [N ETIERE CHEE. SAP AFIJFR
T—/~%} Credential Digger® /{80144 T A,
BRI O R R T 7D R SRR R A AR 2
YIG HR A RURAR S 11 A A MY o ot 5 R
22 1A ARG JBR R T 4> 9 R S5 A N T L el A A
RIS, 3 HEEREH SR b, Bk
I ERNE T BHRAMER T L4
RT (R FE L HE 48

45 BEE™

IR H 45 2 ST R S PR B T A O B B 2
Hrb V2 HH B AR 7775 B0 35 = 10 B s I A,
DA IH A T AT DL ) A SR P 2 I P A 1 BB 8 27 3T )



3l RCFS, BRI

WEFEIUIR RGN 5Pk

TTRE . BN, UL UberEats™ AR AIIEE. R
3 AT 4 e 55 6 R AR RE MR IO T 3T ol 4

TB #% PB ZnlEHE: 5 & SIHE I B AL S 1,

AFFEHR tH AT DS A 2 T A 1 B HR 2 o ) AR G IX
6 7 Y AT A AR 2382390, s A B KB T R R
U T I %) M R, 9, ST R S T e R R 2
LR R @ R A A B8 ), Liu
i N T DA 1428 ¥R BT (Gated Recurrent
Unit, GRU) MIZEAE N TR AL . J 1 ) GRS 2
SIHIAZ @R PRI (Traffic Flow Prediction, TFP)
fRRTT % FedGRU. A T fiRdl TFP Hi) “Hdi Al
Ey” [, ARATAE A T — R TR i S A
R 2% ) Bk, BEISRAS [FIHLAG REA 0) 22 8 24
g T — AR R ISAESRE (B 1D, fEViEE
BB RIS, FedGRU AR P [FIRALIEAT 2 5 75 1
TR, XRH MRS LS B Coint-
announcementprotocol ) 147 A Sk B 1 42 Jy 12 ARt

o

7

S5

MRS A KRS

P 11 £ HUREES 414137 50 R (1 TP Zfspz 4 (2]

S WIRRSHIBERSE

5.1 AFFHUEE

BT B 27 2 B )2 M ) T J L B A 4ok
LS 2= 2R S5, BHETCA T F 8 iR R
5 S HUE S T] B T AR S AN IR . 3
FHE Ry R A KRR BEA R 2 'k, 1
WA 44, B S SCAEE . WATER 6
L T A AT T A rp 3 4t s A A A e RS
IS, Hrh—LokH LEAF S8 QTR
W, R 6 I “TIEECR” W AN B
THREE (BN TEMMN - DAMEIRE, B—

Zhttps://eng.uber.com/michelangelo-machine-learning-platform

ANFIO . B, X3 nT DO RS R
5 FEMNIST i) 5 & . # ik &
Sentiment140 H [ #E FF H PR R A £ B 4R
Shakespeare fth. £%& 6 T, K55I
MR BAREM AT, AR IRIES,

BRI B R . B o AT DA G R AT
55 M P 5 S A A ) B RS 2 o) BRLVE B e i A v 7R B
R R, Bl NLP 4 Sentiment140 £
Reddit #4R £ O S BEAZ T, BT
AT A ] BEAFE RN ZE 5 o X T HVE I PERE P
W, 8PP FE AR KRBT A e =28 1) HiE
AR, OFEREMRERE (BORZE). 2R
HArREUES; 2) HERCETRS, BG4 Rsia
KSR AT T N e 5. PR K. Bl ZRmt
K55 3) BHIENMATENS, BAEIZAE(E TR
ARITHIRIT . WA RERESE .
5.2 B EE S E

THT T A ) B IS 2 >0 ) Sk A U308 T 8 . 1%
TEAH B () 2R 15 e T AT VR . X T B SE A X
Wist, BARERRE R & E, NIRE: D &P
i Z A BE L =AM BAR 4 2) RS A AREVT i)
(R AR EE . X T BN SRR A, 7%
AR — AN e AR LA AT R 5y, BRI St
SRR N SRR R 3 07 EA TR 1) K
ARSI T 2450 2) B S-miEE &
Gt R

TENLHS 2 2 S, AR 28 LA i K 8
PEERITRC N AT, H, 5 B A i & 50
) — AN a7 B0 5 R — N R B SR Tkl v £
MR, BMETHESIS R 7 imlE AR A4 .
Bl o, MNIST P | cIFAR-10/100 P A
ImageNet® 2146 37 17 1) 145 43 28 5 438 1o — L 40
MIEAT YR )5 o] T HFL B0, IRZOE
T8 H R T 3% A 77 T e sig gy 1401001922430 oo
VRN e T At B4 o A A A AR R . DA 3R
B4 R, ATLASE TR 04 (fFl4 Dirichlet
Gy AT FE 2 A L AT LA i) S8 AN 1 1 6 A Hb B
o BT NTRIG IR ES T EAEsEAHT
TR SEEUR VA SE . 14 Google Research [
TN BAESIE ¥ CIFAR-10/100 Al AmazonCat 45
BN TR 5 Ve N P o A s 4 (1
1 CIFAR-10 ##i 3z EEARR B 7 8 T 10 A

247 e T S SRR (U FEMNIST) 210408 B M ot 78 4 %
YRR R 43 45 1
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TR

AESTFHESS 10 DR, B TR
Wit 4 A B S R 04,

PLHE SRE 5 AL FRAE S5 T B Sentiment140
BRG], ZEHR IR I R (Twitter)
PP RAGHIFESC (tweet) . HESCRITE B H] G )
B DA MBS EE . B 12 BoR T —Him]
VLR EX 5t 2% 7 2. 2B ds SR AR DL json A%
R CfE TR, BPLRMERID,
ERNMER PRI P AR tweet USRS B,
AT S A AN HERE FH P BRI B0H R AR B T — AN 5% 7 o

MIA SR 4, IXAE R B B R AT & 7 Sl i

B B RS IR R
AFE  tweet 1D EfEIEL tweet LA DRI

Alice01
Alice01

Bob12

1932561653
1932561922

1932165356

Charlie02 1991625613

May-26-09 21:43:20 “I love the outdoors...”
Jun-26-12 09:11:33  “Whoops! Amazing...”

May-02-22 12:10:03 “WHY? Whyisitso..”

Jun-07-02 22:29:03  “@ThEKDPOY no no..”

1
1

K12

Sentiment140¥iE &

R 6 WEBRIBFE I ATFHEE—ER

—ys

AR

(Alice01fytweetHA)

x5y

—> 8 FUER

bk

5

A eI

(Char | ie028tweetF4)

FF Sentiment140 H¥E 4 I BEE R 7 =45

Kb 114 FEAREL T RATH )@ AR R
Street-5/20 B AR 956 5/20 FedAl
FEMNIST RS 805,263 3,550 LEAF!244)
Shakespeare & 1 T 422,615 1,129 LEAF
Sentiment140 15T 1,600,498 660,120 Kaggle, LEAF
Celeba KRy 200,288 9,343 LEAF
Reddit B S 56,587,343 1,660,820 LEAF
BigQuery % B br T 146,404,765 342,477 StackOverflow
AGNews ARG 127,600 1,000 FedNLP??
20News PN 18,842 100 FedNLP
SST2 PN 8,742 30 FedNLP
PLONER FHIFRIL 17,501 50 FedNLP
W-NUT AR 4,681 30 FedNLP
WikiNER AR 286,495 1,000 FedNLP
SQUAD EEIEE 122,325 300 FedNLP
Movie-Dialogs SCARE Y, 221,634 617 FedNLP
CNN/DM SCARAE R 312,085 100 FedNLP
hERG EVERER7EE:D) 10,572 4 FedGraphNN3!
am9 EE (BT 5D 133,885 8 FedGraphNN
ESOL [EVENCYE A ) 1,128 4 FedGraphNN
FreeSolv [EVENCYE A ) 642 4 FedGraphNN
Lipophilicity EVENC7E A=) 4,200 8 FedGraphNN
BACE A EYED 1,513 4 FedGraphNN
BBBP 5 CEYED 2,039 4 FedGraphNN
SIDER A (BRI 1,427 4 FedGraphNN
ClinTox DI (EHE) 1,478 4 FedGraphNN
Tox21 S (B 7,831 8 FedGraphNN
GLD-23K B3k 23,080 233 Fedcvi2Y!
CIFAR-100-LDA KRk 60,000 100 FedCv
PASCAL VOC KRk 11,355 8/4 FedCv
coco Kl a2k 328,000 10 Fedcv
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6 FA5T S SERRAI Pk
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] 5% i [ TP 3RS 27 >0 A 9 0 R 48 S e T s 1 Bk
Tt
6.1 HAEM

FATE fil FedML “5RGHELE “TFFERIAH” 19
DhReRsEZ 2R Z W A HE AT RN A H . &
R AL SC BB H . BURRCE . e SUBLRLRI
BAEEIR G s 3 7 T ol BB 2 S R
JR R R G A0S AR 7 BT . (BAE 5 — 5 TH
TE AN W 38 0T AR R B R, X P A
8 158 K Bk P2 K FH 52 2% ——3X AN T f b 7y
KT bug. DHRETUAR BRZEM A G MR B 5
LW, T EIIGEE, HP %o R
GUAHOC . B A G RTBE AL AR OGN - ML B, FFAE
PRI AR SR AP 2 LA EAT 2
AT TAER) o %0056 2% i SR A R 8 e A R T
ISR FCN TR, A n) 8 X LS 5 1
Mo
ARG E AT R HEZEMT APL it (1A% O o] 5812 R
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% APl G 2 55 SR ACHD S H 1) B R B RN
FO, NRMEFEE WK EEREE APL G2 7
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fER WA BERE, TR 3 70 B AH B A RS 2 AN
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1B SRATVY 7] O BERE T &, 32 F 98 2 1m) B BV
R
6.2 BEiEBYM

A 1) B S 2 21 A% DA B AE T B0 B o
2 6 1 T ) A ) B S 2 20 1 B A R — N R
KRG TR, (EH AL R BB BB 26 B F &
PRANAZ G I R 1) Ay ) g A e B S 2 >0k FH M
LB ? 20 &P m) S 27 ) VL R A e AL
N EBRAE S5 R as 2

X T B — AN e) R, 1) B 2% ) A G T ST
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EFT REFRAL I IR AN 2 ASE B ST 45 —— 1K
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ik A EEAER RIS UL BEE
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A5 KBRS OLE W R OE 2T fe 2
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BRI D B R R ), X AR Rt
ATLEA R EE N J5 AT B
6.3 EZFHM

BT A ARWETC, BB 3 R0k
T 1 P — DRk e A2 i o5 R0 1) S ) P T i L
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TYEREZAh, ek AR RV PR AN SR 2 e B
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AR R . NIRRT RIIMERE, ik
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AR T A R B ALZ AR J1 I T i
6.4 BN AL

B I B 2 > 78 4 R T 43 A 2 SR 43 A
XEHE AR, S5AE (crowdsourcing) A
B AT (crowdsensing) 24572401 s W g7 = A R
HIREE. EXRRGH, (ERE 7w HE P
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MES RAGE R AERE, IEFHSESS
BEA& A4 LRI 23 72 rh A i ik I o 2 24920,

SE 3 1K) 2 7 A5 PP 5 RT LR R e = i

ANHTEE [ i SRR ), NG R B
XTI IIZRI 2 o X BRE S8 BOR BERIE S H &
G5 15 R RN ] S PO, Sl 1 R TSR LA

TR AT, (ISR SRR G5

fEf S AH . WAl 17 8 2 5 I 2R i 2 7 i ) DR A
F AL R AR 2T TR A B S AN
EMTETE, Bk HE ) 1A Shapley #HE
TP AR BT, B R R Z M
e I B RCH 1) S B o 3K B T 9 ) T L A o
SERRAMN s (BN we 2 T m ). B TR R 2%
FEI R, QAT —Semt Fu sk TR A IO 27 2 0
AFFE, MFT P 2103 Shapley 7 {8 5% SRR VE
BETLHEAT 7 ML gt P, 2 R S BSR4k b )
m P EENE, SR BREAN T R
J7 AR T RERE RN AR AR TE I H 5
6.5 RGHRth

BRI 22 S MRAT AR B T %
FUNL-HR 55 s X A B E AR k. 72 K2
DU, XM RN R R BRI R, R
1 BLSE R A R A AE A e 2D @I
fHol, Pl BRI A RS T HMOE
()5 A A0 I AR R Ry P02 — ket S
A5 B DR H 22 3] 3 AN B (P rh A B R 2%
wih, POARTTAREEERES ST, tUAA
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P2 L oS I A5 7 AHEAT I 1) BB 2 2] B AN
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Chub 5 80, BAUE BRI E 2L 2 17
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BN . LA FIPR R PR 70 5 B5 W AE
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HLAMZ (Mobile Ad hoc Network, MANET) #
W H BN (Vehicular Ad hoc Network ,
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[F1) 3K 5 ) 248 A 355 (14 Ak 1) BB RS & ) BRVE R TH R R B¢
WA N 2 5 2 M 58 B 53R, 780 B I 4% 1)
AR
6.6 BB ARG
MR RGBS T T iz AR
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Background

Since the release of the general data protection regulation (GDPR)
in the European Union, various countries and regions have
strengthened or planned to strengthen the control of user data in
the region. This makes traditional data-centralized model training
methods no longer feasible in user privacy-sensitive scenarios
such as autonomous vehicles, digital health care, and Internet of
Things. With the support of 5G and the increasing capacity of
mobile devices, Al applications have been popularized to the edge
of the network, and end devices including smart phones, drones
and wearable devices are capable to perform machine learning
tasks. These factors together call for a new paradigm of machine
learning that matches the decentralized nature of data and
computation whilst offers strong privacy protection to users.

As a promising solution, Horizontal Federated Learning
(HFL) can adapt to diverse optimization strategies and
technologies for distributed machine learning. HFL has emerged
as a popular direction of research and also attracted much
attention from the industry in recent years. This in a large part
comes down to the fact that HFL has great potential to facilitate a
variety of emerging application scenarios such as edge computing,
industrial 10T, smart cities and medical diagnostics. The research
on horizontal federated learning also spans a broad spectrum that
involves multiple fields of study such as machine learning,
distributed systems, wireless communication, and information
security. It features a diversified and intersected map of

techniques. In the meantime, the advance of research in the
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relevant field has catalyzed the development of open-source FL
frameworks, libraries, prototype systems, developer platforms,
and various applications.

Existing reviews of FL mainly focus on the progress of
research or the branch of studies in regards to one specific subject
(such as communication, machine learning, or information
security). A comprehensive survey of the entire spectrum of
techniques for HFL is still missing. Existing work hardly covers
the engineering factors and applications of HFL from a systematic
standpoint.

This survey points out the gap between the research of HFL
and the development of HFL systems in the real-world
environment, analyzes the key challenges we face in the design
and implementation of such systems and the related applications
powered by HFL, and provides useful insights for the engineering
practice and future research of HFL.
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work facilitates our further study on optimized machine learning
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in distributed systems as well as the development of Al-driven

applications in the tide of digital economy.



