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Adaptive Monitoring based Fault Detection for Cloud Computing Systems

WANG Tao, GU Ze-yu, ZHANG Wen-bo, XU Ji-wei, WEI Jun, ZHONG Hua
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Abstract Monitoring is the key technology of guaranteeing the performance and reliability of distributed
systems. By analyzing monitoring data, administrators can understand the systems’ status to detect, diagnose
and solve problems. However, the procedure of collecting, transmitting, storing and analyzing a large amount of
monitoring data from large-scale cloud computing systems introduces enormous performance overhead. To
address the above issue, this paper proposes an adaptive monitoring approach for fault detection. First, we
conduct correlation analysis between different metrics to construct an undirected correlation graph, and monitor
only selected important metrics from the graph, which can represent the other ones and reflect the running status
of the whole system. Second, we use Principal Component Analysis (PCA) to characterize the running status
based on the monitoring data from a sliding window to estimate the abnormality degree and predict the
possibility of system faults by comparing the current and the historical collected monitoring data. Finally, we
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dynamically adjust the monitoring period based on the estimated abnormality degree and a reliability model. To
evaluate our proposal, we have applied the approach in a TPC-W benchmark deployed in our cloud computing
platform. The experimental results demonstrate that the approach can adapt to the dynamic workload fluctuation,
accurately estimate the abnormality degree, and automatically adjust the monitoring frequency. Thus, the
approach can effectively improve the accuracy and timeliness of fault detection in the abnormal status, and
efficiently lower the monitoring overhead in the normal status.
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HZERAK, PRBLAEAR TSR R 2 & 1R/ ik
BN 20, T REIERA SR 2 Y BAR SR 4.

4.2 LWEER

4.2.1 NI R

FE W B AR S T T, A SO IR 2 A 2
R Y ZabbixX P HHTY MRS . AAE. BidE. %%
FVYRHRIFALES] 26 MRS MEL R, X THE
SRR, A G2 A ade BOH: A 1 D B P2 =k A T )
N, BAEFEI G R W 4 fos, #ATEL T,
DAV R G0 RE S
BT RERS, AXNAMEEXEE RG], W
MEXIEEEIRE S 8 IaNF 4 Docker X HE S

}EE
PR o .
o EEREGME Wi B
RGBT CPU B
CPU | system_cpu_usage g
_ rx_packets PSR E A 0
| tx_errors RIE HE R B A3
used YRS O H AR
WAT " MG R, swap B ¥ 3
Popg LLR EE
‘ read L HL
BERL T it I ERT.

# 5 HUR, MRS 3.1 Bk AINE, THEIX L
FERER A B 3 R, a3 B0 H R &
rx_packets Fll tx_errors FE473E— 5 ) s I 434

0 Zabbix. http://www.zabbix.com
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%= 4 Docker XBISNEE

B wmzem B
7=~
E‘_lj‘
RGURA TS CPU I
CPU | system_cpu_usage g
® | rx_packets PR B s A4
2 | tx_errors RAK B EAR A4
2 HT A AR O A7
used .
2} =1
15 o ML B swap B 4 5]
PoPg PAE I
f4 | read L AL
£ | write SPNIE TR
< 5 MEE SR
BEEES T BA
tx_packets RIE R AN
rx_bytes AT 381 P 15
tx_bytes RIEIFTHL
rX_errors PRI B B R
tx_errors RARELHEIN H L B R %
PR I & A A A
rx_dropped ¥
_dropped g%éﬁﬁﬁ%ﬁﬂ’]@m |
rx_packets W2 e A3k
rx_packets  tx_packets

rx_dropped

tx_bytes

tx\ errors

tx_dropped

3 PR ARSI

4.2.2 Bha I IE N

En T EIREN, FEshA2N, maEh It
RH R AR AL % [6]. AR SCi I R AS
A 41 B ORIRAIE PCA BEREIE M. B 84828 1E,
B RGTE IE R ST R, BARF R EE DL R 3K
BRI AE, (Hili PCA THE A3 L H &
1) 25 7 AR SR PR R .

TEASZIGH, FEREE R 0 LUB KN 2 i g
I 300, &M HKEERREE 5 408, SLIHFEE 750
%, &5 BMEAE AR EEE, T LAZREL 150
HEHE, ACHIEahE DKERE R 20, MBAERL
FEHT 20 41 EdE AR L vk I 2R B0E 15 PCA RFAE )
W FTT, S R TR AR TR 2R A U,
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HRE
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AR RSB EREN 0.2, HIEE T3
ENAE . A SRS RS R EREE, 3h&H
B E I, 5 BRETGE S, A I SRR 1%
B R 25 R R RO G, T R A e i
1, ARG PR E T AN T S A )
S iR EE BOE IS, RS T IEHEIRSH
SARE, s SRR, R RGH, R RE
WHEARE RAEHE RARREE, GIUSH /e E
POl oxE CPU A ZEIME )y 95%, i A4k
B ARSCH S G IE R s AR T 95% %4k
JIT AL DX S H A B N IE, B 24 SR v 2=
B

(D) ABREAL, IHFREREZ

B AR R AR Browsing A28, S2IG 45 RAanE 4
Fiiw, BEARRR A IR E R, AR E R A (1
REZAAED, BUETEO0 R 1 28, BEEERK
HA 1, FRAGOHMA B, FAMEHN 0, TR
RGRETRIEE. EREEAAL, ISR
AIEOL T, B TR WIS I e 17 L 1)
WIS R KA. B, X IR R ES ST EITE
LA B 3

(2) I R e A A s U R AR AR A

f =LA Browsing. Shopping. Ordering %5
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K 6 CPU AR

0.2 Z
0

0 40 80 120 160 200 240
R

K 7 BEEE AR AR

N .
0.8} 1
%M— ﬂw$\ ]
%[U'E04, ]
e O-
o2 poas o

0
0 40 80 120 160 200 240
FhE

K 8 ML AR R E N

=07 A4k, &R 3T Kk g 50, BP
Browsing(5f A& : 1-50, 151-200). Shopping(3 % :
51-100, 201-250). Ordering(3f: & : 101-150, 251-300).
LS5 R 5 PR, 7RI R B A B AR AL
PITESLT 15 AN Rkl o %, SRR 5%.
KL, rde th 7 R B & e, RefgIE N
AW = T RIS
4.2.3 F R VAL R HERRTE

T H 81 70 2 B H 8 N 1) Benchmark,
T ARUEEN SR R, RSS2 R[]
BT Web 8% FH iR 55 2 24 (0 H W ST, 16 B Web 1 F
(VYRR S ATy N, G CPUL RiiAE. W48
RWAE, WER 3R, RGBirdfEd, HAnEAN
(RSN ERAE A R U FH DU fish i s o X 6l o AR S
T P N 0 B A RS R A A T e A
ATAREZH. T CPU Mg 55 5205 5 FH, AR
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StressLinux ™SI, Jo) vz F T R AR R
GRAH AR, T IX2 BEUE 5, AR SR R 8% 1k
BEMIR T H iPerf Sl se B, HmT LML TCP Al UDP
RALR Y T8 T

ARSEIGH, JRREEH 0 LB KN 2 1B N
B 240, WFIEREERFLE 5 8, I
Browsing. Shopping. Ordering = Ffi&i =X 1 i Wik
W, 4 5 7B — 1 IR A, A S B0 FRSE 600
Gy, ATRAIREL 120 HEHE. ASChigsh i KA
WHE N 20, HAARSCHERT 20 HEHE FHAE SR HEI 25
HIEIFH PCA RRERIRME T, HEEdE AT
FAVELE R BRAT I, 7ERRAN SLU ik N —Fh S i,
SEIGEE R 6 | 7 | 8 iR, BTt RS
THr B IEHIEAT(OFR K 0-60) VEANMEL)(GF A :
61-120). 7 AR (2)(FF & 121-180). ANl
(3)(FF & : 181-240), {E CPU. iHL. ML
BEANRGG, BEEENS SR SRR, &
G AR R . Rk, ASSCHTER T E
AT DRI B B S R I RS 8, JF HLRENE St
S TR B R
4.2.4 WMFFEXT L

TEANFENERIIIEOLN, SCI0RFSE 60 408
S W 3 5 2 25 R R 0 R B A g v ek
) CPU FIH 2 W 9@)Fr~. MEIHRILLE H, 3l
AV WS A BA ) JTiEXT N CPU R FH & i 28 4
FRERMKT. X2EHT RGBTRFRE, 7%
TG, WIRGER A 7 RORR W, )
R R E . AL 9(b)RT LA H I A A
AR o I 28 i R PR ] e 0 TR O R e
ot PR R 3 (1) I 28 R G X A R AR [ s Y L 9, 1T B
AW IR TTE T KRG HIEER, &
TR FH O ) M T3, AT B AT ) R ek
D, TR 20 Y R T TN 4% 4L e S 3R T D/ (1)
#.

T AT AN MySQL K5 bug I FE H ik HL

MySQLS5.5.5-m3 fi A [ 54332 ‘A& 1R, ZHEHRAF
AR T RAER T R — AR, AR
LOCK TABLE WRITE #&£48i &, £ —ME El
1T INSERT DELAYED 27240081, % H R AIEA
Tk 6 fis.

11 StressLinux. http://www.stresslinux.org/sl/

— iPerf. https://iperf.fr/
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# 6 MySQL5.5.5-m3 #Y 54332 S45IRENTTE

CREATE TABLE t1 (a INT);

CREATE TABLE t2 (a INT);

connect (conl, localhost, root);

LOCK TABLE t1 WRITE;

connection default;

LOCK TABLE t2 WRITE;

--send INSERT DELAYED INTO t1 VALUES (1)
connection conl

--sleep 1

INSERT DELAYED INTO t2 VALUES (1);

TEFENSRLLE, ASF W 75 6 B2 CPU
FRZWE o), MWEIFHTLIEH, £ 30-55
3 BiRT 90-115 43I AN N FE R I I TA] B, Bhas
R 2 1 ) FE A 4D v B SR R T B A 1 T ik
THFEM CPU WS, RUONIX AN 8] B R 40 57w 1
P, BhAS R I I 7 vk e i R SR
FH S /)N (1 W0 TR, AT B 2 1 s 0 S S R R A
TEIAMIS (] B RG0S R, W R Ge il 4%
NS B, R CPU FIF SR B TR A ] 52
o ISR 1 77 AR BEA SR E R, B AT )
JERATT S CPU ) FH 281K T[] s s & S 1 77
%, AERGUSAT IR AR E [R5 AL 58
HH .

AN TR W I 5 =t o7 B4 199 4% 97 2 F 56 Bk 43l 4
Bl o(d)rr, MEIHTTCUE H, TEESRE NI ]
B, HTRGEFERE BTG, A HEENE
T ) 779 4 38 S W ) 28 8 S BRI SR A e /0 1 M )
H, TR A R s 00 ) B D7 VR A e N R )
MG RIPUEIE K &S YRaRHRE
BRI, B2 1R R M 00 ) A ) 5 A A s &
LI HTR O P I B, E S e s
DRl G55 0 B PR 2% 4D TR 6% 9 8 F AN A7 8 485 3% B B
V) B S s P 5 [ s ) JE B ) g iR B
R IE TR 245 I B AN BE B R IRVE N S T BR PR AR R
AR AN AN SEEG T R, B R R M R I ik
R PRI 6% I B AR T [T M JE B P i
425 LI NARIEEE

AATLAZR 3 Hf N A R b B, SR oA 5
S W SR VA b, AR SCRTHR HA 5 R A R A
AR T LR W s 5 TR A 4. ek
B, RIEEIRA SR EoR . S/ W A 20 %
BN 300 P, 10 B, YIRS HHEAE N 0, WU
KU 300 FPREAT I, ASCIELERIZE 30

AR IECHRE v E NI, 10 nTDUE B SRR R
FEARAE, B 11 o] LG 200 ah s TR 4
o

(L) Pl Aol P A A5t

W 10 Fros, EHS 30 ANV S E N i,
FH T A A7 R A T R, R R AR
B ETHEY, JFHAESE 49 DM ALS] T RER
LA SE 10 A SRR 0.2). Rk, Frig
HH 7 V2 B A A R RS I 3 BT N 1) PN A7 5 e

(2) Pl e Ao 4y o B 12k <

WKl 11 fox, EMEENG, KR HEE
AW N, WS AN RS, B4, TN
SR I 3] g o (I A 31-49) A SC TR HE ) T VAL
J3 7 1959 #b. %A% GelE e Ji B e 7, dn
BeE W R AR 150 A0 (BN e R W R I — 2
=), SR FVREECE (1) M S ) 75 B4 7 2850 .
R, 7E RGBSR HE IIEOLT, AR H %
JIT e BRI BT [R) A A% 4 77721 68.7%.
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P& R 7 VA U AR 2 R B KA, 5 A M £
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FAEG T 50%. /ESLEe T, BE1-30 Rl A, R
Guab T IEFIBITIRES, EEE30/N I sl N iR,
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fF. B2 MEEILENZEAAN I A, LA AE19 T IS
o A T1959%, T T [E T, XA
)48 4 W A R B o 14, AR SC O v B D
[ 5E JE BT 1 19135.71%. Rk, A S 05k
BHAE IEHRES N O 2 JE 7 150%, 78 MRtk
AN 2T e R 135.71%, LU ITIF48 52
TE ¥ Sk T 40 (2) H A 10 W AR D B B R T
31.3%.

5 HxIE

ASSCHIBIE TP AR At — R B i
WRIE = 1H 55 R G2 AT RS B 3E B3 25 8 5 I x
GORUE I, DAV SR EEAE 1B IS AT IR 14 e
THAH, RS 2R SR SR RS (0 B RS 0 B
WICH R = TR RGN, 0 L 2 P
ANEGR: NRIGEFEMEIIRHE. XFard, K
SCHRARE P S B4 2 A 2 5 ) A R 5 A T 2 B e
BRAGUSATIRES IR R, W T)aH, ARG
ARG R E NS A B M, R E) T
B GE S W R VP AG 725 LR M 00 300 R B SR
AT A BT BUE I, A SO R IR
TAR L EALE: mE s ERGMIAEZE, M
XPRIERE R G LR AL A 0 S0 445 Y
AT e, AFEMELERITm, Al 4T
BRI

51 R E ARG IEMIES

I TH 1) 2 F 5 R G I I AE 408 R
O, EIFERRAS T BRI 0 ML AL b
EARHERET (Agent), S8 J5Ks A 48 4 I A7t 3
ot IR %588, BTV T A5 Zabbix, Nagios',
Ganglia ® %, Pk T A IBM Tevoli ¥, HP
OpenView', LiveAction™%. A1, &M%
MR 2t R BRI M T, 40y
WREKIES, ok —2 TAERF T T /A .
SCHR[12] 42 Hh — b T 20 A Q0 25 1 2 J2 ) 2
¥, BAARGRAT AT DR K RIURE 2R 40 S i
M5 PR, N T RIHZ A 8, SCER[L3] 50T T 7

. Nagios, http://www.nagios.org/

— Ganglia, http://ganglia.info/

[ Tivoli,
http://www-03.ibm.com/software/products/en/tivosystautoformult/
| OpenView,
http://www8.hp.com/us/en/software-solutions/operations-manager-infrastruc
ture-monitoring/

. LiveAction, http:/liveaction.com/

REN SR T, DAEPushyFIHL(Pull) 5 205k EU
MBHRAE AR I ZE 0], S T g -~ 75K,
&8 B R A 21 AR WU 2R DA BRI M I R . SR
[14142 S — PP R 255 55.(P2P,  Peer-to-Peer) nf 47 i
S ) o AT MR R G, 1T BABHES BV 0 AT B Bk 75
R T B o W i AR a2 N TR T A Y 1 e = B2
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FELR 53 BT H bR 5 00 M 0t ke ke s s U, 3 v 1
IR A DA R SR e T AR A = i
IR BHIR LR E oK, St 1 iR s pL.
VMDriver & # /& H1VMM $ 44 R i VMIE XA 7
5. Hal it Hypervisorf IR N E &, 5 HARVMIY
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[16]K FHHRESTIE K AR T 45 1 % = 1HE R G 1
BAEIRANTE . WG AEE) AT E R, S
TR L. SCRR[L7]s ) £ AR AL (1 7% Xtk
AT ZE, ARYE O I IR OCVE SRR, AR
] FH P it 2= AL AL L. mOSAICTH A A [/ = 3
R P B AR T IR BT ) B YR A e I 42 O [18].
MonPaaSIX 7 =1 & W IR S5 R AL AV 9 3, (145
BRI E RR G B TE B S HESE, W) s
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FRHMAM IR, e SCHAR AT 75 2R
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5.2 BEMIXT &R IELE
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Background

More and more applications are deployed on public
cloud computing platforms to provide services. Due to
the complexity, dynamism and openness of cloud
computing , the development and deployment of
services are prone to many types of faults. However,
the faults inside services are usually triggered by
complex factors in the deployment environment at
runtime. This makes it difficult to reproduce the faults.
Therefore, debugging and testing services cannot
effectively eliminate the inevitable faults triggered in
specific contexts.

Monitoring is essential to detect and diagnose faults
for guaranteeing the reliability and performance of
Internet-based services. Monitoring technologies for
cloud computing systems have widely attracted the
attention of industrial and academic communities in
recent years. Monitoring systems in cloud computing
collect metrics from multiple layers (e.g., network,
hardware, virtual machine, operating system,
middleware, and application) in heterogeneous nodes.
However, the procedure of collecting, transmitting,
storing and processing a large amount of monitoring
data introduces significant overhead, which affects the
system performance. The existing commercial
monitoring systems (e.g., Amazon CloudWiatch) and
open source monitoring systems (e.g., Zabbix) only
provide a fixed monitoring period. For example, they
collect a monitoring data instance every minute.
Moreover, the customers of cloud services always pay
for the monitoring service provided by a cloud service
provider according to the collected metrics and the
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frequency of collecting monitoring data. Amazon
reported that the cost of monitoring a cloud
application occupied 18% of the operation cost for
customers. Customers can save the monitoring cost
and reduce the performance overhead by reducing the
monitored items and monitoring frequency. However,
monitoring with fewer items and lower frequency
decreases the volume of available monitoring data to
detect and locate faults, and thus decreases the
possibility and timeliness of detecting faults.

To address the above issue, this paper proposes an
adaptive  monitoring approach, which selects
significant metrics and dynamically adjusts the
monitoring period according to the fault probability.
For monitored items, we select some significant
metrics, which can represent other metrics and reflect
the system status. For monitoring frequency, we
increase the monitoring period to decrease the
performance overhead in the normal situation. On
the contrary, we decrease that to improve the
timeliness and precision of fault detection by closely
tracking the system when the system is with a high
fault probability. Since the fault probability is low
during the whole system operation, adjusting the
monitoring period dynamically can reduce a large
amount of monitoring overhead.

This work was supported in part by the National
Natural Science Foundation of China under Project
61402450 and the Beijing Natural Science Foundation
under Project 4154088.





