%38 % 17 N S| R S 74 \Vol.38
2015 L XCAEZ S No.6 CHINESE JOURNAL OF COMPUTERS Online Publishing No.6

ADN: IR BHAY L& R R 2544

ST BFD £FD BED 52D £

DIEER A SRR SEOR R, JLRUTiEX, 100083
AFHERF M RE G4 SR FE,  ERUHHEGEX, 100083

 E ATCPIP M A A EFR, ETY RN, SHE. 24N RAERFESTAREET KK, TLRR
RBEARHG R BT ET, IP it EERIAFBESHRAS L R ARG T —F 2bak A IR S 69 B 24K
% 454 ADN (Address Driven Network). ADN #9475 %282 A IP 3 bk 69 41 378 32 Aol F 7 5 R IR30, AR IP #unk
WL EREN, QHEREEN, ZHEMN, B AW, HEEE, TAEK. FIAEAEES, RMESATLKR@IEGAE
V. FRMBEH, 22THE. RFAE. REEMLEF M, ADN £ IP it 5T EMRFR ey Aa b, RS EISH
BAKXER, QFHAFK IP AL, —2Eskd, 5 IPF. L4, Zf2dH IP IR REIAF B 6300k —F4F A 55 &1 89
RYE, EfRFrsk IP B H AR TS T RIF LAY R BEEE — 2 e fe T E o) Lok b oF g a3 T Aty £ 5% 9 ;
AP Heht Aoz 5 1P M 4 A3t 1R A9 IR b akFo B 69 3 nk 69 AR A A AT IRGE, Brob B F 4 anE i Rk at 6 7 XA
AT HLEE G PR 09 P 2 3, S A Ak 2 R R AT KA B ARG 15 9] .

A HALIRBH R, ASK IP sy, —45d, ASIP

PEESES  TP393

ADN: Address Driven Internet Architecture
Wu Jianping!? LiDan? BiJun? XuKe?d LiXing? Zhuling?

1 Department of Computer Science and Technology, Tsinghua University, 100086

2) Research Institute of Network Science and Cyberspace, Tsinghua University, 100086

Abstract The Internet, which is constructed based on the TCP/IP structure, has been facing many challenges
towards its scalability, efficiency, safety and flexibility. Most proposals today fail to solve these problems all
together because they have not fully explored and exploited the multiple attributes of IP addresses. This paper
proposes an address driven network architecture, called ADN. The core idea of ADN is solve the key problems
faced by Internet, such as space scalability, smooth mobility, security and privacy, service quality, network
virtualization, by innovative management and usage of IP addresses, with an extensive exploit of the multiple
attributes of IP address, including the length attribute, logic attribute, topology attribute, time attribute, space
attribute, ownership attribute, etc. The key technologies of ADN include validated IP address, two-dimensional
routing, dynamical IP address, etc. The two-dimensional routing uses the source address as well as the
destination address of an IP packet. On the premise of pure IP routing, two-dimensional routing is capable of
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realizing many complex routing strategies which most existing routing extensions cannot achieve without
sacrificing its efficiency and manageability. The validated IP address and dynamical IP address verify the
facticity and validity of the source address and destination address, respectively. They prevent the malicious
users from launching attacks without being traced using source address forgery, or accessing other end-hosts in

the Internet without authorization granted.
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Background

TCP/IP protocol has been the basis of the entire
global network since the very beginning of Internet.
Benefiting from the multiple attributes of IP addresses,
the IP protocol has been acting as the "narrow wraist"
of the network protocol stack and successfully unified
many diversely structured networks. Yet, many of the
problems that today's Internet has been facing
originate from our incomplete development of IP
addresses' full potential. Though many of today's next
generation Internet projects claim to provide a
network environment which can meet the future
requirements, they are either highly specialized so that
they can only be deployed to networks with particular
specifications to solve parts of the problems, or highly
complicated so that their deployment introduces too
many network devices and traffic workloads.

In this paper we propose an address driven
network architecture (ADN) to cope with today's
challenges on Internet that many existing approaches
fail to overcome. Different from all existing
architectures, ADN intends to solve all of today's
problems solely dependent on the base of today's IP
network architecture, so that it can be progressively
deployed to a network of any scales or specifications
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with little efforts. ADN consists of three most
important components: the validated IP address,
two-dimensional routing and dynamical IP addresses.
The validated IP address deploys a layer-structured
ingress interface filtering mechanism similar to RPF to
verify the source address of the incoming packets. It
improves the security, the traceability and
manageability of the Internet by neutralizing the
address forgery. Two-dimensional routing replace
today's destination address based routing with
source/destionation address dual based routing. With
the dimenisional growth the extended IP-based routing
is capable of realizing more completed strategies and
applications. The dynamical IP address enables hosts
to change their valid IP address from time to time and
keeps anonymous visitors away. It can effectively
mitigate the impact of malicious attacks such as DDos
and worms.
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