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Abstract With the rapid advancement of the Internet and the era of big data, ensuring both the security and
efficiency of data transmission has become a critical concern. Digital signatures, as a fundamental cryptographic
primitive, play a pivotal role in maintaining data integrity and verifying the authenticity of the sender. However,
the emergence of quantum computers threatens the security of traditional signature schemes that rely on hardness
assumptions such as integer factorization and discrete logarithm problems. To address this challenge, the U.S.
National Institute of Standards and Technology (NIST) has initiated a post-quantum cryptography (PQC)
standardization process, leading to the proposal of ML-DSA, a lattice-based digital signature scheme derived
from CRYSTALS-Dilithium, as a post-quantum signature standard. On the domestic front, the Chinese
Association for Cryptologic Research (CACR) held the national cryptographic algorithm design competition in
2019, where the Aigis-sig signature scheme was the only first prize in the signature category. Aigis-sig adopts the
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similar structure as Dilithium and has received high recognition in China. With the advancement of digital
signature standardization, extensive research has begun exploring more versatile signature schemes based on
these standards, as well as more efficient and secure implementations. These efforts contribute to enhancing the
practical applicability of post-quantum schemes in reality. Based on Dilithium, we propose Olithium, a
lattice-based online/offline signature scheme without trapdoors, which optimizes the signing efficiency. Olithium
follows the online/offline paradigm, where part of the signature is precomputed in an offline phase before
receiving the message, significantly reducing the signing time in the online phase. Compared to Dilithium,
Olithium achieves approximately a 50% reduction in online signing time while maintaining the same level of
security. This improvement is particularly valuable for applications that require frequent and real-time signing,
such as large-scale data transmission and certificate issuance. Technically, Olithium is designed based on a
careful analysis of the computational bottlenecks of the signing stage in Dilithium. One of the key optimizations
involves modifying the underlying zero-knowledge protocols to allow pre-computing the computationally
expensive part in the offline phase. Additionally, Olithium refines the hint generation of Dilithium to further
minimize the computational overhead during online signing. From the security perspective, Olithium retains the
same security guarantees as Dilithium, ensuring strong unforgeability under chosen-message attacks in the
guantum random oracle model (QROM). To validate the efficiency of Olithium, we implemented it and released
the code as open source. The experimental results show that when compared with Dilithium, Olithium reduces
online signing time by approximately 50% without significantly increasing storage overhead. Finally, we further
illustrate the real-world applicability of Olithium, including its practical deployment and a case study on digital
certificate issuance. In summary, Olithium represents an attempt in the field of post-quantum digital signatures
by introducing an online/offline modification by leveraging zero-knowledge proof techniques and cryptographic
engineering optimizations. Compared to Dilithium, Olithium achieves a significant reduction in signing time
while maintaining the same level of security and without substantially increasing storage overhead. In the future,
we aim to further optimize its implementation for constrained environments, explore its integration with other
cryptographic primitives, and enhance its practical applicability in real-world scenarios.

Key words Post-Quantum Cryptography; Online/Offline Signatures; Digital Certificates; Lattice-Based
Cryptography; Optimized Implementation
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EOARE o f5¢ Jo AR A N 2% PR U T 25 44 B R
3% 3. Dilithium-36iF 5k

WN: N¥pk=(pt), HEM, B4
o= (¢zh);

Wi ZAWUEEd R 1, S5 O.
A € REX': = ExpandA( p):
w € {0,132 = H(H(pllty)|M):
c: = SamplelnBall(¢);
w;:=UseHint,(h,Az — ct; - 2%,2y,):
IF ||zlle <y1 —Band &= H(ullwy)
and ||h|l; S w
6 RETURN 1
7. ELSE
8. RETURN 0
9. ENDIF

FEVESARY Dilithium 2544 77 S A IE#IE L&
ZAVES MG S WAL SE B o™, AR %
42501 Dilithium 77 Z S HUEFE IR 2 s

=

a b~ N

%2 Dilithium HRIEESH

ZH NIST 224452
2 3 5
Hi%q 8380417 8380417 8380417
t PFF R Ed 13 13 13




8 it Bl R

1M 39 49 60

PR M8 1og(®) + 7 192 225 257
Y R HGE iy, 2 21 21

AL ATy, (¢-1)/88  (q-1)/32  (q-1)/32

HEREAT ARk, D) (4,4) (6,5) (8,7

AL 2 4 2
B=1x7 78 196 120

h 1 AR K EHe 80 55 75
EE R 4.25 5.1 3.85

4 Olithium: AL/ BEER2 R R

A VEA U A SO I 2 TR I B )
TERIE AR TS, AT IENR, Kildd
4 Olithium, BT J& 114575 LA S # SR Dilithium
— L AR 2.3 WHIE XL, AELRIEEELTT R
VAN BIHAE R BERER L {E
LR R AIRAIE SR . A T TR, fEHEA
BARTT SAEEZ AT, oA o AR TR .
4.1 AR

LER NI T Dilithium 7 105 MEH IR
S5 RINZE AR BN FEIN 1) 22 TR B e
BAEw: = Ay TR EAEW B2 20 B M5 A g
1T (EZBYBO . HIERET, B2 in Sy
A AR T T M, — B fih A A% 2 44 AR 4tk
FE Rk, MIFREHEBFEAN LR, SEEAR
5] BH 3 0. BEAh, B Dilithium 5 RIESCNE
EETALIBEEELNRE, B— MEIEHE
() 0] R 5 R/ AEAE 42 25 4k F v i FH 2R
&N # AR AL LU Rs 20 8 53 Decompose, (1, )
fRREL

N TR — AR, AR SCAERCTE Olithium
RS, BT e, WK
P HIVRMAGEEAT 1 S0t - FEAS R S 40 B AN
ZARPERIEIR T, RN 2 D A Ey A A
P TV EM o OIS A TR AEAE SR B
PAT AR #AE (2 TR RE TRV Ew: = Ay)
DA R AH T S A8 28 B 2R B Bl A7 5, AT
RERD TR BT R, 72T T %4
R

N TR AN A L, Olithium 5 K T
—Fiitl Dilithium 77 R B IE G E LB &R BT
%, ATFIFEIRAERAIw — cs, K LR AL

Too I IX—MuE T, AR R E 4
i = e N RS =T (A VAN A S ol AP
Decomposeg (1, &) FIREN 3 IRFEF] 1 Ik fELR
UESH — BN AT T, S B gk 7 A
WA PTTREN) (FEL) BRI ZIAE T
FESCHL Ege Tt 7R, RN REEEE K20k
8, AR ER)Z W@ E IR ENE 5 77 %4
P
4.2 Olithium7s Rk

B RE L S A TR AR
N, 0 Dilithium 5 Z A AL —
.

£ 4. Olithium- 474 ik

fN: BEHLFPFC € {0,1}2%6;

il Apk = (p, 1),

FHAsk = (p, K, tr, 51,55, tp).

1. (p,p,K) € {0,1}?°¢ x {0,1}°'2 x
{0,13%55: = H(¢):
A € R\ = ExpandA(p):
(51,57) € St x Sfk:= ExpandS(p):
t:= As| + s53;
(t1,t0): = Power2Round,, (t,d);
tre {0,13*°%: = H(pl|t,);
RETURN (pk = (p, t,), sk =
(p, K, tr, 51,52, )

BERERBEE L RAAARNENH BN
HAN B TS, W E AR T EM{Ee .

N o gk DD

A 5. Olithium-g5 4625 4 515
N: FABHsk = (p, K, tr,sq,52,t0);
vt HhIE{E S

1. A€ R(’I‘Xl: = ExpandA(p);

2. u€{0,1}°2:= H(tr);

3. Kk:=0;

4. &={} I* WIGERS as *

5. p €{0,1'%:= H(K||w):

6. WHILE the number of ¢ is insufficient
DO

7. y € 8. := ExpandMask(p’, k):

8. w: = Ay;

9. (w1, wq): = Decompose, (W, 2y,);
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10. & € {0,1}%°%: = H(u|lw,):

11. K:=K+1;

12. @:= (C,y, Wy, wy);

13. &E=¢U{p};

14. END WHILE

15. RETURN ¢

HEHEBEE LR B A AN
BJEHAT, Rk IER 4. BN E, 1k
FHEMJE, 245 B A7 1 b A ME
@ = (C,y,wo, wy) e RIS, IR 5 2544 .
WRZE A TAELAE (hib), ZBE R
BAETRAFAE RIS = {@1, -+, on} T IREC—HA
A TaME, I 5088 3035 44 IR HIAE 2R B
C 28 w4 EUAE Y e 1 o [0 B o 7 2 S5 O 25 44 1
FEAS AL ]

B% 6. Olithium-§ 7~ 7 2L R 5595 MakeHint,
Hih: Wi,z € 7, /MO E R
Bt s v e 4 B O LU A A SR A S 1,

HH S5 U i 4 0.

1. z:=zmod*tq
2. IF z<a orz>q—a or (z=q—a
and r =0)
RETURN 0;
END IF
RETURN 1

B3A 7. Olithium-7E 2% 4 5 ik
BN : HIEAE @ = (6, y,wo,wy), FAEH
sk = (p,K,tr,sq,85,ty), HEM;
. %40 = (¢, zh).
1. k€ {0,1}%% = H(M)
2. WHILE (z,h) =L DO
3 &=kedeé
4, ¢ € B.:= SamplelnBall(&);
5 z:=y+csy;
6 To:= Wy —CSy;
7

IFllzllec = y1 =B or |[roll =v2 —

(Z, h) =1;
ELSE

© ®

10.

h: = MakeHint, (ro + cty,w1,72);

11. IF llctollw =y, OF ||R]l; > @
12. (z,h):=1;

13. END IF

14. ENDIF

15. END WHILE
16. RETURN ¢ = (¢, z, h)
WEESE:  ZSIE RIS AT, IR
BN A
B3 8. Olithium-56iiE 5y
N ANApk=(pt), WEM, %4
o= (¢zh);
e IRIERIhAH 1, RUE R H 0.

1. Ae R(’I‘Xl: = ExpandA(p);
2. we{01P"2:=H(H(plIt)):
3. k€{0,1}*%:= H(M);
4. c¢:= SamplelnBall(¢);
5. wy:=UseHint,(h,Az — ct, - 2¢,2y,):
6. IF ||z]lo <y; —BAND ¢ =
H(ullw;) @k AND |||, < o
7. RETURN 1
8. ELSE
. RETURN 0
10. ENDIF

4.3 Olithium BRI IEFIE D

1T Olithium 77 %k H 1 Dilithium #H [ )
J7 R HEHOR [ ERFw — cs, FRAL L EErg,
P HIERA A Dilithium —#£ LADecompose, b
VSN FERIL . A S ] B R BUR OG5 2,
DL Dilithium 77 £ EMME CGEZ 415G 5
S PP, JEiH Olithium J7 S 7F ¥
AR FTEEAT B, SRAIEW] Olithium 7%
1) IR
3128 3%, 1, s/ R, T E TR AR IR,
(w1, wq) =Decompose, (1 — s, a)
(r1,79) = Decompose, (1, a)
sl < B
WA 40T S84 R 2R BROL

a
llwo + sl <E_'8 S w; =1 A1l

<a/2-B



10 it Bl R

wmo#w 5 # 3, it A"
(ry,19) = Decompose, (W — cs3,2y,),» i
17ollee < V2 — ATy = wy, SEPR EZEN TG
lwo —cszllee <v2— B> HHwoRwHIKRALEL
¥, W 2 (wy,wg) = Decomposey (w, 2y;) Al
llesollo < B - HZMERRIEIT, N EKE
W — ¢Sy fEw — s, (R AL ELd .

7t Dilithium 77 Z 3R A E AT E LR
T, WRYE MakeHint, A E L, WRwW — cs, M
W — ¢S, + cto AR E EAL LR AN ], T
B EE QO NASCEYE 2) IR %5
RAEER, R ZEE A PR 8 il H Hw
B N w=aw, +wy , H Fl aw; +
(W — c5,) Rew — cs, [ IER 7 i -

FH o W, awy + (wy — cs, + cty) 2
w — sy + cto I IERA 73 if (R = EE e 2wy ) 24
BAXHw, — sy + cto T R Z TR B E X
[ (=y2, v2] W, B AHEANZTECREE -y, I
MR W, RECH 0 (B Decompose, ML)
BFEHD o B, M TiRRmER AHkE
wo — csy + cto I RE BRI A RIS IESE
/NI EhRJE, Dilithium 77 ZHEUERTE O RAS
SCARE 3) AR A I R T I OB T 1244 T
%, HIEMMEAXELRE, RTR0E, 24079718
Z R,

f£ Olithium 77 5 (1) gk v, A S0 %)
MakeHint, B HEAT T W RACE L 6)
Il rg+cty, wy, vo 1E N AN, H o
Ty = Wy — cSy0 BARTE, Wikry + ctyHh £ 10
AN REEAEX ] (—y2, v2 ], BE H 2 T
R -y, AN Fw, RECR 0 CRIH &
Decompose, R E TN FAEHL) 5 Ww — s, Ml
W — cs;, + cto N RE) S AL LR, ez )
ASHHIE] o

£ Olithium J7 R IR L Cof A
2%8) h, R Ew 5, B AE N IR =A%
A DU SR B 25 44 B A ik At

llzllo <y1 =8B
¢=H(ulw) ®k
lhll; < w

o b, REEIEWw, = w,. BRIETIH 2

B 1) WAL Hllctollo < voF, A
UseHint,(h,w — cs; + cty, 2y;)
= Hig/ Bits,(w — c¢s3,2Y;)

SESHAHEN K Rw=Ay,z=y +
cs UK t=As; +s,, 1[5

w—cs, =Ay—cs, =A(z—csy) —cs;

=Az—ct

F—J7, R =t - 2% + £, T 13

w—cs, +cty = Az — cty - 2¢

DA 38R A] LAV A 3

w; = UseHint, (h,Az — ct; - 2%,2y,)

= UseHint,(h,w — cs;

+ cty, 2y7)

= HighBits,(w — cs3,2y>)
e A, B T lleszlle < B, LowBits, (w —
c52,2y7) <y, — B, ULSGIE 1, H

HighBits,(w — cs,, 2y,) = HighBits, (w, 2y,)
=w,;

ZR ERTR, $SEE ARSI 6 A SR
% 8) it Hash AU MIwy, 5844
TERERAE A4 L (W R SCENE 5) Hhit 5 Hash
BRBT NI w A [E] . FR4E Fiat-Shamir 28 e (1)
b2, Bl Olithium 5 S/ IERAPE BT o
4.4 OlithiumA R L LM

AAAEHY, EETHEMGSHEET,
Olithium J7 i /& SUF-CMA (3 4) , HIE
TMLWE, i p FAIMSIS 1 i 1R o H1 T Olithium
75 ] LI 9 Dilithium 757 56 SUNAE 22 2%
WHE, WA #AT TR B
b, Hezz et AR ESEfr, R E AL
BT, AR SO WS —LSAH [F] (R UE B 7y, 1K
MM 2% Dilithium 7 & R SCRY
[21]

R4 Olithium 77 Z & P AL B i
KL 4) LLRMLWE, 0 T, 24
(At =As; +5;) 5H2MHILERNI(A, £) 21T
HATX A0, BRI ESER] Olithium 77 £ %
etk RAFRES T IR SR

T AR S BEHLIEIU (A, 1), HErd
it — N EVEME R/ B4 XM, (z,h, )} i
E:

lzllo <v1—8
* H@llwi,M) =c
llhll; < w
Hrt wy =UseHint, (h,Az — ct; - 2%,2y,).
WRIEFIH 21 2), H
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|Az — ct, - 2% — UseHint, (h, Az — ct, - 2¢,2y,)
: 2]/2”00 < 2)/2 +1

4L wy=Az—cty-2°+w)/2y, , H
lulloo < 2y, + 1. WA, u BEZHONREL
SEKTF y,. BNt=t-29+¢t,, Hh
ltoll, <2%7%, A

Az —ct; - 29 +tu=Az—c(t—ty) +u
=Az—ct+ (cty+u) =Az—ct+u

, 1
w1=(Az—ct+u)/2y2=2—y2-[A|t|Ik]

EREE
[, < lctollos + lllls < liclly - ltollun + el

<7-2¢71 42y, +1
R, AT thid— N EiE a4 x), BF
FERBIMM(z,c,u), L

1 z
H(Hllz—yz'[/lltllk]‘[c,],M)=C
u

H e Me{01y, H|zle<vi—8 -
lcllo =15 Ul <T-29 142y, +1, u EZ
HoMRZBW4 xR Tr-2¢ Y vy, AT H
R, & XER¥ H 15 Hulx,M) =
H'(u)|2y,x, M), k%A N

z
H <y N[Alt]1]- [c],M) =c
u
HR ¥R Hash B %0t ) 5 4t s Y, ox
THEERIM, %P AR . &N

z
H”(MH[AItIIH-[c]):=c
u

H T (A, ) &SI LE R, Hp AT
AH1(p, t)), EHAI D3 Dilithium 77 28 1 425
X —FE, HERBEAERWw, [5H (uw) = ¢,
WAz, u)EHAz +u =w+c, T

IZllo <V1—B <T-291 42y, +1
HHU BELZH o REM L SHE AT KT
72971 4y, W4 SelfTargetMSIS ¥ 7] &ith
EW LAz +u =t I (z,u)REAER GZE
M i) @ ) B AR B & 240 Dilithium 553552
P4PUARTED . BHk, Olithium J7 276 & T-BibL i

FR T B4 G B G T B SR AR AN ]
NG TE

=

i 5

5 MERED TS RIEL

5.1 IR

511 HERH

SN TR I TE R T 2 4 e i — /N
iR AL BTN ES, ANiHHE
Olithium J5 SN [F] 22 4= 55 2 5 52 AU R .

M TS50 B AT LR 44 By (O RiA
YHE T FREPE 10 $8(z, h): = LIMBERAE
1%%] 2% (i) PR, (& E JE 32 B e TELR %
LB P IR 6 IS, R T THEIPER 6 Hi(z, h)
W BB N LIRS

L6, Y ||zl <y1 — B W, XFes;
MR R0, HAy, AR %I TE X ]
[-n+B+1-0y—BF-1-0]. ZLHIK
INA 20 = B) — 1. AT, yh A2
RGN (v, 7)) THSTREHLER, 3t
2y; — IME. I, ||z]le < y1 — BRIER N

_ _ 256-1 256-1
20n—-p) -1 _ (1 B )
2]/1 -1 Y1 — 1/2
~ e—256:BL/n1
IR R By, » 1/2.
HIR, BT EE R HIAE RO 2

l7oll = ||L0WBit5q (w —csy, 2]’2)”OO <y,—PB

B2 o P 2 TR R A R AR TE f52y,
TSN, ANl < v, — RIS

256-k
(2(]/2 -p)— 1) ~ o256k /2
2y,

IR ISR RIB > 1/2.
g5 b, FEERZE A BUD IR 6 i 20

e—zsa-ﬁ(%+%)
RN EAREUE 45 R a5k 3 TR 4 Froso

F*3 0lithium T ROEERBALEE

NIST %4552

TR

2 3 5
HE R EE 4,25 5.1 3.85




12 it Bl R

& 4 0lithium T ROERZTRRIIER

AR ME L N 1 2 3 4 5 6 7 8 9
01ithium—2 7ELR%5 4 RINEZR (%) 23. 50 41.48 55.23 65. 75 73. 80 79. 96 84. 67 88. 27 91.03
01ithium—3 7ELR%5 4 RINEZR (%) 19.63 35.41 48.09 58. 28 66. 47 73.05 78. 34 82. 59 86. 01
01ithium—5 7ELR%5 4 RINEZR (%) 25.96 45.18 59. 41 69. 95 77.75 83.52 87. 80 90. 97 93.31

5.1.2 EHAMEHL R

TEAH R % 4% 2% F, Olithium £ 2%/ 552k %
#7725 Dilithium £r525 44 77 FA0 ] [F R 22
BB, B R ORRE— 3. iRHEH
R E I, AHKRN 32 4+ 320k 5T,
A KN 96+ 32((k+ 1) - [log(2n + 1)] +
13k) 770, B4 K/INA32L- (1+ logy:) + w +
k + 32577, ¥ BB EARANTHE AN, AL
1R B [F) 22 2SS R B A2 4 RNk 5 F
TNo

%5 0lithium AR5 Dilithium SRNBHAMEEZR
~+

NIST 224252
TRER
2 3 5
NHRSE (Byte) 1312 1952 2592
FEHARSE (Byte) 2528 4000 4864
%4 R~F (Byte) 2420 3293 4595

513 fFfif7s
FETHH Olithium 77 ST % B Bl i A48

BT, Jo /b AR RS B B i — 20

hEMERT R0, Ble = (6, y,wy,wy), HA:

1) & FH256/8 = 3277,

2) y £zmAmE, ZOEUNEA REET
Ky, —c¢ £ox, HP cef0,...2y; — 1},
TEST ¢ BT X T NIST 2424 2,
¥ y (T FHEL-256-18/8=7576"1
FTs T NIST 2 4%54 3 /5, K y fir
FAFHE 1-256-20/8 = 6401 Fi.

3) woRHkNZIN wog, ..., wor_1 AT
E, ZHEENRBTUH v, — ok
Ry B X AT A . T NIST 244

% 2, iiic€{0,..,190464}, FILLH 18
LGRS 7, K wo A7 3T B 7 E k- 256
18/8 =576 - k75 X T NIST %4554 3
A5, Jiidc €{0,..,523776}, A LA 19
LU S 7, K wo A7 3T B 7 B k- 256
19/8 = 608 - k Fi.

1) wiRHENZIR wyg, ., wy AT
&, XFT NIST #4554 2, 205
MNEBET {0,...,43), ATLLA 6 LLARTEfE,
Bw MITHFEEk-256-6/8 =192 -k F
FTo RT NIST 2 4%54% 3 fil 5, Z I
BANRBBET {0,...,15} , ATLAH 4 HReAE
fiti, ¥w AT BT %k - 256-4/8 =128 - k
FAT

ik 2 AR EMEE (R 6), MRAELLT
S AR B 45 [E), 5 Dilithium 77 2400 b (GR
7)o A5 I, Dilithium 75 £ T ISR 1 A
HIEELR Olithium J5 58, JF ELEAE A EEAT
B, MARZBARNMG W EH R s B4
2, HEANSREAST EZAWRNE BG4 Redtir
(FE£R). R Olithium 77 ZE MTELR%5 4 M B fl
2 £ 25 44 i B i I AR B RS SR o Y s K 47
fiti S [], (H A5 A4 I ) 52 i
HIZ 7 W, EINE b T AT 2T A
R RT T A (B BN 78 AR IR 44 B0 o TR
TAFE A A BN PR BE A%, 7T BAE FEAUA7 it /D
BUVH B LI Boh ({8, e A4 1 R vh Rl ik
1T BOT S LU CREFH i A iy v Te) D
FELI BOTS . FEXAEOLT, Olithium J7 54E
A0 T RE P IOAT it 22 1R i >RAH EE Dilithium 758
ALK Z . LAh, N T IR BB TERE, &
A DURR A e 26 (A7 Ak 2 TR BR 1), LR R 4 v (R HE
LR 25 A0 PRI, Bt e A7 Ak 1) IS 2o B v 1)
EHHE, ARSI 6.1 TP riTig.
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6 Olithium 3 REFE—APEMERRZIE

< 9 0lithium /5 RAELM Y fll—4E P IE){ERTE

NIST %4254

ey NIST 224452
LT

2 3 5

BRI
2 3
¢ MAERE= I (Byte) 32 32 32
y e[ (Byte) 2304 3200 4480
wo A£G (] (Byte) 2304 3648 4864
wy A£G (] (Byte) 768 768 1024
RAFEZE] (Byte) 5408 7648 10400

O1ithium 4 g— 2 H IAMELAS (] (AR 36 49 75

=7 0lithiumAEEDilithium HRMNIGHEE RS
B (5% 4186, N RREEPEERE)

NIST %4254

GREFER
2 3
0lithium/Dilithium
36 58 94
AR (KB)
0lithium7EZE%254 (KB) 5. 3N+26. 7 7.5N+44.5  10.2N+75. 8
OlithiumBZ% 4 (KB) 20 28 38
Dilithium—%54 (KB) 52 80 123
Olithium/Dilithium 3&iF (KB) 33 54 88

5.2 SKIGSTHR

ARATEIE A B S2I R Olithium J5 kAT
AEVEAE. 2T Dilithium ¥t BFIARAE NIST
5 = RARELEERIEARAD_, FRATRA C B E L
Pl Olithium 77 %, FHAFF TIHEML . W&
fic B AU 45 AbFE 2% 11th Gen Intel® Core™ i7-11700
@ 250GHz, W fE 32GB, #:1F %% Ubuntu
18.04.6 LTS RRASK) 64 i, {EXTHE A, Olithium-i
A1 Dilithium-i (i = 2,3,5) RaREIERAFR %4
LU, A BN .

H T Olithium 77 Z IR 7 Dilithium 75 %
()2 A R, SRR BT INAR B A 7 2 1) H
A BRI BAT I TR a0 5% 8 i o
# 8 Olithium AR5 Dilithium 75 BEZEAE RATE)

) NIST %452
et 1

2 3 5

AL AR TR (RS 67 114 170

_ CRYSTALS-Dilithium, NIST Submission Package for round 3,

https://pg-crystals.org/dilithium/resources.shtml

__ Olithium-Code https://github.com/jiamiwen/Olithium
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woHE N
CHINESE JOURNAL OF COMPUTERS

¥ 4k

10 Olithium FR5 Dilithium FRIFFEERBER LR YL

HE WS 1 2 3 4 5 6 7 8 9
0lithium-2 FELREE4 Y (R FP) 27777 20833 16949 13888 10638 9433 8196 7407 6172
Dilithium—2 fELRZE 4 (R/FD) 15151 9259 6756 4761 4132 3521 3076 2597 2347
T %) 83.33 125.00 | 150.87 | 191.70 | 157.45 | 167.91 | 166.45 | 185.21 | 162.97
0lithium-3 FELREE 4 E (R FP) 21276 13513 11363 9803 7751 6369 5847 5025 4405
Dilithium—-3 /LR 4 (R/FD) 10526 6329 4716 3164 2666 2145 1972 1718 1602
T %) 102.13 | 113.51 | 140.95 | 209.83 | 190.74 | 196.92 | 196.50 | 192.49 | 174.97
0lithium-5 FELREE 4 ¥ (/FP) 15873 12195 8333 7246 6329 4651 3968 3236 3021
Dilithium-5 fELREE 4 (R/FD) 7462 4291 3076 2320 1869 1610 1340 1203 1094
T %) 112.72 | 184.20 | 170.90 | 212.33 | 238.63 | 188.88 | 196.12 | 168.99 | 176.14

X 9 RIRTEAIE NIST 2242528 1, Olithium
J7 RAE B LR B A Bl — 4 A BB (8], %0
A DAEZE 2 R R U BIRF 2 44 T BT .

7 10 /2 Olithium 75 % 5 Dilithium J7 £ 4EA
[F] 22 A SRR IR B 254 8T L, SEBg (R
& 25 24 AR a3 A BN AR BB I %5 44
HFEEFAT TR, BUPFREEE NS R X
AR ARV SR, BB iT 22
TS 2 7, RIEHIRELR Sy, gt H
i[5, RIFNELR /59 4k 25 4 1 A 3% 5 AH [ o
BT Dilithium 77 Z2 18 7 1 B2 7T DL 26 58
B, HF R A, S sEEg Rt R G it T
HAEZF S TE] . NFRH AT LA, Olithium
T RAEELR AR P BENIT, B &
B UEESE N, STk &, e TR E .
BeAh, $EFHRPEBNN, Sk Brih R R ] R
52 Olithium J7 &Nt %, a2 ATk
FAF,
TR 2 A B R I H B A
FEME. R 10 L R/RbEE 2 ERMIE, 4
B RCRPET RS AT, st A3 BT L R AT
Re b < 2EHN BT, FEREA4EEE R,
EARSON PE S 310 5 AT BV ARAL R B B

5, SEIIE 4 6k Olithium 75 = fl
Dilithium 77 %8 B S0 7E 82 25 44 I [B) AN B8 UE B[R] (2
A7+ IRBCE A AT, Hrh R 44 1)
HIRBENL A, I TR TG OCHE, Miss Rk
11 AR 12 Frow . iS85 ] AN 7E JLsk i st
HATIELR 25 4 CRRIR A 4 i R v () B R RO ]
TR AIGAEE 4 . N 11 F1 12 Rl LA H,
FHEEHZ Dilithium J5%, Olithium J7 RHITEZ A
I TR 4R R 2 50%, 1T 96 0E I 18] LA A o

=11 0lithium FR5 Dilithium FREIZZATE

NIST 224454k

AL
2 3 5
Olithium EZREE AT (FFD) 123 162 181
Dilithium FEZRZEA MR (BRD) 255 365 425
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