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Abstract Batch auditing is the key technology to efficiently verify data integrity in the cloud storage service.
However, the batch audit schemes are vulnerable to “invalid files” attacks. Searching invalid files brings heavy
cost and the search speed is slow, which seriously affect the availability and efficiency of batch audit. Especially,
the system still has to run many batch auditing processes to search the invalid files when there are only a few bad
files in them. It is the common phenomenon in commercial cloud storage service, which generally does not
appear large area of damaged files since the provider may try their best to avoid the worst case. So we focus
mainly on the batch auditing with only a small few of invalid files in the process. To solve this problem, this
paper proposes a batch audit scheme with fast searching invalid files (FSBA) in cloud storage service. Through
establishing the relationship of batch audit process, this method changes the calculation of right child nodes of
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binary search trees in order to reduce the number of Batch Verification (BV) in the whole the search process. We
can get the results of the right nodes by lightweight computing using the intermediate results instead of running
the heavy task of BV. If there is only one invalid file in a batch auditing, it may waste a lot of times by using the
binary search method. Because it has to follow the search path to verify the validity of the nodes until the leaf
node, which only contains the invalid file. By executing exponents test in batch audit, our method can finish the
search of the sub-tree containing one invalid file only through an audit. It can effectively shorten the sub-tree
search length. If there are more than one invalid file in the sub-tree, it can result in the failure of running
exponents test. In order to significantly reduce the impact of the side effects, we propose the hybrid method
called hybrid binary fast search (H-BFS). According to the historical query information, the hybrid search
method set the depth of exponents test to reduce the cost of aggregation parts of invalid files. Based the exponent
test depth, H-BFS can timely prevent the auditing system from running the exponents test. And H-BFS also can
find the invalid files as soon as possible when the invalid file exists in some sub-tree. In addition to this, we also
propose the security design for the scheme. Through adding some random values in the process for generating
proofs, our scheme can effectively resist replay attack and forgery attack. The design also can ensure the security
of batch audit, which the batch audit is passed if and only if the files are all valid. Security analysis and
performance analysis show that our proposed methods can quickly locate the invalid files to efficiently resist the
“invalid files” attack. It ensures the availability and efficiency of batch audit scheme. Compared to simple binary
search, the number of batch audit spent by our methods is reduced by 30% under the scenario with small invalid

files.
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R, =10, A=A"=A.

5 . L
(3) B ATFHLHAL[TA 4 A =] AN,
1=1 1=1

RIRUHL L NRBO TS, B X BRG Wik L
AEAE, R X S DAELER AN RS

R ) R 4 B R AE % I e 2 ET-Judgel(X) it
B, IR

(D BE X R RsE AT s, iHHE
ET-Judgel(X) = EBV(X);

(2) W5 X sk, Bl Judgel(X) = 1, it
BOX AT 5, B ET-Judgel(X,) = EBV(X)):
2., return;

() WHAZTHAMTERLIEME: &
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=1, M| ET-Judgel (Xg) = =A =1,

[1N/2] [N/2+1 N] [1N]

K2, ET-Judgel (Xg) = A =A

[N/2+1,N] [LN] 2]

BT — ﬁ%&ﬁ&ET%SFT%
BT B AR ST A, BT A
MR, HE— D> TREE R TR, BIEH
ABUTF.
B3k 3. ET-BFS(X,V).
BN A NASCEHEE S A X, bRERLV
iyt RO
1124 X LS 1A, ET-BFS S b i f2

1.IFN=1

2. THE A =Judgel(X);

3. IFA=1

4, HiHE (True), return;

5. ELSE fiith(My,Py), return;

6. ENDIF

7. ENDIF

145 X &1 2 AR, ET-BFS kA3 d 2
8.IFN=1

9. TH5 A = Judgel(X);

10. IFA=1

11. H i@ (True),  return;

12.  ELSE  il% A'=ET-Judgel(X);

13. kAT A

14. IF 776 L2 B

15. i (MLP), return;
16. ELSEIFN=2

17. B X
IREEF RS, 2% X, 4T ET-BFS [ )31
18. ELSE # A\ 1%<23>;
19. ENDIF

20. ENDIF

21. ENDIF

22. ENDIF

BARINEX AL 2ANFNR, EBF W AX &R
[0/ 2] ASCHHESRAS, 3% 715 2 Xe 54 0/ 2
AN SRS X 5

IBRVAE W . A B e s

24. IF ET-BFS(X,, True)

25. i ET-BFS(Xg, True):

26. ELSE 1 i ET-BFS (Xg, False);

27. ENDIF

B, SRS M= {My, My,..., My} & A 4
TRECTH{M,, Mz, M1, My, Myg},  7ESCHFIESRE X
BB X={X1, Xay..., XaapHHe X5 R A 5 AN RO
HEFERH{X2, X7, X1, Xi3, X4} MEF LG, K
F ET-BFS J732: 2 i) R AR R an 1 5 B,
AT B AR, AKX Xo,..., Xie}

{X1, Xoooy Xeps {X1, Xo, X3, X} {Xo, X0, X,
Xioks {Xus, X1a}o
HoR
e ;R
oz § @@/ o
om0 % X X1 X or Yoo [ o) 6 ( ;

wom &

(@ xxces O E#EE O®E¥R|
E 5 ET-BFS KI# ki

323 EEM - piRiEERT% (H-BFS)

ET-BFS J5iki& 1 “RECCHFD> Horsl”
¢, (RLERBOCIF IR AL ET-BFS J7i%A N BFS
TNERR N, AR — MRS B RSO
WA W I (H-BFS), %7 EAAT LR -F) FH %%
FRDRRR A R “RBoCH” ek, HATRA
AR “RBOUMF R B I

H-BFS J7iAZ 0 AR i o BEHK A S
KHZE, DI o B0, KEMSME 0 ZHE o
JZ, RH ET-BFS Jjik& RO )2

# otl JZEH [ log,N /=, KM BFS Jrikdil) Kk

A
BEES o ZH AT S EA D AR,
H-BFS HiEHiidan .
E3% 4. H-BFS(X,V).
BIN: E NASCHHER A SRS X, brEhr Vv
fth: RECCHERIR
12 X PSS 1A S0, H-BFS SBE A E S 2

1.IFN=1

2. THE A =Judgel(X);

3. IFA=1

4. FiHiEL (True), return;

5.  ELSE #iiHi(My,Py), return;

6. ENDIF

7. ENDIF

1124 X S 2 A, H-BFS F% i ab B 12
8.IFN=1

9. 5 A= Judgel(X);
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10. IFA=1
11 F i@ (True), return;
12. ELSE IF|[X|>D
13. & A'= ET-Judgel(X):
14, ik A';ﬁA:
15. IF 715 LI‘J-;;“ELEE
16. W (MLPD), return;
17. ELSEIFN=2
18. i X
IR E SRR, 2% X, $AT H-BFS (1381
19. ELSE # N\ bJ<25>;
20. ENDIF
21. ENDIF
22. ENDIF
23. ENDIF
24. ENDIF

25. SPRPIR X AEA2 AT E, EETFTEXE
A |'n/2_| AR, A THA X &7
| N/ 2 | A SCAFIEsE X
IBEREW A AT B RO
26. IF H-BFS(XL, True)
27. Y H-BFS(Xg, True);
28. ELSE ] H-BFS (X, False);
29. ENDIF
B, SCHEEE M ={Mg, My,..., My & H A
F-RBOAF{M,, M7, Mg, My, My}, FESCHFUESE R
A X={X1, Xa,..., XagpHHe 05 R~ A2 5 AN RO
UEHEAF{Xa, Xy, Xag, Xa3, Xaa}o MEH KRG, K
H H-BFS 7 & W R RO 2 Wi 6 Fs,
AT 6 AR, AKXy Xo...., Xie}
{Xu Xoreons Xeds X1, Xo X3, Xapv {Xo, Xi0, Xug,
Xk {Xuz, Xua}s {Xis}o

R

Eaal

®2B

B i
G5

\/
f—Sdg—r+—Sdg-1a—»

B2

[P sxtia O Exion Oomes| X

6 H-BFS &R E
A, H-BFS Et ET-BFS £Z44T 7 — kit
B it, {2 H-BFS M ET-BFS 545424, By
H-BFS (128 3 JZ. & 4 Z R FHE T SRRk
fH. ATLAEH, H-BFS k@AM “ ki
A Bdr, FERTLAGR MR CRPCUIFREL” HE

WO . fEEIARE “RICCH” i, H-BFS t
ET-BFS T4 VIRZIMERIRMILE NI, R
7 BFS Bl KE RIS

4 ZETH

AN E SAERAE B P I IBENUE, PRIES A
fili Al 55 2 A AT OMIETESE ek 1 B BOS AN fyag
i SRJE R FIXUER XS O RIR, IERT T Hdls e Bk
WAERIERATE; Ba, o FHES T et
WRYE A4, WG A S5 S e R
Ko
41 AEREMERRE

A7 IR 55 ds W EE AT A O Bl B 45 B
PGB REA RS P, (HEASOT ZhHR(E R
WAL PR RE BEALE{Vik RYicuchal  BRATAH RSBk
iAH R RS, BEALE R EAME. B (3 (4
THEARERTR, AR RS 48 A RERO T S5 B
EEPRRFAEUES P, PR TR R S GRS
i 1) Py s T AR E i s

4.2 BARSCEMIIEAIETY

WU T3 = A4 IR 55 28 e W H R A T 2
BT IR, A=A IR 55 # A2 BT IE 35 h 5e 0% 8
o T R A T B BRI
R

Hzl (8) 14,

}£i1 = DP- H e(H grar e PKy i)

keU chan

i Mk

Sun
= 7 few, 0" )<

keU ghan
e(H ukvu'ml,k , gSkt,k") .
i€Qy
(et | ([ T P(sk, . FID 1), g%+
i€Q

= e( H H h(Skh,k’ FID || |) 'ukm"k'Sk'*k'V' , gr)

KeU gnan 1€Qy

=e(TP,g") =FiL

'e(|_|cha|,k198kt‘k )

.
43 HEFITHREM S

& F U AR AT BRAEAE 2 N RO IE AR X
Mt EFH BT R, (HRA T A XHIE
Pkt BA BN, ANFSCFIEE BA A&
ek, XBORAE T HEE S T et R PR
HEFE X R P1o={(DPy, TP4),(DP,, TP,)HIEH] .
UERH :
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AEal (8) L 3.2 Wit HdRR, Xf Py $UATHIL
BT DR
%3l =e( T] TTh(sky FIDIIT)-u," ", g)

Ke{L,2}icQ,

Z’iiﬁ:e( H Hti,kwagr)

kefl,2}ieQ,
BE DAL 4 AR AC M IE I LR
i, MFELLE AR, B
[Tt =T sk, FID[[i)-u, ™"

ieQq ieQq
KR = A7 IS5 28 TG 3REN AV, B LAmT DAAR

ik 2 b S SO SRS BA TG .

WAL, B ERENAL, 2 B SO IESE XS

(DPy, TPy),(DPy, TP,)uI L4y il 1L w vt o

UEEE,

5 TRRESTHR

ASCE B AT, IEEIT A
THEOT AR AT & T a5 — 7> A4k SBS. R Tk
& MBS JHEMASIRERITEREZE S R)E, KB
TIRBRGE, FAE RSB L JvE#AT 73
e #re
51 BEFH

N T AIE m B e B, =T s
g5 18] 2 A7 il IR 55 48 A& AR A Pk AE B

C ={{i,vilico.» R} rernyy N AR 25,

A7 A Al 55 4 2B R T 3R (8] KA R A PR LR SR A5 S
P={(TP,DPO)} keprnys K REMH T ICAFRIFS . 815

oA N-(|Q | (e | pb M

2N-| p| CBALNEERS), Horpr N30 B 4L,
| p|2#E Giv G Al Zy TR/, |id | 2%
BARIRAIR AN

R LG T AT RAE R 5y 254K SBS. St
THERFATR MBS J7ikREE T eSOl &
HFRIGE, AT RNEEITH S SBS Jrik
[, WEET MBS JrikimtisE st (IO — PR
SCAFIRIE, LR 2 AL 5t N LT MBS J5i%

*1 AEFHEER

RILTTH N-(QcI(id[+[pN+3|pl)

52 1+EFFH
W 2R RTS8 AR T A 5
%, Rz IR GRS R
BRI AT) 5§50 o
I EPAT KRS CUFERECI N 1)
THEIE 9
Cost, =[3(N-1)+ > (2]Q, |-D]-Mulg +(@1+>|Q D
k=1 k=1
-EXpg + (i| Q. )-Cost,,, + (N +1)Pair
k=1
Hrf, Mulg M1 EXpg AR ER Gy EiHE—4

eIz VU RIHERUZ S INT 6], Cost, I 75 i L

M A, Pair FoR 5 — AN RG] I 1]
MENEX Pair Wi H Iz KT Al 5, N
{Eﬂ:lﬂ‘ﬁﬁ\, COStN ﬁﬁﬂﬁy‘j

Cost,, [ (N +1) - Pair (15)

RS RBCA N, RSSO w. TR
T, AFRERFEN I EIFE (IR
SIE] Pair N EALD W15R 2 fivR. TLLEH, MBS
TE RIS IR, RN MBS 7 B S48 K (7
E R AT 2 PAT R E S ), I H AR A
WRWE, MBS 7 Z4% 18 “One by One” J7 AT
TR . BFS AR E 1A i RTE T
—RHtEFH . B ET-BFS FiEHUTEIKILE
BT IR R HAh TR 2 FF, (H e R TR
M EE, & T E 2 BACE D8 SRR T
& 5t H-BFS JiLTHE ARG =T BFS ik, 2
BB TR T s R R IR UEE T4 . H-BFS
TR T RAEHET RO R Bk e 9t
HAHMAOTHRE I 5D, A& BFS 724 ET-BFS 77
B A —F TR T & .

®2 HEFBLR

Ti AT HAE AN (D

sBS N-(1QI(lid|+|p)+3|p)
Best Case: N.(1Q | (lid |+| p])+| p)+4J/N | p|
Worst Case: N - (|Q, | (id | +] p[)+3| p)+4/N | p|

MBS

Papr Y THEFF4Y (Pair)
SBS 22" 1+ w(log, N[ log, w])(N +1)
MBS (2N+N)(N +1)
BFS (2" 1+ w(log, N ][ log, w])(N +1)
ET-BFS " 1+ w(log, N[ log, (w/2) )(N +1)
H-BFS " 1+ w(log, N[ log, w]) +2“)(N +1)
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N7 VAL T Z R RE, A SCHIA PBC FE

(pbc-0.5.14) SEH, 1 3¢ KF 2 RS A A v 1 it & O
R R4 FSBA, I HIgAr AN ARG E I T71%
(SBS. MBS. BFS. ET-BFS, H-BFS) #if7xftt
s, FMARGRKA CIESHR, RES3HN
Ubuntu 12.04.3 LTS, Linux 3.8.0-29 (x86_64), 4x
Intel(R) Xeon(R) CPU E5502 @ 1.87GHz, W 1%
16GB, fifi#if ATA Hitachi HTS54501, 150GB.

BLE G1.G2 Zp 7T 3 K/INy 160b, Rll|p| = 160,
bRt kN id) = 50b, MRS/ 1GB, %
PR/ AKB o R SCAF R IRER 1%, i 460
MNEARYGHAT T T RS TR T AR 2
(R B4, — oL T I H 256 NSO AT it &
HrE (BN =256), XA T ABSIE K/ 2TB+
ISR s RO w = 1~18. N T i1k 0 ~
8 MNEFCCHES, E H-BFS 73 ik o = 3. I
WA R B LR E T AT E T4, AR 5
Byt 100 YL .

K 34 H T AT EHR SBS. MBS ik MiEE
FFERT L. AR SBS AR E T AR A,
ST MBS JiikM s s oL A i 2 5 2 /], {HAH
AN Ko MET SR/ 1GB, AR T4 2
Al A2 IR o 385 A Bl SO B B R A G K
WG V7 24 32 B PP R ) SO AT R, AR kD
PEERINEREI N S SUDN L EPIR SR

3 BIETFHSMERILE

SR (D
JBETFT\KB

16 64 256 1024 4048
SBS 190 758 3034 12135 48540
MBS(Best) 189 757 3025 12098 48385
MBS(Worst) 190 759 3035 12138 48545
KIHE 190 758 3034 12135 48540

ZE 1 1 9 37 155

B 7 SR THERER/BOLT, AR REZERH
&0 TR RE R RO R E AR OO R
256). TR A 5L MBS &8RN KIE A
PR RS AT IR A, i MBS R 5]
PR % . BT B EE SBS, AH
7% BFS. ET-BFS 1 H-BFS fftt & 8 ik B b 1
W2, 3K T A SR R e 4 SR S %

T EMIRIEE, &2 T AT AT
it. ET-BFS MflbE & 1HRENS =T BFS, X2&H
RAE i 22N R RO o B, TR R R
ET-BFS Rt il s> R o k%% . ET-BFS £
H R E TR R, (E R 2 . H-BFS 2%
fit 7 ET-BFS Ji& i, KA /&8RP H I,
R A o

3004 | —*—SBS

E'i 1'0 1'2 1'4 1'6 1'8 2'0

KR
B 7 RIE RO T I e O e (B 22 1 1)
Kl 8 iR T RACCHE BN A, HhE

U R RO R A8 A CRTE ST i 256) .
AT AR Y, ASCHE H ) PUd Al 9% BFSL ET-BFS.
H-BFS 4R T-5F b B9k 70/ Bse o ok et 5t A
BRI A B AR IT I, AR SO IR R R A RO D
T 30%. ET-BFS LGN I 45 W &) 72,
R T TR H-BFS b8 5 e
T BFS 1 ET-BFS 2 [f], L& AR e i it
4K 7. K 8 Al4N, H-BFS Jiik2xt ET-BFS [
78, Bk T ET-BFS ik z 150 BB

0O 2 4 6

180+
1604
140+
1204

—=—SBS

%5

Z 1004
80-
60
40
204
04

Ein=Gin

0 2 4 6 8 10 12 14 16 18 20
RO
B8 ANE SRRSO R o i B (REALAS 00
WO HTE SO 3 256, RO R 1~17,

KRB E R EENL A, A R R S E fr
P R PATIE] (ms), 4kl 9 P, 2k
THFERE WSS MBS BN 8] KT AN [F) 22
BFS 5%, K2Ry MBS JAaUH AR, /52T
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A “477 “H” tirfit s it G e, £0=
SRR, T REFRIATT % ET-BFS Al H-BFS
AR FEH, O —AN SO, ET-BFS
AR 29 MBS il SBS k2. XA N,
ET-BFS 1 H-BFS &4/ A i) it A2 48 H 1 %45 Il
W, SR 1A KRB i —
DT BRI AT R B AR, T 2 v B ) R b
THRBER R R, (8 /DR KRR, ET-BFS
e itb, R, JFH, BERICUE
%, BFS BVEPATHI /DN, FEHIGKSPLE, (T
SBS M1 MBS J5i%. AL, TERBCTHRA 1S &,
AT EBEANR AR . Fik, MH ET-BFS
FOE MR, e RN “ R RCUF S,

30000 |

25000 4

20000 4

15000

A Ems

10000

5000

AU NN
——
AIITIIII SIS III IV

15 17

= b
w

7 9 11

KR

B9 AR SR RO R AN 1A bedss (ML)

N T MR RSO R RS = N A hvERe, &
BEAFERERH ST 5 NMRBCCHESEH
B, R SCPERE 256, St ASE A AL AR
B, MR ZE R 10. ET-BFS fit& ik
Bz T SBS Jyik, 1 H-BFS ROt & ik b
T ET-BFS 773, FRIKT “RBOCHREL” 1#&
WA BFS BUETERBCUREL, EHHIR R
oo XEFN, FETFRMRMERNREL ET-BFS
EATIEA RRBOE R ERE, TR
REAR B RIFRER, DRe M RETY
A 777 H-BFS ¥14a R Befii H ET-BFS Sk HE& 2k
ROCHE, RBCEHERIEAE “ RO REM
G S b ET-BFS 7792, 1R FH i F 4 5 s )
AT BFS, 153 [ RRCERIFHEE K. R

1 3 5

RO IREEAL, BFS HA R AW A A A
W, AR R

SBS

MBS
FS

A I I T T T Ty

AN

S22

[e2]
B
[
N
(e}
(&)
=

2

=

it
(RRCCIPHR: 5)
B 10 SRMOCTHE R AR o R A

N T BAEANF JTEARPT “ RBOA” B RE
15 MR T AN F R RO (RT3
N1, 3, 5, 7), HEEHTHREE SO R
Ak, BB RSO E ABENL A, TR ES
wmE 11 fos. fESESCIHRIRRS, AT T
U BART SBS Al MBS 712 . AH#: T BFS J7¥2:,
ET-BFS #l H-BFS J7iZift— 258/ 1 R mid FE it
= THRE FEN D, SR 1 AMRACCE, ET-BFS
A1 H-BFS X 75 — k& B ] 58 Bk RO E A, X
PRl S A SO R B R m . FEE RSO
HINZ, MtEHIHREEES S, H2 ET-BFS &
EK D . XN, RACCHEE /N H CLBE
WL AR 7 UBE T 5 2 iR, ET-BFS B4
GIERUC)Z IR _ESEHT 58 AR RO € AL, T SBS.
BFS & 77 15 TR AR B — 0 B B it A
RESE AR RO e Ar, PR 3G I T k2 /IR B
TERFCEI 2 )5, IR A AR 771 H-BFS i
&1 ET-BFS. X2FA, fEMKZERIGIEE SR
ROCHERY, H-BFS #32 Jyk [ BFS 5k, KHibthss
BB = EERME A, SEERAN Y
Ko I LA EAH R, AXHREH TR
RBOHERE, W RO Bt IR~ >
HRFCCHIR 2 SOt R i Th . Rk, SR A
TR AT > B vE R AT A AR« R AT
7 Wi, ATARIE 1 SbE o oh 0 w] PR R
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damage data can weakens the data recovery ability which
affects data storage security. It requires an independent auditing
service to check the data integrity in the cloud, which can
eliminate the user concerns and enhance the cloud storage
security. Recently, several data auditing protocols have been
proposed, which focus on dynamic data auditing,
privacy-preserving auditing, batch auditing and robust auditing.

In particular, batch auditing is the key technology to
efficiently verify data integrity in the cloud storage service.
However, the batch audit schemes are vulnerable to “invalid

files” attacks. Searching invalid files brings heavy cost and the
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search speed is slow, which seriously affect the availability and
efficiency of batch audit. To solve this problem, we propose a
batch audit scheme with fast searching invalid files (FSBA) in
cloud storage service. Through establishing the relationship of
batch audit process , it can effectively reduce the number of
batch verification in the whole search process when batch
auditing fails. It also designs two other methods to improve the
search performance of specific application scenarios, which has
small little invalid files in a batch auditing.

Our team has been working on the research of data
integrity checking and has achieved certain results, such as the
delayed update method for improving the update efficiency; the
self-adaptive audit method to enhance the flexibility of auditing

process; the multi-proxies method to improve the availability
and relieve the performance bottleneck. This paper is based on
previous works, which designs a batch auditing system
supporting fast searching invalid files to enhance the
availability.
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