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Abstract In recent years, we witness a drastic increase of ransomware, especially on the popular platforms such
as Android. Generally, ransomware limits legitimate users from accessing their own mobile devices by locking
the screen or encrypting the storage data. Then, it blackmails victims for a sum of money in return for their
devices or files. Different from other type of malware, by removing which the damage can be controlled, deleting
ransomware from the infected devices cannot help victims get their files back. In light of ransomware’s rapid
growth, it is imperative to develop effective solutions in real-time mode that can detect and stop the malicious
behaviors of ransomware in early time. However, the research community is still constrained by the lack of a
comprehensive dataset, and there exists no insightful understanding of mobile ransomware in the wild, which
makes researchers to develop an effective mitigation solution very hard. Although several standalone systems
have been designed to detect PC ransomware, the detection approach running on mobile devices should be
lightweight to provide good experience to users, which makes directly applying the existing PC solutions to
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mobile devices infeasible. Moreover, none of these detection systems can help users understand how, where,
when, and why a threat operates. In this paper, we propose a novel light-weight ransomware detection scheme,
called RansomGuard, which decompiles an APK file to extract sensitive features and utilizes machine learning
method to detect ransomware-like app before the user installs it on the device. Specifically, we have managed to
collect 2721 ransomware samples from 15 different families, which seems to be the first large collection of
Android ransomware and cover the majority of existing families. Also, we divide the collected samples into three
classes, i.e., controlling devices, kidnapping data, and intimidating users. Considering the real-time requirements,
we focus on malicious features that can be statically extracted from an APK file without resorting to heavy and
time-consuming program analysis. Through analyzing the features of the collected samples, such as lock screen,
encrypt file, permission, threaten text, payment and network communication, RansomGuard utilizes inductive
learning with modular classification rules to identify ransomware sample. Based on a large number of
ransomware samples, RansomGuard can provide specific classification rules for three ransomware classes. The
proposed method has an advantage that it is succinct and suitable for the environment of mobile devices.
Moreover, to help general users understand the detection result, this paper designs an evidence chain generation
method by utilizing the Nature Language Generation (NLG) technique. When RansomGuard detects a high risk
application, it will trigger an alarm and generate human readable descriptions to help users make informed
decision. The generated evidence can describe all the security related information we have collected, and give the
reason why RansomGuard alerts it as a ransomware-like app. The experimental results show that RansomGuard
can effectively detect Android ransomware with high accuracy (98%), and most users (90%) can understand the
description of evidence chain. In addition, RansomGuard also shows high performance of time and memory,
which is suitable for the environment of mobile devices.

Key words  Android; Ransomware; Inductive Learning with Modular Classification Rules; Nature Language
Generation; Evidence Chain; Static Analysis
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ZIE NI o B 245 B 143 2R 7 =X 1
3 FRe

IF
THEN Ransomware = true

IF Locking = true \\>
THEN Lock_Ransomware =

IF Encryption = false
IF Locking = false THEN Ransomware = false

THEN Ransomware = false

IF Encryption = true
THEN Enc_Ransomware = true

//////l\ii:j\ﬂm

IF Encryption = true
Threatening = true IF Encryption = true

THEN Ransomware = true

IF Encryption = true
Threatening = false
THEN Ransomware = true

B3 2 K51

4.4 EREFEER

FAT, RE 7 % S A Aar 7 REAFAE—
TRK A, BRTGHE M P el 5 58, AT S8
U3 P DL g A 75 N AZAE B 2 AR R BRAT
ASCHIH B ARE T AR AR MR JOX AN R R, feig
R4 KA 21 (1) 40 15 J2 R0 23 A 21 1 4 35845 B E 3l
A2 R E P AT R AT O R, AT B
i s . AR UE, AT7 % EESRAL LN TAMIE
#%: Who. When. Why. How A What, f&i#k 4W1H.
AWIH [ EARE N3k 2 fros:

2 IEEHEA R AWIH BIE X

Lockinging = false
THEN Ransomware = true

K GRS
Who A9 I B 44
When Tl 223 . AHTATR 2

Why N LG R A ?

How VRIS B LA R A7 L 2
What VR ] T 5 SO SR 2
ASCHR P EARER S, 1A B B e 0 4ant 1

B ARG NIRRT, 2R BLR AT I g

i e VB . RN T, AR R R AT

No IR SR IR BN AL RS, 75 2252

B BAERE, W T, Blede, 2

AT A m A ERER A

Ja, BRI E e T e B R

AT o RHABI RANEE B R TR, R

A A BT, AT DA T S A 5

b, AR ES I P BEEENEE B R, W

REAEAE RIS, FTBL R geit— D4 AR P i)

WRAENSH . Hlhn: 80%I1 Pk IXFF,

JREDA: W/ 2 th: bl I it E T P s e P KPR i A0

HRAFEIR . 27, A SCK S 1R A Oy BE

EEEAiNaanii NP

5 ETHMNESERANERERS

KA H—FE 2T AR 5 A RER
WEREE R R TV 2T o R RN, B
UE AL B R RS B 2R E & A) FRERE N,
ART ARG 22 R T 50085 H P g .

5.1 BRAESE MR

H 4R 1E = 4 B (Natural Language Generation,
NLG) ) H g i —LepLas “ nlise” i Rsfs 2.,
g — RS, BB A CaTE 1
HARTE S A) T NLG HR LM b lizh, AL
R ERIE S AR 2 I EER P, adE =i
gy: WARLRLS A)FRRIANR 2508, i 4 Fis.

P 2SR 3 T 0 SORY 25 BT AR 1A
M5B, WM REM N e . Bl n%
RO BIRTHE JEARIUEE, AR ZE A F TE S
PR, AR R IR AR . )RR AR
WA AEERIA RS, DLERIUA) TR R
AN P ENREE S A RN, A s RR ) B SR
FHF . REZLIFEH TRAF MR RN
I8 FH P e A% BRI LR SCAS, LG A AR SN
SERISI . ARSCR L TR AR IR 2 523, DA
RGBT ffRe . 2 IR TRERE N, AR
U 2808 5 R o
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Bl 4 BRIES ARG A EHESR

5.2 SFAMNRREE

ME 4 R CUE H, BUSENR R HARE S A
BTV B R 5, AR SR B ARE T R
TN RE AR SRR o AU R 2E 32 B bl =40
FIR, EFEMRAR . A IR AR ASAR .
5.2.1 ki

EREF AT, REHATFHZHE
W IEIEMEE =M, Bk, AR SCRATE W
PR IR HESE  (Resource Description Framework,
RDF) i X 3% % = jt4<subject, predicate, object>f{]
R, Bt 138 B2 R R AR

EX 1 R pattern(s,. H, s &

AR RN TR, p RN AR, o &
AN RN 5215 o

DA ) B A SR B R AR A SR 22 3] B[
IR “IF RRERE THEN BUE#R” b,

fERRIRCN  pattern(s,, sy “PhIH Pk

PR, p o “BE7, o NER “FrEE .
B BRNARN S LR A S, 753 .10 5
SRE T R TIRRE bl P & R M R
FRELH B RHE
522 &I

TR RN EEA R &0 —ANRE, I,
T PRUEAE R A) 5 E AR, 75 % e AT TE
A o BT 2R PR DU I ] B8 A7 TR IR R 4R

B ARSCE T =R A IR
FW 1 iR iE ANE, I MRS M
ERE=S SIS

pattern(s,,p,0) + pattern(s,,p,o0)
= pattern(s, 5,.p.0)

flhn: A AR 7 550 pattern( ]
B, B, FREETRE)F pattern(4E BdlE, S,
FREEHE), BN 1 EIEE, R ARIES
BTN P NG E BRI B R A RS A
FRESA BT RFAL

FIN 2 ke CiETE A, E1E MEE A
[, & R A

pattern(s.p,.0) + pattern(s.p,.0)
= pattern(s.p, p,.0)

filtn: FAS > FNARRE 5 3y pattern(9B 4L
Bedle, MR, ST pattern(4BE¥E, EE,
1F), N 2 ARG, RonMBERIES TN
“ Y T8 B IS I R A IR RN S SO

BN 3 MR IS R, 95 FUEE A
[, A IR

pattern(s.p.o, ) + pattern(s.p. 0;)
= pattern{s.p.o, o)

Biltn: FAS > HN R RE 53 3 pattern(F2 il
W, A7, FREEBE)M pattern(BF#IR, &1,
B4 PIN 13), il 3 W& ItE, RamER
BTN R & M B R R & Rk
PR AE L PIN FB4FAE .

5.2.3 fRBEAEIR

N T ARIEXT 4.3 2% 243 B 4 S g e

SERME, HEHIALRFEMEEERANEESHR A

SRIE SR TRERE, i A SRR, X T 2
W IFf,0fy0-nf, THEN Class , B & #e
TonFnl BE T —AMHER A, B

BEE Rk FANeEsE  finfn Ak
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LRI 2> L. SCRFBEAVES BEZ B ARIE S R A
AR AR AR 73, BEs DIMEAR AT 2o R A7 AL 30
FA BRI KU = I A SCBETE 1 PR IE F AR AR A
W

TEAR 1 templatel(patterns,

NI A B S REE o
Bt fE/ERN pattern( il &, &F, #F

SR AR =609 , FoR M0 RIB E A TR
“ GOV 45 S W A FF 80 B
R

VESCREAR,

TEAR 2 template2(patternl, pattern2,

FERIR, NI EAE

B AFAEREAS N pattern1(F5 #1154, &4,
R e pattern2(IE #1145, A, B2 PIN i3)

B =40%, AR 2 J5 &R B RS A

T8 USRI BRI R A S AR B Ry
fiE, M2 5 BB PIN RFE, FLrTRETE Y 40% 7.
FL b, s Ok, R AR A
SRR . DRIk, ASGHEE i B BMEIC SR A E
{5 BEATDNT BRI R e el 1 EORIE SRV, FL Ak
BE AR 3 fs:
3 MR
SHFIE. BAEIEMEA

AL S B

. <20% TRNER 53

20%< . <50% HiE—4

50%< . <80% g
80% < . 100% PN
5.3 MEHESELE K
5.3.1 %k
UE B 2B BB v 1) 2 A SE AR K 2 SR ) A

IR ML 50 NI R 1k Bk ARt
ATUCHS, ARHE AR REASTRRORN 2 SR, T T G 2R Bt
5 B AR R AR B 2R R ARE R TR, A
D BRUNERE 2 R .

T2 2. EEREAE TR

Stepl & BRI pattern(s., JFH

E MR ASARCRT LA PR 4 I I 5

Step2 A Stepl HHIERBARIR

pattern(z. 45 5 N

R — AN REAE SRS L (1 3 2R SR AR AR N pattern
IR i A BT A) TR FE pattern_is

Step3 #— B A Stepl H5E LA FHN, ST Step2 ¥
HI A I A TR pattern_i HEAT A IF, HRIZIA) T
fift B% pattern;

Stepd )Rl STIFE (EBEE A Step3 A AL AT

fi R pattern £X\ Stepl H i 2 AR templatel Al template2
o, AR RGIEE R B ME S KR
5.3.2 HiEHYI

N T BRI e R 5, ARG I
FEVUR MR ML, . HRRR G BEGRSEAN L
f B E Y, il 5 Fros.

(1) 2%, N R k@A A 22 2 07 50,
A HB Sy E 0% Who. When #1 How f [ 85, A4
LTI 22 e 2 AR EL N 802 R 2N H 3%
BT AN FE BRI R A . 1245 = m] L
RGN AT AT I IE5 5.

(2) P, BN HT R EEA Hr Msh s s
ARy FE A2 Why. How. When 1 What ][]
A, AFERN RS sl R RS, DA
W N FH AR IR L AR A S B B 1 7 A . AR
AT A 7 i 193

(3) HEkrGHGEEE, BN HBZhHL M. &
BB F % Who F1 Why 1188, L35 H 4 5/
BARMAEY . HPgRat 5. i
RGN L 2 i e 55 A AR A

(4) HAmEIIET, RIS HBRBSMEE. A
Ay EEEIZF Who [, ALHE R #iE
MPTER. TFREEES, Ret AT S iz s H
IR . AR GBI 7 N T AEHEE T
J T 32 R OGR4 o
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TR

|

|

|

HERI |
AL

|

A

/4 !
el & AT P i ! @
i
[}
P !
SefEE | PRERE |

B 5 AR TR A R
N LA SN “IF 305 Aaloei] Bk

BE THEN #2H1%4%, [ = 80%, = 90%]” M, iz
Bl i B HARE S . 2 LRI

AN pattern(s,, s I B A SR B R K
", p B E, o N EE,

o E{a, = CHE , tz =B, g =
FkniniE)

o FRAEGFERN, pattern( il FH P B &R BB R K
’]'L'F, @Jé\’ 1SRN ﬂ-z)m E?ﬁﬁ%%@%ﬁg%%y‘j“ 80%

Bz P B R R AL B s . AN AT oG
BB WAL B = ANMRHIEZ — s WER— AN A
P ATF G BE R = AMRHE, A BN
A& R R AT IRE D 90% 7.

g G FIRDY MR, A I B
M e R HAME SRR B NAEE T A T
R, T 2017 4£ 4 A 10 H L4 A3 5 FHl
b i@ AndroidManifest.xml SCAFF 0 HT, 128N
2236 3L HE T 14 ARRR, Hod 2 MR AES
BUEb R, 3 AMBURAEW NS H 2 S0, @it wpas
RAG M R, ZMNAHILHA T 13 4> XS AP,
Hrf 1SR ERE IS 3R AN P DG X ERE, 1 AN eR
BReE I = P S0, 2 AN eRERee R AES s
B, ILXT Assets. Resource &5 %t YE A 40T,
TN AR “ElE 7. “FBL” A “IE4” 5B
Ko Hhh, ENHZEAEH Tor MZSHTIEG. @
I B o, 2 A AR R AR R A
1% FH AR 4z N 22, BT 2 1k 223
FEMIBRIESCAF o R AkEL?

AR, AN A5 R B TR R, R
RVt oy ) . R X T A A 22 5R I

FIEA T, R BIAAT] 1 AR 2k B v X
BERFAE, it — 2D RSB 1 e 5l .

6 SEIGZER

AT AT IR 2 . IEYEBE A R ] AT M ALZ AT
PERE AN RGUEAT VY . Horb, Rl 2
FF56E RansomGuard R85 1E i & B0 8 2 a4
R 3R 2B Bl T 471 56 E 3 T B AR E 5 AR
TR & 5 R e i P R, ST HRRR A TR
ilE RansomGuard FIRCEFITF4Y .
6.1 SchfEE

6.1.1 HRLSLI

A SCAE Androguard (iRl -, £54 Java i H
A Python BIABIHIFSLHL TR BRI E R4t
RansomGuard, & 6 Fix. JER RS AIEHS T
Mrisiie, Vg% IR . IEPREEA: AR H AR . Ho
VAZN 2 SRR IR 55 28 I AT I, IRSS AR &
Inter(R) Xeon(R) E5-2650 CPU £l 128GB P17, il
GR1F 23 RN 2 J5 B F R s s bk eT
i, ERE RS /K Bs, 1247 Android6.0 %
%, CPU1.5GHZ, 2GB RAM #i1 16GB ROM.

-
) RansomGuard

RMERMERNE

EETHHEM test apk VK

0 BRSEDH N
RBE. HRNE, AW, &
O MBS AES HT N
XA
@ ARPR 5347 >
AndroidManifest 3§
A " | mmanwaae
8. &M, FBI
@ mamnE 5 o P
TorE &ilif§. DGA R PRUE (3E%%)
(a) F&IH A (b) L4 R T

K6 RG]
FEUEPEBE 2R AR, R AL A (A A A o B L
B E A A ) HARE A TR . Ik, A
SR ] P9 AR B3 K ) Protégé™ T HLE AT RFAE
AURRRE, B RERIEE T BRFIE X SR
P, IFT57 5 P AR AR 2 E

1 Androguard. https://code.google.com/p/androguard/.



https://code.google.com/p/androguard/

12 it BNl R

2017 4

6.12 KR

N7 PSR ARERE, IR Ze]
LA AT O BIREA, Xk FEW 7T A e
SRAFIIMAAFEARIE T AR . Ak, A2 RSLL
W, ARG MRS RERER T 2435
A~ Android SR HATREAS, FEMIHIEEAE FE Heldroi
dPlhiE— 2315 T 675 MR . @it i MD
548, ASUMER 7 EEREA, H&AIRT 2721 4 An
droid BmE M. FEARSEREE AN 2013 5] 2016
A SRR AR, & H RN R AeS
RS R R4 . B4k, AR PlayDrone”!
T.H M\ Google B 75 M H il CEL 2] 5396 A,
VER I AT HE 4

A AR B B R AR R SR AL R
VirusTotal AT, FF4eit T 10 AN EEHHE TR
FIREISE 3R, 5. AntiVir. AVG. BitDefender.
ClamAV. ESET. F-Secure. Kaspersky. McAfee.
Panda 1 Sophos. HR#EIREISEHR, ASCKFTAREA
R R EARR K, AR R T 15 MAFZKE,
%1 Koler. Simplocker F1 ScarePackage %% .
6.2 WMEMRFE

R T BRI R A AERR AR, AR5
I FH ke SRS B I ABE B A KD 51 4 2 2T B9 0] A6
AT IIZR, 3% C4.5. Prism. RIPPER £l FOIL.
XPRF—ANEE, ARSLE R 458 sHiE - (10-fold
cross-validation) 77 ¥ SRMRRSVEME RS, GFEHER R
(Accuracy). F+E % (False Positives) FIZH{E %R
(False Negatives) —/Mahr. IBEILAGEIRE TS N
10 1, MKUERE O IENIIRREAR, TR LI ER
MAAFEAR . XK, BIRINGHMSBRPEER, &
SEIAT 2 IR Ja SRS N e & R R PEA

7451 T YA ) ROC(Receiver Operating
Characteristic) Hi%k. ROC HiZkZRHE— RVIA A
4320750, DLEFHMEZR (True Positive Rate,
TPRO N ALHR, i BH %2 (False Positive Rate, FPR)
ONREARFRZ I £k . TPR s, FPR R, &
A RERRGT . b, tnriE i TR SN LR ROC
M4 T (Area Under the ROC curve, AUC)
BEATECEL, AUCBROR, TR I Rk . I
AT LA, T BT A 1905 ) 5925, RansomGuard
HAEF B e R (AUC H¥E T 85%). H

1 EETRIE R SR RGBS E KA, b oA 5 AT 35 0
http://csp.whu.edu.cn/RansomGuard/download.html FKHUFEASE .

H, Prism BiERIVERE S I (AUC=95.3%), 1fifH =
Tl RS B4k 0 00) VA ) 2 =) Bk ) P T 2 A SR A T
PRFERIRIE o 3K A2 PR A TR SRR S5V S8 1 45 1) R
TR SIE REH EITIA, G “EE T
A7, T L, AR R G0 F A R 3 442 )
SRR I R A A R A 2

)
"'. e -
~
=4
=
=
=
=
E Prism
f ™ RIPPER
02 - — —FOIL
0.1 — 45
0

fRBATER (FPR)
B 7 DAL ROC i ZexT bl

A R GiRIES (False Positive, FP)  FlE 1
7% (False Negative, FN) & LT IEAG . FP RIR
IEH AR RR AR A, PN SRR R
A IR R TR A T A R I, FP IR SR
R 25 RS — & 1B B O A S5 18
setCancelable(false) 7772 Bfilic 1 o< PI4%4H, (HI27ESt
T B3R 7 OGP ThAE, AT R il J e i 1R
oA R E AR NN T B e WA T T RE
{HRAESEPRISATIRA E R X e T Re Bz, BT
Gy BT B JRIBR A 3 2R T A 380 RT e Rl B
R PN IR B 32 20 i 2 ol s A
o R A ACHD IR I 52 0977 ARG AR 77 i g
Ao, SECHUERPA R CE EERI. &
LI RM, AR GRS I B R A A B
FP Al FN (FP=0.6%f1 FN=0.1%), H.A %= L
P

R TP pT R AN U7 R S IA TR X
5ill, ASCHIF VirusTotal 2L 56 /N4 T2 0] )
RHREAREIATIN, 580K 8 Frin. MEH
ALLEH, R 30%HIFEARREY 36 M3 TH
e, RER DA B T BN B R A AR
HRH g . BRI B R B AR,
NOD32 (95%). Avast (95%) Al Symantec (81%),
il 25 R A AR TT R S 7ok,
B a4 T AT BA X 56 B &R A A AR,
AT RS DR X LA R R A o 1K
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KI 0-day % = A% I BE
3000
i 2500
#2000
E{ﬁ 1500
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T H

K 8 VirusTotal %4

6.3 IEEEEERLAITIE

AT BAIE B AAE A G E BE () mT et ARsE
AR EH A HE5E T 50 28 EE AT, XL
SREFOFEFE. 2N, Wl AgEE TENR, F
W B AT AE 20-50 & 2 (8. T H., ARk TER
GARMRTA NG, LIS A Bl Son 538 FH P 1)
AT W) B A 32 R B iR A B A IR BE 15
I P R A, RORS IS S Re S B P i 1
TR .

T REEMATJEA R FE RS, A BEbLL %
7 50 ANRIHBEATIN, b 40 MR EIRKAE, 5
M ER R PTAE R HA R SR, FR 5 ANAIEE
Bt E, ARCNTLOMT 7RI I %
H AT NRHE. SRJ5, R HIEE XX LR
BT 2%, IR RS E ST, SRS
R URGPITL G, TEEFREES —miHE
B, HAHURATBE I ASAT TR . A4, EE
L T E PRI FE R R A AT VR4 (16D, 1
FoRFTEEATE, 5 RoRNIEHE RSB,
5
4

3

MY

2

1

1 6 11 16 21 26 31 36 41 46

RBHIID
B9 AT
&, AR 2115 SR E 1R .
MR — TR E 2 J5, R4 1913 iR B9
T 50 NS R . AR LLE
W, AT 155N 3.867, 1M HLEIE 90%0)
PR 3 4, BB HARE S AR YE

HERRE A R o P B R . Ak, ERTIN
PR 30 HIEHRBESE 2 Ja , KB A P Refis7E 30
Bz W Y . T T#IR AN, A P #S
W TR A . X TR RS R, A 85%I1 H
PR L% . X R ARG RIS F A 3 B A
P IER I PR .
6.4 BITIE8E

Xof TSR RGN R GEok A, R ) A A P A7 T R
SRR E B IE AR . ASIGHIH B i b A R
BRI 5 N REF ML AT I, ALF5 Galaxy S7
(S7). /MK 5 (M5), HTC One M8 (M8). #Jy
Mate9 (M9) #1 Nexus 4 (N4), %4k, N T HE R
FASCAE R AN S AT I IRT (R s, AR SCREMLIE R T JL
HANE APK KN R F (<5M. 5M-10M. 10M-15M
1 15M-20M)  BEAT ARG

R 4 B TR ARG S MRS T R G E
Aoy . Hp, WERR ST I,
T ZE RSB AT B R P m 22 . 7EFS
BOHTEEL, RGPS 5 B8 B FH 5
et o AEXTEEAN N FH () HORN 22 2% B R, )[R
FEEY A& T AR F P 252 1. A Ah, SsErb ke T A
DREBINMUH L, A4S0 77 24T ok B0, 4G Il
FEHE R (DREBIN Z/0FEE 10 #h4P A4 58 R IR
WD o I B ARRL R () SEI0 R I, AR R o
i 1) T84 dexdump L B HRAT o % 1B 75 B 8
AR dex SCHFEAT R Gmi, SRR smail
HE AR . 1% T H MR R AT — S L
(=

% 4 RGUE(TAHE (R0 #5)

IR REAESRAL ISP TIE B A Bk Gt
¥ 3.19 0.58 1.25 5.02
% 1.02 0.27 0.32 1.61

N7Vl RGTEA FIPERE B A b I R TS
ARSI — P E ER A RETFHL L BT Ran
somGuard KAl 50 MR RAFFEA . SLigh R
Bl 10 s, AEFRTCUE H, BIEE M RE 2 1)
W& b (B Nexus 4), RARGAIIRGEELE 8 Fhih 2
W R B R 4R, FeRlh, Galaxy S7 K
4 /b, BARARIETE 3.4 FP 2 oMMl 2 e
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TG Z A, 3X 2 AR R I — AN Sk 77 [

N T IRANERS T OTIEA R, fEEdid g S
S IR EEEOR, XA HT I R AR UL SR
S IEERAERNZER, G REAH P R H
Mo Bilhn, B ME R AL BRI
o PIRSUAR DL R S, T IR 2
AN TN, AR E RN 2 At
XFE, Yl EARsad P 2 B i, DARTRE
R THAHOC T, ATTAR K2 i Bty A PRI
DAV

7 ZERIE

ASCHEH T — Mo A Android )2 BLE A
J7%, FRN RansomGuard. JEit Xt 2721 4~ Android
PR AR AR PR TR, 50 TR 2
FHESRITT i, IFEE T AL R YA 94 27 5] B s
LS B R A R G R, A T A 5
RAes et P B, Aou PR HET AR
S AR R R IT I, W M By =
B 43 FEHN A A AL U B2 B AR IS S AT Al
SERW, A RGRE U R R R R
A, IR RN 45 AR BRI Ml P s IR R B
Ho Ak, PERE TS RABIUE B RansomGuard RE%
FEAR RAEVERERIATIR T, B4 E1E Android
V& BT SEIAS I

2 F M

[1] McAfee Labs. McAfee labs threats report: June 2017. McAfee. Sa



FRHE S5 SRR R Android B BRI T VA 15

nta Clara,USA, 2017

[2] Kharraz A, Arshad S, Mulliner C, et al. Unveil: A large-scale, automated
approach to detecting ransomware// Proceedings of the 25st USENIX
conference on Security symposium. Austin, USA, 2016:757-772

[3] Continella A, Guagnelli A, Zingaro G, et al. ShieldFS: A self-healing,
ransomware-aware filesystem// Proceedings of the 32nd Annual Conference
on Computer Security Applications (ACSAC). Los Angeles,USA ,
2016:336-347

[4] Nolen S, Henry C, Patrick T, et al. Cryptolock (and drop it): Stopping
ransomware attacks on users data// Proceedings of the 36th International
Conference on Distributed Computing Systems (ICDCS). Nara, Japan,
2016:303-312

[5] Nicolo A, Stefano Z, and Federico M. Heldroid: Dissecting and detecting
mobile ransom// Proceedings of the International Symposium on Research
in Attacks, Intrusion and Detection (RAID). Kyoto, Japan, 2015:382-404

[6] Lu Long, Li Zhi-Chun, Wu Zheng-Yu, et al. CHEX: Statically vet
ting Android apps for component hijacking vulnerabilities//Proceedings
of the 19th ACM Conference on Computer and Communications Sec
urity (CCS). Raleigh,USA, 2012:229-240

[7] Aafer Y, Du Wen-Liang, Yin Heng. DroidAPIMiner: Mining API-
Level Features for Robust Malware Detection in Android//Proceedings
of the Security and Privacy in Communication Network. Sydney,
Australia, 2013:86-103

[8] Chen Kai, Wang Peng, Lee Yeonjoon, Wang Xiao-Feng, et al. Finding
unknown malice in 10 seconds: Mass vetting for new threats at the
Google-McPlay scale// Proceedings of the 24st USENIX conference on
Security symposium. Washington, USA, 2015:659-674

[9] Yan L K, Yin Heng. DroidScope: Seamlessly Reconstructing the O
S and Dalvik Semantic Views for Dynamic Android Malware Analysis
/I Proceedings of the 21st USENIX conference on Security symposiu
m. Bellevue,USA, 2012:569-584

[10] Xia Ming-Yuan, Lu Gong, Lyu Yuan-Hao, et al. Effective real-time
Android application auditing// Proceedings of the 36rd IEEE Symposium on
Security and Privacy (S&P). San Jose, USA, 2015:899-914

[11] Daniel A, Michael S, Malte H, et al. Drebin: Efficient and explainable
detection of Android malware in your pocket// Proceedings of the 21th
Network and Distributed System Security Symposium (NDSS). San Diego,
USA, 2014:1-15

[12] Sufatrio, Chua Tong-Wei, Tan Darell J.J., and Thing Vrizlynn L.L.
Accurate specification for robust detection of malicious behavior in mobile
environments// Proceedings of the 20st European Symposium on Research
in Computer Security (ESORICS). Vienna, Austria, 2015:355-375

-

Wang Chi-Heng, born in 1990, ph. D.
candidate. His research interests focus

on Mobile Security.

[13] Kong De-Guang, Cen Lei, and Jin Hong-Xia. AUTOREB:
Automatically understanding the review-to-behavior fidelity in Android
applications// Proceedings of the 22th ACM Conference on Computer and
Communications Security (CCS). Denver,USA, 2015:530-541
[14] Huang Jian-Jun, Li Zhi-Chun, Xiao Xu-Sheng, et al. SUPOR: Precise
and scalable sensitive user input detection for Android apps// Proceedings of
the 24st USENIX conference on Security symposium. Washington,USA,
2015:977-992
[15] Zhang Mu, Duan Yue, Feng Qian, and Yin Heng. Towards automatic
generation of security-centric descriptions for Android apps// Proceedings of
the 22th ACM conference on Computer and Communications Security
(CCS). Denver,USA, 2015:518-529
[16] Pandita R, Xiao Xu-Sheng, Yang Wei, et al. WHYPER: towards
automating risk assessment of mobile applications// Proceedings of the
22st USENIX conference on Security symposium. Washington, USA,
2013:527-542
[17] Zhao Zhi-Yan, Shi Wen-Chang. Trustworthiness Analysis of Digit
al Evidences Based on Chain of Evidences. Computer Science, 2016,
43(7):131-135 (in Chinese)
(BER, AXE. TR B FUERE S a0, HEAE, 20
16, 43(7):131-135)
[18] Jia Zhi-Cheng, Bai Jian-Jun. Computer forensics and the process
chain of evidence. Automation & Instrumentation, 2014, 8:124-126
(PG, AR, HENBGE LIRS K. AL SR, 20
14, 8:124-126) (in Chinese)
[19] Plohmann D, Yakdan K, Klatt M, et al. A Comprehensive Measu
rement Study of Domain Generating Malware//Proceedings of the 25st
USENIX conference on Security symposium. Austin,USA, 2016:263-2
78
[20] Bramer M. Principles of data mining. 2" ed. Berlin,Germany: Sp
ringer, 2013
[21] Cendrowska J. PRISM: An algorithm for inducing modular rules.
International Journal of Man-Machine Studies, 1987, 27(4):349-370.
[22] Reiter E, Dale R. Building natural language generation systems.
New York, USA: Cambridge University Press, 2000
[23] Noy F, Fergerson N, Musen M A. The knowledge model of protege//
Proceedings of the 12" International Conference on Knowledge Acquisition,
Modeling and Management. Juan-les-Pins, France, 2000:17-32
[24]Viennot N, Garcia E, Nieh J. A measurement study of google play//
Proceedings of the International Conference on Measurement and Modeling

of Computer Systems. Austin,USA, 2014:221-233

Chen Jing, born in 1981, ph. D., professor, Ph. D.

supervisor. His research interests include Cloud

Computing, Cryptography, and Mobile Security.

Chen Xiang-Yun, born in 1992, M.S. His research interests



16 it BNl R

2017 4

focus on Mobile Security.

Du Rui-Ying, born in 1964, ph. D., professor, Ph. D.
Background

In recent years, we witnessed a drastic increase of
ransomware, especially on the popular platforms such as
Android. Generally, ransomware extorts the victims for a sum
of money by taking control of their devices or files. In light of
their rapid growth, there is a pressing need to develop effective
solutions. However, the research community is still constrained
by the lack of a comprehensive dataset, and there exists no
insightful understanding of mobile ransomware in the wild.

Thus, this paper first systematically characterize the
Android ransomware samples from several aspects, including
timeline, classification, and features. Furthermore, it makes
light-weight and real-time detection of ransomware on mobile
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device directly. Besides, to help users understand the detection
result, this paper studies the basic concept of evidence chain
and then introduce the generation method. To the best of our
knowledge, our paper is the first work to focus on 2721
Android ransomware samples and present a systematic study of
their timeline, classification, and features. Furthermore, we take
the first step to detect Android ransomware in real-time mode,
and perform a novel evidence chain generation approach.
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