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Abstract Quantum computing presents an exciting yet formidable challenge to cryptographic security. The
advancement of various quantum computers in their efforts to attack RSA has been notably sluggish. In contrast to
the constraints imposed by key technologies such as error correction codes on universal quantum computers, the
developments of critical theoretical and hardware developments of D-Wave special quantum computers show a
stable growth trajectory. Quantum annealing is the fundamental principle behind D-Wave special quantum
computing. It has a unique quantum tunneling effect that can jump out of the local extremes that traditional
intelligent algorithms are prone to fall into. It can be considered a class of artificial intelligence algorithms with
global optimization-seeking capability. This paper introduces two technical approaches grounded in the quantum
annealing algorithm, using pure quantum algorithm and quantum annealing combined with classical algorithm to
implement RSA public key cryptography attack (factorizing the large integer N=pg). One is to convert the
mathematical method of cryptographic attack into a combinatorial optimization problem or exponential space search
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problem, which is solved by Ising model or QUBO model. We propose a high level optimization model for
multiplication tables and establish a new dimensionality reduction formula from the two aspects of saving qubit
resources and improving the stability of Ising model, and decompose the two million level of integers 2269753
using D-Wave Advantage. Not only does it significantly exceed the experimental indexes of Purdue University.

Lockheed Martin and Fujitsu, but the range of coefficient h of the Ising model is reduced by 84% and the range of
coefficient J is reduced by 80%, which greatly improves the success rate of decomposition. This is a class of attack
algorithms entirely based on D-Wave quantum computers. Secondly, based on quantum annealing algorithm fused
with mathematical methods of cryptographic attacks to optimize the attacks on cryptographic components. The
classical lattice reduction algorithm is synergistically integrated with the Schnorr algorithm. The quantum annealing
algorithm is incorporated, and the Babai algorithm's rounding direction is adjusted leveraging the quantum tunneling
effect for precise vector determination. Leveraging the exponential acceleration capabilities of quantum computing,
we address the challenge by computing two rounded directions for solutions on each bit of an N-dimensional lattice.
This enables the realization of an exponential solution space search, a capability beyond the reach of traditional
computing methods. This approach enhances the search efficiency for close vectors in the CVP (Closest Vector
Problem) by considering both the resource and time costs associated with qubits. And we implement the first 50-bit
integer decomposition on D-Wave Advantage. Randomly selecting RSA integer decompositions within the range of
4-50 bits serves as a demonstration to validate the algorithm's universality and expansibility. The experiments
indicate that, in the context of slow progress in universal quantum computing devices, D-Wave quantum annealing
has shown better realistic attack capabilities. Quantum annealing does not suffer from the critical deficiency of the
NISQ (Noisy Intermediate-Scale Quantum) quantum computing VQA (variational quantum algorithms)—the barren
plateaus problem, which can lead to algorithmic convergence issues, and it cannot be extended to large-scale attacks.
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75377310251=163981>459671
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38 189458359247=378137>501031 8 12
39 398801616181=495527>804803 8 12
40 1074761139337=1028329x%1045153 8 12
41 1184058275783=627017>=1888399 8 12
42 3874666963561=1944457x%1992673 8 12
43 5679969913721=1449379>3918899 8 12
44 12452672374231=3284999>3790769 9 14
45 20126970492877=4101011>4907807 9 14
46 43692318951517=5659651%7719967 9 14
47 87507538852607=5619937>15570911 9 14
48 195920816978287=13631221x1437294 9 14
49 289931961697979=16180159x17918981 10 16
50 845546611823483=40052303><21111061 10 16
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Background

This topic is a study of cryptographic attacks on quantum
computing. Many scholars have studied various aspects of
traditional cryptography and quantum cryptography. There are
also many established research methods. However, quantum
computers are still in their infancy, and many quantum
algorithms still have some problems. This topic aims to find a
robust quantum algorithm. To make some contributions to future
cryptography research.

In this paper, a brief introduction and comparison of various
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security and quantum computing

types of quantum algorithms are made. Two technical routes of
quantum algorithms to attack public key ciphers are proposed,
and the largest scale RSA public key cipher attack by quantum
algorithms has been implemented so far. The idea of this paper
is to optimize the mathematical problems in the design of
cryptographic functions and cryptographic component attacks
by using the quantum tunneling effect of quantum annealing and
to transform such mathematical problems into combinatorial

optimization problems and exponential solution space search
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problems. The idea can be extended to other public key ciphers
and symmetric ciphers.



