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Abstract In the credit reporting industry, the richness and diversity of credit reporting data is extremely
important for the development of credit evaluation. However, credit data owned by credit reporting agencies,
especially small credit reporting agencies, has issues like incomplete content, incomplete types, and insufficient
instance numbers. Therefore, data sharing among credit reporting agencies is very important. In practical
application scenarios, credit data has the characteristics of high value, strong privacy, and easy to be copied
without authorization. These characteristics will cause great security challenges when sharing credit data. To
solve this problem, this paper proposes a SVM training mechanism for secure sharing of credit data. Meanwhile
we design a system prototype based on this mechanism, as shown in Figure 3 in the manuscript. This mechanism
is based on the consortium blockchain and the addition homomorphic encryption scheme Paillier. With the
decentralization of blockchain technology, this mechanism does not need to rely on any trusted third party during
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model training. At the same time, through secure collaborative computing between credit reporting agencies, the
mechanism can meet the credit evaluation needs of the model trainer without revealing data privacy. Firstly, the
shared data is stored on the blockchain and is encrypted to ensure that the data is secure and cannot be tampered.
This process is completed through smart contracts, without the need for a third party as a data sharing platform.
Secondly, based on the addition homomorphic encryption algorithm Paillier, this paper implements various
secure operations in the SVM training process based on the stochastic gradient descent algorithm, and designs a
secure SVM training algorithm according to the training process. The algorithm flow is shown in Algorithm 2.
Based on this algorithm, the credit reporting agencies participating to the calculation can perform operations on
the shared encrypted data, ensuring that the model trainer can train the credit evaluation model without leaking
the original data. During the training process, only the data provider and a model trainer participate in the
calculation. The calculation based on the encrypted data does not require the assistance of a third party, which
avoids the risk of privacy leakage caused by the introduction of a third party. The mechanism proposed in this
paper is verified by security analysis. In the threat model, neither the model parameters of the model trainer nor
the original data of the data provider will have the problem of privacy leakage. At the same time, this paper
verifies the usability and performance of the proposed mechanism through experiments on real-world datasets.
The experimental results show that compared with the model trained on the plaintext data set under normal
conditions, the model trained by the proposed mechanism has no loss of accuracy and the training time is
acceptable. In order to further evaluate the advantages of the scheme in this paper, a comparative experiment
with other similar privacy training schemes is carried out. The experimental results show that the computation
time of this mechanism on the experimental dataset is less than 5% of the comparison mechanism. At the same
time, relying on the characteristics of decentralized training, the scheme in this paper has prospects in practical

application scenarios.
Key words consortium blockchain; credit data; support vector machine; privacy preserving; homomorphic
encryption
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[(m;) " I (modN?). F|FH %A ik A 22 4 didi A
A ULAR AR 345 3 22 4 2 T ik
bm,] = [my]* x [m,]° (modN?)

I Paillier #4322 4 ik | 22 4 JdiE Al 22 4
Z WAL 2R T Paillier FITHEANATIX

\
T

(2) ZEHE

ERATT R 2 R — N E L[] 55
1 pbeEs CR#EmMaxifo,1 — (wex; + b)) . XF
Z 5 IR 2507 CRIEIRS2 L 77 P, S A PR
TER, AT HARAIERMEEER. 3R
AT 224 LU an 5325 1 B

lam, +
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EBMMEDN: In-nl<nolcq,

Ia]
(ary —I—rz)=(r1+r3)<—>(a—1)=r3r;r2. KN a &
1

B, WA (arn +1) > (g +13), FATAT LA 2
(a-1)=1->a=>1, Hlla<1,

ZEMSH: AHIE LS ETFR, FRATIENE
AN PR RE e 22 4 PR 25 A POVRIASS Ak it
MY, R AW TN R 4.
Jeik 2 A A R N 2 A k.

E 22 4 L B TP AR AE B AR 3 7 P AT Y 1|
G C WA, efEkETERE F:
F([alp, 1, PKp,SKy) = (d, (a < 1)) 54k C fEHE
FEIE B AFALPINENESEEa]. BRAH
FHE AR =ANBENLE. T CAEE BIIRAEH,
IR 7 ERfE B 25, AEAREARKE . %k
& PEBIEBEH (ar + 1) (n +13). HEW
NAMFVH . PR EHE AT A O AR T Re
ERMEE . &4, Be%RKIN P SEhrE 4R 115 B
FADL A8 A B BRAR 5 B AE AR B AR IR, RSt
T EANTTIX 53, R 2T TR I Gt 2 At
Ko
B L wattEEk
PHiIN: (SKp,, PKp,)

CHiN: [ale

1 C FENLEREEEEr, nfin, H¥|n-—-nl<n

2 C %2 mREHElar + ] + rslE R
IK4EP,

R IF LA (ary + 1) F(ry + 1)K, B BIEELS

HHMNHE(an +1) > +13), a> 1B Na<1
RETURN(a < 1)%4C

5.3.2 %4t SVM Il 4R35

AT % 4 HFR R AEAT AT DL #8420 fRALE
TR RIS RN IR 2 4. R
n NEGESRATR, M- MERIZDT Co B 2
FEAA A T AT %4 SYM IG5, H
(XYEne, xEne yEncy g phne,

REMIHT: KL IETIEN 2 G L
FESAL I 7 BTt i, P AT 500 2 R A AL (1
FEREIAT . B OB AR 2 AR, R 2 10
A PR RG4S Y,

(J‘I-b;EOO

HE 2 2 5 R SR A HE 2 A BdESR AR A —
MERYN R . B RS AL AR I 2R AT
FHIF SR, DR IR FR0E B — /N 12 3 A
BN i3 18] R A5 A 0 A2 22 4 It SR BT
ZEETT R A F AF(D,,, PK;) = (¢, (W, b)).

AR IRALTT Be e H AR 15 B AL HE W SO 4
a2, BOARH. HTHREE
PENEREALAE B, BRI A AL I 2507 ok d B 5
BSHUE R

RIS T7 RGBS SR 551
THEPEE, 2RSSR, WXURESE, DK
BHRARMTT A . i TR SR AN R Hf 52
BEI7 BIRAEH, DRI JG i A FH o 8 B 2 A1 B A AT
J70 N7 L 25 S DL R A v R TRME
I AR T S CER RS B
Bk 2: 24 SVM IR
FAPHIN: DEnC, ANAPK,

CHith: STHFmENIEEY

1 C WiniEMSHw
2 WHILE RIATlEHE DO

3 FORi =1 TO n DO

4 P %% [D;]4:C

5 C Wit [D; [ BEMLIZ 3 m A X Bk P HEAT S 37

6 FOR j=1TOm DO

7 C illid % 4% HAREI [y, (wx; — b)]

8 C il % 4x b Sk e [y; (wag — b) ]|

R 1R

9 C Jlid 224 2 I ATE EHBEE [Vepq ]

10 C WL BEHLSr, IRl % 4 TR 5T
[Vesr +7]

11 P& fFiREI(V, 41 + T)% C

12 CIRERENEAG RV, . EFEISHw

13 RETURN SZHfH =N SHWE C

6 ST UE R XTEE 3 A

X Hegh ., s 5kl e A 2 i H g A A
78 BRIIE T A5 FHVEY RGER % 4P A Solidity
WMEEREEY, SEITHIE REE. ESEThEE, JF
BE L BAER S SE FISCO BCOS “F& F. f—
ANEASAUAEI AT B — AN R RE T A, 1 A mE a2 il
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AR REE L.

FESEFER 2 b, AR RGBT SRR
TFIE T SE8s, a3 M e 4zi) SVM J5i% (5% 2) 2%
FIAT, NI AERSAL 2 5 B OB 5 VPO &
Lyl FPERITERE - BATEEH Java 735 S8l 17 H M
FIARRRAA GRS ) SVM J7 ik LR SRE 2. B0IE S
= S E R AR R SVM T
EAERINE IR LSR5 FRERL: 28 385,
WgRELnE, BEA RGN ZEZ T
T LN SVM JiEINME IR . Seiti &
TZANTHNEAR, T X LU 23 S8 R 45 2R AT
ML A SVM JiVARITERE . 2R = AR S
ISR b, AP EEEIR AT (e Tt
HZ 5T X RGY REIE R, BT LI KA

N TIEMIASCIR ) 22 4 SVM JHiEAE I 25
I TA] B RO UES, BEE SIS SCER[27] 52 Y 12 17
Gy TRIZS N 1) 224 PEGASOS J7 SRBHAT X HL 4T -
ARSI TT SR 07 REIS ST BRI T SVM T
AT TRARY, Rl tit.

6.1 SCIG R
6.1.1 SEIGIAET

SIS ISIE—& PC Lig{T, fEi% PC LAl
Z 522 IR ENN, SR EdER AT
BRI Z5T7 . PC IIBCE N: 4-core Intel i7 (i7-3770
64bit) processor at 3.40GHz and 8 GB RAM.

6.1.2 JIZtE

S0 AR =SSR U E RS 0 L
PaAE, BT R AL S U R B E L, 0l
Australian Credit Approval 1 German Credit Data,
5 AR T IR 2 Bl A ARG R, AR
WZRIHC AR, BRI 8 T R A HCE O B B 4R
Electrical Grid Stability Simulated Data Data Set
(EGSSD Data Set). — AN ATFFTE UCI HL
A2 BRI G b R—ANEE AEK d LL Ag

6.1.3 INHEKE

VBV R Paillier FHRENL TR, (H
B SEBR ISRt AR P A R R AT s H . R,
T REBEINE SR, ISR, BARE
(1) SIAB @ A% N e A A R R T . AR [ B
FrifE |EEE 754, /5 — > 3k EF S D 7T LLEOR
WD = (=1) XM x 2F (1), s BoRFFShL, M FE
NEBET, EFRontasihi. H—07m, S
S B8 S BT U LR GRE T A R A T R
GUITBASCAE AP, BT DATRATT 75 B I & G (A EH
KEHAT BT, B T . S AT gEf
)45 AT M, AT Paillier (AR N W E N
2048 bits.

6.1.4 4GSR E

WIRAE AL BT S 45 IRk
RIRELN 1500 K, %1% 0.05, BEKEN
0.00001, FFEEIEACH I ZREHE 5 Bk B 451 44
N 15,

6.2 SEISLER D
6.2.1 PF RS

XSG A R, FRoATRs AR TB] R AS . Y
ANFEARST SEI6 25 BT M RE AT IR ]S 1 A
R G5 T IIN A T BT e 9% H A TR] o HERf R R Il
ZiH 4E PR A5 2 78 R 4 B B R 4 S A 45 1
T o5 BT 45 R i He )

6.2.2 B [H] A
< 2 IgRE Stk
WA A4 R SVM LA SVM
Australian Credit Approval ~200 ms ~1,500,000 ms
German Credit Data ~200 ms =2,000,000 ms

AN, IR R, 55—
o AE AR MU Y MR . 3R 1 RUIZRERIN
AL
®1 NGEREKRER
R TR ESIE3 IR
Australian Credit Approval 690 14
German Credit Data 999 24

EGSSD Data Set 10000 14

ZRER )G, SR BEHERFAVRY B SVM U7
WA SVM J7 RPN IINZREE T ISR BY i
FEIF . ZEAERRFARAP I SVM 7735 R, {8 Australia
credit approval Il ZREE1IIZRA Y f s (] 276 200ms
A, 3] German credit data )1 258 1 2 7Y iy it
[MH7E 200ms b FiEsh. 45 RE AR RS 1
SVM J7iEREMSAE T IT [B] NI G B Y . #2241
SVM 773 R, BT ISR AL I 72 i K 210 2 404
CREEHO WIS, M THEBRFA RS SVM J7i:,
TR I 25 B [B) K W 389 . {8 A Awstralia credit
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approval VI ZREEUIZRBLRY (1} (] #4)7E 1,500,000 ms
KA, {8 German credit data Il 285 Il 2R R (1 s
] 7E 2,000,000 ms L FiF50.

M %41 SVM ik k8245575
EHE, N T IIES 507 BRI SRR 1
SO, R 5 AT R SR TE 2 5 0 BeE N
1. 2. 3. 4. 5 B, fEAHEIVIZREE Bl 2B B i
IR RSCAS, it e SR an s 5 Fros . 1R %4 SVM
JET, MEARSE NS T R AH G525
WEME, =577 8E g INA G THREFER R
eI

2500
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THEFERS (s)

K5 Il A Ge it 1
XFFa i) SVM SIS, LA 2R 8]
T ERR TR R AR B, A4
PRSI, W SR ORUEAE T 7y SEAE R R AN 2 B
(RIS, AR IGR AR IEA R EAE /N B R in =i A

A2, A ARERL I ZRIN (B4 A 2 BRI AR 1.

N T IREE SRR 22 42 1K) SVM J7 iR I 25 [A]

HIsZm, B A1 3 R4 EGSSD $kik 1000, 2000,

3000, 4000 £5FEAME F it B L AT 9206 . SEI6

S5 R ANZ% 3 s
*® 3 OEMERGITR
BRI YN ZRIeF i HiTES
1000 619,372 ms 80.1%
2000 573,736 ms 79.5%
3000 603,712 ms 78.8%
4000 622,092ms 78.6%

BEE WSROI I, 72 2000 JGEAHTI
RN, RIS B A A 2 A7 AE OV L 1
Berlo XA TIETRENLHGE T M5 SVM
X R IR A I S i B (L 5

6.2.3 MR

S B A AR TR O A3 B T I RS A,
Tl T /N 43 A A A A P T A 26

NTIFHE AT SVM ikl 2e 41
SVM J5 i1 53 R 22, FE PR B 4R E 40 nlidiAT
T 30 HERE, G ERP A N AL RS
Wi, IR SR PR R e . 52
ARG IR 4 Frow, FET5 A T 2T
SCHARLE R SVM J7i25, M %24 SVM 71511 25
H PPN B Y B AN 2 1 i AE I 2R 0K

4 EMEGIHE

WIZREE A4 R LA SVM SVM
Australia credit approval 80.3% 80.7%
German credit data 75.6% 76.2%

FIFER, BT %R SVM 7kl k3%
NS5 REE, AT RIES S 5 HE R
R sz, BRI TE 2 5 7 A E 7 R 1. 2.
3. 4. 5 ISR ERR %, £ 24 SVM ik
T, MENFABENS ST REHEE BN ETEE
FIF, 2577808 M3 INA 2 25 R R i KR 1
M. SEEGSE R AE 6 s
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6.3 BT AL 4
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IS [] Y IR AER 2 0 H [ SVM LAY, [A]i
RS 5 MEEN IR, TEAEY RN, N7
BB T BAETHERCE ERRES, ATESCHER
[27]7 4 4= 3% T PEGASOS ) SVM J5 % (SPSVM)
HEAT X EG  TEBIANBRAARY 7 J5, SVM YIIZRE ]
FEMFZ AN T EERENS 507 2 128 |5~
Ao PR, S FEI SRR SRR B A A K
Himgiit, v DUNERS 4 B0 EhAS P A 7 A
WERm ] Lt %5 . BRibz oh, MSEBRIIZRid 2
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L OGOV R FRIR AT T SRR S

T, RN R RISEFEN T R ERAE N E
HATSRE . EARIR B I ZAH SYM JT&EH,
SR R AR U E R R BRI RR: 2
Z WA Tk A e AW U7 L. 7E SCHR 27142 1)
SPSVM i, FEITHR A T 2 A A [ & R ER
FIEETHE ., HRMENARE, S58ENLT
UL R et 5. N T ITES TR
Tl 7 V5 P 5 (ORER 4, AT PR 7208 R 21
BRI E BRI — DR, BT BT
oy EIAS I, RS R 8 S BT SRR B
NP SE AR AR, AFE: % (Enc(m))-
fi% (Dec(c))~ ISR ([[rmll= [[m]]"). FZ
i ([[mq + my11= [[mq]1[[m,]]-

giitsi Rk 4 Prox, BT SPSVM J5ikAE—
IR APk — SR8, RIASCH 24 SVM
ARk rh, WE —FIs APk R A
N1 Hrb d REHEEELEE, | 18E SPSVM 1
W st 78 75 T 58 il Ll A P R O o s =
e

< 5 FERTEXtEE

LA SVM SPSVM [27]
[EEAES 2d 3m+14I-7
EESINR 3d 7(m+61)-25
Ik 2 3(m+71-4)
firis d 2(m+71-4)

IR, FE—RIE T AR, AR
224 SVM 77 Z DU Fh L AFE I R 5 DL L
2 5 77 2 18 1 58 Bk Bz /N T SOk [27] )
SPSVM 77 %, 1E SPSVM J5 & IHigfTidtfEr, 171
KRR BSEIEA T HEAE, M0 RSN 7
FICEE B R R Rk, R g7 7 2
PAAF 77 (4 B B e 3k (7] 245 v R () 2 Hoafe i 3 Rl 2
Feik, IS E T IRl R oK S RN B A
BEINZE B OMASHR I TT R, AT & 1) 2
TRy R A 02 7 2 4 % T e vh R 22 4 L
BRI Re s RIS R BT A AR E TR, B
B E A E S R AT, R 7R RN B
o B B R ERFRIRAR . FERHRAE SR D
ARFALIY I SIS TR, P e 23 BT 45 SR e g R WA TR
VIRIT TR RS 7 T, FRAT4E H 77 R B A& R AR
#

ARSCHAT SLIRIRUE TR ZR I BT,
SPRZH R T BN G B2 TR e 2 TP it —

Jr, HTFASCR M AR SVM J5iER N
R A, ERRVFEAZAERE, 1 SPSVM JriE R S
Witz e, T BRI AR R, R ERA 14 R
SCHR[27] R IR, A BETSE T A, ST
LI TR o R v 7 S e
Australian Credit Approval $¥z4E . 1EiEQRER E
N 100 KIIZME R, SPSVM 52 (I R 1] 5 A%
SCHEH R 224 ) SVM IR A) ) He gt ANk 6 BT
TN
= 6 FEETEXHER
24 SVM

SPSVM [27]

45,863ms 1,054,738ms

S AR RN, R AE R R SRR T,
SPSVM 5 iEAE RS (11 20 [) d2 25 1o T IRATTHR He 1)
LA SVM Tk, AT E R SR FE R A 3
SPSVM 772 FEWS ] 5%.

A=, AT BB A SCHE AR
BT SPSVM BE&MH, RIS SPSVM 1t
AR AERS o BT AR BRI B AR R R
KPR BT R T AR A, BATAE ISR
LTI . HA R E T FIFEATUE  Australian
Credit Approval, SEIGFEAHE 53704 10, 20, ...,
90, 100. sLE45RE 7 Fis.
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7 &Eig

DX B 4 AR IR 7 A 5 22 A B L e it T
V2R IER, 222 it ERWIRIEES S
5577 ANt 58 B304 BE AL 1) 2% A R L R 58 s 2 1
TR FET R EORIRARAE, ASChEH T —Hh
TH] [A)AEA5 2508 2 A 3L 2 1) SVM YIZRbLE, i 2 AE
BN 8] R L 0 e e R . RS
FaFAANM BRI RTHE T, T AME IR SR T
s RS AES B AR AL T 2 e M HUE L A
HHE, —ERE LRSI ERRN TS, A
SCRETH RS T B TR 22 U7 E N4 SVM T
%, FEARBINAEE =I5 &N, BRI
A B S AT MRS VPR, R RIEI 2R 72
I EARERA A SR ABUMERL, 24 B AR,
SRR RR S5 AR FE XL 1) 2 A PR AT T A T 55
Mro [FIES XS 2R G0 A ZEAL BE T RN T RE BB 3E AT T VR4
(I3 o F% i R S IOAIE A PR AR AL I 2505 &
T e, DAEGUE R G AT HVERI I BE . SEa gl
RRPE MR BN RIEIE T, 285
WIHATF, RO A2 (e e 2R A 32 B 5. %L
1) ) H A S I AR AE LA B) B 1 2 4 3k 4R
BER ST HMME Ao B . TEARKR TEHR, —77
T, PATHG GRS 77 T IS FLEAS T4 AT
oAk, Ht— 5 BRARAE R I 25 75 (R R) 573 — 5 T
BT RO T N SVM 3 J 21 oA
OBLAS 2 S S0, T R A TR AT ML AR 250 L 2 et
AR FH K
gt R B K E &4 K41 %1 (2018 YFB0803405). H
R B KA 2 4£(61902039, 61872041, 61932016).
b B R4S A4 (4192050) 4= CCF-M5iT B 4 &
AeMMBATER L 20T ), BRita ALK E
FTHENNFHER.
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sharing of credit data has always been a difficult problem.
There is still no ideal data sharing scheme to solve the
problems. Blockchain technology has been used in data sharing
schemes in medical and other industries in recent years. In most
researches, data is stored in encrypted or plaintext on the
blockchain. The result of the data sharing is that the data
requester obtains the original plaintext data, and then the data
requester use the plain data to train a SVM model. Obviously,
such data sharing scheme cannot meet the requirement of
security in the data sharing process in the credit data field as
well.

Many current researches involve privacy protection in the
process of machine learning, and the methods currently used
are mainly around algorithms such as homomorphic encryption
and differential privacy protection. However, on one hand,
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of trusted third parties. Based on the scheme, a secure credit
evaluation model training system for credit investigation
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secure SVM method based on secure multi-party computing
does not need to introduce a third party, and in the collaborative
training process, there is no need for frequent communication
between data providers and data trainers. This paper conducts
experiments on Australian Credit Approval and German Credit
Data respectively. Experiments show that the security and
usability of the mechanism can be guaranteed. In an acceptable
time, the mechanism can train a model whose accuracy can be
the same to the model under unprotected conditions.
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