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Abstract The widespread deployment and application of distributed big data computing environments, such as
batch processing, streaming computing, and machine learning in cloud, have brought great convenience to users
for efficiently processing massive amounts of data, but the accompanying leakage incidents of privacy data have
intensified. How to protect data privacy in such a big data computing environment deployed in cloud has become
a research hotspot. This paper provides a comprehensive overview of the latest research achievements and
progress of big data privacy protection in this field, mainly including domestic and foreign research work in
recent years. Firstly, we introduce the participating roles and application scenarios in the above-mentioned big
data computing environment. Combining the adversary models of different roles, starting from the three links of
data input, computation, and output involved in the distributed computing process, privacy issues are divided
into three categories: privacy leakage of native individual data during the data input stage, private data being
stolen by attacker during the data computation process, and sensitive information being maliciously inferred by
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untrusted data consumers (namely users, using the big data platform in charge of cloud service provider) during
the data output stage. Secondly, we summarize the corresponding five main research directions based on the
possible privacy leakage risks under conditions such as plaintext, ciphertext, or trusted hardware protection,
including privacy protection based on data separation, privacy protection based on data interference, privacy
protection based on secure multi-party computation, privacy protection based on hardware enhancement, and
privacy protection based on access pattern hiding. For each type of privacy protection scheme, privacy
challenges faced, adversary model to resist, privacy issues solved, mainstream privacy-preserving techniques,
and limitations are sorted out and analyzed. Further, the advantages and disadvantages of existing
privacy-preserving techniques are compared in terms of privacy, utility, and performance. Specifically, to protect
individual privacy in the data input stage, it is currently an effective means to adopt techniques such as data
separation, data anonymization, or local differential privacy. Besides, to ensure the confidentiality and privacy of
data involved in the computing process, it is currently the mainstreaming privacy-preserving solution that using
methods based on SMC, hardware enhancement, and access pattern hiding, including main techniques such as
homomorphic encryption, Intel SGX, oblivious RAM (ORAM) and oblivious shuffle. Moreover, it should be
noted that privacy leakage may occur during the data output stage. Attackers can use some background
knowledge to analyze the output of big data computing, obtain sensitive information that can be traced back to a
specific individual, and then steal the privacy of the original input data. In order to resist such attackers, it is
effective to adopt data anonymization and differential privacy techniques. Finally, the future research trends of
privacy protection in big data computing environment are prospected at the end of this paper.

Key words big data privacy protection; data separation; data interference; secure multi-party computation;
hardware enhancement; access pattern hiding
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f b SE Ry e BRAE R, " RES SEILS AT A M
B, HIRRTHERAAR, ArtEHTREARN
KREAEAFAEF . Bk, ARRITIRT ER AT
e HodE T R A S R A & 5 %

x5 ETREZHUHEBNSIARARIFIIELR

e RN T AR b A B | B35 | Buba R |2 AR08 (NS s
GMS B YI AL B A AR T AR W] WERA | PiJiI%Tr | B FE |O(CHsm+)| O (nst)
HT IR B Fairplay®® SINERMEIRE, Wb BEEERIRE | AT Mg EEHFE | O(mlogm) | O(mlog?m)
TRLZITIE fasterSMCL® IEAT A B 53 B P VRV A ik A 0 3R PHAT I ] W | FWSEET | O(mlogm) | O(mlog?m)
sMcQL?” AH TR B0 L) R4 NI £ T T HESIIRL | Pid | RISEE | O(logm) | O(mlogm)
N Conclavel™™ % T Spark Fil Sharemind SMC HE%2 AT B ] 279 | PwezEF | O(m+o) o(m)
TR PrivateMR!%! $5F MapReduce HEZLSZIL AL 51 A A £ |RwMseEF | omd) O(m)
TR
Cryptflow!*! H:F TensorFlow HESE Wit B3k 104 58 | BIEMRA £ | PWSEET | omd) O(m)
MrCrypt*3 AT ARSI RIS | A | 2 | EWSRT | O(mwk) | O(mwk)
HeF R N Crypsist™ SCREATHARIERIE O RIS, AL | WEmAE | 2 | PWSERTE | O(mwk) | O(mwk)
LT SecureMR4 #F MapReduce HEZLSZILEE FIA NS | HEEA 275 TWEHT | O(mwk) O(mwk)
Op_FHE_SHCRM™| FF[E & BSR4tk RALARANSE | iH5kA | 275 BERTF | Oomwk) | Smvm)

6 ETREHEEAIRRIP

T 2P S I RBER T EAB T, R %5
T BONE AR IR R BT R e AT
THAHAEE T A VR RE . T B AT = 2k

RIBUE, BEFLAF SR T ARG SR A s f%
B, WISCUHEL” BEK, RIBUE O E R E A T (E
AT SR T AT WSO 5. it 01
EEE NERIE RG2S, A RO TR AT
AR TR0 AU PR AR 5 ek o e o AT % R e B3 B K ol
B —ME AT T ]
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H AT 2B R B R OR 37 T B MR A 3 5
B FESRBE SRR Y, VP 200 AR R AERE R
HIAEE N EBD Intel SGX HAR M INEE N A7 K AR 5%
SEACRL AN B FOHL S 1 AH B LA TEE H0K, Intel
SGX F: T2 4t A i e /N AT S TH B (Trusted
Computing Base, TCB) #&4t 1 JH Jr 25 10] 1) 22 4= B 25
PATIEE,  [FIF REOE 3 A B L AR HOAR; T
AMD (advanced microdevice) {4 FE ML HAR LT
AT HREAURRAT: Chypervisor) $R4E T #:1E R 41485
M2 ARG B PATIAEE, H 2 PR AU AR 1 22
A, KR AR A 22 P 22 A 52 B gl
fifr: TrustZone FAGEIL CPU ¥ R4kl 4 & 4 A
22 PRI RS B HATIREE, e FEE N B
Fa. Bk, EETSFERIREITEAET,
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THEAEZE L S v S ReAR A T 58 A
6.1 ETREHIEREARBEITEIESR

2013 4, Intel A H)4 x86 FKIEININ T —E5# 1
AbFR B 25K Intel SGXM), B 7R @ —H BT IR 4
Y RANAEVT IHLE], AR EEZEAE R R RS
FH P 5 (0 AR B R0 B 48 AN 52 8 7 1R =R BUR AR 1
Wik o e SRR DA il 2 18]y B 8 22 A A
F#IX 1% (Enclave Page Cache, EPC), M4 A 1E
bk R A TAE R, IRV B AR 7 S
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HORBE T AR T — N A ENPAT IR, I
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T 224 RS, iR VC3 R4, WKl 6 fix, 1
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WA, BRARBUREE MG B N4 3] mapper
8% reducer {F4571 25 B ATE A FE N AR, INEEEL
P fife 2 Jg LA SOE Qb 3 . Bh4bh, VC3 REGiFIH
SGX (AL B B BN THE T AU N AE X3,
ZINE PR AR MapReduce 734 Rt . N T B
IEARZ AR NAEL S 1E AT, 1RGN INE
F| enclave W HACHS BRI HAT X I H e B MEAGE
AL S e B AN S S2 B, AN T HavenM b 2
BEE RS (library OS) FlN 2 — i in 4% 3
enclave 1, VC3 H % R H 482 HZ IR 1)
map/reduce RRECINE ] enclave WHAT, H KRR
TR B B4 (i Hadoop) AR LR 1 HERR
1E TCB 2 4h, Mifitag s/ TCB. Kit, BPfE%s

BUA B NRE P B2 T, 1% ARG RE R IR A
TSR R P el AL A e B

{H& VC3 RGLEA ff M5B ek il 7, A4
Wik # AT DO T S AR v AR A 4 s Bl i =
SIC it I 4 2 ) U T B R « M2RUVR G4 HE LAY
IREEREAF B N enclave P SZ ORI IEE &A%

B 6 VC3HLRE

S, B SR AT LARE— 5 Set s s G 5
Witio AT HRRZIFE, M2R R4 K HIAZEIRDE
BOARB T Vi B, ARG T —T RN A
Forp, B BT H RS T A B AR
3o PAT IR A 1) B 1) S5 T8 SE R e s T 3h K
i AR R T B T A AN R s e
F B oy B 1) RS

Opaque™™ & G 1 By Intel SGX F A Java 18iY
KI5 NS FIARAF I 5, X F (53 AR 1
Fl Intel SGX $2AEMIN FHFEF KL ES N
CIC++RHH,  [FI R HUAN 28 J v ARG U7 Il B
BRI ES R MEH N R RE S E
RELR, M HE SRR A S A N T R E
AR R R IR, — 2R E A Ry AR
i, i SGX-Spark'. ‘Bl TR enclave
HIAT B2 E AR Java RIS, F e 15 1438 2
enclave HHHFATREEAIVHE . RE W, AR T
Intel SGX FIREHE T SHELL AT AR A7 AL S 8 i
AR, JF BRI SRR, EPC 52 R
T RE 231 ok ™ P RE R R
6.2 ETHEHERAITEMREML

T Intel SGX 7 Z0} 32 -4 AR RS A £ H 12
PEMUE R 52 B RAIE - R L 500 o 3 R 5 2 1 56
EREFERE N T RAMEGETTF 4. ESEPRMA, # &
B REAR BT St R, 7 BN A T
R OB o AT MR RE AL .

YT, FEH SR ATER enclave AR

1 SGX-Spark, this is Apache Spark with modifications to run security
sensitive code inside Intel SGX enclaves. https://github.com/lsds/sgx-spark
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TS, WE 7 s, H2uf &R o772 Y
Wi B3 5, Glamdring™ 2 %5 — AN T A sh ki 4
Intel SGX IR T HIHESE, w] LIK R FH AR 7 Xl 4 A
AMERIATERAN . N T IR EARBERAME, &

Enclave

------------
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i B

IR ()
; P A7 i)

[ EWEERS | EERE T

(@)5E % MenclavetE 11 (b)FisE X ifenclaveB 1 (c)H s B AR FF enclave 1
A DAEE T IR RN 500 T BUS S ARl BUTHRS
HH Lo A DA U i 7 i) RO (R R A T
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o EARESAE R B, BAE L AT AR INIE AT N e
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B 7 enclave 43 ¥t %
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o 2L A SRR B U R 5 AT I PR £ 2 A 4
&, IR T 7 (a) B enclave 21
BN R . ARAERE (standard library) DL &
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N AR PP AR A AR B A B BB 3 Gt . )
4b, Drawbridge > A8 AL A8 8% SR IUEIZ 1T 7E enclave
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/& Docker Z¥# s 5 s Fl s 5 MR Bk . S
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I

[ EhmERS |

SCX - RAZ I Linux S FHFE 140 T K2 30%
B 40% M E MRS . (B, BURAHERUR AR A
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RSB R AP ML B T B RL I, PRAIE 20 A7 3T B
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RN L R AT CSP #AN TS, ‘B AR Hith 1k
2 R B S, T A 2 T G B B R B AN AT A AR
i, EHEARSZIIR, %4 enclave B8 —ANH 4
i) NaCl (native client) A<M P ybAES2], InaAn
PATASZASAE Y, FEI8 45 ) /i b A A
Faf(EiE (ARG AAEEE KN 1224 kAR
THE SR B R AL
6.3 I

I LA By, BT REAR G G R B FA TR T
FEFIA Intel SGX FEA N K EHE 73 B 2 i vT {5 44
ITHEE, RIS AR TR ARSI AL AN 5
B, R 6 FEMZOTTE. enclave Bz R, %2
2B LA B AN E 8 S5 M EE X L AT T 5 Intel
SGX B FHAH R AR A 72 TAE , FHA A8 2
F5 R H Intel SGX $44T B FHAH ELANR A Intel SGX 1
BRI ANT A R T AP £ B R A
[ J& Intel SGX 2 R UF 22 4% H S«

(1) W Z AR I s B FHAR P ION enclave
e APATIHAE S F, ESEBRR A FR AT I 1 %
I, AN UBARRS I 2 4RI 4y . TCB K/, LUK
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* 6 ETRMHEERRARIPKRERRIE

PRIt LAR W0 J7 enclave #1 | Z& Bk | #SMITH

Z {7471 map/reduce|  TiSE LHI
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vC3lisl CSP A1) 15| 4.5%~8.0%
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Zheng 2 NIV 37 1) A o i 9 24 o A AR A
WAL Z RN 2, R EEAE Rgudnd s 2
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SEAE R EIR T SIAEE %07 1R A SR 7L T AE .
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WA TIEfH ORAM il A — /Mgl
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&, AL EATHAAE T B B AR S

Xu 25 NPHE Bt T LA — S A TR
FARF LS SR iR B T KB 3R, Hx ]
LI —ANIBATHE enclave A 1) G AL 38 N R
PSR TR R ECBE . N T R RN 4% 2 BT
MR, Stefanov 22 AL ORAM il fa
S T A SEEESE, A EEAKH ORAM fR
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ViR, AR EA 17 R IEAE TR
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PR R . T8k, AP UE R F &
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FECIE R B AT S, AL & ERR T 10° 1%
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BRI T — NMERPITHEIFRS, Es IRS R AER A
RS BT T, R VRV FE RN e A 5 TS
SEL T A S E IR . B RIR TERE
BTN A ZE U5 B, (H At ] 32 B %5
22 FBose s £ b e 4t 5, A SRR
T 1 56 B M B0AIE

LB dr, NI E, ORAM HiR
R RIS SRR 7 A, JF HBA vl i R
Mo (H2, ERRMPREIRIIEAEZ T, HERH
ORAM SEILALG BT R 27 KR = 1 P Rg
By, B OREE AT AR SR . Rk, R
KT — ML 5> A = ORAM fif U 7 %6
72 BETFARZERANTFEEITE

RERHARAR &R ORAM HiAR, 2EARFAE
H 7 TEREE R AN A B R P B RSB
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FhT7 i RA G EHF AL (cascade) JRA M
%%, eATE A BA R R AR 4
BEMLHES; b, AT £ B AR M i Ty
FOEFEA AT T RS 0 B AT A N,
BRI R T BARHEF BE R 4R RIR G M
2% R ELE IS PAT kA GRS BRI Z BEHLHE
G, HA BRI T HATIR G DR 2L

CA AT DL B 3 UAE Intel SGX AT
RS R R PAT A S BIRBE, REREUE R
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Vi SE A G BT, AR ORE s A1 OG5
ARSI B AL T, TR T AR R BB 7T A

Ohrimenko 245 N VR Fl] —Ffi] 3£4744 (1 B8R A
VR (melbourne shuffle) SySEEl T AL IR YL,
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I shuffle B BRI (S 04, = N8 # AR AT
DAMEE ISttt shuffle B B 46 B, JERIH S
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HEN B R A AN ER SR P R AVE B N Tl RIX
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T
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eV A 34 ik
(b) REH %
B8 3T SGX BELEFRBE S A& BRI
Opaque ZZMFIFAET Intel SGX (5
(columnsort) FVESZI T AL IR, F-NH 3
Spark TFHEAMELE, 53401 Spark SQL A IMT%

BN MR AL B R RIEERF, LA
I 1E P A7 R AR 2% 2 A7 il A st . 5
Spark SQL #Htt, Opaque &4t 7 HdE N . G435
WEFF ISR SRR . 554k, Opaque $2H 172 T8
AR AR T AR AL A W LA, i — D iR
ANEBHMERE. HERA ORAM SEILIAL
BT 24 GraphSC, Opaque iz 47 W T HE ARV
PERETRTE T 2300 5. AW, AHHASREUT AT
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ZRRF, TR T A 46 T EITAY . I,
THE IR AT 75 E s — D M Ak .

M2R Z SR SR e & P 4 SE B T A&
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B IE B AN TS CSP & & Bk I St i)
HIZMT AT . AN, ZRGIRE T BN
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], BISCIESL (55 2 31 RIEARAMEAT AR
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pUEe7 211 | 5716 (27.09X) | 422 (2.0X) 510 (1.21X)
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7.3 IhE5

i A I3, T i AR R A B PR
THEEEAMKEE ORAM B AL R PR SLHA
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Vi W1 8 Pw, TENECT R, R
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Background

Big data security and privacy issues have become hot
topics in recent years. The continuous threats of private data
theft have brought more and more serious impacts, especially
from insiders and outsiders in cloud. From the perspective of
government supervision, many laws and agreements regulating
the collection and use of private data have been proposed.
However, it is not enough to restrict the leakage of sensitive
information from a legislative perspective. In the face of
diverse scenarios and privacy challenges, it is necessary to
adopt private data protection schemes from a technological
standpoint.

With the development of privacy-preserving techniques,
privacy-preserving data collection, processing and transmission
in big data computing environment have achieved extensive
attention and research from academia and industry, especially,
how to effectively protect data privacy while ensuring the
utility and efficiency of data processing. In the industry, some
companies chose local differential privacy to implement their
operating system (e.g. Apple iOS) and software (e.g. Google
Chrome web browser). In academia, researchers from domestic
and foreign have developed various privacy-preserving
techniques to address privacy issues about personal data. Data
anonymization methods attempt to protect personal identifiable
attributes. However, some research work has shown that
anonymized datasets can be de-anonymized. Based on this,

differential privacy technique randomly perturbs raw data
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before publishing or adds noise to data computational process
before sharing the result to the data consumer. Besides, data
encryption is one primary technique that allows conducting
computations on encrypted data. To enable privacy preserving
computation, there are a range of security primitives, including
homomaorphic encryption, secure multi-party computation, Intel
SGX for hardware-isolated computation, and oblivious
computing against access pattern attacks.

This paper focuses on the privacy-preserving techniques in
big data computing environment. According to the process of
data computation, privacy issues in big data computing
environment are divided into three categories, including
privacy leakage of raw data during the data collection process,
computational privacy stolen by untrusted attackers during the
computational process, and output privacy inferred by
untrusted data consumers with the help of background and
output. According to different privacy requirements and privacy
preserving techniques, existing research works on privacy
protection are divided into five research directions, including
privacy-preserving schemes based on data separation, data
interference, cryptographic protocols, hardware enhancement,
as well as access pattern hiding. The advantages and
disadvantages of main privacy preserving techniques are
compared and the future research directions are discussed.
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