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Constructive Information Hiding with Chinese Quatrain Generation
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(School of Optical-Electrical and Computer Engineering, University of Shanghai for Science and Technology, Shanghai 200093)

Abstract As one kind of the main media of information communication, the text is one of the common cover
data in the field of information hiding, which has attracted extensive interests in the related research community.
However, compared with digital image, video and other types of cover data, the redundancy of text is relatively
lower and the space for data embedding is relatively limited. At present, the technique of text generation based
on natural language processing becomes more and more popular, but its application in the field of information
hiding is not satisfactory, which is still in the initial stage. In the current research of information hiding using text
generation, the semantic quality of generated text and the embedding rate are the two main challenges.
Therefore, in this paper, we propose a novel constructive information hiding method based on Chinese quatrain
generation. First, word vectors are constructed for the quatrain text data, and at the same time, the information of
keyword, pattern and rhyme for the quatrain poetry need to be determined and encoded, which then participate in
the training of the quatrain generation model. Then, the quatrain generation model proposed in this paper is
established through the Sequence to Sequence model, which is based on a bidirectional recurrent neural network
with the attention mechanism. In the stage of quatrain generation, the first line of quatrain can be generated based
on the input keywords and the combined effect of pattern information and rhyme information. Then, by selecting
the words related to the keywords as the guidance information, the subsequent lines of the quatrain can be
produced efficiently, which also ensures that the generated quatrain has an unified theme and there are no
obvious semantic deviations between the previous and latter lines. For the same input information, the model can
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generate multiple quatrains with the same theme and meet the requirements of the pattern. By choosing the
different candidate quatrain lines and the information of keyword, pattern and rhyme, secret information can be
hidden effectively. In the experiment, totally 25,000 quatrains were used as the training data for the quatrain
generation model. Experimental results show that, the hidden secret information can be extracted from the
generated quatrain with no error, and the embedding rate of the proposed method can reach about 35%, which is
significantly greater than some of reported information hiding methods based on text generation. We also utilized
the same set of training data on our model with information hiding and the current typical poetry generation
models without information hiding, and the trained results show that the performance indices of these models,
such as perplexity and loss value, are close. Then, by comparing the 16 poetries randomly generated with each of
these models, we can find that their performances of sematic quality for generated poetries are also equivalent. In
addition, the computational complexity, security and robustness of the proposed method are discussed and the

feasibility of practical application is also analyzed. Finally, future research directions of this work are given.
Key words text generation; constructive information hiding; quatrains; keywords; embedding rate
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Background

The research of this work belongs to the field of information hiding, also named as data hiding. As we know, with the continuous
improvement of computing power, the possibilities of traditional information hiding methods being detected and then being cracked
are increasing. As a result, the technique of coverless information hiding appears. The characteristic of coverless information hiding
is: cover data will not be modified, thus, the possibility of being noticed by the third party is obviously declining, and the risk of
being cracked is also decreased greatly. At present, there are two main types of coverless information hiding methods: one is based
on the cover selection strategy, and the other is based on the cover generation strategy, which can also be called as the constructive
information hiding. However, two main challenges exist in the design of information hiding method based on text generation, one is
the semantic quality of generated text, and the other is the embedding rate of secret information. Currently, these two problems have
not been well solved, especially for these mantic quality of generated texts. This work focuses on constructive information hiding
with Chinese quatrain generation, and the semantic quality of our generated quatrain poetry has better performance than that of the
existing methods. In the procedure of quatrain poetry generation, our method uses the Seq2Seq model, and pays more attention to the
rhyme of quatrain poetry and the corresponding relationship with the theme, thus, the quatrain poetry generated by our model is more
natural and smooth. In addition, the embedding rate of our method is also greater than that of some state-of-the-art methods.
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original plaintext data on the receiver side, and realizing data labeling, management and tracking without revealing the plaintext
content and sacrificing the privacy of content owner, and is also supported in part by the NSFC project “Noise Inconsistency Based
Image Forensic Research Using High-order Statistical Analysis and Local Homogeneity Constraints” under Grant No. 61702332,
which focuses on using the high-order statistical-based noise estimation method as the entry point to study the new theories and

methods of noise estimation and its forensic applications.



