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Abstract The emergence of quantum computers brings new challenges and opportunities for the security
analysis of modern cryptography. The nascent interdisciplinary realm of quantum computing and symmetric
ciphers holds immense potential, with numerous unexplored problems awaiting comprehensive investigation. As
of 2023, Google’s quantum supremacy chip Sycamore is still not capable of performing cryptanalysis. Quantum
computing is widely regarded as a significant threat to the security of public key cryptography, but it has little
impact on symmetric ciphers. The prospect of quantum computing attacks on symmetric ciphers presents both an
exhilarating and formidable challenge. Currently, the industry is starting to actively explore quantum computing
attacks on symmetric ciphers, initially focusing on reduced-version algorithms. Substitution-Permutation
Network (SPN) structure is a representative structure of symmetric cipher algorithms, and currently, various
quantum algorithms have not been able to attack full-scale SPN structure symmetric cipher algorithms. The
quantum annealing algorithm proposed in 1994 aims to solve the problem of finding the minimum value of a
multivariate function. The quantum annealing algorithm can empower various fields with diverse applications,
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including but not limited to financial services, manufacturing logistics, deep neural networks, cryptanalysis and

design, machine learning, and city brain. Thanks to the unique tunneling effect of quantum annealing algorithm,

this algorithm is advantageous for exponential search space exploration of scientific problems. It can be regarded

as a class of artificial intelligence algorithms with global optimization capabilities. Inspired by traditional

cryptanalysis methods, we proposed a novel computational architecture for symmetric cryptanalysis: Quantum

Annealing-Classical Mixed Cryptanalysis (QUCMC), which combines the quantum annealing algorithm with

traditional mathematical methods. Utilizing this architecture, we initially applied the division property to

describe the propagation rules of the linear and nonlinear layers in SPN structure symmetric cipher algorithms.

Subsequently, the SPN structure distinguisher search problems were transformed into Mixed Integer Linear

Programming (MILP) problems. These MILP models were further converted into D-Wave Constrained Quadratic

Models (CQM), leveraging the quantum tunneling effect induced by quantum fluctuations to escape local

minima solutions and achieve an optimal solution corresponding to the integral distinguisher for the cipher

algorithms being attacked. Experiments conducted using the D-Wave Advantage quantum computer have

successfully executed attacks on three representative SPN structure algorithms: PRESENT, GIFT-64, and

RECTANGLE, and successfully searched integral distinguishers up to 9-round. Experimental results demonstrate

that the quantum annealing algorithm surpasses traditional heuristic-based global optimization algorithms, such

as simulated annealing, in its ability to escape local minima and in solution time. This marks the first practical

attack on multiple full-scale SPN structure symmetric cipher algorithms using a real quantum computer.

Additionally, this is the first instance where quantum computing attacks on multiple SPN structure symmetric

cipher algorithms have achieved the performance of the traditional mathematical methods. Future work might

consider extending the methodologies discussed here to other SPN structure symmetric cipher algorithms. As

guantum computing technology further develops, this field is expected to achieve more breakthroughs. Through

this exploration, it is expected to establish a computing architecture that combines artificial intelligence

algorithms with quantum effects and mathematical methods in the future.
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(0,0,1,1) (0,0,1,0) (0,1,0,0) (1,0,0,0)
(0,1,0,0) (0,0,0,1) (0,0,1,0) (0,1,0,0) (1,0,0,0)
(0,1,0,1) (0,0,1,0) (0,1,0,0) (1,0,0,0)
(0,1,1,0) (0,0,0,1) (0,0,1,0) (1,0,0,0)
0,1,1,1) (0,0,1,0) (1,0,0,0)
(1,0,0,0) (0,0,0,1) (0,0,1,0) (0,1,0,0) (1,0,0,0)

3) fHAHAEAZIE S BRI 43k, FExiX LA
FAMATAR, DIREEERAE T REE R K
RIS R 2K.

S EARHONARLNEA e,  ERYE F A A A4
FIEEREAY, PRESENT SEMI NI 4 LUk,
FAHERESF ] IR —A> 8 LR 5, P ] 73328
Py 8 47 A B i gE Pl TR AR BRCAF
SageMath 7] LIS 3| 54E P MAERES, HES
M1 122 DASERR K, FEECOR. BT
B LURFI PR, KRR A S SRR 2 2
JE%: CQM FALE B ik K g, Bk SE+
B XA SN 1 BT AR, EAKR
AR AT TR T, PRI SR AL, b
Ji PRESENT 53k S &) 73 PEAL R R A2 A A 55 3
Fos Wal(17):

X, — X, — X, +0x, + 0y, -y, + 0y, + Oy, > -2
—2X, — X, — X, — 2X, + 5y, + 5y, + 5y, + 2y, >0
—5X —5X, —=5%, —2X, + Yy, + 2y, + Yy, + 2y, =11
X + X, + X, + 2%, -2y, -2y, + 0y, -2y, > -1
OX1+3X2 +OX3 +OX4 Y=Y Ys Y, -1

X+ X +X3+X4+Y1_2y2 _2y3_2y4 -1
3X1+0X2 +0X3 +OX4 Vi Y=YV, 2-1

0x, +0x, +3%, +0x, -y, -y, -y, —y, =1

7

BT b B SO R s AL E, Ao ] 4y
P, LI AR, FRATTAE 28 — Rk AT AR 5
R B B O N AR B AR S, SEIL LR B
Bt oL r B AEN, A EAA L)
Y] o3 M2 U3 R VB PRESENT 53 MILP 547
MLIHR AT, /MR r 3t AR R EEE R
SN S

4) t4% D-Wave CQM #5274, Jf#H D-Wave
Advantage >R fif AR ;

WE AR Z IR, BRI SAER,
R Ay 45 31 —2H n] R on 2k B 2 10 B N 31 5 AT
IR AN G, K MILP BERYEEAL ytn N &1
Bk CQM AL
IEAE A o 5 R iR O -
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E(X)=D ax + > b XX +cC. (18)

ZIRON:
> a"x + >0, Mxx, +c™ 00. (19)

i<j

Z WA F] PRESENT HiE4 3 r #In% Em
BAA AL BRI COM B, KN
PRESENT-Q.

BEEMUGE R 43 1A -
(aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaacccc)

] PRESENT-Q 9 #2143 X 4y 28 {8 R AU -
ERERAE
640

E(X)=min > x, (20)

i=577

X, =0
X5, =0
X, =0
X, =0

X, — X, = X3 + 0X, + 0% — X5 + 0%, +0Xsg = -2
—2X, — X, — X, — 2X, + 5Xg5 + 5Xg +5Xg; +2X5 20
—5X, —5X, =5X%; — 2X, + X5 + 2Xg5 + X5y + 2% = —11
X+ X, + Xy + 2X, — 2Xg5 — 2% + 0Xg; — 2Xgg = —1

0%, +3X, + 0X; + 0X, — Xg5 — Xgg — X7 — Xgg = —1
X+ X, 4+ Xy 4 X, + Xy — 2Xgg — 2Xg — 2%y 2 —1
3%, +0X, +0X, +0X, — Xy — Xgg — Xg7 — Xegg = —1
0%, 40X, +3X; + 0%, — Xg5 — Xgs — Xg7 — Xg = —1

(21)

{4 i} D-Wave min_time_limit B5%, 3A11155)i%
] @l i /> D-Wave T2 TH] T. SIS [A] 6045 1) &N
A QPU EAIIFTE] . M QPU L 3RERZE B Ik A LA
JARIUE QPU TE 3T IR 75 FA A% v #8425 Ry I ) 45
R EET e E i E ML D-Wave Advantage &1
HHEHL LeapHybridCQMSample 3K fif % 5K fifd %451
B, SRAGDIRUR

1) ¥ PRESENT-Q VAKZTHHIRIFHINTE] T
CPNETR R

2) A CPU K& GPU Ligfrija k=R il e
42 PRESENT-Q [1 8 (1) 1k 77

3) %A K AKRMAE A — A E TR,
il & 1 &l oK R X & D-Wave Advantage

QPU, X A& Pegasus #i4h 2514 LA AT J5 2Lk s

4) QPU XF AN, KR TSN N
FREFERS, B R AR AR, & N v S
B 5158 R R R B A YA i, DA
KMEZERAT 4 Jy B AR i s

5) fE B [0 T Z ®f , A K& XK & 5K
PRESENT-Q 3R fiff 45 S K 1% 22 i v s

6) R4 H b bR BUE K AR E 2 753 2 21k 4 1
A Wi e AFAERL I X 3 2%

TEEAT SRR Sk 0 B 42 A ot B VPAk I
H AT EMAT R KL R B AR, Z0E T
BRI R RS L. AR SCE IR R Bl R
Tt 51 D-Wave Advantage X SPN 45 ¥4 %) 71 25 AL
HATIRR. FHE FRKEEHEFREMEN 42
Ja AR, ARSI 1 QUCMC ZEFANE X Fx
TN R B B A R e R Im R SR A, SR
BT IR K5 B 7RSS A I B RS SR R 1Y
PIRRORER LR, R, AT T X RR &Y
FIE COM BT, Bz AR R N & HLSE & Tt
AL & T8 K EEE T IndER . sl b
U, B & K F PRESENT . GITF-64 .
RECTANGLE =M EIEIF X rds, WiE T =T
1B KR R FR RS L R T REE.

KA AE AL RGN IR X s, &5
4 Grover SVEF| A OB AWK S 7 13T B K
Tl BRI R & T 3URE.

5 EFRANMBLX [T RER

ARZER T E'ET 1B KA AL G 77 1%
FREIRE T B T4 QuCMC. 45 0
Bt B b M 7735, RS 20 0 PR 25 R S92 mT 23 1k
MRS, MIEMALEHEHEIER MILP AL ¥ MILP
PR B B TR K CQM #ERY, k4% 8 7 FE 510
B, RIAEIFILR) CQM LAY, RIS [X 728,
¥ ix — J7 B B SPN 45 Ky AC F M
PRESENT. GIFT-64. RECTANGLE F.

M4 SCHR[541 0 71, BAT12e I BT 4G vl 43 1
A — LR E B AR 3 X o 2 AR EVE, FERRRTE R
PLRrE, DARBIEAR M X 7048 CR NI BR LU AR [R]
BT, PR EE L) | FHE TR KH
HEAERF, B ZE T PRESENT HiL& 8. 9
B AR AR X o4, RSB RS T
GIFT-64 %35 2 RECTANGLE 535 14 9 &) 4y
PEALFR AR 53 X 73 2% :
WPRESENT %5y 8 #2 A7 X 77 4% :
Input(aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaccccc)

????bbbbbbbbbbbbbbbbbbbb)
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BPRESENT 7% 9 5 AR [X 70 2% .
Input(aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

aaaaaaaaaaaaaaaaacccc)
()utput(977797779777?97779977?97779977797?777?777

WGIFT-64 5% 9 B X 7048
Input(aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaacaa)

Output:(??bb?2bb??bb?? bb?? bb??2bb??bb??bb??2bb??
bb?? bb?? bb?? bb?? bb?? bb?? bb)

BRECTANGLE &% 9 B AR [X 7 2%
ddaaddaadaaaaaaa

daaaaaaaaaaaaaaa
Input:
ddadaaaaaaaaaaaa

daaaaaaaaaaacccc

Output: |

22?0?727b??7?07?77

Horp o FORHLES, a FoRiEERER:, 2ROR A
SE LURF, b AR L.

DL 9 #& PRESENT HLyEAR 43 X 732 J ) fife e =R
IR X a8, TN A e idin) 60 A7 [ e Ak
BRLERE, SO AA ) 4 Ao ERN, FiRgd
9 BN G f AN 1 AR A, e
AN e PLRs . AR SR B R g X g3 48 AT SRAUU AR RE
eI,

IR AT B S v SELN IE AR AR 1Y
2 Fh A A SPN 25 44 Sy A0 o S Jo 1k S iy, B2 1
YA T B 7E 2 FhO6 Bk 2 6 B vk 3500k B A4
GRS W — T T M R I 5 R — 3
AL

ANFE IR BE A — X 5, X
I P g A5 7 XA A i A B AR AR K B 7 AR B K
LR B A BT X, 75 R ) LR 2 A
PRESENT. GIFT-64. RECTANGLE %y szig:
B AR BN A R E SR 3 s, BL 9 #8
PRESENT %k iR KRAENHI 24, H Firfd A
A5 B4 640, 7E CQM R My I, 9 #& A4
PEAL IR 2 >y 1280 LR 44

£ 3 WE=MEEREER

Sk B AP 2R

8 576 1152

PRESENT 9 640 1280
GIFT-64 9 640 1856
RECTANGLE 9 640 1856

AR SRV, B SOk Al i D 2R 5
%, ZE =R FRE RS SRR S SN SN LR 4.
43 5% PRESENT. GIFT-64 #l RECTANGLE = f
AN S A SR RN 202 Bk ) 1 s
27.27%. 20%#I1 29.41%. L PRESENT &.yk A,
ZEIEREINE R 16 MEFIN S SR, R
H—% PRESENT 5L/ S S35 5E TR 2 176 4
A, AT 128 MAEER, Mk ZERELR
B R B R. Tl F 2 S VAR g ad S i
& FREDORAE, AT NIRRT 5 %
W, FEETHERCR.

® 4 AERNYEEERAZEE S f2EAFANR

ik AL B AT
PRESENT 8 1107
GIFT-64 12 15 ¥
RECTANGLE 12 171

FESCPRATERIN A E T SPN 4540 =Fh i i 1
R X s, FERLIEA B PR B BGh D BR T a
TR X 73 A5 B FEA N A W SCER S HOInE . AR
Ja s FEIER v ISP EOCHAT R, WIS
B EERTAEE -1 BB RE DL
PEHRER G T, HEBHAME-E. BB
# Al LS IOCHR[S6] 10753k, AR LA SROT
Jidt— L i PIIR R 2

R, Xt TIR KA S 4 it 4R T
RIS =M EER O X SRR
MILP AL, JRATEER )= 5 AL RE 1 5 5K At
(BT P75 T 5 B R KB REAT TR, BARSs R
WA 5.

x5 BRUBASETFRAEZERO X SRR R

WL e RIEEE  OREEREs RME
PRESENT 9 ?%:’L‘zﬁ 52%i21 115
GIFT-64 9 g?ﬁﬁ 65%2:0 116
RECTANGLE 9 {;ﬁﬁi 62%2:7 115

MR 5 ISR WaT s, LB K EILLIR 6
IS4 A I = IR ORI R s LR, R
filt = FhEEA I X 2 P8 R 1 MILP RIS 5753 N
T RER AR, UL 9 % PRESENT BEFR /> X 70 8%
R B, BAGR K EIRAEIEAR 2500 TR fF
FERF 599.261 PP IMEOL T RN RIRALAE, ff) &
MBS 15, A SCAE & 7R K VA TE 2.048s 1Y)
IR IE 2] T EBUOR K VR AR A, R A
ANEVSES

& 6 HERLRAKER MILP [BIFRRT S HE B &R

 WER BN — e
b WK U RIS e yon
SH 5000 4000 0.999 400

15 100

FERE: IR N B SR L 1 FoRg g R, VR
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O HHRR.

IS ARSCSEIGUE I, R K VR I ]
R R AR R T LR KA. W
[EREAPLIR K B vE 2 L BIWIGG MR R PR, &)
TR R RS IR, 2TIB K Schedule J5 ZEth &5t
1B KSR B2 A 52m, N2 ma 2158 K 1)
IR, Gufaf e A B AIR K Schedule & H A
& IR K EEE I Pk —

L s, FATAE T QUCMC 224411 ]
17k, TR A2 RE X R A AL A B I P4 1
B Akl i R — b A R R =
BEIFY X 4%, K Lai-Massey 25 He e 45 4 i xf
FREEMFIEAT I — DR R, BB & 4%
1 5 MILP B8 4b, ]k H %1 i 24 NPC (7] @ SAT,
PAM T Ho e 5 M AR B R B, I A T DA Rl
FH M BER, Z55 2 00 AT R 1 o AT s AT X PR 1
SR

6

INEA

= HE O N T 2 0 6 S i B i
1. QUCMC 1IMEZEMLE & T B TR K ER5&5
RS, FIHE IR KEIER A e
.

A SCH AT B S & T v H L D-Wave
Advantage 58 2 PP AR ) SPN &5 M) KPR35 i 45
ERX 28t 2, %I —R A RN SPN 451
R PRESENT . GIFT-64, RECTANGLE f ]
O3 TR AL A, AR AL R A, AR TRA 14
R T =MEERK 9 MBS X ds, IR L
B =FhEVEM S B MBI D 2R B0 7 s>
T 27.27%. 20%7F1 29.41%. ASCSLIGIGAIE | 7 BLSE
BT E L s AT & I8 KRR I X R A
ArREME, TR T H ATE U R VR O G
T b AH PR ELz R

A i SIS R U BLAGR K EE, BN T
D-Wave & T8 KA HRR 6 & 158 2 SN Bk HE )
TSEARAR D SFAEAC S, X B R TR KN H R
.

HT D-Wave & iHREHLIVE HAS € IR E,
A ATATHRIGIE, T R — S8 FH B S AR R
BERZAE SPN 4589 (41 Lai-Massey 45#9) [RI%#)
AT, AR LB REAE I B8 Ry ) Bt B, gk —
W IR IR K R F e A
o Sk I

HAET S RE T ESEYI AN E L, 548801
HAAHEIAH IR K2R, & 7Y RiE g s it
BF,  THTIN DA TR HE A

1) BRI e YRy

FEPAT BT FRI RS b AU 4E+5 B 1 LR Y
BT ZRESRETIFREIMZL, B
& 7B E TS E TRAER DS, X
PGB HEAT IR, AR, B HUARAESE
P AR 2 5 3 B A B EE TH0, 2URA
TELRIRAE. e R &7 LURr AR 1, B
R AR T ] A B T SR I ) T B RO Bk
i, X B R I G R A BT

2) SEABELEIRID KR

g PR E T HETESLETHRE
THEAAHVLEC. A&7 10 R R A B B I
R EGE I PERE AR E, X BRI 7 BB Rk
AR

3) E Ak

R TR S M R, RS
R R R S B . AR T
RS R R BRGNS 5. I, AR
WP T Y ) B, AR A M
I SR M AR IR P S IE I & T 5NE, HiRiE
FH PR B SR R A8 B0 1k i ke L A [ 0

A TAFRATME S MERAE T QUCMC 5
REWATIE. BEEE RN R, FHE
TSR RE A% G B H oy R 5 9k m] DU Y Ry
ARSHAR R, 3R U N A, AT Bt
LW 12 WMITERRERISETT
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