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Abstract  With the wide application of deep learning, the development of identity forgery technology is
more and more rapid. At present, face forgery has reached the level of fake to real, which can generate fake
videos with real facial expressions and body movements. In addition, various fake images and videos
spread rapidly on social media platforms, which directly affects public privacy security. What is more, these
fake images or videos have a significant impact on national security and personal privacy. Therefore, face
privacy protection should be paid attention to and corresponding measures should be taken. Recently, more
and more people begin to devote themselves to studying how to prevent the abuse of identity forgery tech-
nology, and face identity privacy protection has become a current research hotspot. Therefore, this paper
describes and summarizes the research status of face privacy protection from two aspects of image and
video anonymization methods. And this paper classifies the face image anonymization methods from four
aspects: the anonymization method of image semantic modification, the anonymization method of image
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semantic preservation, the anonymization method of visual recovery, and the face privacy protection in the
process of deep learning. The anonymization method of image semantic modification refers to the differ-
ence in visual effect between the original image and the image after anonymity. Semantics-preserving im-
age anonymization means that the visual identity information of the original image and the image after
anonymization are the same. Visually recoverable anonymization means that the anonymized image can be
restored to the original image. Face privacy protection methods in the process of deep learning generally
study the impact of detail factors in the process of privacy protection on the anonymity effect. And this pa-
per classifies the face video anonymization methods from two aspects: the video anonymization methods
focusing on facial region privacy and the video anonymization methods oriented to biometric privacy. The
video anonymization method focusing on facial region privacy aims to generate anonymous face videos
that are different from the original face, while making the anonymous face still retain other identity- inde-
pendent biometric characteristics. Video anonymization for biometric privacy refers to the removal of phy-
siological signals to achieve video anonymization. On this basis, this paper further introduces the widely
used datasets and evaluation criteria of anonymous algorithms. In addition, this paper collects the experi-
mental datasets and main evaluation indicators of representative anonymization methods to facilitate the
subsequent research of researchers. Furthermore, this paper compares the experimental results of represent-
ative anonymization methods, and analyzes the reliability and practicability of the existing face anonymiza-
tion techniques to generate face images. With people's attention to identity privacy protection, face anony-
mization technology is more and more advanced. However, this paper finds that although some methods
generate good visual effects of face images, many methods have higher requirements for datasets, and the
generalization performance of the model needs to be further improved. As people pay more attention to
personal privacy data, this paper puts forward the corresponding research directions and prospects the fu-
ture research in this field. With the continuous development of technology, privacy protection research will
become more and more popular to prevent the malicious use of deepfake technology.

Keywords deep learning; identity forgery; privacy protection; face image anonymization; face video

anonymization; public safety

1

it

ARGEERERE  ENEOBEIAE—RBEKT
—KEEN , LTFTXEKMTHRAFLTRERS,

HEER, ATERBERNCREREEWT A
HELEFNENFE , BIRARRINRARNZ
MR, fERZ. 2B, EENSEAEN
HHERTRANERN. AW, ARABNZAREER
PR RN ARBFAR £ R R 5 R AR E
. Bl , ERLELHGAEEER AKIRBIK
REEHEBREAREERTEEIMNEHE M ; MK
Yol 58 Hlk ERAAREBHFAR RS ENZRH
PROHE—RE ; BHNABERAF LEELEN
AREE LRI FERARNSFHEERA TR,
WM ATTM EHESE.

AR KRBENEENRERD T 2R
HENMR , BSHTIABLKBENRE. T
RECLWBREFHRMAAFPHIMARAIRES , 2122

HtRPAHRRBIALZERHAHES 2R, 2018 F , 4l
FOMWBEZATCELEHT 8000 T HFAFK
EME. £ 2016 FEERSEAEHE | QIFDFE
BHEEEARRES T EANZELERKRE , H7
H Facebook H B REMELZRAFRRKI & ,ER
ARERELENTEFNEELEAKRIE 2019628 ,
EBR—REETTRHAFH AT EREL A SenseNet
RETRABRNBEFRLIRDRMESH. BF 9
B, EEREMLAFESEIR 17 FHARBES
B M BAYEARTECETHE. 2020 F 11 A,
‘BRAKIRBIE—R"EH |, EB YR E B
BEASEFFNEINEADBRBICEHBEHEA



TEES  URSORBRY ARERIHARTE 3

RKC. MMS  BETUABRIEEREES AN
WNNEREHE, STNHIEIREAREH#HTTE
SHIERMTE. 20019F 4 B, £EAKREEZLT
WHARZEEARNE(ER D E , EXMAT —
AT FMEANNMATEBRAEERRFEN
ERNARNREMANEGNC. H{EHMNEZ AN
EERSBREEFAR , RP AR, ZANMHEMA
AWEENRE , 4P ERTE2MNOHFZE , ERE
BEREEDANE, LMKRES, BRMEBEEAE
BHET (MEBSMBEERSEENE) , ZAE
F2020F 1 A1 AEXRTe. EEEFERMEH
BT CEEMEENZER). (2019 Fmll AKIRS
BRAER)., (FLERBBURE) ofl CREMHE
RIEER) SEEZEN. SHER , FNKEST
(BFIEMEBEENNEZRAER) EEFERNE
RERMNASLME T A FE ESRB T X2 HF 5558 5K
HEEONBRFE. 2018 £E5 A 25 B, RREHAN
CERBERPZH) AEMEEREEERNBLA
AR R ERETEN. BEERENAEX, BH#
RESTHNARBE T ZELHEZATERN , X2
—HEEHRNAREN , AN ERESRT
BANZERE.

SEFR, R EORABRBHENERZS
MELREMATETERAGEENEM. BRTHE
MXILZE, MBEXRNESERRF AKRBIR
2 RFER, BREZNBHEAM T LIERAKE
ZILAEBEER ARERBILREBERAREGREZEL
BFEELTLANEESESHNIE OB 1R B
EERBILHERTE , ARERBLERAUDHE
FARANBERN T E ETARANB RSN E.
METREER LS EMNREZILSEPHRILRYF
BBE Hep , IR ANBTBIEEARAEL , B
BEZIEARMRET—# ; UXANBRESEE
ZAEARAREERTE , AMAKIRIRZNIA
NEBHEHNERGEIOTF—H UXITREERS
EREERBIVENRGEENEXNEZRTHNERS ,
BEASRRTYEH. REZIPHRLRT NIR
HTEAGEASETNATRENEZRRE~EN
2, INBEENLES X IERROF ML
REHJGEEBPREHBRABESAE. £45
WARBERBLFERBEEY. DRRMEXSE B
BEIBEEARESIXEENERLL. BEREER

@ EBRARIRBIE =,
http://www.xinhuanet.com/legal/2020-11/25/c_1126786381.htm.

MEFERNERE AREBCTUERBEIERE.
EXEEHREXEBUETITWIRT , £EREBAR
BEF¥WEEEARNURXTE. 2021 &F , Pa-
taranutaporn ZF AMEH | EAA TEREEEERN
EMARTURBESIAR , st NAEMM AL
Hit., MAETRLSZA#TRARY. SikE
i, ARESLERNEBRRGEERENTHEN
AT +2EE , FEFNAARAERN S ARET
BETHENNARE EBARBRARELRPT
MABRREZS EBTTEVNHMTGEREHEESRIE.
ABEZBCLBRARANEABEERRBAEERNTNR
B, BREETAISEAEERANSELRE , £
RBUARE, 2F%e, HEaR2RRNEREE



N &R E#

N ER F EA fd #

B2 RO VHAG 7
ROC\ AUC ‘ FID ‘
hl M\ u‘

SSIM ' AR ’ LPIPS‘

1 ARER{ILENLMBER

@ (R3&#) , htp://www.npc.gov.cn/npc/c36502/201904/263¢a093f6d0- 4741b1cbb703a0015a29.shtml.
@ (MEZFIRNELRSEEME) , http://www.cac.gov.cn/2019-11/ 29/c_1576561820967678.htm.
@ (FIEMBRBEIMEBH) , https://www.eff.org/document/stop-secret- surveillance-ordinance-05062019.

TENEEEENASG.
BREREZHNATEERSTEOESRL
MBEMRFOFTRD , EBHTERHEFHBLRE
FE AXRENEGNARARNIAENERES
&, MR 1R BT AMNMYE TR ELRE
MRELTESHER , AXNFEIJREETEEN
wd , ARARBGERCTES NEX. F—
RNEREBEERNERLTE , WRFTEERH
FHEARAXHRRTE , MEHH K-Same R5I%H
FER B K P ERBIBURBFNER(LSE |, &
REZERNEEFNAR S HERMERE , IR HR
TRENARBE , WETHOLXBHERNS

EETA L B RAURAMENERLSE , W
ETEBWERLEEERLAENT, ERA
REZLCHEZHRRTERNE 2 FiR ; EEEXAR
EZITBRFNARBIRRITE , RR3— KT
RERARPEIERFNATRENES RO
mE T IREESHRARF S EINBRERLS
ERARRUREOFWRE. FLhEME &
NHRREBFEFEANBBEERENESLITH
B, ARG EARRUEAENIRRERER
WHEEREMERS. &BE , AXESHTABTERL
FENTEZALEME , WRKRBLRRPOTFARS
BMBEBHETTRE

1 ANRERBUEE

AREZLEE FERZE
BRE Y SR ES (55 EEARERILEZ K-Same!?, K-Same-Net!!
ETREFINARESLSZE DeepBlurl®, IdentityDP]
AR BB - . ETHRBGHNEHERLEZE FoggySight™®, Fawkel”
Eabms R REHERLAR B HRENEEES LIS SAN', PrivacyNet®
URARENERLTE - FITEOL MfmEY
REZISEBPHAKRBRLARYE - PriMIAlY
AR REEHXABANAMERLE E - CIAGAN™, JaGAND
EfLmE HEEYBERINRMER LS E - Pulseedit™®




TEES  URSORBRY ARERIHARTE 5

TR 4 R AR
(&) P XA

(b) FIBE SLPRFRF

B4R
(c) BBETTHRE

B EG IR bR

2 ARERILHFERRTEE

2 ANREGRERILEE

HXBEENRRER T EERNTZABNERE
RE, —EERERELEERE  FENERBAR
2, ZFRE. MEREERHFHERERN .
i, NED FRARENERARBEHKBBOAN
SAULHEREE. FEBREMNMBIRLIAAY
ERSBLALFRAZIZE, EMEFEHE
EBRAUMBREFEMNLOREEREERRES H
i, BENESABESRBALARE RN BEFHERN
RE AETHENETERBENAKESBALR
PRERFANA , HRARBGER LD W EBE
MERWERLTE BRELRENVERLTE,
URATRENERBCTEARREZIZIERHA
REARP IS  EANS-—HB2RABHTHFEHA
ZRMITIL.

21 BEBRBENIERHNERLEE

EFHRNBAEGRELBANERILEE , FF
HADNEZARERILTZNETREZFINA
RERLEE, LA EEEEARARBANE
BiL. EAREEDR , KERZFEMTE , AMIE
EIREFERBANEAZT , BF. 2R, 2
8, REFEM7IMEFAHREERREERERE
HRENESN. AMEZZEMNNEN , HEWE
2REMFETRE. AMNFTHFEZECSHMIARBR
BTRE, —RERTSRBUER R L5 X
WAENEGFNARBRETRE , BHXGE
ERWESRBRAEBRRE , FHES ARKAR
AREM A BRI HARR MBI, Fit , MREZH
M TEETEMRARATBRNERLTE
HERRERIEZAERBGESAANERET , &X
R ARHARBE  SARBRARRFVEN
211 REANRERLEE

FHNARERLLEZEEEY. DRRRE
HE BHMNDRZENEGHET TRERFBR
£ FEGTNEREH®RTFPBLEREREXH

HOTBRITEL , EFREMRERCHBR , ATE
IREARERELANEN. BHREENEENE
BEEBHTEMRBEREEHARASRRI. LR
FRYUBNEZBEEARKESUAREZNR ,
AMEEENEGEIENRRREZEEERERTA
#E , mE 3R

29

ERCUN A DT LT R
3 AEERAENEREGK HPERAR
B 62 & B [10]

FHEMEEARSE Newton ZAPHEH-#MEZH
K-Same M ARR ERBGFE. A ERFHREERAR
BARBGZLER:., HESRE, AKBXFEMER
L& (e RN ARNCENT ); RE1T
ES Rk ARBGZENER EZBRGA K MN&E
T AKRBGEIERT. AWM, ZEZHARIR
AMRER , HEZRIEHARBEEZ HAT
BEWRAEEINR.

ATIEFHIRN T ELSIATENRS |, £
B+ ENME A Gross EAHEH —MET AR
RIEBERM AR XIRFGE B K-Same-M EiE. %
EEE K-Same BEUEMVER EdITORE  £AEF
SAMIEE AAMs ( Active Appearance Models ) 1T E
AEHANSEH BRE L2 BHBEHKREEANS
B KAEE KRETEKIMNRAENHEEAAR
ZiRFEEG ERIBGENREMNARSFE , Z&E
EHMETF K-Same E L.

FHRREBRZITENEEERFEZEKR Meden
Z AP GNN B K-Same 3244 , BHT —#H
5 K-Same-Net B9 A BE KR 51 &%, ZEH A& £ FI A
K-Same EEZ4EK K KEGHWRE K ERBABGE
MEANARRGE LR ——WRNXEK ; RE
FEREGER AT GNN RHTINE HEAAN



6 it E

#l

2

1

SHERURBITRNESR ARER
FREIRRPFEXERBBRBRER , EAR
R thER2CEESNEEIXNMNBGXEE
REBRERUEENARBREGY BRXEHZE
BETRIAKELE EBXZHFLIERNEZRRR
HEIARRTE , ¥ TRENELMEH
212 BETREFINVARERLAEZE
EREEZIBEARANRE , A TH-—FREAA
KEZRGHNRE K ARERBLCESTUFNAET
BRGEENEEZH. ITHRRERBERS TS
REHNEE , EEFERAZN SunEAPEET
M EBKEEES %X ZAEFARKBISHE
AR B R R 5 A B 3L B4 pAE B AR R R SK
BESEEE. HPE-MBROMELEHHRDBESE
MFBIRAER , FEBZTAABREBANREE ,
BEEREROBRIARSE LR E-NER
P 4% 5 FY B Sk ZBAE R BS MK ZBHIBIBS AR , Sk TE
BERET U-Net AREHW , sEBRIEABNKEMN
XBREEEEREARMNLIBERB. LI 525G
X7 DCGANPPIZER)  LIREMEMREN. ZAH
ZERNARBGUMMRREE , BERGH D H
ERE , ARWOLRZELHINEHIAR
EEAXAZLSEAVRET —HEEMARNE
818 8 /5 75 ——DeepBlur. DeepBlur #E% R A T %k
HIGHERN R MERERBERGRESERS
ERERGER. %A EEHVGG16PIEH AR
WABRBKNASE BT ERER (0 StyleGANEY )
FEEBIIERAE. EAEFEH#HTHER ,
DeepBlur A LUHBR AR LR FBHIR |, BEE
RiFt FHITERENEEGREZ RANXR.
BESETAREBRNGE , b T URIMHERN
BHBRERARER{. HE Sun FAPRES
BENBERDFTERBEEBRAR , HEEER
REBERSERZTEMSRERNEHNRE. T
RounFEAPIR-SEET -RHETHERF NS
BICAREBERHOARBERAZ ZANMNERASHE
BERPmAANGH , TEREFERBEEGDEN
EXEBNREEXNEYE. HAKEEEDFHYH R
LIMERAEZREHNEEGTINED , EE—MERFE
ATESHNERARBHRERAR K MAMXEE
R ARMEXNEIOEE ; EE-MREAERX
PMEREERTEENLTRG , HETHANER
EFIBIEENHERG. HPHBIBENMmMEAH
BHEBESAMITHERL, AMERBEESFE , %
FENBGHITTEMARNLE , WBIBRRERE

BRASER R A R B KN RS,

HTFREEMNEZNBENBRAMME , —&H
EHEANELRGERRBGEEEETEAN
MEAN  ABERNEZRBRBASETER &
RETHRABGFH A EZZENRRAERIEER D
WEET , BEERNHIENARALEMARBAN
MFE. it , Yang EAPHEH T —fAH T4
WERRPERSEZEC AINERBEEARBSG L
WM EE , NEFREHAXERENER
TRERGES®HD. I TELAXHERNZS , ZH
RKRETESEENRENNARBRENRBBGHHN
EREG , AXAHESEERERZIRPNES ,
DEREERGNARAOARRINREHNTHBHY

AREZBCESETUEBE FRBEN S
EFERHEXBISENERBERD REH. 4
E—kKAKREG, MAFEERBEXSH. N
FARRNBIENERT 2183 —KAMAEL,
EEHENEG BN DRSS EFEEWT
NHRE ; K-Same RH 5 ZEP* L ERm S FANE
WEBE K MEASHEZRRGNHFARTE &
F 4 B3 1 P45 B9 75 55 B OR s A AR A0 36 AR BLEY BB
BAE  BRARPREMBEFNAEZE thEFEENR
ERIB. TR IXLERE Wen ZAPHRHE T4
EMAHARERZLESR , HH B A IdentityDP. &
EBERSRBARECHNEZE ARBSG , BEFH
HRARBNBNTAYE. ZERLFETHRERSH
REMZANEEZ,BRANFEELES T ESHE=
MNHE : ARRIED ., EHSORMELRMKIE
FEONBGER. BE4XRE  ZEEZEARENE
EMEANEOBIENEERT , ABRERITH
IdentityDP #lHI FE KR BRI , ZREMKLD
BORTIENEREMERTIPIHEER AR, Z5%
EBEERENMARNSOHEXER  REEENN
MUY HEEBRNERERGEBATIAT
AANTENARES , WRNMBIERE.

Nousi AP MEHENEEELENTLE
GEINERAZE, TURASHICHNERERX
HEERCARNESHENERYE , URSERL
EARBGNAXRE. ZA i3 ABHEEEREN
ERNERERTE , HMABRBENEDBIY , K
TARBREEHRBHGOEMEBE S TELE
WEMRBEZFERY , MEEEEBEHAR
RIFEZTEARBEENRE , EZEEREENE

@ LERAGEMRBHUE | hitps:/github.com/shawnxyang/tip-im.



TEES  URSORBRY ARERIHARTE 7

ff , FREBARBENURRREEER A TH
REMRE , ZE BRI AWK EREMHEFERET A
REMHITIRE , EHXFNEMEFESHEBEER
ARFMARRINREHHINTHANEZAR. XT
THEBNXRRBIAERY , ZEANRE —SEXLT &
FRREMHEENRSIER , BERBEFHARE
EHBEBRTENEREES , HAARKARRT
BAKRISD N FEBFEARKSIEENER  F4
BRHUARSHEETRATRAEAR , ARBESF
SERBAREER.

FEFERMBRRITHERANTIMER—FHET
BRBEANMENREZIF L, ERINRMNEHN H
NETHEERHERL  ERBERNEEGRE
EXASE, LETURREBIEE ; MAUNENES
mELFERBERBGIER. £EHFMH R
EAEITNER  RLTEESE  ENEEH
EmE. R LRI M 4 3 1T R R/ 5 E A B 9
ER/RE BASTAAREZBLRNRARFHEN.
BAm, ETEBARERN S EZAUNAZARKE
BILESH K.

EREBERBEIFHNERT , £EXEBAR
B NEEFBEOKEK. BRABEKXFEN Hukkels
ZEAPMBRETETRHAERTRNEHER
DeepPrivacy , £ KW ERZ AR B REBRERHBE
BHESHNEEEE HPERBNEMFERANRE
U-Net \RE HEBE[NMEBI[ARK. RB[MNBHE
BESIMSNNBEHERENER , BMBHEE
BARKEEEHEMT —MEIMSR |, Ak E
BUEENEEXR); H—S  ZEZFERER
FEAXBEERMATKAER , ERNMMEFEE
B, BmMETEHE. EXKRMB2 , ZHAKER
WIDER-FACE BEETHEZBGX AR H
I, ERRPERABELETARBERARR
MEERNE , MEBEREZERHNAR. — &%
183 T ,DeepPrivacy B R iE & BR K &8 2 B2 FA BUR
F8 , BERERENARBSG  BE —LFELR
WESKHT (NESPES ), EANARBGRE
TE.

BRI 2, RERE Wu SEAPHRH —#E R
PP-GAN ( Privacy-Protective-GAN ) B9 B 18 A B& 4E FX
BRI ST R FARET. DeepPrivacyPE i EBREA
AR X BR 100%EBRRH AR 8 BRI BRE
E. TEMNR , PP-GAN 7 GAN EE &4 EiRm Y
BMRRERRBRBIENRBAER , URBH
REFNERRRFEABGSE ABGNLEHE

fELE — 3. PP-GAN 4% 5 25 Fl 5 DeepPrivacy 3 {2
M9 U-Net &1 , BURMBRMBENLRZR , HE
WNRMRRRERASNEST BRRBRIERE &
MRE.

FEENEBARBARELERNERTBE
X, EALTEERAMENTAM ARG Y. E
b EEAZTENRNER LISEAPREE-HEE
EZCBRENAREZRIEE  EBRAER/LE
EfAM, HREERIAYE ZHEEIAENKHME : A
REMEMIT. URLEENSEANAKREE. €M@
ARG . ZEKRA GoogleNet**p
ZREMARISE AEERARLREREMLEE PPAS
( Privacy-Preserving Attribute Selection yi& 1% H & 3
AREY  EEAREMEIPHAEEXZSHMEE. H
TEREZBERANARBRG , MEMFEA StarGANE
BEAXRINBEEsEXBANEGENBIARARE
ZEBHNRE. ZHALEZEXNER AKRNEM L
ALURREEBER(LEEMN B,

BREETEBARERNHREBERERSA
EHERERRIMINIRT , ERTEFHHOA
REG AMATIHAXERFRZEGHEEEE
BRNTRISFOHAKRESG  EEREEHNEEAAR
MEZAR. FTHRREREBE ,Wang S AR H
T RFNETEBRARERNEERSIAKE
ZLC. ZEMEBNREOX MM E S SR
NEE-—BEEGRENZGESHER. N TRER
BMARBNLAESE(EFEBNRE ), HERER
RN IBER , ZERIMA -2 EMREFIER
EURBREONARXBIRNKGESHEEZHEN
KR, AR —SEAXBREEIEEXN ARXE
RETFHERE , ATFNEIBIFTMR , L
RESENAIERR

BR SunPUFTREMNARBGESR HEkBE
Wi RERBARRENLPEBER , BEXNTH
HREZBREMATTE. Fit Jeong EAFMHREHT
— MBS TENER B ERBENE R,
ZEZRETRAAREGNEHEEENERS
3, #{EA SphereFace RBB/RX 2 HHMFESH
BAERBHFEANTEYE , N FEESHREEN
ARBEMREBEE.

Khojaste S AMMRH T —MEFBEEELE
AEBGWER  IXNHmANAKBRGHETRAIE
RWRE , URFEGPARRBRER. ZREX

@ LERFEARBHE , htps://github.com/fodark/anonygan.



8 it E

#l

2

1

ER=AHIER  AREBESERBIRINARKK
BREINBGHOARBY , RICERFABEKR
ERERIEGR , EHERFGRHABGEREER
MBBECERERNEZRFIEGRS. HPiZEZE
ERACTRPERAT TRNMAELE , RAEEE
PEREMARGHLNERERG XRERK
B ERIEFTREEERGRENARET , ZER
EPEERREGNENER , EEERBT2HE
ARRBRGE RS  EHEXNELEMATURLE.
AMZEEARERIENABEARRINSEEN ,
MAEBHHZ=E.
ERMERNMEEBERBEIRAIEIBHA
i, AMFFXERNEZT BEEMNAGCDAR-—TE
BHEMNES. Eit, Hukkeld S APHRH T —
HANERTEAGERNEZ LA ZEC. RH%
BEZFIGE-REMRFARRIEIHME , 5| A
V-SAM(Variational Surface Adaptive Modulation)f%
ERENRARTEREIREDEENBZER , €15
ERBFEENTNEERZRFBMEXNREN
B, NTTRESBFEZRNBEERE. ZHETUE
EXZTHNHIEPEREETRAANBAXES ,
AMEARATHS , EEANEGAKSERTFELE
TR AAZIAR.
EREBGEIEANERL T LB ERAI
HREENAREG  TRATES AKREGMUM
BiE LHETERGEE. ARBKR, HEHELEN
EBRAREREFENHRE , NERIMRF HEXTE
RETFENBENE LB, A, TR
EFIRUEBRNSHTENEE , EERRN
BEERECZAFETESENYE. LERERAK
AR, FREERE RS EREMEMES
HEG , BNt AEXIEEETIRET, IR
HARH, EREEMEFENET
22 EREXNRBHNEZRKEE
ATHNABBGEURENESR/LEZE , R
HONETHRBRENEHERLT ENTORE
NWEMERLFZE K XEFETEEUARXNERE
NWEEL BERAFEAXRESRTFE LERA,
FEARNEETLBRHFHARAPAY , BEEEE
BMECHEENAGE. Bt , AMIREERET
WHRRENEEEREFH EREIAXNEREN
HR -BERT  ETRRKENEHERLLS

@ LRFERBHbHE | https://github.com/hukkelas/full_body_anony-
mization.

EEERBHER RN —E ANRTERMEON
HENSHEERE SORENELERLS
EERBIBREMTREMY , HRE MBI H
REHH -
221 ETHHRBRENEHERLE*
EFEREETE + 2 EAFAR R ERAR
MERERNAERTARIZIRG , TURRIEAR
BHEHRNMNERENERT , M ARIRIRE. X
FONARERFEMRAETRESEEEZE P-FGVM
( Penalized Fast Gradient Value Method ), BEBE4R 3
SHORML, XNERFERINEUARNEN —H
P-FGVM £ & X it K FME LM K ( realism loss )
EHMHBETERAE  #mERKBIRNAELR. ZH
EREBENEIERRENES ARESG , AmEM
BRI R ARERFA
—ERERLEEFREREGRTETELNARS
BEESRAXEK , SBTAENRIAHE. TR
Evtimov E APHRH T —#%& A FoggySight WA R |
ATHHAREGENESER. SERAAKIRS
BANAFBAGE#RTRFCENEARS S 4
B, BEMNZEQRIUXEKBANSIEOE ; MK
FRHEMES ARIRD L TN R EAEITERS B
£ (EHRE ) #THR , RESEARAREN K
INBEES (BEE). B4R, ZAREBE
REBAHOAFPER EAMRB IR FERS , HF
LR EABERBEERLE , ARRIARXZ
RPWAFBRTERN , TEESHRLEEER
EPRANEE  BARCREREEERNBAH
FEBRE , ANTREP T AR RAREL.
EZERFWRAE Hadi SACERET —fAR
M ¥ 4 33 8 FDSF( Face Detection Score Filtering )
FNERRFINEBENRLMEZIERRE. 25 %
FTERERNSEGESIBERELEAKRK N 28
FDS ( Face Detection Score ) RIEHAKE®% , EF
SECENEKREAREGUURREREE , HE
MNEFREREARMNERERNERERE , it
FERPBIERANBEHN. AL FOSF &N E R
ARHEED , ZERFERARBGEEEIAKRE
&3 TR , EBA T FDSF A BAAK Thith & BB 1R A
RNSEEESBORRIRKEE.
Shan EAMBH T —REEB B A A KHAR
NHERRENESR HE—Fawkes®. EAF X
MBAZE , BAEERA ERMEURENEGER

@ Fawkes X&B it , https://github.com/Shawn-Shan/fawkes.
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REEXEIINUXANBIHEZNRE. Bt , AR
RAABERRLUWAFERN , BRLERRFZHF
4. —MBERT , ZRE TR F it B A KR
FIEE  EXNTRERMWENAFRSG (0EAE
F ), Fawkes B8 M 2R K i B 4K,

ETXHRBENSHERILA ZEIFMTE
B 18R 75 2 %t R 15k B9 B B X 4 i 4T 48 Tk AL T T AR RR
IR, A BER M EERBTHRE , BEK
B&XN FEMES (HIOEBIRERING ) HARA
7. Bt , SR BREERNATARER{LES
o, EFMEREERNHEARSEEENAHER
BHUREEUER —MHREFNERFE.
222 SORENEMHERLEE

MEFINHSESHNENEYBTERESR
BBREYMEMERKATEE , FR, M. ik
BHES AR EEHRBNRETNBEMRT
EZNBRALARPBEAHEE. Suo EAMEHT -
BETAREH BN AERRIAMRNER. ZFZE
HFRHEAREGSBRILNARAY , AREFM
ARMNERERXEARAH K HAEREERGER
BEREREBAR. Hf , ZFZBELEEER
MAHHUNEREREICBGEESE , #MRA
BREKEGNENR. BT, BEEBMNIKE
Othman & AMMEH TH I AR R E WIS IR BT
RFHS  RFPEEEF AREBGHOEINERHT
REFHRER. 5 SW 'R ATEANE , ZH5%ET
DERSREARAEISFAEAE S BES5E S iE
MWZERG ZHFLEGXATAEREGH R,
F—RAR (D—B—XZ)WARXBRER=SA
FAKNE K AELAEFMEREGERATELRE , M
MEBEREFXSTREAEGHINELR. ATE—KKND
AREZES  BEEBEUNEBEENIOREZ
EXRFRONE. AMMNERRRLE , ZFHZE
BARTLGEEMD , BARRGHEATEEEHE
H£h 5.

g othman™IHEMNB R, BEBMIKE
Mirjalili & AR T —Rh R A 4 X i sh 3

EERFNEZE B ERTUINEENRLET ,
N MAEYRBECRSIMALNEENHNBR.
ZAEEARXBESEMATHM othman E#H
Delaunay =& &% , BT &S5 2 KEFM0
CLT=ZAFXARNENNGZAEEHREER).
BHTHEeL{R) EERGILUREMLRDKSE
ENREBEYISETCRERNRA. AMZEESR
B RITRESHEENER , HH1R5I14%6E
RE.

ER&IESD  Miralili HACHRH — ¥R
M & SAN ( Semi-Adversarial Networks ) # 8 B F A
EGHBEIARTFC, DRASRNBFHIRTHA
HeEARNMHIBEHEZLLEN AR EG.
SAN RETEREM A 92K  RAEBNKRIELTH
FEGRBIE, BEFSXNRIUEMsEERFE. ZH5ZE
FHFEMEXERE AR RBIER AR EXHE
RAME B mBIF[YEP , AEBRERPARE
BUUEEAREGHNESIRE,. HIEMNERRE
UERATARRBINSHRE—SE. HEF , 54
RENEMEERBFEEWUE 4R, &AM SAN
FERTRETNEHNHER 22K, BLEEAA
SR BRI 0 S BR (0 AR W) LA TR 3t X 1 B B 4T 9 2K
FRZAMPIEE —PERBN SAN #E SRR
ZALRIRR | F S NI YILRE) SAN MEERK , H A
SAN R BN HBI MR 2 RBEGRITT=ZHTEH
WHHR, BB TREZENSHEYE. TRNBIE
BRBERAESEENEENHARGER —ATE
WizmHEG , ABREDE—THHRINBEA
REGATLUREEENMES 23X #H—SEHXIA
£ SAN R B R AEfRm M B E B A& , Mirjalili F
APIREHT TN EESEEARBLNES
M KR PrivacyNet , A FX Z#EHE 83
TRE. ZHEFSANEREERNANEZHEES
kpALMARSG , HEARU I XBFARB G
CEI=NMEEMZNEMES @ 43, FRMTE ),
MM REHDIRBIEED | HRAZSTE N RILRY.
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4 BOREBENEMERLCHTETREE. FEREXZESE(9)

NTHIRREYMFED RS K DEFEESRF
F1E B HARES Chhabra =AM — SR AX L3
HWEZXASNMNARBHENBLSERWL. &G ERE
BERBSHEENAXRNBZINRET , HE—D
RENREYBAEEYE. EZEHERIRITNE,
Z A5 EET Carlini-Wagner L2 EHPIER G #RA
TR BAWIRETE | FE7KEFE BN HMBRTAE
BYEBREY, NMRBREAFHNERREER. &
FETI2H SAN BRI P XM 5 ETRER T i #
ITEMEEN DK

Li £ APHRH — N RBEARAN , HREF
BRTRANARERLESR. ZELHSHRBRA
X EMERFNGOBAMARBEBEERAR , UE
BENENARESHLTRNEYE , AFARK
ARMEVNHARBHERNER AKRES®. HEE
BHEBIT  ZEERAMTESARBMN S
M. BHRE , ZAZEETEHRBARBBRH

SORBAXBERE , REBEIXNEHNBED
HHITHF  BEEEOTXNBEMHEE , BFR
MARMBEMEBEEAZFHARERBRSIBRLR
PFEHOAKREBG HPLRHRK. BHrEDREFHR
RMARRHRREB/RRAEBARIRAREK
R, EREEATUREXGREREATEAHREN AR
B, RLXTRBRANNNESR 2 HEFE.

FREBGELRFN G ERBEREFHERE
AREEHALHNERAR , ETAMNELXFEH
ENMARFEZENA. ATEINETX ARG
HNEHERLTENGNRENEEERILTEN
A, FHEREFEQTT AR E G R E R &
RETENAR. —FEHRENBEEEMIAN
HUEQAFBREASUTSHENEDR , 5—HFHEY
BABFENFEENBIRETRFESEERST , M
MEtEESELS. Hit, BRIENRENFEZARE
ARPFARBETFEN DRI, ZHEEEN

@ SAN X # it it |, https://github.com/iPRoBe-lab/semi-adversarial-networks.

RRENEMEEREER , TR H - IS4
REYMBLEEENRR EMERFHIBELER
LAB 1L BRALH 5E.

23 MEAREMERKEE

NENERLEEZRSHEE-LRRYE , 4
WRARFEEEFERFERFIES , MA—#K
EAAEN. AEATHNAARTRENERL
Bk, RFERZSBIRBEHNARBGN S 6
T, BEBEMNER : —RERL, ZRXE
&1t.

RXEES , —FEATABENREERES
FIRBHBE , mERZESE K BRALENMFE
ARLENEXEAL. 5—HFHEANEEZ-—NTUE
BHRXENRE  HLEBEREMNABREER.

Ren ZAPEHNARERBERLEEHHERLES
WEE , BB ERAKRNESD. AMEZEREEE
BERM/EGHORNERAE (WPAR., RA, WZE
BE) TFLEFINRBREONER. TR, &
BEGAERMEMBEAEZEEI T XERZE. Gu
Z AR RN AR S R RRIER | BB ED
WRBEEFHOARHTETEBNERLNEE
ZILRE B EITARIETRRL, EEHRXK.
EE—BRANBRESMASMAER , ZhE
ALEERLtEBRAKSHER , FEHATEE
BEENEERERBRAR K MEATE —IMNERE
BrRE—-KEIXS D EBRNWAR. £ CASIAF
LFW izt HRFZAE EE5EEER{LEEN
DIIM AEMB TR el BTN EEEEMN
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B BAEEFITNER , IERAZHFEZETEHEA
KRERANERT S HTETELBNEZLNE
ERLERE.

¥ Gu EAMRAS N HENEIL S BB
BHBER , BBRFHERPRET —HETFRER
15 25 M A2 10 25 MO AE R S BE Tk 2 B9 A B BR AL R
OEBERERBNZREEMEARIIAERLLA
R SREMEMTEYE SR GUOINEBARAA
EERKEGNEERORRITED , 2 EHBELE
BEOBTERBIREEGNERZRSG  ANEE
EREXRBESHINERER ERLEEERL
RMTEHANHTHEESRE (AEEERNAETH
B ) M—EERAK , sIAARBEMXERE
fE NTIREEEARNSHEMENERYE. 5 cu”
FEML  ZAETURESNRHEREFERE
BNSHYE  HE-EXMHTHRIEXAARBER
NEREERL , ANEFTRZARBEI HHNE
RTRUMEERL.

LBEXBAZANRE —FHETREERE
AR E RARY 5%, Z 5 IdentityDPPIE R 4%
ERHNE LR , ZHEEY S OB ENEESEN
BRRE B REFERERNRE. £H. XK
ERMATELE  AREFZERILEREREER
BN B ENERUEIEMEDHR. £KH
MEDERERAK , RIGB[RBMARN S 0BT

FMEMRE SFOERERTEZIRP NS OB,

REERSBERET SO ENEMSIH XRS5
2R zhuZ A P1E A ArcFace™ i & B 45 1E 5 2 3
BIREZE , HEAETAENRZEUEHRTS
BIERREC. LRAREREZAMNBEIRZ S 7
BANNBERIIAEFHLE  SHAEERNEH
FEEHE. SAMEINTRERLRYP HZEO
TRMNR , ZFEERBEBARNWEREFRMT
BEREFRARINNSEH , BENTER ARBEN
ZREM. S50, Li SAPRE-HRAERBR
BEHERSREBGHNARIGREREZ NARSRHK
ENMARKBRER  ZREBEIZEBEHRBER
TRZ RS #HRNBIREME HER AAD Adaptive
Attentional Denormalization & Z R BEM B F I &
REMESSFOHRANNERSES.
REBAREF Z O PNEUHHBEEEESR
SREFRMANMEE , SHNANREENMBIAR
PHRZEMHAZIEME TR YouEAPRET -

@ LER7FENRDMAE | https://github.com/zyainfal/One-Shot-Face-Swa-
pping-on-Megapixels.

METORRNAMREARBRLRRIFLFR , BT
HERESBRAMNTALE. ZAREEERTI
SGMARIRBIME YOLOPIE AL R 4 A K HHE S8 X
B A RAEALEREZRPARKEEIEERA
REG, BELHEERTREARBIEREDDE
RARPBIZRFOARESR FE , ANKRER
ERPVEGNET - MR TEBRBRBI N DK
2, AHERRAFRTUHENARES. XF—
K, NEEGREEIZHRZIELRILNZRIPD
EZEG, TRECRSLHZRFBEENTER
REERUEBTNINFHERE/RY. X TR
MIRAF , AT A ERAREEN D RKBINZRPH
BEHTARRMNEES. N TRXAFDHATNL
ERHRRAERARBEGRUMER. RAMZAR
RRENATARKRBRINES , EXRERTHM
TEHARES.
BEAEOZPEIN FRKARTRE
B W Ying EAPIRE T —HENARBHXE
MEGEMERR. ZRAEHEEEVIREHN
WMESVE , NIMERKEBRER. ZNERNE
ET U-Net R HhEBRERTEBERE
MBI R &, Wil P& TN R R B8 3
ERRERSG  BORELAEREEGNBERTE
BERG EERDRBREL BHGEEREMHFIHR
ANART  BERLEENBRBITEESREEEN
HANMEE , HAMEFHEGERRSNARR
B RAMNTHAERFENERG , EERGRETS
WE—LRTHEE.
LRARATRENER LT EZIRT T A=
M (1) RRARBGHSONELEE , F5
REMBIEEZFOIERRESE (2)ETE
BREMEHSH  FRFHERARERATERR
BNEH ;(3) XUEREE. XKERLFERX
NTEHEENTEL , FERAEBEBHAR
AUEERFRE  MEPEMBBEELTESIE
BRARRNEER  RARBIEBARER , AW
ik 7 ARRRALBIREAYM 3R
2.4 REFIIIRHIAKRRFARE
BRIRZAEERGNERICNEZERILAE
RYHTTIENRR , AMABFEZRIARESR
ISRPHBRARPHITRY. ATHNERESF
IEBRPHARBRLRGRY  HAREERRTRE
FIHEHLE, RRYESIENATERARSE
SRENZESHATEX A S 0RIARFH M.
ERARFEZERARPIEZER T REZINEHK
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BHFHARBRARPEE , ARARBEH#RTEY
B, EREFIRBEEEZFNAZERETIE.
ZHNBHEAEREIMORE R L BERRE
ZYEBIA , ABIARRIORGIFRRIET
ZHEZECBTARZINASTEEEEXRY.
A EREMOBRFAUREZHNA TN HEEK
BEEYE  FHERZLTENLEREEFRIE
B EBEEARAENAAFENDATEE T ZERERS.
XMITEFRTHLEBEEEEBERBMAANHS
|, ARARPHOHAREE 7T ER

HTAREGTUMARBRPERY 12
BERGTFHNENNEERSAZERY. T2,
Mai % AP H — iR B T AR ERZ RPN
YRR, ZAERBAREY CNN R ERGIEA 4
M, HEIETAMNRKREE , BBV =BRaEHR X
MER=ZBREMEA , HEARCZRIPF EWIFEER
H R IE M RE M R 21 RE.

Bif , BERIEINBEMBZARILRF
MIAEIEB T TENKRESY A HEESFEX
ETEXRNNE MIMECRE-TRBHNALB
EMNBRBEIER , LNEAFFHHEI S E
ERFIUNSREHEA. Rt Bai H AR HRA
BRBEIXNARBENRALRY. ZHEERAS
FEBINGEARIRAER  LUBRERAXE. AT
REBKBAKIRDWMERE  FEEER PFM( Partially
Federated Momentum ) BRI N AL R/HERE
W BEEERE , HMEA FV ( Federated Vali-
dation ) B ZE—EAERIIHRFE LN ARAER
RRELREFEFHNRENE R ERMNZILED.

Kaissis AR T MR BNEZEKEK
2 3] FF R HE LR ——PriMIA( Privacy-preserving Me-
dical Image Analysis ), ZAERFERFHER L4 5E
HEFNMBREURMZNZEHEBLESER ,
ATHREZEG|HTIHIRNERIAREF. ZELS
SHETHEHRERIFE , STAFRE , }#5l
ATERFZEI VIR ThEE S ( MAHEE TR, B
FFEH, SHCBIFEER. BIHRIFEL, KITE
BESHLL. ZPRABBEERITRBRE ), S
TREM, THE, &SR

Froelicher ZACHRHE T —REF 2 HEASM
BB RE , kB ETHBE AP RBEH
BRATFESBENER  SAXNIHRABEEN
RIARFP DN ERNEELERETREENAIEX
REEMBHRERES , R ITERXHE ,
HAEGLANBEER REREREINRASE

BEMNEANFYRIEHENLS , —BREBEF ,
ERENMRBERALE

Drozdowski & APEH T —ETELRE.
BEBRARPERASMERLESNEIDEWBER
PIREFE ZHEETARERNECERITE
BB MRS IO ENERENETSR
EYINSRE NIERKNENSRPMRREE
KRENREIIR. ZREEEWRBIME. TEX
EHMERFARP AEIE T REFOFE.

Klomp ZAPIE X2 TERBGERLEEX A
BRAAMERNEIEHH#ITT —RIZR I, ZH
ARESNARER S EEETERNAMENS
ELR  HERENSEARRNER P EEZR
BUHRR EXRIEP , ZAKREIFETAUT
ZSHFERE. —REZLAEERBARSNER
MESTANEAYE , —ERNERASEIENESR
tEGHENER  ZRATIISERNBEER
TUREATRAMENERLISHEHE M. £
LEM E, ABRRMLEITIE T E WA £ B P & iE
EIBFR ST AR A N A2 2 M 88 2 8 M A< 1
XRLERKRA  REMBEZLINIANER L EH
ABREMINEARSMER R | BERERN
RMEHRTAREZBLSBNMEETHREETZNT
BEAE At , ERNAMEEER S EN MR
BERTESEHE, BEEENATRARE SE.
ARMERFTINEREXRIA TENNBRIARY 2 18
HEJNGSIRIREBTLSHRESMER 2 43U L
BB X/ AZE Tinsley £ AVNTE T E I MK
HAEGRAHEDR , FIEA TINSEHRENARE
BEaMBINERNMEAR LS. ZEAKRER 5 N
TEKNARTERERM StyleGAN2VAE B 3 1752
B, ANE—EHFELERARERBAR S il
i, BERVNANEELF=EGHHERE.

HEFMERBNERE , HRESHWA®T LTO
E, BAOBERF ANBRATHEHELD? T2,
Seneviratne EAPHER THOZREELARPMNAR
FEEZC. ZEAILT —MNE T ResNet-50 4R
ZRNEBRNBENE , BINBOENARE G
THS. MEMERTAN , £ABO0SXRIAEIL
BRERBER BOSARNEWBENRESEA
AR RGHEBTMN. ZAETUERITERFAA
EUHNEHETIE NEEMEIERET—ENS
EZME.

@ LERGEMRBHUE | hitps://github.com/sachith500/MaskedFaceRepre-
sentation.
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ERREZIIEF ARBIARE FENTR
NARERBCHARTIRE/THENER. —FEHA
MAUN ARBERTLE  FREREFIREL

EMF YLD B — B EAMNT AN ERBTLLE

EEABARBEIBFLTEHERLEESE. 5
STENZMERARERCIRFNEBRRE ,
ZHHEIREMNREZITETNRAMERE.

3 ARMSRERILTGE

BAREGES TR , EERARINIAE
BB EENERE. AFPGNRETHX 568
FA R 1 4 WS AE R FATT 5 E RN B A B AU E %5
L3 WTFRAFFIRY , B—MBFEHEY
YRBEIHTRLEPLE. NREELMAR
HERBLBHAR , PLZWADREE RN
ERKR. Eit K ARWMESLEERABERT
BPTHEEEENAS.

3.1 BEEBXERLNIRESLSE

MARILEFE—FEEREMNES K BE
3B — MRS TEY , RIEFERNGES LA
ROFNAENTETUTSAEL. HNEBK
HEANNAESL , ASHRERATHREST
pESE  —SERESIMTNRENAR 22—
AMHERES BRBBENEE (MAK ) ZEL
KU RBARY . Eit , 5 XI5 8 FA 19 W 4R
Eft S EEREREBARTRANES AN
W, AN EES ARTDAREBETIATLEMNEY
HE4E.

Ren ZAPIEHERHRANEETHRTA
A BFILEEEE  BET A ETFERFAN
B ARIMESSE. ZMEEHENAES

B, IERMB[AMARDRB[AER. WIMERRE
REBEAFUBKRBLBBES  BZALER
ZhAER U 25 A9 MEBE ; B A T 8540 U & N WL AT i e
ARZEHBMNERWMPREBEABRES ; A
BROEBNTRAEDHARBGH’ITOE. ZEL
Bz EIRG., BRSO XMARERMEXNETE
HHAESRAREZSARNERRREAESHER
MESHMEEE. RMEZFEZERNARRETE , &
LENTEIRERENHE. YEEKYN , £
BHUARAZSEEEHTENIR.

BENARXIRB A EZEARBE TEKRKAR
EB/BANEEDTEZRBGNEDTH. RAAER
EEZUHF  ARXBANEEXBIHMREFEE
VEWN. ATRPETHRETINBRAEE , BEK
FHZFERARAERIESREAKRIEBHIAA
REREEH#ITARRLRY. ZHAKSREHE
BANMATHESFRBERENTS , 4L BRI
XiRF , W@ 5 AR NFE—NEXRAERNSZ
RE  ZEEHERTINE—MER XMERA
—MEREENFNEERAR , FESFHA
WAKRBBRBABINE K REHELDIREAR
REEFOUEAR. ZEEZRITEZBARNAR
*XBRANBAXBRANTFERE , BRTETHEL
EHRART RE

Facebook A T HEEXE = Gafni S AE KR
H—FE AR ARERLE L. AR
EZLNBERTNEEZRTATRINEMES ,
RERIENAMEARNES, KBRES .
ZHERES SunBPULIMOLE  FRATEREN
U-Net FIRERNLEBEREE  HESFEHHDH
BEAEPEBRIEZEERK , RATEHNKRE
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5 ETARBRNAXATEBASARER(LRER. FERBEESE(72)

EE BEHTEINERRATHFTESEELR
FNES , TREEREEARSI/BEFBAIRAR
REEBREMIX—BH , BEIE/LAAFERHBR
B LELXARKENREISE M4 KB A4S 2 8§ =
A%, FEHRNE PRE S LR £ B B 4L 2 8 B
EHRERABM KA RRKEN.

Maximo ZABEHT A LUESETRE S 6
EEMNARUMERLERE —CIAGAN #EE, %
B , Gafniet EAPIERS, KENRBESHRENE
MT  BRAREHIZERERAKREESRAZTIMER.
1 CIAGAN™II R FJ A BS 5% 8 s M Ik 4R 18 K BR A
BRINBIBEHRELENEMBE , AMEARNE
RNBEE I ZERRHT - MEAESR,
NEFEHRRERE  EUEETRANENERHE
B OMNMEERSEZEMEER. ZFENERA
KRB HEERAZRBEEREESET ,
NHBEINERBNWETRS. A5, BEINE
REBMBREEMBRERZRG HPEESIAT
BHLIME  BERBREEXTEREANGS
E5. ZAZHEBERARMBENIRIEBE , £
BEREBVNANERN , ETATFHEEITENANT
&, MBRNRBERE. EXRTD , ZEAKFER
BT MOTS"#%iEsE Lt  RUEBARSRHBAR
ERER—F , REKRBRH NS EHNEMLIED £
4 731,

LEREBIPRSEFAERTHMEER |
EARZDRHAEFEERLY RN AmAak
BESINEHEZHEEENEE  SERENADY

B, ETARBRRETN, BXZHERA. £
BRI ERS , FENFERAFANTHRE T —
ERICPNARERSZ , TURFRAUMPESR
AENES  ARIEEHMEEERTE. EHHBIE
RN BE | ZHENREET — 1B OBBMLE , 5
AZHZREEMEH AL CMR ( Conditional Multi-
scale Reconstruction ) M1 & B H %  FEBLESEME
MER, UXUEFNSHER{L. Hf , BEXK
TAEZRATHREABINEZRSZAEE , AT
BEERFESARNEH. HABKRATKE FaceFor-
ensics++UISABIFE EHTRERIT , R KB
EZWMMNRHBEAMPHARKE. ZBNHMEE
MER- , HEEZWNMER BIFRY A E — 3.
WNFEFLTHRBETHUNRBIE , KZEEH
ERAVERE , RS HIREFTENFEF —H
ZRFA. Fit Balaji EAMERHT —NEFRH, #
B, MEMLBEBESFHEEIEMNAAEA
MmHBES ETHRBES , ZHANMKREE -8
79 JaGAN B AR KRB 5 3% X% B 4510 H ZB4FAE
RO ARMTFHTER. ZHEE LR HBR
BN ARESG , AERE T EMERENERT
RRNEBEERINAE , REEBENMFI P E
BR—BHAR 6 HE2EmMzEanFoRE. tHE
RS AMAB TR A KU E & L S iyt —
SHR
ARRBBERAOFLSHERANARLKENE
HED TEGNUMHWERLHARRE , LRRE
HRXERANER LA EZENMNEGREESE L
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BERTREANER RAMXLEFERSRIEFE
—EHE , ELERNARRZSHEYE  ELRE
AENBARETTER , AIRARBHREEIR
FHRE At S TARXKSNRLRFEETE
o — 5 it 5T B HT
3.2 HEMEEVFIERFANIRE LTS
BRTERAR XS , B @ EWBERFLNER
R -KREUNNFERLEE ERELEEF
BREEAUENIER - PMANARMNEBRBRSSE
F8, MUMED. XHEREEURAHER ,
T ED FABIMBRED MEANEERR
if HEMEEERS UEXBESHPREMNSE. B
e, BaEYRBENBARPER - MEBHRN
R
NEBAEERSTE , AHEANETEEN
WIMBEERE ISR TAMNMETEZEANE
SUBNARFFETHER. BRI BEREN
EXRVNFTTREARENMERE , TRHNXRGR
BESHZE  Tan EAVRHT &R, RE
HNERARFZHRNUNS BIRRELTR. %5 R
B EEX MBENNFRE TR DT ANLE | UE
RERE. REECRNNURREENAEERE
BRAGHERET , RAKITTARENBRR
A, BT RERFAE.
ZEEXABEFRBKBEREICERBREAFNE
BRE , MORNFRE , XURSHFLENEE
AHE HTEEZRROBILEA , Chen EAM
FRT—FEFAmMERNE L , CATUETEEN
RAMMBER T REAFPHERES , AR
RAFNEEESTHME  BBES XBRAHHEE
EEHNRT , REFAHRERNAFERNBERE
BEESKRXI. ZEEZRBNARAMPHEERE
SHTHRE , ERHETEEXBRRERERZ
EREERNIRENER NP ETERME.
EREEEYFERLOAMER LT EZBTY
EREBESKIUANUMMWERLE , RMIK
BREBEMBIERLHABRER (LT ERARRD ,
Bl —LEBRARBABH TTAFRENHRR B
REFERRTEZTERPE - N UHAMBEL.
Hit , FRRPLEEBFSKIERERLESF -
EEMEER

4 BUREFMRBMEES
BA0, ARBIRE S EBRERTH AT

RESAERBEELHTON. ATENENEE
BHEPEANARBREERAXBGENESRL
AR, TR REEZFENIRIEBEB IR
GR BEFTINMERMELRS.

41 FRPIBEEN

ERARPNESS , BRREELZ-REEHR
WIEE EHTIULITME MEARR T RREE
BRZISHNHE LB CHBREREBEEREA
RERIARPEET. HEEEERA-RIARBE
BEAR  XERBIETREOHAR. 5501,
BER7SNMARESSHENBBEENERNESS
BARBEE. NNFTFENEERNHREE LFWE,
MUCTU® | CelebAP®! | RaFD®, WIDER-FACE®?
R EENBIEE FDFPY, UNIIZ

LFW ( Labled Faces in the Wild ) AZIEEH
EZEDFEE EM I A MRS 2RI E LK
REEEER , 2EEARRINEANSES—.
ZHBEETHNAREBGEYRETEZTINERT
B2 OARFSHAXBBERNARESZHSZHE B
WAREEELSBEHNER , AR RIEERK.
LFW BRIBEHE 13233 kAR EG EKEEGIIH
FRIRHN B AE , #£8 5749 A, BEXKHES A
RE—KEBE. EFZHBEAALEERSG , BHfE
EP T EBARBR

MUCT BIEEHAERKRET 2010 F5% 2
—NMEEATERLEENARREE  HPEKE
BEBE6NKBE AR, EREFERIAER
N:E2=T0 R

CelebA ( CelebFaces Attribute ) 2 &F B X K*#
FRAAMEARBNEERIFEE. ZHELEES
T 10,177 N B ABHH 202599 Sk ARRE S, HF
BREAHBME TRIRE, BEARLRE,. A
RS E R AR FR AR 40 NEMEARIE. BB CelebA 3
BEHESZHTAKBGERNITENRR KT
Eo, EAREBHRRIE., ARG RA
KRB IEEFAAESEERM.

RaFD ABIIEET 2010 FRATXMAERE
REXR% , 58,040 KB , 85 67 MES , 93
N20BAABEREAN, 9BAALEREA, 4
ZAAEHK. 6 BAALE, B RERTEMRE
A HEZBEESE 8 RE , IHR, RE.
BB, KR, B, BT, BANGL , 81K
BEE3INTREAMNENFE , BEA 5 MEVLAT
B8 A E = aE.

EBPXARFREN WIDER-FACE BIEER



16 it "

#l

2

1

BRiERNARRMNBESE ZBESEEHE
32,203 KA A 393,703 sk AR , EFARRT.
B EH, k5. BRI ALRENZSTHIE. &
RAELRENERN  ZBBEELRETEXNES
EEE  BRABIZHEATHRGLMEZR R
o,

FDF ( Flickr Diversified Faces ) 2 Hukkel& £
ARHEH—NMNESEZBSARBES , 3EARXER
MAKRDRETIR ZBBEEMNREB, AEREAN
FPAEDHERINZEPRI , TFR, Tk, 28,
FGEESNEBEMN T EHEEERNSHEML.

UNI BIEE R Patrick EARER 12,004 KS
FENARBSGE  ATEGSHAKRCESEHA
RARBIEBR ZBIELESR 333 22RE , 8102
HENEERBRAE4A4R 78K2E EREFNAERT
LA 1200*1600 B 2 $ R H%.

42 EVERZWITEIErRE T

EMERBLITHERETEI IREL, K25
HEBMRER , BAARRNES EZHHESR 6
BEEORE—H; I—XNEEEAREER , B
ASSIMEFEZIAEREARBENBRGRE.

(1) BREBRREREN

2018 F , K BAFTEEIZKRHAKRREET
ArcFacePI ARG iR BI#E A #£ SphereFace*J & At k
SO T MR ER — LR MEAEERE , R
BAXIAFZENREN , ESTFRELIBZEZR.
ArcFace BEMEEE., 5 THESSHN , BEFEMRK.
WEHES. ZARRIERTATFARSHESR

MENTMEES AEIHTEERIBEQEMER

HMEZEARSERARREETA—514.
IntraFace®| 2+ P E M5 IE K2 FF5E A RIZITHY
— AR RS XA RNRE, BE
B, AN EEBEFNLER. BHl IntraFace &
ERAMNARKRER R — IEBTN 49 M RBA.
KEEZBME SN, IntraFace BERA T MR 23,
BEAESTEARBRITY , TEEREERLS.
(2) BBERREEREN
£ R R LS AR SSIM( Structural SIMilarity )
HEMNAZRETIROEBGHNAMIEIRER
H, EER LS BEERARGERRRBSESR
RG22 ABNABE. SSIMMREE, NEEMEH=
NFE#HTHR SHMECENEER-15 1. HH
KE G- -8, SSIMBEST 1.
FIBRAE BT HLE LPIPS ( Learned
Perceptual Image Patch Similarity ) [€1EE & & F R E

BENERGECUE  R—HATECHEESKHE
SZHAUMENIER. TRMSZSHHEEFHBRA
MOER SSIMEERAREA L EAXBRATRNSG
B, MEZT  ETEINBAEUEEEEER
BARNBA. LPIPS MEBERRFKEGHEME
L, EEH LPIPS EHREMKEEER K.

FID BERE18 4 ( Frechet Inception ) P12 &%
MNEEERGzEHAUENER |, BIITEESRHER
MERBEAEREZRHRNIER. FID NRHBEEH
MITENARBESERGEERARGOELE ,
iX 40 Bt 45 R 65 A Inceptionvd B& 2D X E R T
BN, RENFIDOBRTIHEARGS M EREIET
tLRERKEEREGNRERS. SHEMERE. &
BHFHERT FIDWEBSHR 00, RAAAEBGHER.
FID Z 8t 2 AT i B ERX M &E R8N
HERE K RENIBERERENEGERSH
Mxt Am, XEEEEFRRARINAKE R
WHEUE K MARHENARNELCLE. B—NMAE
FTRAXR (BSHIEXE ) BRATHREEKRBA , FID
M SSIMWEFREMERS.

ROC ( Receiver Operating Characteristic ) B4k
NHESERERIHL , RRUBRENZRE
EETENGEER. ZHEAKENATERES
RS , ATXSES5%E , BRAINNHEA
FIEMERNTNAEE . ROC MR A AT |
A KB ME M. AUC ( Area Under Curve ) R
ROC & ELIRMBEMNER BR—1M-gRKER
MITMIER. AUC AR R MEREPBHIERE—
NEHAMAER BRMGEEERSD K TFAEER
BoMEE Filt , AUC WEMET 1, HEENY
MR, —MERT , ROC &M AUC EEE
AkRNHEEZRIEARBENSEHEERETRE,
FIPAET05E P92 MR B ER A A B AR A S R 225870,

AP ( Average Precision ) 2EEREE-BEE L
THER , BREA, EEMEBET HEREN
RANREARER (R) BKHNER , BE (P) &
HLERBFE—NRESNKE  MEERENERE
AFEEMURS P EF KRR R ENRSE. AR
( Average Recall ) BN FHBER | W FAREMHRH
e (10U ) B AW AR RBRFIGE.

L1 ( Manhattan Distance ) 3R X3 b H 5k B 5 #Y
HMURE  INERENMERZE , ABEME
EEMERSIOBEN LLIEE. MRHAKEHF—
B—#, BLALIEERNO, RZ LLENSIIEEK.
L2 ( Euclidean Distance ) ¥R ITEBRENEE ,
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RRARZENFE BRHPANRTTFERAE L1
BEEEARBTLIRHMAEE , 2RHEETE L1
BEEOSRETAM. AR, L2 BEBESLERRN
FERERE , TRELIRHEL. SERPERK
REMNBERATLUER L1EE ANEGPHAET
BEARHE , L2EESEER L

43 SRR

AXMNRBFEFERE - ERAREN G ERT
M BEFERNAMER S E (24 DPPY ), &
FHEMME S 5E (124E 1dentityDP® ), EFEHE

®2 RRUEFEAKEAT

15 R B9 5 3% ( i4E SBPUSIAN K-FI9T ), 40 3t PR 28 AT 4K
ENBRALRP HZE (BHE AT, DM
MM ) H 3 BRI SE R FAR I AR B 5%
(i24E DFUY ) IR ARMME R IL B % (1B
CIAGAN™3 AIGI®IH] JaGANE ) |
BTRAXHEEXRRMES ENIILE RIHIT
S, ERRITAIEFRNE RN RXEBFCIRME
BOATHOREERAONLEREK 2 MK 3. DP A
EOE R FDF BEE U4 LA K WIDER-FACE 17
ETGERLNEN  FERREELNEARRS

BRxR FE K RATE SR BIESE FEFMEIER
EFTER Dp B4 2019 WIDER-FACE®2 APg,s, 1 (0.959)
A ER CelebA-HQE® SSIM 1 (0.7808)
[=ng: X2l IdentityDPE] 2021 CelebA-HQP PSNR 1(0.908) FDR1(0.997) SSIM 1(0.8606)
- spplel 2017 MUCT!! 4 BTN £8 1% 2 1 (0.901)
K-F 2018 CelebAl®! BHo 2 H#EREE(0.28)
- 2019 CelebA-HQE®! FID!(110) LPIPS1(0.17)
CASIA-WebFace!® SSIM 1 (0.87) user study ! (12.2%, 2.7%)
M HRE I o001 CelebA-HQP LPIPS | (0.062)
AR CASIA-WebFace™™ SSIM1(0.902)
g 2091 CelebA-HQ®! LPIPS {(0.35)
CASIA-WebFace!® FID!(28) SSIM1(0.95)
AR oF 07 2020 FaceForensics++® AP3E .1 (0.990)
i coco™ AP . 1(0.443)  APYZ..1(0.408)
CIAGANM™I 2020 CelebAls FID!(2.663) LPIPS{(0.221) SSIM*(0.718)
AR AIGI! 2021 CelebAl® FID4(2.193) LPIPS1(0.177) SSIM 1(0.865)
E&1 JaGANL 201 cc-By FVD{(59) IDI*(0.48)
FDFE4 FID ! (1.97)
*3 KRMFEXE
Bk B3 B FRZA
DP, 2019 FEAUNt BEREERES TEATHREEHNESHE
. 5 FAARRTERUERAESH . g
entiyDR 20217 DR MRS HES PBEARRARASERE
ET Delaunay =ANEBMBRNE N mBH . .
sBP, 2007 WEE, EREEHSHNENBREINEE BHRALRERE
K-F, 20181 A Carlini-Wagner L2 35 34 B &R fn g = WNEEHLBTER
FIT, 2019" ERAZ N GEMEZNEBESEHER AR EZARNEBEMLLAEAT B ELCARR™E
DIIM, 202114 SIASREBEEMEEHES AR BAEEARNLEATHERTE
MfM, 202122 SIABASHREHERREE HoERARNMS, FRERDEATTE
DF, 20201 FERAARBGRELZERESR AR HBPEZEARSRE BRARNEEST
A &AM £ BT M %

CIAGAN, 202031

AIG, 2021
JaGAN, 202104

& 10 £ 5 E R & REBHL S 10 69 B 5
REMBENEGCBTIREAXINENESL
5 YRR 1B B 15 75 B2 LR 5K B9 [ 43R

SHERRBGARIRRTER

LBELEGREAOHRE
& & B R A8 4B A0 ST b2 8 B9 B () AR R ALY B R =
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® DP FEMR B u , www.github.com/hukkelas/DeepPrivacy.
MAERE AP 1535 E 0% £, —f1ERT ,DP A
ERBAEREIARANES AR  BREANKES
MERRS , HEY. TRESEEXZRT &
BAERNEGREREETRE , WA 6(a)FT K.

ELEB
(a) ABLS

JRaR SR R SR A

(b) PhiE R

FREG  EAEER  GhEER  EAER

(o) PRSI H R (d) RAFIR S H IR

6 MAERFEEBRLBRREARTH

BE/£SHEER | IdentityDP J7 & 15 1 B #8 5L
MMEXBRAFERSTRANKSE. HRARER
CASIA F VGGFace2 BIEE#THEEN I , HBE
BHENEZR®BG ; #—FEHA FaceNet RFIER
RIEERSG , TEEEEGERARGHNIHE
RE XRERRASHEREHRIT 11 AL,
HEEZHFEALEZFERARSAREDE , £5
IEARRBAFERARE. BEE—ENE K HRT
DP J53% , iZ A AT CelebA-HQ BIEE LBIWE
Z AR SSIM EEFTIRF.

SBP HEMA MUCT BIEETFHER | &£
IntraFace MBI HRBEH E#HTHR TS, ERER
xP  HMENIoHKPORNNE (a2l ) HEEK,
KA NI =ZAKEFLSREETHEE (BIEM),
YA EE (ENBME ) 0B 50 F 5 45 5L Th i B 4%
RAE (Bt ). NEREEG. H3RIEN
B & 7E IntraFace #1 GCOTS LW BS , RRLRK
B . SBP HAEATHHENBBEENARBGN

AR SHIAEGRRE, A XBMBESER ,

WA 6(b)FFR. T K-F AERE , K-F AT AR
ZABHENESR , —BREXRTEEAKRNAIERR
SRHAKRMER. XERLXN LZAEZENHRE
BHENERRGNIRMERE  KIET 96%H A
RS PR 15, o B TR M4 B Th P

FIT A%t & CASIA-WebFace 1 CelebA-HQ
BIEEEWE KM LPIPS, SSIM X FID EE45 , ¥
HEBENERGERED. SRERETR LPIPS M
SSIM BEEE 7T FENMR  MRTERERZE &
RN , FAETRAEBNER T TEERMET
EENELAE , ARKRAET AMT BAHR
WNEZEAHTEEFH (MAFBEERS ), EX
AMT THARLERFEZEBERNESR FMEIRMRK
ENMARBS®, ARREA—DMABLEAE 23R
12.2%%0 2.7% ( user study FEFrBRMLF ), £R K
B FIT AEARELETREZEBHNERLTERTE
FHHNARES® , BEXT2EERBGRER. AM
RURBGERBILRB)HIAKMERACAR , B
SEERFRUENERE  SBEEGEEMETE.
FIT HEZFEHGNTRABBEHRIEME , M DIM
MMBELREAXNBYL FREERME , TUEMR
FEENEBER , HAREEXEN GRS HMES
BTRANKE. ZHFEZETEETEMISMIHED
RS RIESEN S OBENEMESE , HFA
EHERSTERNSHERERITEESR & 0451,
MMEREZBRG. XRIREM FIT AEMEE , £
4R KRBE SSIM # LPIPS BIANEMRERET FIT A
E MM 2—HHHNETRGREFNEHBEER
MARERLRIPE L, B REARBEEREFN
ZEAFRHERILEE CEERGHNRENS
HMFEE , MfM 7 FID M SSIM R FHLE R9M1
FRAT HPESTIENER MIMW FID BIXE T
28 , tHHEE R ARG REMT 129 B FID & , MLt
FITRET 82 FID B, EZREAATUEK
EZERILHURBREL KPP ARBERERE
X AMERBEEFARBEUETE , LER
BMLEABRERFT LXEBLHARLCAR ,
MEER AR, FRATAERTHE 208 6(c)(d)
Fi 7.

12 ¥ Deepfakes AR N A FEF WK DF K&
B AR —NEA X M —NFRBEEAY
Y BYF SRR ISR Faceswap B E B X B 4055 5 A 2
BRE EBFXERRY K. ZEANMRTREE
MAKRBGNERAEY. BRAIZEENAKBS®
HTREIRN , FRHXBRUEBENTL , RRE
HRRENARXERERBARXESEOUM

® FIT B3Rt hitps:/github.com/laoreja/face-identity-transformer.
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&, BAKXEBIN AP EIEIS T 99% , AUC %
HRETIETHENRRE. SREBRENAKRBH
SREHABENHE  EXERTUNEEMRB IR
AKRREM , BABBREENEGUESHIAN B
4S1E , W@ 6(c)FT .

CIAGAN ORI AR A4 ERTHRMEN L L |

DABRXBERENLEEBEER , KSERBILAERNE
R ZFLETRRESVNMBIEEARE—
B, NTFAYRERIERIEESEREFNIN
R, 5E£SHELE CIAGAN £ CelebA BiiEE £
EHHNEEEGHNRNE]LFEE 100%. &R
CIAGAN AILE R ZHEILWER AR , BEMIERK
REXRZHBERRBFTABAR , ARBMEHRAEMK
. AIG J53ETE FaceForensics++ 57 348 & £ i
EZUMHNARERRE , SREERTEZARNE
5., EBENHEMEHEARTT | FErEWSBEH
EERIEFEBFHNE —ZE. ZEAKEHE —F &
CelebA BIEE LIt E CIAGAN H AIG FEERA
BB FID, LPIPS & SSIM HY{E , #8% CIAGAN 3K
W, AIG FZERIT THEOKRRE. JaGAN FFiEEE
EMHBRBEELERERREARSOTRANER A
e, ZAKRFEABENAMBEEIAAMRE
(FVD F1 1d1) LA B 35 25 it (9 B+t 8 #8 > A BS B 16 400 3 3%
R IRERERPEZBARSIORIREMZERE
%, HEFVDEDHR 59, Idl B2 K7 0.48 , Bk
WMERRE. HAP 1dl JEFRMEY L2 FHEEHN R
BEERMB L2 FHEEN UK LR

5 BHESRKMRRE

BEERMERT — MR, 318, FERELNE
WZE , MABBEATASEAZHANERFERE , ¥
RTHEL2NEEEE , B NMABRLRZLEHNRPE
RTHHORER. SHER  FOMERRNEREHE
BT ARBRRPHHR-SHRE , LW 2HEBH
ZERPABERBRE. BRTHEEAREHE
B, MRARAEERRBREESATHNES S E
REFHBEFEERE. AXEIRIABTHENLM
W, RNBRENAELELF EERNAREGAL
MRRYE , BREZAENBEEREGHNERRS |
RENZLUERFTEHR -SRE. BEANENA
BAKENEN , ARFARAUDUT A S EHR
TRR.

(1) EFZRTHARBLRE

® CIAGAN 75 3% X 53 #tb #if | https:/github.com/dvl-tum/ciagan.

MNTAZRRETHARKBES  UEGERLLE
TEEEBLEREEERANERER RAMHNE
EAAREZETHNARER , AZERFERAN
REE, AERAREBEHEBRL. RRAKRERLH
REZRZHHRETERRGNRERNE , RHE
HEBNAREMR. REMREITUETF ERE
. ENBEMRURRDBFERBSENFERK
BROOIXEFTNERTR , NMRAEENIES
AR MERRR , FEXERTARERL
B #2-Si, FTRARER IR R KEMN
RN EAARBLRIFIENEZEHBLESR
EERNX

(2)ERBARAEESBRNEIE

E-—UEHERT  ERILFEERNER ARNT
REXBTE BLUWRERABGR-KLEEBR , &
BHBREER THFACERABIENSEE
FEPDARAEOARBRETY. AEEEERLRE
FORTEREHESR  MRAAENERERR
AENEXBAE EXNERESHEN , ER
FEERNBGMASEXAFBMNORR. S
RANEREENTEREMERNEESH TR
ELEYEMERBEN — L RRERZFE. EX
RFzEd , BRER ARNEEXBRNEIERBE
/R-FRE.

(3) MBI HNEENBLR

HEELEEDR , ARBRESTERLEEMIA
HNITAEE AANARERLEE-—RER—
k5 REARBE, BREERHHESIRNPRE
HENES AREG , AMXEARBREEND
ATHEEZHTE—ENHEER , RLBRITH
TENBARPEESXE. I8 THEHXNBRT
NEENBARPARRY , —FEITUAFNAES
BUNAEZRLRGRBTHNEENELEEE (&
WERTAMMERES ). 5—FH , FAREHR
MEMIBERAREAERELEMNFEE , AR
RAWFRZ LRI NE.

(4) NERERLHTHRENE

MNFREFIRY  RENERERERTR
BRBZERERFEAMMEL. REZITHERES
BERER—IRANMELE , THREME—RBEDE
B #rEle SRl RPIRER h LA S A
EFRERBT , REIEITUBIEEEMHEXA
BHNARESAREZCNTEREY. ESZTER
MERETHRETEMENBIAMY , 8% R
ARERBIEZHEARR.
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(5) AREZ L TN IS
A3 AR E R LI ITHNISIT A 2 BB T

TEEGRE. BREAMUE. ARANEIEEAE
XEXRTINARERBCERNYR  HEREZH
THEERK RARMETUEAKRERCHITNIE
PREBATOIE , RUS—BFNER. — M2
BREBRBIAENNNEFIFERAERXE
HNENMIRERTRES. IAEMRIEPHNARE
HIULWITNERTRENRD | B E#REBLRE

FRIBHEE , G-

AR E A LA RO 45 AR B EXY

TRERAXEANBLHREFEERNL

g A, SNt ALY IELTFLERER
IR H T Ae B 4T A R R 6 Bt )
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attribute information should be weighed. This paper ex-
plains the concept of face anonymization and illustrates the
model structure of representative face anonymization me-
thods with diagrams. By classifying existing anonymization
methods, this paper analyzes and summarizes face anony-
mization methods, and then summarizes the current main-
stream data sets and objective evaluation indicators. By
comparing the results of the existing face anonymization
methods, it is found that the face anonymization technology
is still in the development stage. Although the visual effect
of the synthesized face image generated by some methods is
better, the requirement of the data set image is higher.
Therefore, the generalization performance and robustness of
the model need to be further improved. The generation of
anonymous face fundamentally protects personal privacy
and prevents illegal organizations from stealing identity
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information data. The development of facial anonymization intelligence technology, playing an important role in nation-
technology not only solves the problem of privacy disclo- al political security, economic security, social security and
sure, but also promotes the overall development of artificial network security.



