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Abstract Digital steganography is an important branch of the information security technology. Digital
steganography embeds the secret information into the digital files, which includes image, voice, video and others,
and transmits them through public channels (e.g. E-mail, Twitter, Instant messaging, etc.), so as to realize
transmitting the information in secret. The image adaptive steganography is a research hotspot in the area of
steganography in recent years, while the Rich model steganalysis feature is the mainstream high-dimensional
feature for detecting image adaptive steganography. This kind of high dimension steganalysis feature not only
achieves high detection accuracy of image adaptive steganography, but also brings the high computational
overhead and storage space. Thus, the classifier in steganalysis is very difficult to train. For this reason, this
paper proposes a steganalysis feature selection method (W2ID-o) based on the Weight Inter-class Distance and
Intra-class distance Difference criterion (W2ID criterion). First, this paper analyzes the principle of the
Fisher-based method, which is a classical steganalysis feature selection method. Then, it points out that this
method may have the shortcomings of deleting useful feature components, retaining redundant and conflicting
feature components by mistake. Second, by introducing the principle of “Intra-class distance Difference” to
separability measurement of the steganalysis feature component, this paper proposes a separability measurement
criterion based on both Interclasses Distance and Intra-class distance Difference (21D criterion). The properties
of Intra-class aggregation Difference are also given. Meanwhile, in order to highlighting the importance of the
“Inter-class Distance”, a weight assignment algorithm based on the frequency statistical weighting method is
proposed to assign weights to the separability criterion reasonably. This criterion is called W2ID criterion. Thus,
the separability result of the steganalysis feature component can be measured by the W2ID criterion more
accurate than that of the traditional Fisher criterion. Finally, According to the measurement results based on the
W2ID criterion, this method selects the steganalysis feature components based on the decision rough set
a-positive region reduction method. In the process of feature component reduction, in order to improve the
reduction efficiency, an improved decision rough set a-positive region reduction is proposed. The improved
decision rough set a-positive region reduction method, which is deal with one feature component at a time, is
changed to deal with one group of feature components at a time. Thus, useful feature components will be
remained and the lower limit will not be set, by which the dependency of empirical parameters of the existing
Steganalysis-a method can be eliminated. Two kinds of typical Rich Model steaganalysis features (35263-D
J+SRM feature and 17000-D GFR feature) are extract from both 10000 original images in the BOSShase-1.01
image database and multiple groups of stego images generated by classical SI-UNIWARD steganography
algorithm. Then, a series of feature selection experiments are carried on the J+SRM feature and the GFR feature.
The experimental results show that the proposed W2ID-o method can significantly reduce dimension of Rich
Model steaganalysis feature, meanwhile increase the accuracy to detect stego images. Compared with the results
of existing typical feature selection methods, i.e. Fisher-based, Steganalysis-o. method and PCA-based method,
the proposed W2ID-o. method has significant advantages. For example, for the stego image with payload 10%
generated by SI-UNIWARD steganography, the dimension of J+SRM feature is reduced based on the proposed

W2ID-a method from 35263 to 2723, and the detection accuracy is improved by 3.63%.

Key words steganalysis; Rich Model; feature selection; W2ID criterion; o-positive region reduction;
Fisher-based method
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9k 2. T W21ID #EN ) Rich Model Ba B K M4 AE 4 1]
AT IR B Y

BN MG SRNSEERET
Wil EEAMERAESE R Wscore 15 ;

T w=r/(R)=r/(r+r)=1-r/(r+r")=1-w , K it
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s R E S mEm (f) mm (f),

[Xe[=]% =M
m(6)=30, /(M) )
m(m:i%UAM) 13)

S 2. WSHBSRIES s, ()R (1) 015
FERET e A R AR 1 b S, 1

i 0 00 S PR B o e 2
s, (f;) #s (f):

Q(Q:Ji@&—miﬂnka) (14)
SUJ:Jﬁx%J—m(ﬁnka) 15




8 i 5L % R 2020 4
BB 3: RS MR ASM () 1. HaELE R TR
W
1ﬁﬁgz$%ﬁﬁ%%,ﬁﬁAmwugmﬁ; T |
ASM(f'):| (f)=m (£))/(s.(f)+s (f |(16) i E‘ ?Eg 77777 I T Fﬁﬁg
i
B 4: TS RIFFE R g (F,) 1. mﬁig bl

fogsg, 5 g (f) ot
0(1)=(s2(1)+5*(1))/(25.()s (1)) @)

T I R RS A URRALE 735 (9 Wiscore B AR ¥
IR 3 MZIR 4 Wb AR, WEImEE W
Wscore {4 :

Wscore(fi)=a)1><‘(m+(fi)—m,(fi))/(;(fi)+s

o, xIn((s?( )+ (1,))/(2s. (£)s.(1)))

K 5.

() 1g)

End.

P25 #M4FAE iR BY

20t 20 L AR, BB RS Yao S fR T ik
FOHURE SRR o 100 DU SR MH 53k 0 4R SREALE A v 58
FRAE 20 &, PR AOHURE S o- 1E 320 Ta1 O RFE 24 fT T 72
S T RS B P R £ - IE SR T L R 1
Rich Modellf& 5 fa Ml RF R U772,  LAW2IDHE N i)
J5 B 4 AR R L T AR A, 4 —Fh T wW2ID
7R D) AR 3 SR A RS 45 o- 1 350 2 0] AH 45 A& iU Rich Model
B SR AR AE 7V (W2ID-0 /575
4.1 FHEERERFRESTEPRER

PRS- IEIRZ R AR R R G0 T
PRI R, AT L% R P Sl 240 i b S5 A I A
H Al SRR SRS 5 a- B A 72— 4 NP
M, AT XA, K BRI TR
JER R R RBCHAT R . ASCHE T Ul
BEAE a- IEARZ 0 4k Rich Model [ 5 K6 45 F 3¢
AT, K W2ID ) B B 45 A N 2 T AR
JEH W2ID-a 77 B 3451 | W2ID-a 77321 5 3
*Eglg

[ 5 | L)
B ||| R ModalE ¢ o | e
| ASE PRI s e —h‘ FRIERAR |

- iy e
: : ﬁ \‘:
ik

HEEGES

| AAEReRmEmE

HREFEMBERR
Y - S
£

= |
,,,,,

PEHUR ffIRich Modellé 5 fy 4 iF-T-4E

B3 W2ID-a J7ik R HEHEL
W2ID-a J7 2 /) F EL IR BAR IR

(1) BRI SRR T o
B 55 A AR AU A B — MR RE R T, O AR AR 2 P
T IS B SRR AE 2> B AT 0 — 1k, 82T,
HARFEN, 3.2 75,

(2) B 2B S A RFAE 4> 5 1) WscorefE . 56T
W21ID U B B B T Hh B RHAE 43 5 [ Wiscore {E

(3) MEIRERT o KB MR PET'
i E—4, FREEGRNETEHS, SEER

o, RS BRI, MERRERT » A,
KA 4.2 Frh b aT ik
(4) FHELIT o SRR S 4UAFIE 7 2 15K

W, R SRR AL AT AT, TR R PR
{8 A, FCUUHEE Wscore X H A1 RRFAE 73 B2t AT T+
Fealbry, FRARYE MME, RAHER 5 R SR v
TAMEEFFIE T4 SRJE ARG BUAE o, I R SR A
£ - IR D0 B S AR IEREAT A0 17, 4t ok
FOARESE o- 1R T T8 TEANIERE I 4.2 75,

(5) HERBURFAET-4R - AN (4) 15 21 1 R FALRE LR o
IEIRA R A, B RACR B Ay e A&
BURFIE T 4R

£ EREEL RS, FQ)~Q)PMEE OIS 3
T TR, $ﬁ$5@ R (3)~ (4) P “HFHEL
&l



IR RS -

HEF W21D 1 ) Rich Model B S ke M 435 41F 1% B 7 32 9

4.2 FHEEMBERFES T ELR
ARSCHET PR FRRE R o- IE 424 4 24 187 B 55 R
FRE. B56, TEAENX(G)E SRR T 5
fifi b, M@E—NRERT . HUSRBIEINE T R
Ja—3 L, FEARYEREAS G B B R R 3 5 xt
JOLFR) PR SR o AR, o A TR R A1 ok SR P A0 B

0”, RS KBRS IEER N1, T BREa
R
véll Vé,z v;lN 0
vgz 1 vc'2 2 vc'2 ~n 0
. . . 0
Tioway =| o e Tt U )
Voo Voo von 1
vgz 1 vs’2 2 vgz N 1
: : i1
Vo1 Vo2 0 Ven 1

Hep, L<i<NI<j<M), HIM TRRM TEEAKE
B, JEMATERM IERE B

YHR[12]$E Hi ) Steganalysis-o J5 = SERIEL
v E AR TR, M ER AT AR AR T % T BRI
FROE 7 & )5 AT R 20t 5. B m e T IR E
ﬁﬁ, 238 A IRHAE 7 SR, S 2 PRI

2T 5 R B 5 AR AT I IR 26 T a2 ] 43
ﬁT@u%%ﬂﬁ 18 2 U R FHIE 7 B
Bt BR, S FEUEL TR T R K.

YT Rich Model &5 kil =ik B A 4E 5 A )
faiiy BRI ) &, FRATAT Steganalysis-a. 77153
17— M. SOERORBEAE T BRI B — 4k
REAE 73 B SO B M B — A e R AR 1 5 . RN
ERHE TP EEE THRE D&, WD 1AM
A KRR THE R E R, R RE
PETRIR. AR BT HA5 201 Wscore {8,
THE R K N, FXRHES BT TR HE T - 85
A Wscore [E AT A, WRHEEGRIFHctE T 15 &
JEEFE T ISR o- IEIRZI IR, 42 /NI
I 5 Y M) 153 — 24 Wiscore {8 85 /N (1) [ 55 6 SR A 5
WA, FRIE I E S ARt A A S,
HRB RIS o- IEIRZ 6 T4

WT A—MNRER, BIU ={x, %, %} H
ﬂQ\%E%WULMm#Eﬁ%ﬁ% I TE4E,
X N U 74, ac0l], HBIETHEBCH
JECLRPIA 2% A

(1) EEtE, [POS; Q) 2[Pos; (Q)

(2) JEMEShSI M, TR f eB,
Hposa H<HPOS“ )|
NFRJE T4 B NEEaEEH ) — DY S kS

oo EHA. xx, POS,(Q)= |JR

xeU/Q

R% (X)={xeU [P(X[[x] )2 &}, Mifi o AH N

MRMSRERE, R, (X)X 0 e FEbE, [X], 25
X £ B MM £ H T W & #n K,
P(X [, ) =[x NLxL /() - e 2o o e e
ML
o W2ID 1ERJE KR, ASCIRE 13Tk
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Background

Steganalysis features selection is an important
reseach direction in information security, which can help
to detect secret information quickly and effectively.

Steganography technique is also easy to be used by
lawbreakers, engaging in illegal activities that undermine
social stability and national security. Steganalysis
technique concentrates on the detection and extraction of
secret messages embedded in digital media and
transmitted through a public channel. It maintains
network information security and social security and
stability.

In recent years, steganalysis technology based on
high-dimensional Rich Model features are proposed to
improve the detection accuracy on stego images
generated by adaptive steganography, and achieves
excellent  detection performance. However, the
dimensions of Rich Model steganalysis features are
always very high. And it often takes about over weeks to
finish a group of steganalysis experiments. This restricts
the development and application of
image  steganography  detection
technology. Reducing the dimensions
of the existing Rich Model features
without affecting the detection
efficiency is valuable for steganalysis.
Therefore, it has become an urgent
problem for the steganalysis field to reduce the
dimension of Rich Model features and maintain detection
efficiency.

Recently, researchers have proposed some
techniques to reduce the dimensions of steganalysis
features. However, there are still some problems existing
typical steganalysis feature selection methods, e.g.
conflicting steganalysis feature components cannot
removed, inaccuracy of measuring separability,
dependency of empirical parameters, the feature
dimension is still high and the detection accuracy is not
high. To this end, this paper proposes a steganalysis
feature selection method based on W2ID criterion. This
method would solve the problems of existing typical
steganalysis feature selection methods.
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