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Abstract Existing solutions leverage blockchain protocols to improve the credibility of digital assets, such as
bitcoin blockchain and ethereum. Most of them still have significant scalability barrier, such as communication
cost, latency, throughput and nonsupport of global consistency of digital assets. Permissioned blockchains are
made up of highly trusted nodes, open to specific organizations, and provide new ideas for improving the
performance of the blockchain. To support the demand of permissioned multi-centers, by constructing two-layer
blockchain and introducing a master-slave blockchain, this paper presents an Permissioned Blockchain Dynamic
Consensus Mechanism based Multi-Centers (PBCM), PBCM uses global blockchian to link with multi peer
blockchains to improve the performance of permissioned blockchain and guarantee the global consistency of
digital assets. By introducing global block and peer block, PBCM can divide transactions into multi peer
blockchains to improve the throughput of transactions. To guarantee the global of consistency of digital assets,
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this paper presents a Global Transaction validation Model by constructing dynamic validation group for each
peer. This paper presents a Multi Primary Node PBFT Protocol to solve the problem of latency caused by
malicious node as primary node. By analyzing the credibility assumption, we prove that PBCM can guarantee the
credibility of transaction and can resist Sybil Attack. The comparison between PBCM and other permissioned

blockchains, the throughput can up to 100KTPS and the transaction latency can be controlled under seconds .
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H— 2 SN TR A R A ZH NextCPSet .

ik 1 B S BUERIEH L]
N EEEEES
fath: ERETERLS

Algorithm ConsitentValidationMechanism

FOR P in {R,..R}
I A EARAE R E SRR
VPSet, <- CreateValidtionSet()
MaintainSelfBlockchain()
I P AR g PBH %4 VPSet,
RNode .sendPBH( PBH )

ENDFOR

FOR primary node of each VPSet,
11 SAERFE R E T AR 42 R — BB E
SendGlobalConsitentValidationRequest(PBH)

ENDFOR

FOR each node of each VPSet,
RecievePBHANdSorted() // 122135 1 5% 5 I 7 HE P
vaidationTxConsistent() // U&iIFAZ 5 — 81
sendTrustedTxt() // 7T {55 5 k%4 CPSet

ENDFOR

CPSet .CreateGlobalBlock() /44 &4 5 [X £

FOR VPSet; of each Peer

NextVPSet, <- CreateNextVerifictionSet ()
ENDFOR

NextCPSet <- CreateNextConstructionSet()
END

TR P A T AR, R PBFT ALAIZES
TR P I 5 X R, I0AIESE 5 i 75 2 SR B — B
Phs AR I — MR RS BRI,
ARFR YRR AR 2 AR 1) 2 AR IX B S Mt s 2 Bk
R B P RAEREALIE T PBFT JLIR PSS IE
A Gy B, BrEXE R U A R
ZH IR i A2 4 JR — BRI A2 53 R TXID R ik 45 42 A
PR AR EREAR T MPBT Pl 42 5
XBR o A PR 324 IX B Sk Kl 5 3 45 30 R A 41
Ja, ANTESEAFIIER AL IESR, QRS Ak
CRIDERENNEE S
4.1 BHERHAY R

LRG3 [ R 2 51 R AE SR Bl 1 ]
15 BERRARSE R, 8CAS SR H B e A AL A R
TR P AT B A RAERFAL, IS UERFZH A AR R
BERS A1 Zh &8 B UERFALAE BRAE GRS Bk
REAHANIA M AN T R IUERF AL RS . N PRIEE
TAR P AT IR S U 2 P B DA AE 2 DL R
SEH R R P AR mBE L A T i
KAFAR, K>2N/3, KAEERBRET SER
A T AL 28 3 — AN R D9 A PRI 4G 5
U R, H KA it & A 10k

AR HVIA I EE R IR R . EAR P AR
T BEALA A W R R K A F Ak, KA AR
A RHEFA RPN AUE A TEP 5
IEBEAL R TGP s K N BRI E AT ibtik
R SRR HAl K -1 BRI
SURTEAR PR Al EM4 P AR A K A
TR AR T RSO IR 2 1) K AT AR
TR P IETERFLALVPSet s & ERIARE AT s
ik a5 R (VPSet KIS ED [k s A AN
T, VPSet, RN IGIETT AU FLRAE, I
R MR (A ST IR

TR A AR R I 2 foR: E
A P IR 24 R 96 EEZH VPSet, BENLIEF: K A4k, 7
FEA ARG — A SR AR P TR A IR U B
4 NextVPSet, , i /& VPSet NextVPSet =& (HjI%:
— R RVFIESE PR AE N — AR IRAET AL
H K >2N/3; VP AT SR SRR % 45 Hopth
K =1 BRIE T SR 4K P AR i BRAIE TS AT
VP FIEMR P AR R MG BB B £ 1 K A
TS AEAN NextVR, I RA&HELER
CNextVPSet, (N5 SHIE AL AR L0 A A

H 2. TRRAERH A AL
N BRI UEREH, 2R R
Fr: EARM TR ISR

Algorithm CreateNext\VerifictionSet
FOReach VP in VPSet,

candidateList<-selectCandidataNode()//32 B fiz 1% 1 &
1 G AAT R S 4 R Rk 45 H AR E ST £
sendSelfVoteToOther(candidataL ist)
result <- CalVoteFromAIIVP() // i1E =L R
ISR A R R E M 2
sendMsgToCPSet(result)

ENDFOR

CPSet.DO{
I SRR AR N R IR R4
NextVPSet, <-CalPeerVPset()
I CPSet HoAth 5 mizkingh
Consensus( NextVPSet, )
IF AllPeerNextSetCaled()
sendinfoToAllPeer( NextVPSet,)

ENDIF

}

FOR each node in  NextVPSet,
I R AT B R, RO 52 41 3%
VlidateGroupMember = getFromCPMessage()
11 BRAUETS R 2 (8] 2 L AE
CommunicationMember(ValidationGroupMember)

ENDFOR

END

P ERF 2K K +1 /> CNextVPSet (F:14P 1
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AR H I KR 2 1) CNextVPSet, /£y
1K P UG IERE AL NextVPSet, o 4 E BE4L 5
HETA EAARR N IGTEREAR, A AN N
RAEREH I AT, ROIRA A M 1T LK
TERIAIETT AL AR T S CP KA T
A1 NextVPSetis i1 511 32 ) 1k 45 K 134 FAR AR
TN, B TR S RN B R IE
SRR AR R, BT A RAR AR RN R
WRRR JET LU BN, RTORIE AR IOE T SR
AT 1) TE A 1) 56 TE B 2L B R B 3R A5 R

TEEMR P THIGUERF M IR, AR
R A IS B BB AU O (K?) s
SR mUR AT G ) N R SR B A A R A
R IE G 4 R AL R AL IR E A AR O(K + CK)
CK w1 g, 2RwaEidgst
R PR R IR B AL RS B s AR A
O(CK) ; 4xJmia i 4R 4K P10 RS0 IERE A Ik
GUE BRIEH AR IAET A . BTl EARMARERT
Moo MR ERAMERFENRMNN
O([(2K+N)/3]+CK ) T HRIIE TS 242 [ T £
(AR O((K /2) % (K —1)) « A4 P I R A S0AE
wmooH moom o# L K

O[K@MK+D*CK+(2K;N)*CK+§*(K—ﬂ]

» HF2N/3<K,CK <N, HtF4kP 1) N IIER
AR I O(N?)

4.2 £R—BMWIERE

Tk P BIIUERF AL IE 1 4 )R — BUE IS UE SR
PRUE ST A6 B 77 AEAN A (0 L AR 243 2 22— B
Pk, B — I 20 R SR VR — RO A B A A A
AL S, d R s EARXUE R U A A
AR P 56 UE AR 2 AN 36 UE A 25 R B A B 77 o 15
AR B, 8y XIS UE B A B R AR
BUERIT A S ARt

A oy — BVE BRI, AR P AR
JR T EOREAZ Sy SRR OGBS B HR 48 P ISR E Y
o CMERIERF LIS UEAL 5 F 750 12 42 R — Bk s
LR KRB e EMITA T R, 2MiE

FEA A DY N_T,*n?, nFoRemMT %, N_T,
i=1

PR AT | XSRS MR A

AR PR EAR I AZ 2 A B R 4 FoAh 3 AR

G 51 R B RE Btk ik i . 5 AR PR XN
EEW, HTXBECR, 385 —BUERIER &

K, WINX BEAAE S Y A AR —
FhIEF X HCL BRI 2 R — BUERIEEE, PR
HIEER, RES AR,

BT R P A IR i & /0 4 2N /34 F
RS AL, MR AR, MU A AR
B AE R 2 2 /A7 AE N3 BN s SR 35 AR TR 0 32
s TR TR—-AFENT S EREER,
FAR P BIIGEREL & D AFAE — 2 DL R SR
RURT IR A X Fo At = AR 1 AR X Bk E s s AR
— IR R RS 3 Fin: EARP AR A
W B AR X SRR RS A AR IR S
UETT s 4% B8 PBH 215K 1 56 J 0T 560 0E 52 5 A& 73 i
SRR SRR A IR DU AU AT A
X BRI — B : [ ZIF— B e R = e 2
R G —IR, WE—2RXRESET, F—%
FAE B PR SR H B 4 X L At E A A 3 4 (X B
SkHHEF .

FARXHEI X Hek PBH g5 W1°F

PBH = (B;,B;,B,,By,, CBlockID)
B, ={|J (TxID)}

T,ePB

Be :{U E}

EHEXYSLAE U MMEE: ATRXRITASE 5K
TXID UK B, , FrRiksERFIR B, EHRES, 4
FERIE], T — XA AE B, , Hr B> 1D 4
# Boa» GBlockID A3 4 A X B 1D,

EAR R KRR AV AP SR —
B IR UK A2 5 TXID I LA 2 M Rk 47 4 )=
o B 4 HOBR o A W b
Msg = (ChainID, CBlockID, TxID, DA, GBIlockID, Sig )
, GBlockID . ChainID %58/R[F] |, Sig /R A
%40 4R M SRR LA AN PRAIE A 25 6 A2
R F-aRXREERE T, F2rt
B HAEHH LK

H% 3 &R — B RE A
BN FERBUERFA, TR XK P
s FBRBOEEZ S EIER

Algorithm GlobalConsitentValidation(PBH)
FOR each node of VPSet,
sorted(PBH) /4% BRI [H] S J5 X WS 2 1) PBH HE)F
IF primary node // 4152 345 45

11 E SRS PBH 38 5 — B S0AIE
SendPBHValidationRequest(PBH)
ENDIF
IF PreparePBHValidationed //#i % 3 iE
FOR each <TxID,DA> in PBH
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IRZEC AT R R X
PS <- checkParallSpending(TxID,DA)
IF PS==false
append(ConsistentTX, TxID)
ENDIF
ENDFOR
sendConsistentTX()
IF Consistent(TX) /A {552 5
SendToCPset(TX)
ENDIF

ENDIF
ENDFOR

END

MRFE IR FREE RN, AFAE AR AKX
Pk IEFESRIEM EAR X Hk . XTSI,
ARECIF ) A5 R, AT IRAE T A VP LT E Ak
X P HG AR IR R, IR AR AL BRI E AR X ek
Ao 4K P AR XL T R 45 B0 R A 4H
VPSet,, fE—3ERF1a] vali_time Z 1, #FARP %
AWRNIGAUEG R, EA P B IORIEZ E AR X Pk 3
Wi o LAEALH, X648 rp b B6AIE ) 3 A4 X B Sk Hidi
X 5y JEIR £ KA vali_time.

5 ZEXERELIRY-MPBFT

4 JR R A AR AL 1o 4 SR X B R B SOk A
TR ATEAE 5 1 TXID A7-6i% ) 4 Joy X B 1 4
B0 BT A 25 AR 0 36 UE A ZE 1 T M A —
A A N R, 2R
AR B 5 — R ITA EARM IS IERF AL
F AT AN T AR B — AN U BT AR A
e BTN, FrA EAREREZH 0
FT S BEALAN 4 R P e CK AN 14k, SR e WA
kA RE R R, K
CK22 N/ % HARVFREA X PEET mOE L PR
DN s T SRR B8 R AL I 3 AR R
BRABE YA ERH, YRS
BB top — CK 1 L, IFH AR N R R
Y, [FIIREANIGE TS RUR N R R AR EoR A
1077 :ROE G BT A F AR AT S DA TR
EERFLEL A Y, RIS AL YT O BT RS
1/ 3 AR fl S N A

TEA R R I R, AR FTH M
R S A B R 6 A B E AR M A
O(N?): EARMIARENT AT AL I T R4
JR KA BT A R M5 B R IR R AR HE A R R SR R A 1
AR NO(N «CK) s 2Rt HG T T4

4 R A @R AL AUE B s E M A O(CK) s 4
AL R AL T R A SR A A A K S B Rk g
BB FARMARERT S Fiea /@it amisEEa
#0([(CK +N)/3]*CK); FHARIE T2
[JAH FLIEAE A1 O(CK [ (CK =1)/12]) s
P M F R IE R A E RN
CK*(CK+N)+CK*(CK—Q]’
2

BT 2N/3<CK <N, W R4 Rt @i i e
ﬁmﬁomﬂo

AT FE A R SR AIE TR DA K 4 JR A T
MAes e RETASE A, &RKIEEFAIK
LRI EARM FHRSAERFE R A G B T i
FEBFH R G R, SR B SR AR i @ B4R
FH 2 ) 75 2O AN B N A A5 B #E 4
T EARBIAREAT 2, SRS B AR IARER T S5 1%
BARFRNMFTE TS, HIARR., MR
SRR RAE B ul 2 R i ik —%
BEHAHH R, RORTERRIEAN AR X J5 Kk
TR

TE 4R X B g F b, 5 BT 1 sl i POW
MUHISE SR A R X B, 53 As oy st iRl . B
TR 5 A 2R N5 08, oA SR et
ff) PBFT Ml (MPBFT) A4 RIX B, K5
IR, PR GG 7R X e 7R AR YR AL
Sy HT Merkle A, BUA DX BB R SR FH 3 44) 4
Merkle B #1757 2 5228 5 F ik s 4T+, A
K FHAT 3 1077 K Merkle B, 3 b 37 5 5
TAN ST T S k. indik 4 R,
MPBFT #:f8i28 2 A £ 17 s [ A @ 2/ IX Bk,
o HE B [ 57 50 UF R 271 AR R R A R X e, 4y
TR AR B S B UE I ) A R X B iR B A
PRI AT £, [T B FEAth 3249 s R (1 4 )= X
Ho MPBFT @i ezt 2 /> 32797 s[RI R g2 X
Bk BARAL S8 PBFT Sk r By e 1T sy
SRR 5y S IR 10 6 i A

O(N2+N *CK +

Hik 4 RRXREEME L
AN FAERBOAEZ S IR
i ARXER

Algorithm CreateGlobalBlock()
FOR each primary node of CPSet
sendGB() /I AL AT s b I IR 4 Ry X B
ENDFOR
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FOR each node of CPSet
receive GB comming from each primary node
checkGB() // &l GB J2& 75 IEfff
11 5 GB AN 45 SR AR 45 HAt A 19 5
sendCheckResult(GB)
I RZHH T RN NIZ GB AR
if checked(GB)
I 1) BAR YRR A% IR AT R
SendStopMessage(GBNum)
deleteOtherGB()
ENDIF
I 4Ry X 4 22 4 )
sendGBTONetwork(GB)
ENDFOR
END

T R TN TR T A S5 AL
SRKY, IR AR K B4 w A LR
WAL N/3<W<2N /35 i TAAT S B 2
SRKYe, HATRE AR R AR X .

6 RETHTSIER

SEHL 1: AP AR IR IE R h & AP — 2
DA US55, MR PSSR 2 T 1

UERH : 4R P AR IR IEREAL M K > 2N /3
A TR A EARIEFE AT SE TR P K
UETT s FFE 5 R e BT, W 2 /D7 2N/ 3
DL RIAE 0k, HAH BT R s 3 i s
A HBERTE K AN ER T iR ZAFE N T3 AAAT
B EAgR, WMEARGRAOBIEFAEDaE
(K +1) 7 2S5 5, T A AR B e SR AE A 2L
CIEELP

B 2 ARMERA TR ESFE LR
WELT AL, AR AT E M.

IR 2R E A N4 CK > 2N /34 F:1k
A BRIERE— N S E N R S
W RE BT A, AW B DFEAE 2N /3 LU B AT S
Tk, HAHRATE ER S A,
IR CK AN EfR R i Z A2 7E N /3 ANA R 3
P, W R R AL DL (CK +1) /2 NS
A, BT CAA R A R AR TR

SERE 3 AR PR AT X HBE Y 2% 2 TS
M.

UERH: VFn] XCBREE X 4% B AEAS 4R i 36 E R4
DL A SR pe i A 2 R, H e B 1 A 2 Tk, B4k
FI I UE R 5 4 R A R B Y 2 ATE 1, MO T IX

HeBE R & ST E
SEH 4. BRCEAR P, BEUNEE 5 B DL AR
DXCERA AR

UER: RO E AR P B A 52 5 Hidls
PR IRIX B, BERIAE 5y L X BRah 20\ 4 J [X B
HEP R R BIA O E AR R A P, B X
B ABARL TR ESUR 2R X PO IE S T
sy HOBE A P, f R B X R 5 T 2R X

BRELD ISR A P, R BRI 5 X

Yok, ZLorARO bR, Helks AR S s
M LLAERL

SERE 5. R 5y X HUEEANAFAE 4 Xl i

WERH: kP I X HUEET R A PBFT AL
HERXE, [F—rZ, FERP AR A FARX
B, [FREA FARX A AR 24, HAh Y
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HRA MPBFT HLHIHIE S R X, B4R X
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.
FH AR ST AT R 1RV AT IX B R IR 2 PBFT
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W B EARZ AT 4 A SRR IR 4R
FRAS 5 X B 4R Z /b FHE 4 N ERRIATIE
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to become the infrastructure for a new generation of Internet
interaction, including anonymous online payments, remittance,
and transaction of digital assets. However, existing blochains
have significant scalability barrier, such as block size, latency
and throughput. For example, the maximum rate at which these
systems can process transactions is capped by the choice of two
parameters: block size and block interval. Increasing block size
can improve throughput, but the causing bigger blocks that take
longer time to propagate in the network. Reducing the block
interval can reduce latency, but leads to instability that the
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Unfortunately, the throughput of transactions just up to
10000/TPS, and the latency still up to 20s.
higher trusted node to verify transaction and opening to specific

By allowing

organizations or groups, Permissioned Blockchain can prevent
privacy data and suggest better performance on latency and
throughput. There is a lot of work to improve the performance
of permissioned blockchain, most of those cannot improve the
throughput, latency and credibility of transactions at the same
time. And most of those sacrifice the privacy of transactions
and throughput. And existing permissioned blockchains don't
deal with permissioned multi-center.

By partitioning the network into subcommittees, this paper
presents Permissioned Blockchian Consensus Mechanism
Using dynamic multi-center validation group, to improve the
performance of permissioned blockchain. By partitioning


https://www.hyperledger.org/

16 it Bl R

2017 4

network into several sub-committees, Transaction Consistent
Validation Mechanism (TCVM) constructs a dynamic
validation node set for each peer, to guarantee consistent of
transactions and to improve the throughput of transaction.
Based on multi-primary node, Multi Primary Node PBFT
(MPBFT) can reduce the latency. By constructing master-salve

blockchain, PBCM expand the block size. PBCM can achieve 1

million TPS, and the max latency is 10s.
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