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AbstractMultiple Fault Localization (MFL) attempts to automatically identify multiple fault locations in a
software program with multiple defects. Traditional fault localization techniques generally assume that the
software programs under test only contain one single fault, but in reality, the software often contains multiple
defects, so the MFL problem is closer to the debugging scenarios. When multiple defects in the program under
test, it is difficult to estimate the accurate number of defects in this scenario, and the multiple faults may interfere
with each other; hence the MFL problem is quite a challenging problem. Studies have shown that the fault
localization accuracy of techniques designed for single-fault localization will be decreased when there are
multiple faults in the software programs under test. Therefore, it is necessary to improve the fault localization
performance in MFL problem. This survey takes the MFL research problem as the core and offers a systematic
overview of existing research achievements. In this survey, we firstly classified these MFL techniques into three
groups, which are Defect Interference Hypothesis based MFL (INF-MFL), Defect Independence Hypothesis based
MFL (IDP-MFL), and None Hypothesis based MFL(NOH-MFL). Then, we summarized the design ideas and
detailed research results of each MFL technique, and we further analyzed the evaluation metrics and subject
programs used in MFL research. Finally, we discussed future research directions of MFL, which include:
expanding the programming language scope of the evaluation subjects, considering more program information,
looking for more industrial application scenarios, etc.
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E LI R e RS, TACE R T &R 2Nk
B8 AP0 52 o (ELIX B SERERF 76 MFL o) @) J5
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2019 4E, Ma 2 NP 7 —Fh i BRI VTM
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Fh 7200 R MO A 1047 5828, (B SR 8 T
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RAE L BT b AIBRRE 2 A7 M g
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JR AR AEE TR A BT R A, R T —
FhoHT R G I 22 B B SO L RIS AL, R4
0S8 B B s BB ), AT DU R A R 5
Z A BB AR OC SR T o R A ) i SR A AR
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R ER L, 1T IELE 2 606 2 AL I fe A 2
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Gy MELURSRA E S BB P EEAL B . 9 TR b
Wi, Zhang 25 NFBHR T — R T B AT
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R SR AL R, IR N T2
iZH. SBFL I MBFL HiA A% 02 PR 48 FE(E T
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EEAL b, i — R TR R AT IR EUE
B IR T Zoltar-C Jyidk. %7 &
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B, X PRI V2 R 8 A RUHE = 22 SR 58 AL A
J¥ . Zhang 4 NVSIR H — i B (kB 52 fr BOR
PRFL, %5yl fdi ] PageRank ZLyJ k4ol
A1) SBFL iR . BAKIF, PREL AR #A5EENIK
FHG R DTk FE 5, 8B PageRank &Ly20) R 462 7
178 S5 (5 S AT AL . SR EfE A& 4R SBFL
REFHEAE R R MSE A, LLSCH 5 A R 6k
Ba i€ fiz. 7E Defectsdd 254 A1 87 > GitHub 351 H
) Z2 B BE R AR b s 5 R B, PRFL [R5k FE E
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Ochiai 2). Zou %5 NVt 5k 15 Defectsdd P
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TEGEE TS, RTESNITE, BT
Fr RS 2 R e AL . 7E Defectsdd L
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W73

b T oo A TR AR, WA
N G S50 M BN R P RHEE R W
THH — S B PR B T A K. B, Wong
2 \1BI5t Kulezynski #H5¢ 2B AT 5, 1R
Fefih PR T — A A s A MR B TR
1% Dstar. SZgh R, 5 HAh 38 Pk E 7
AFAHLL, Dstar 7EFLERFEFE T A1 2 8RR 7 AT
REA BT (P Bk P E AL RSOR o % b 7 25 2 P
{149 R T P 48] 5 78 i B e 1) R Tl F 431
Naish 2 A U841 2 T %t £ % 2 (Genetic
Programming), &t — P 0P S FE v 5T,
R XL i B & (Hyperbolic Metric). X & 7 i%%
FERIFE T 2 BRI AL B A B, i Lg% 5
MANGREHE 3RS & 2 S E RIS 8. 15
Siemens 1 Unix ##aE ESLIREsRRH, 5
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7 i AT R, T2 1 22 BB o AL IR 8 R AN
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AT PATHRIPATE). ESATIHEHGIRT,
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BRI, AT S IR vy i B 0 o 28028 HLAS [
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W SBFL HiARM b, MBFL AR [ [ 44
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P ESE R FE P ER MG, T S R 2 R AR AL
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BB . SIRTTIZE AR 75 BERHE A 1E 47728 e
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ARG, RS, BRI ARA T
W FERH o EERX AN, Oliveira 25 A\ B i %o
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BB EAL 1 BEN. 4400 F ) FR O Rl AR e g
AN (R ) 8 4, BEN J7 91 56 e Tl fig
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B YgakAT T R TEAS . 5 Tarantula F1 Ochiai /5
HAHLG, BEN BEAA &k e A BISE AT EALE . BR
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(Minimal Failure-Causing Schema) ¥ i LA g 25 i
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Hh T A BRI FE T A R FR AN SR, DR e T vk
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TR b . Jyitk, Niu 28 AR
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TERIRCR . RN BRI 14 P g ik F 491 3k
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SBFL J5i%, DCC Refis-F35 A% 27%11) 2 B &
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AJ BLIX 73 2R e i FH 51 5 Lk e A S0 A2 5 22 Bk
B G AATI LR 45 REE T Bk 2K07ER)
AR, MR B # FE 4R T 22 B i o R
PEAHE T WO AR . BRI Ah, JFR AR TATEL
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TG, AT S BE v ks B sk e . 9 T,
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o, AT e B AT I B IE A s R, it
SR BARFAE AR (R I R0 T B8 Y BB AH ELAE
D RTINS VE TS DL, AR5 A8 BT
G 1% Bk TR 1 00 R8T A UK 481, DT gk e ke
B4 TR VR TR B o A 2 AR B R T RS e o R TSR
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BRI, M1 E FDA-CIT J5 kB Rofz
SRREATRIE IRIREE , AN B2 i e o 5 455 12
MR BIPATE R 5, RN 77 2R
P& I3 71 5 (TestOracle) 34 Wr il 3% F 451 ) $h AT 45
S DT 0 A AN DU FH A7) P TR A
T8 350 B 8] ) S B H RT U e T A
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RraRpE, H 2k A0 0 A 491 4 G 2
R P02 ). RN T 5 75 283 K
BRATHRA. ATk ERPkiE, Xia 2N\
P T — A 2R ROk KO
DMS(Diversity Maximization Speedup). DMS J77%
PR A 32 2> 5 s Jo e DN P 497 A 7 R e A6
TR G R 75BN 253 H i /b s A 491 61
AR, R A I8 e SRR o A 5 AR BUAR B F dk
FsERIZE R . HAR AT B ARIE T A4 IR FR
17 Z BRI E] . EFERAT T 4R
36 BRI FH A9 AR ATV ) B IR g 4R
A AR AL FE B (R 481« SR 45 SRR B, DMS
T3 REA LN A8 () B s, s 22 R e
A2, FEFRORIE T 8RFE e A7 IR FE . T Gao
2t NIRRT — e TV B B 25 R K-Means 3825
B 5 R T I ] B AT 45 5 o O VAR
ARAw 1 4] 5 2 IS 3K 491 22 T ) 2 2 ok )
W7 FAR A (i B R ), 2 AR bR A ] 5 2

DK 451 450 BH R 25 /I T — ) {1 B 5 2R e X
IR 43 2 [ — 2 imt, D) e iz AR A e
BRI, BNAE . 3T Unix f2 7510 256
8 I3 B FH T 25 SR o A RUR B AR AT 45
TR E N ROR FIFEA R, A S 5 A e Re S i .
Zhang 25 \PUEFI T INF-MFL iR 575, S8 T
— P 1 5> 25, DA WA i A7 S B B A
FARARIE ] o A 142 B — 8 0 Ay
R ERR I AARC MR ] . 1% FEE AR
JoB T ow % Mt % (. Suspiciousness
PrINF-MFLbility-based) (1] 73 25 2%, ‘EF|H SBFL
45135k %01 17 (DomainKnowledge) 1 4 A & bk i 1
TR 23 BE — A T AR S I BRI 42K
S Hrbs e B A A T MR B R AR )
. BT 28T SR R, &7
EEN R e T DAV E

TEERNZ, b et fFE—
3 it I A B, A s sk W R BT T
BB R IIER], (HEPATE RS-, X
— X ) AR A AR IE 8 R
(Coincidental Correct Test Cases), 47k EHF 7%
Y AF 2% X A 03K P A7) %o SR B A7 R0 R 0 T S )
51, o bk o) @, Liu 25 NP8, 42 7 —Fin
BRI 2> 25 19 7 = FW-KNN(Fuzzy Weighted
K-Nearest Neighbor), >R 51 5 4 B A 44 1 A il
WA Z7EFET B KNN 2) 2853, ok
T e P G N R, 3e et fen sk 4
NI E AT T 55 2R MO Ak P 451 A AL P A
iy P T8 0 P 9104 2 40k ) o D A SR T 1) 0 K
R . A B B AT 22 SRR AR P I S B 2 SRR
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(5  ETEREXSITHRTE

B TR PR oM ) 5 iR I AR T
P B T 5 AR T 1] AR A S (728 B A DG
A A OCPE . I GUBIEM AR S i B A oG
PEEE) AT BRI B 7 o FE AR B OGP (1) 7 vl
ST EEZ RN KR, NERELEL
B BRI O R T BB R M BE RS . B RIRE T h AR
BRI, Kim 2N — R T AR R B
SEALJ73: VFL(Variable-basedFaultLocalization),
M Tk SBFL J7ikAE Mk 45178 545 S AH T i
SERTBCR I A, VEL S8R R 5 o i A g
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i, KigFEFIEAMNHEA . 5T Defectsdd 12
JPEER S 45 R VRL e R UR Ry, HAEFR
BRI, FEaT LA HAh T R AT 45
£ DATE— 5 $ T b 37 RS - Wong 25 A PO i
— MR TR RIS J7 CBT(Crosstab-Based
Technique). 1% 55 & e b 4 AT TE A @58
2, R GeTE 70 e 0 NS ) M SEFE
{E 556 45 R W CBT J7 ¥ AE 2 BRI e A i % R
PFEIHABHE, AR CBT i E A &L
g5 5 2 B WR BB . Dandan 25 A\
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LR AR T BAG BRI R SRnS, Jld s
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ISR DOREREE M IRHEE R . Saic
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T INF-MFL a8 U AT BB e A SEgR 45 R
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B TR AB R 20 M B BB AL T v 2 3 T
FFEN OG0« #27 A iU 1] (Predicate) & —Fh
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FETE 1A 1) e Bk B E A7 71 DL AR
TR, FE R R T ER b ) OCBRFE B, K
PP EE My, E A MBS . H2, MR
I PRV ) AN O R B R R T AT R I R
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J77%(Tarantula. Ochiai. Naishl £5)FI%CR .
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HiE R B . BMPS EF T il di 5l i
IR PP o Al T7E S5 2 00 T AR rp UM R X Ak
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RITIEN SBFL HAR S o] 288 At . Sun 25 A9
SYHT T B4 BB E A 23 2 (Symmetric Klosgen(®l,
Ochiai. Jaccard Z5) 3L, Aoy 2l g A A 5
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BB AA R A B R R, BT
B AR Ry T SR FEAE A I IERRE R B e T SRR
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Hanl 2 7 —Fh 3 F 2 5020 45 10 77 96k 35 B T
RN TR AL 2 AR o Z T VR R ik
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2 LA O A R R R HaE, Zakari 55
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FPAIR A () BhbLs 5 2] B S 2 R P v 1)
) — I E AL o

B RKINE SRR E A TAEAL, AN E
SO STIWNDAB U Gt N - s - R e
FEF NI 2 AN BB E B BB HEAE A 7 SR R 51
MTTLEFF RN G2 AT DA A7 21 22 N BRE 1E A
Abreu %5 A DO g & 77 SBFL 7 ik AN
MBD(Model-Based Diagnosis) /7 =&t 1 — Ff ik
B3 78 A2 7715 BARINEL .« 1% /57525 100X B 431 () 2
JF ARV B AR P AT R ASE, B 5 2E T Ochiai 24
K E PRI S A SR E R . /ENHA
BB MBD - 7% F2 A0 22 iR o A7 1) R
t, MBD J7VE 1 e KB A5 S g i 7 1 A1) 21
&, SRJE K H U4 2 (Bayesian Reasoning) it
HAFRRFIEAHE R HEBER, RAHHERT
IRE PR A A WA A2 Z BhRE1ES) . BARINEL
TEFS R T REPA0E e & rREE, HHE
B 2 2B AN R S 2 . JE T Siemens 5
PEAE F RS2G5SR 0H : BARINEL 7V 75 £ i
SE N7 M RE LB T SBFL J51%(Ochiai F1 Tarantula)
AL P DL BT HE R ) 77 15 Abreu 25 A\ 09 HOLE
P — Fh O T2 HE 0 B PE 2 L T vk
Zoltar-M. %7V FE B A 4, SR ol
B 7733 v B e 2R A X i R R TR i e
M, SRRk B )T AR, B
PR MR I N AT B P HES . SEIR A R
B: Zoltar-M J5 V2 1E 2 8 b e A 8UR EEL T
Ochiai 11 Tarantula %% i & A 7%

Lamraoui A1 Nakajimal™™ =% Ffl 4: Vi U6 B
222U (Full Flow-Sensitive Trace Formula)X} #2573k
TG, AT DL A RO R ) R e B A
AT B 75 ¥ 5 T T R T s SRR IR A A
TR WIS, R RENS & (T RE 2 A B
Fa. SR, MM IEAAE Siemens PR
— ANHRT B NRE R (D Teas) kAT T36E. b
Gb, KT E 2 AR A I COUBRR ok U, AT
() 5 AEAE SR 8 AL S R T a5, T
R R R W F A o 1 R ek F 9 E A
MFL #F 7 rp 015104 i gt 2 5 £ ] . Zakari 45 AR
BT H MG, T —MEREE AT E
FLCN . FLCN 75 ¥ K H & v .0 £ (Degree
Centrality) 5 %% #J7 (StructuralHole) 3 25 & G [ #H
KiFA). FLCN JiERem8 7 — Rk AR A i
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TENL ZANERRG . SLIGEE R FLCN J7EZL
T IA 16k b A2 77 ¥ (4 Tarantula, Ochiai
2o
RS R TR, %
ERFE T B SN SSRGS E I8 AE )
BOEHR B Z AN R GIE A RIS E . Wong 28 APIgE &
PREMZSEE, 1/ T —METRRERHENZ
SR FETE N TV o ST VAR A8 1) 7 5 AR AR
DHFAE 1), AR A5 R AT 45 SR (R Rk Zh/
PTG AE Rt 22 0 28 1 % H e - S8 R — M
VB ) R R P o B AR RN R .
MEME SR A B G —MER], WHE RN
25 B R B R MR B . B, N
5 ATIBAIFIFE P RIEE 3 47 TR AR i 400 78 o5 %
%, MR N 001007, FiZ IS AE NEFIE
] RPN L, i EUERCNEE 3 AT IR
MREEEME . LIRSS IREI, 1% VLM 2 6 e L
R BAR T8 ] Crosstab ¥ Tarantula 2523 2 [ 5
HE 7 o T R g N M50 INF-MFL I
IDP-MFL J7 iR H AN BRAR, R RS T
BB 2 [8) 1 2% 9K Za i 22 BB e A 1) AR A9+ 43
k. Rk, @I RN S BT BB ] AR R A O AE
B TFE BTSN SR s, i
B 3T A 8 DX 8 AR R 2 3] i N B o7 L 1) %
Fo MEMEINGTERIG, EXBAMERIE—
A RE LR AE R SR A 2 R 2 g N, #if
28 25 1 % 2 SR RCOMZE R IR BE . 2T
E W R — 2k R A %%
(PrINF-MFLDbilisticNeuralNetwork, f&## PNN),
FH TR W A X S-SR Fa IS R R, B BEAA
RN, A RBF FIIEILRE /1, THHEEAME
FINERETE AR, REERAFIIR,
LTENZ GREENL . S LSRR AT Tk
MR T 9L 1 RBE-FLEVRT PARA-FLIM 71,
T A NP — b T A B 4 2 B o ir
Ji1% GAMFal. GAMFal J7 784G =/ ME R Bk
X} 2 i B e A ) AT SR, R s A R
PR, i BRI 7 A7 10 G B g i 7 0TI
T T ) R BRI E A R
() H 4 2R LA A e I B AR [P IR R 4 A, AE
Wi R L b 25 e IR P B AR R R s A s KA AR
TR FE 7 SEARHE Y, BT R ] DAK IR
K AR 7 SEAR T 0 2 2 AN R R AR E . BT
Siemens F&/FEEH 1) 7 ANFEF AT Unix F2 7 4E 1)

3 MR (gzip-grep A1 sed)fE N iFill%T % , GAMFal
TTVEAEBEAR 8 AL 7 AL T oA 28 L () e o
{31 J5i%(Tarantula. Improved Tarantula & Ochiai),
HEEHEDMANLAZH, Rz st, GAMFal 1]
PAT I 18] thAE T 232 AT 2 9 . Zheng 25 A\ [0
Feth 1 —PhEE T AL B ) FSMFL 75 7% . FSMFL
J7 V5K i A R ) 4 B 2 15 A R g B R
A&, 54, “0100100000” FKix—A~ 10 474CHE 1
T 58 AT RS FAT ARG A Bk P . A B A
HA kst X, R, BEAME
(R3O B 0 B T () M, e MME N N “1”
B A RN ERIEIE ) . SEER 45 R L], FSMFL fE
Z R E AL ROR ARG BE b, LRSI SBFL
J7i%(Tarantula, Ochiai, DStar £5)#R EA 5 #11)
SERI LR . Wang 45 NI T — i i 4 Hr ik
Fa A R PR S5 R A s SRR B 7 1, SRR AR R IR IR 2
i MK H B AT SR B VS B 2 5 AR T = WIRAS
FLIE R I T B ) S B U 1 W
Ro ABATR 7RI R A R AR AR BRI 2
V) PRI PR AT AR AS 0 5 0 1 S 1 22 S R g Ao v BB AT
) o I XHE T ARG FE SGEATAZ B A A, B
DAY/ AR AR A R e A5 B R 52 . SR &5 R
B, 20750 DUA R e ALl SRR ), IRAEA 2
% 1R 7 ) R B 0 BT DR SR B 12 55 48 1 25
B,
7 SNOH-MFL 75X R FH T4 R

GES w3 it
ZABEAE AR BERE  [107,108,109,1101 5
HEFF 51342 Py HE 42 ST 11]
Hlgs I 5k — iR [5,23,106,112,113] 5
SR T ) 22 R

AR NOH-MFL AHSC 04T 1 40 K4t
it GiitEi R aEE 5 s, W3R 5 thA LA,
NOH-MFL J& {7 J7 ¥ £ 253 AW pp sk ng .« Bl ik
K1 18 ) £E BN PR BE B2 HE 7 51 36 N HE 44 5 /T I AL
B X5 B LT R BhEEE B4 2R 5
FEHEP HIR I SERTALE, BRI R N GLERR 5 PR
St R HE R 5 R A IRAG BB A I, BEAE B B s TE]
WL B 2 ANERBRTE A) o Ol I R L — IR EIR
BRI prA G 7 2 — DAL, B
R s F g oA K AR EE, B Em
BN AL, — IR AIHE SRR )
BB iER]
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6 [EREIENFERRTER

XA MFL BIF 70 22 5 456 A o)
FabRidAT T35, JR8ut T A RERAR G B
B, RWE 6 Frn, RANTIH T AR
ML LR RE VPR bR o MK HRRT DA H  Exam
Score FEARIE FH R EUR 2, RIMEHREOLR] T
20 K. F:ik4r 5L Expense Score FEHRAT Wasted

effort f545, 7075079 19 VAT 12 Uk, ARAE AR FAR
e EEHENE, ASCKER 6 T EIPERETEINR AR 70
PIZR, B A B 1FII 45 B A0 5 B2 (R 1701
fRbm . AN RIPFIE b A AN TR R A
PN ARAGMRIR A G I LEPF I iR 2551 L B

*6 MROTUERERRBRITER

TRPR | EEL AN Rt KL

EXAM score 20
Expense score 19
Wasted effort 12

TN PR b . .
Average/Cumulative number of statements examined 11
T-score 5
Efficiency 3
. B Top-N 8

BT HE LRI VEIN R bR _ _

Proportion of bugs localized 2

6.1 ETFRMATENIEFR

TR PRI, g RN R E
A7 H R Hh L SR B A B I e (BT 8] B A SR VA
R T AL AR B LS T AR (R PRI
Frf: EXAM score S HAHCHE R KA iEA) SR
PSS

(1) EXAM score K EAHRIEHR

EXAMscore J2 sk i AT 7 o i A5 A ) oF
MG R 2 — B9 910514 i L — e B TR A PR
FEHEFP PN TR bR, BFIE N DO AR e SEAR S PR &
FERUE M S MR T HE Y, I RIR A 2, BEEHR
FIBRIETESR]. EXAMscore TRARE BT & A 72K I
S AN ) T 7 G A AR A 7T 4 b,
TR AAN:

rankof the faultyentit;
EXAM score = f the faultyentity Q)
numberof theexecutableentities

fEn Lo, 7 TREEIE RS

FN R AL A B (R) Rank fH), 2 BER BT )

FEFP IR A A7 AE 2 2615 ) I PR 5 BUMELAH

SR, A rank {ERECIEHE . H ATAT =Fh

77 AT AT S L rank fB . R AETEBRFA S
f)ef, MRBEEEIUE R T of HIEFIEAEEN A,
MEEEEHUE S ep AHIFEIHIEMIER BRI N B, W

1 PG OL: R B PTT IRSE I fE S PG 1

A ef MIRRIEAIN, JFRN S — M

AR TER] ef, RIJT AN A BENS LA R

R 2 5 o7 L SR B R A AL B . I
rank {8 B 5 09
rank(e;) =A+1 2
2. WINEN: 5 “RIFBOHER, AR
B IR BE A S BRBAIER) ef AHE 1)1ES)
W, TFRN R E—Ma B A 2 ef, Al
TERN G i S B fie 22 WO I 1) 58 A7 6k B
BA) . M rank fE RV KO-
rank(e) = A+ B 3)
3. PN N TERIFERS BIAEHZ
6], BIIF RN A E— oW EE s
HhBEiES) ef MIEMIERIER), (HR2A K
CHRIEN” L%, SR rank ERITE
HAKXN:

— (A+1)+(A+B) (4)

rank(ef) >

55 EXAMscore 7E N TR &G A H 4
EE B PP Ak 7 ¥ 2 B i A 493 B B DA 7
e EAYIHH MFL %830, Expense
Score. Wasted effort. T-score 1 Efficiency 1115
A3 EXAM score BT AR (N 1) 5824,
B vPAT B P 2541 58 4 — 3

Xt BB R T A, EXAMscore fEE/NE
B RN D R 7 A B B B A S Re R B S IE
AIFREETE A, JULRH . R R I 22 AL 7 V5 BE I ik
b & AR H - (H & EXAMSscore F8FRAXRE AR BAN
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SRR ) 8 AL TR AR, ANRESE % Si Tt IDP-MFL A
NOH-MFL 277 A () s RIS T A, Rl AL 4t
] EXAMscore 5i&EH T3 THfE TR 2
SRR S ALEE AR B PEI

97 A# EXAMscore e85 PPN T 22 S8 (1) ik
FaEr FiE, BN R ) EXAM score 1
WHEFREEAT TR .

1. Gao 25 NPOVZEABATIBF 5T T AE b &t
IDP-MFL i 77 %42 T T-EXAM PE
fabr. T-EXAM @I iHH A FE%+
SE L AN BRI I A) ) EXAMscore 15 15
APl 22 Bi B 58 AL 77 15 BRI 5

2. Zheng % NPV AL AT (RIRIT 42 T A h B0
NOH-MFL X5 E#EH T EXAME F
EXAM, iFilldEdr. EXAMe 1 EXAM,
I3 TR BB AR T AL B — AN B B A
e JE — ARG I R A A AR TR A
SEFIEARE 7.

(2) REEALSAEBSE

EXAMscore [ HAHSCFRFRET T 72 H AR B AR
AN R E AL (A A . Rtz Ak, B SN R
HRH T #1502 ANEREERRA K IF I a bR A s
f) J& M (Cumulative number of statements
examined, CNSE)Fl#s: £ iF ) #2) {E (Average number
of statements examined, ANSE).

CNSE T3l 45 47 OV 5 65 T 45 % B e I 7%
¥, n RRERFERA I ECE, M AT N SRR PR ]
HIERFEE AR . M@OFIN@ TR 2@ M Fl N
AT EN S, TR T DNERBEARAS B AL T
FAIEA) P RSB A BRI S . Bt mT A,
Y MG <X NG, UM N BEAR. KR
CNSE 1B =R T4 5k FeE E FLH A . ANSE Tl

$hRP05 CNSE PG AR, dp SRRSO

EL MO, g M LN AR [ CNSE I ANSE

TRERGETE 1 BEASRIE RS (4 BT A B 1 1 5 or
I TR B, BT B PN R bR F 5 SRk B A 22 ik
B e Az I, H IR 3 = AS [ 25 R e 1
R
6.2 BT HE TR

TR VRINIR b, 8 St id BRI E
PR RSB 2 J53E B3 — 58 ARG B R IRy I
AHCRE, PP SR E A SR A Rk

(1) TOP-N

TOP-N PFIlI 45 b [F] B 3 FH T B o A 22 s
SERLIF] . PR Bk FEE AR, Top-N &
TR RN RAEREHEA R N AR SLRk (e
JPIEA] . BREECCR) N, RE R I R B IR P hi
AEE . ZFRARAE TS SCER AR acc@n .
Top-N B8 = R 7n I & N T AE A 7 A [F) 0 1
FIAT, XTI AR 5 S 5 A R ke ) 81 R o i A 4
R, AH SR E AL A A S ) E AL
WERE o BT X Z BRI E AL ), Top-N NET N ANk
A N R D e N B LS B I AR, [FEE, Top-N
L0 5 2 BH AH . R B AR 7 A 31 B 22 ()R

#i Kochhar 25 \MSI i e giit, K2 HOT K
N SAAE AT BB 8 A I 2o 4 B M5 FE HE P 91 3%
FREERT I — SRR Sk, i, 9.43%1HF &K
RS —MREF LAk, 11 73.58% 1 HF RN i 22
REEEHT 5 AMEF IR, #EE 98%I1M T K BN
KB AT 10 MR T S R BON A L . R TOP-1,
TOP-5 1 TOP-10 iX = AMEhr BA B Z 1 2 L

(2>  EABRFEELER

€ 7 B[ L (Proportion of bugs localized)i¥
WHEAR E e W e AR, JHEEIF RN RTE
SRR s AL R R R R S A 45 8 L AR AR,
IR SR X REAS B R TSR RS A 1 A7 PR R o R 1)
. B, EAEFRKET, e efRE 2R
J SR B AR o 5 B AR S 3R B

Sun 4 NBZE A TR 52 b 23 0 T 38 40 Sk s
TENL A FRE S B 58 07 S 8 N BCR I R R . il
TS24 B2 8], Tarantula #1 Ochiai A R AEY
K 10% 27 70 F I 7T BLE f7 39% 1 45% 1) fift
f5. Klosgen F1 Added Value 2~ zUAH B AT DL SE 7 B
ZHIGREE, 79 47%H1 48%.

7 Gt EEMS

4t 11 18 1% 4% 3% (Statisticalhypothesistest) /&
RANBFEAR GHEA, FEAR L SR 22 502 B il pE
G RLIE SR A ZE 3 B Ge T HE W . R R
J5 2 et AR IR RFAEAE R R e, SR
FHFERE T B Ge T B, X AR 15 12 4 4 408 2
LA R AENT . BRI AT 43 9 IEAS 3 A A 5
IESRBAREN AR FESEAE =2, HiE
FIGRBE T8 A7 SR PR PR SBE B2 TG0 2 2 ke 56 22 5K
PEE, PSRN 02K &R AR S Bk 5e,
Bilhn - HEEE U K5 (Mann-Whitney U test),
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Wilcoxon 75 #46:46; (Wilcoxon signed-rank test),
HATH RS8R NE 7 s
®71 BEMSWTEERRBGITER

fRbr R K

Wilcoxon £ 5 et I 6
g g U ks 2
student t #5546 1

Quade £ 1

Wilcoxon 375 #4656 (Wilcoxon Signed Rank
Test) A& i1 Wilcoxon - 1945 £EHEHY, LR AR
I TN B3 e s A8 PR PR FE AR %5198 Willcoxon 7
SRR & —MAES BB I T, AR
SRS AT BN, PR B SRR AT ARG B 1) T AL
AR BTN RAE ECRAN R R F E 7
FER & AL RR,  #B = LEAH [R] P H i 88 R gk 47 5k
5, DRI B 1) e A 45 AR VLR, 76
Wilcoxon 5 kA a6 4. Blan, Zakari 55 A
51 | Wilcoxon 616 5 v 75 1015 22 BRI A2 5 o
SE T BRI 75 KT At %) O v e A R
PR, SRR I TR R RUE AL E 2 1)
GBS R ELE KT 95%f1 Wilcoxon
fvff%ﬁﬂ‘ﬁgﬁiﬁﬁfﬁ%‘fﬁﬁj\*ﬁ[20’25'48’63’88’95’103’106], EI]
A 56 K #E N 0.05. 1% FPAG 56 7 2 3& A T
INF-MFL, IDP-MFL 1 NOH-MFL =Z88pE 2 r
J7i, SRt AN [F) Gk b 7 7 7 1 UR e S AFAE
2 R I IR AR

2 -HHF B U £:56 (Mann-Whitney U test) /& i
FEH Mann 1 Whitney T 1947 442, &—FhdE
SRR 72, 18 T 5 e R 2 S
KE A —FeA R HARBERR, AR
FEEZESE, WA O BRI, FIX s
TIVEANEL R P B 0 0 P A% UL G o 78 SR B S o7
A, 2 -BEEE U ke A T S AN [F] B e A
BRI E L R R R AR B FE M E . i,
DiGiuseppe % NP - HURR B U A0 R AG56:
AN T BRI 3R 0] 22 B 6 7 A R R R B AFAE B PR
o HT 2-H5EE U R rEH TmAN A E
ANE RS, R ORI 8 N 5 7 S s S 56 v bt
AV T AR ES e o 56 I R SR FH A B 0k 567 7%

Student t £ 56 (Student's t test), fIFK t f56,
& Hof2 B William J 1908 4 kK R T
Biometrika™®l, t #:36 F A TREA S ERAD, A
PAFRHEZE R AN IR o0 AT o t AR t 7 A #Eie
KA 72 e R A RO, T BB AL AR 1 23

HRAGAAEEEEZR . #li, DiGiuseppe %A
COTLE M AT TR 7E P RIRERE T T studentt K36, A
AMERD t RS SR VPAS s BB X R B 5 A A e 2 5
e 75 0 2 o e 245 AR AT AN R 46 48 SR A 1
Rk BB R R E AR TR B . (2 t i
B0 4 F AT 2 A FEAR TR IR IES A0,
WA A FH AR AL 6 T V2 1 5 B e A 0 s o 45
SE IR IER 0 A o SAT AR AE LRI E 7 45 L R %
WRZESR, UL E N A -5 A

Quade 46 —FIESE BRI 7%, &
Wilcoxon 7 5 Bk A 56 (1) 2 B KA 78, i Dana
Quade #2117, Quade 3 iE HI T4 36 2 4 ¥ dhs
FERE [F— A BK . 140 Wolfgang 25 A\ A#
Quade 5%, AR K)o Bk B pe &I 43
RORRZmE . ABATTHE R SIS R A 1 B
R o3 R = A B 4 SR A ORER I . ARSI
SE R BRI, RUR[RIRE 1) 20 B %
BB RIS IR RO R A 2 o IXRPB AR I8 T v
&R T IDP-MFL J5 AN FRE 7RI BE I HU

8 TFMXTRTHT

152 8 e ML IR TAE R, AR G —
A5 YR AR A AR N PRI XS Gt AT SEUERT 7. FRATT
XPR SCHE VIS REAT T R B, St
TRIMEHXE, AR WE 8 Frn. FHEUHM
FAER RN T R = 10 AT
IE G, DRI 3R I A B A s D 1 vl
X & 8 B TR AFR MAHES
ST BN IR A B TR], DA SRR A
KEFE. WK 8 HrfLIEH, RHKRERZ
FIPEII A %2 C 18 5 ) Siemens F£FE4E. Unix f&
JF 4 UL J Space 27, HXEZ Java W F K
Defects4) F2/F4E. NanoXML FEFA1 Ant 27,
BRIk 2 AN Linux A2 7 Make A At RS
J¥ o
8.1 EREUXNRNE

mE 8 fraw, WEFN G Iz A8 EIARE e
FHE N CIESEFM Java 1B 5 AP X 3. it
ANV — 240 R, L =R
L, A RAATHN T 1000 17 IR BERR A 71N
MAEFE T, 47407E 1000 472 10000 17 Z [A] A2 7
WeRRN R ERUBRE Y, 1780 10000 17 AR
R AR HBALY o« B T Defectsdd LAANEIFTA VF
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mEF kA T RN G E
SIR(Software-artifact Infrastructure
Repository)™®, SIR 24t T =& AR EACHS |
e & R A N A N B SE R R A R

LR 22 Tl Bh B AS TR 5 (AT U N A . X
ARZEAFERT SIR By TRTFEN G B2 1
PHINFE R RIEZ —

*8 IPNNREMREGITER

RRURSES GBS RUMER B E R T 7 HAR
Siemens test suite™"! c 40 1994 AN
Unix programs!*®! C 35 2004 gzip AHEEHI, A N RHI
Defects4Ji*?"! Java 13 2014 KA
Spacel*?! C 23 1998 o A p
NanoXMLI?2 Java 7 2005 SRS
Antl*#] Java 7 2008 KA
Make!*?4 C 6 2010 KA
XML-Security™?] Java 5 2008 KA
Jmetert!2%] Java 4 2010 KHAE
Jtopas*#’] Java 3 2009 o A p

7E SIR FE, Siemens IS4 A2 5 FH ) [A] £
B RSO 2 WM UEAR 7, RiA 40
T A M8 T %R 4R - Siemens SR B PG
117 EIWF TR Ostrand A7 H: [7) 2548 S 177 B2,
T 542 ) S AN B A 5 b vEE 1 R B R I A
71, Ostrand ¥ HALZE45 SIR . Siemens JlliAE
PR 7 AR, L teas S YLD R4,
schedule2 F1 schedule &R IAEEFET . tot_info
RAEMANBHES EER T IHESIHE R,
print_tokens A1 print tokens2 J&iaik i Hras, i
replace $AT 15 VT HC AN B 427

Siemens PR E A 5 LA/ L 3847 3 FE AR 4
YR S R BRI R SR AT 9 R e, (B R
Siemens MBS X 7 NP
By M 600 17, HACRGAUASEZ N T FL S A = 20
BE R OCRUERE T o R 1A S e 45 10 B HL I8
MSLhrfs SR, RN AR EE—2E SIR B
HR DT R OCEUERE e A BB Unix £
FHE(E SR grep. gzip. sed Al flex)Fl Space
&

1E Unix F2/574EH, flex. grep. gzip F1 make
B9k 8 Gnu il S Unix SERIRE . Hidr, flex
RE—MAVEMTIER, B8 11, 000 AT
Grep 2 — M UAHE TH, fefi e e (ILAC
FRIUAR, HFETF RS 13,000 2174K085; Gzip
£—1 GNU H B4 k48t fy, a8
6,000 Z17{CHS . AHLL Siemens F£F4E, Unix f2/7
LRI AR B R, AT DUASEADL L S A P A 85 v 1)

HORRIFE R, DR Unix B2 7 S B A2 0 58\ R
%}Eﬁ [9,63,68,74,75,97,108,111]O{E% UniX %Iﬂjiﬁ;ikqj E(J{hj%]g/é
KEBR N TN A=A, Rk R A R
BEaE AR = R IRy, B RIUR A 54
PPN R EAAAEE S . N T PR R
TAEMPIASEE, WA GBEELE SIR FErRan T
K H B A P IR K B 2P Space. Space
TR & — A0 34 e OB 5 (Array  Definition
Language, f&i#K ADL)If#REZS, {5 9,000 17
5. HFRT A A 24> ADL BRSO, JF
K& ENE R G A ADL VR E I —5
PERLN . Space F2 7 HHE— MR [ 2ok B B SEHAE
P RE, BETE—E R RARR ESAE PR
ERIEFEFT .

IRVEI S R FT C AR S L, BEE
T SRR SR )0 GG AR T I H 28 AT DL Java
H SR GRS T, BN ROR TR SEUE
W 5T R 25 e T Java i & SEBL PPN R, o
Pl Defects4). NanoXML #l Ant 3. Defects4]
PP A — AN TFIR R A SR A AE 4 . v LA B AR
A AE 5% KN 53 FIIF T8N G PF-A 5 B 6 RUCR 5
NanoXML & —NREEH XML ETRET, 688
8,000 Z1T\FY: Ant /& Apache Tl H {2 {5 T
Java PR T, 25T Unix ) Make 27 .

7F ik Java X %A, Defects4l )72 H
Martinez 25 AJF &8, BILECL 32 B Tk 19 30
SERLANE 7 102830, Defectsdd 45 T
FAT VR S MR, PR S T EE R
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20 U B K LS Java BRI 2 TR R 22, DR
3K Defectsdd &7 4R A T Bk B 72 O Ak i) 3= 9
PR % . Defectsdl J& T KA Java F2)7, #A
2020 4F 7 H ESHTCA ) Defectsdd HH3t4 5 17 A
HK AR Java B2, 3L 835 ANECSZABLFE AR A .
{H,2 Defects4d FINRAAIEAWIEAL, HABIA W
PR, ik 8 H B H T Defects4d 57 < R i
W 6 MR

M 8 HHRTLLE . H AT 2 6k FaE e AL A
SR PRI A E AR A T om R A g s
5 (Flan C++F1 Java %), (HMATMIR AR R
Gt s EAE LA S HE, R Rt Bh 553k
MIRFE S (10 Python £8) SZil. 4FxtixK A
g, PAMERSTAERFTRERNS . B, %
SRR RO E, DU 1 2 R E
BT V5T RE B TR IR R Re 1 R 40 P BUS 4T 11
SENLR
8.2 TREEFEN D ITHEE 4T

A AN S F 8 AR AR S BN TAB S Ty
AE IEf R P RN BRI Bzl FEA00GE F
F N AN SR 22 (AR 7 o

ek H SIR FEFIPFINFE T H (W1 Siemens 217
£\ Unix FF4ESE), P2 R AL TR A
SRBEAIRRAS, PRI RE B VPO RE 7 AN 3E - 2
BEERIWE A . AT R AR, BTN B s
H AT Hi 7E 2 8k B Wk A< 59 07 300 & g A2 F
[8,20,60,99,100,102,108,111] . Eﬂ:%}\ﬁ TE%’I\EE E Z-\‘ E$‘
SRR AR A A BB 1 A RN B[R] — ANV IIRR e
RS FR A, W F—AT AR AEAN A hi A B
AFREEE, AN RS, — 1R AT
DAL B R —ANEREE, R 2 BT A Bk B 58 A 5 1
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Background

Software fault localization is the most time-consuming
and laborious step in the software debugging process. The
automatic software fault localization method is designed to
automatically determine the defect's localization in the
program without or less human intervention to help
developers fix the defect faster.

In the early automated fault localization research, most
research works assumed that the program under test
contained only one defect. Researchers have proposed many
fault localization techniques for single defect programs and
achieved good localization results. However, the single defect
assumption does not conform to the characteristics of
existing software debugging scenarios. There are usually
multiple defects in commercial projects or open-source
projects, and even some defects will interfere with each other.
Therefore, although some defect locating methods can better
locate defects on single defect programs, their locating
effects will be significantly reduced on multiple defect
programs.

This survey focuses on the software multiple fault
localization (MFL) problem, which is more challenging than
the traditional software single fault localization problem.
Therefore, MFL has gradually become a hot issue in software
automatic fault localization and has attracted researchers'
widespread attention.

software maintenance and software testing.
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testing and program faultlocalization.

This survey takes the research problem of multi-fault
localization as the core and systematically sorts out the
related research results. Firstly, the existing multi-fault
localization technology is subdivided into three categories,
namely, Defect Interference Hypothesis based MFL
(INF-MFL), Defect Independence Hypothesis based MFL
(IDP-MFL), and None Hypothesis based MFL (NOH-MFL).
The main design ideas and related techniques of each type of
method are then summarized in turn, followed by the analysis
of the evaluation indicators and evaluation objects frequently
used in multi-defect positioning research. Finally, we put
forward a prospect for the future research direction of
multi-fault localization, including expanding the range of
programming languages to be evaluated, considering more
software programs, and discovering more industrial
application scenarios.

Besides, we analyzed 87 papers from 2009 to 2020 and
conducted a systematic literature review of multiple fault
localization research. Our analysis shows that the field is
developing rapidly while becoming more and more mature.
At the same time, there are a series of challenges for future
research.
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