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Abstract With the rapid development of Internet technology, IP-based voice transmission technology has
emerged. While bringing convenience to people, it also brings many security risks. The criminals using VoIP
voice transmission protocol in compressed domains to transmit secret information has brought great challenges
to social security. In this paper, for the pitch steganography algorithm and the quantized index modulation audio
steganography algorithm of complementary neighbor vertex based on G.729A encoding, an audio steganalysis
algorithm based on manual feature extraction and convolutional neural network is proposed. By combining
manually extracted features with convolutional neural networks, it is possible to achieve effective detection of
both the quantized index modulation audio steganography algorithm of complementary neighbor vertex and the
pitch-based steganography algorithm in the VoIP compressed domain. Specifically, the algorithm proposed in
this paper firstly extracts manual features from the G.729A speech segment (including two manual features
extracted by the pitch steganography algorithm and three manual features extracted by the quantized index
modulation audio steganography algorithm with complementary neighbor vertex). After using audio
steganography algorithm to steganography audio samples, the five extracted manual features have been changed
to vary degrees. Therefore, these five manual features can be used as one of the basis for judging whether the
audio samples contain secret information. Then, after extracting the five manual features, this paper designs two
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different convolutional neural networks for the pitch steganography algorithm and the quantized index
modulation audio steganography algorithm with complementary neighbor vertex. The two extracted manual
features for the pitch steganography algorithm and the three manual features for the quantized index modulation
audio steganography algorithm based on complementary neighbor vertex are input into the two different
convolutional neural networks, respectively. Immediately afterwards, the two convolutional neural networks will
further extract and discriminate the input manual features, and obtain the steganalysis results based on the pitch
audio steganography algorithm and the quantized index modulation audio steganography algorithm with
complementary neighbor vertex, respectively. Finally, according to a designed fusion rule, the network merges
the two discriminant results to obtain the final discriminant result, that is, the network discriminates whether the
input audio sample contains steganographic information. In summary, the algorithm proposed in this paper
extracts features manually from the audio samples encoded by G.729A, and combines the manually extracted
features with the convolutional neural network, which can effectively perform steganalysis and detection on the
pitch audio steganography algorithm and the quantized index modulation audio steganography algorithm with
complementary neighbor vertex in the VolP compression domain. The experimental results show that in detecting
both the pitch steganography algorithm and the quantized index modulation audio steganography algorithm with
complementary neighbor vertex at the same time, the detection accuracy rate of the proposed audio steganalysis
algorithm based on manual feature extraction and the convolutional neural network proposed in this paper can
reach 86.2% (when the embedding rate is 100% and the audio sample duration is 0.1s). Compared with the
existing excellent steganalysis algorithms, the algorithm proposed in this paper has achieved state-of-the-art

detection results when the audio duration is shorter.
Key words steganalysis; G.729A,; convolutional neural network; manual feature extraction; result merging
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R ) B (L3_1) TS AR, AR B AT
THRFEZ BEN BN CNN RRES . B0 STk
[20] 0 SC ik [21] 32 H 1) 3 AN ) 1 & A B 5 B0
AT THASAFE R CNN W%, BN AA
) CNN DX 28 56 06 4 N R F7 AR 23 732047 40 i A2
BEAREERE, RERKHA CNN R 745

RHAT A 13 B B A A B 25 F DT S5 IR TR B
X SR [20]F0 SCHR[21] 7 (9 B 5 B AT R 'S 4 i
K. Hod, B CNN R H o N 3 o 4 it
G729A %% 14 J5 F T $2 BU M & A0 4F 1E (5F X
CNV-QIM [R5 HIERIBRE 75 2% i N R & i
G.729A %ifilh J5 A5 I AR AR 1) CNV-QIM FR-AiE: 5
Ml AL B 5 — 2 A (L1 1), LSP Efbagss —
B BUR 2 5] (L2 1) A1 LSP &4k 2% 55 — [ B 20
H(L3_1); FFAEE RS A RIS 2 A X 4 ) H
ANRZIE GT29A Fatt J5 RFUFEA 2 SR E: &
Mt () 55— PR IR IR (P1_1) 55— i S I
IR(P2_1)). ASCHTIRFEIEMANAFIN CNN 2545
¥l 8 s o

HRCNV-QIMB S BB E ¥
e TERSEE
AR S 1 o
i P QI
—»m QIEI\//]I convaHconv4 c0Nv7Hc0Nv7H;‘MEH%E%Q%@% s
| FARESE | Lva)

G.T29A%if. B4 407 AR
g FIRIERR &, it A
kA HEGZARD

SHRSEE SHIESREE
%Uﬂﬂ%ﬁ SRR Ak 1 EEFE A
-ﬁzfm% ameameamem%EH%ﬁ%kﬁﬁgﬁ% a%%(m”j_
AL rezrase] )
SR 07
HNEEREREENEE M HAGERRA

[Z] 8 CNN [ 2% £ 1

Hrp, CONV HBRsH, FNEHREITa

&N M & i bR e L e /E (Batch

Normalization) 1335 B 2 (ReLu Ki%). RelLu U
R E A KT TR

y = Re Lu(x) = max(0, X) (7

TEARSCHTRR AL, WAL ZE 3R A B &R

Ak 7 AT AL . DT RESE BE N A 0 B
AR, FHEHEA SRR CNN 28558 5y
FERT CNV-QIM 53 5 43 B R AL X B H B
oM EALE WA AT VUL . H S, BERE
CNV-QIM E Jil a5 73 At FI VR4 CNIN [ 2 S5 44
w9 Fiaw.




10 it Bl IR

\

A R A

HRS5ES

@ 100x1 100x1
CONV1 CONV2
AR 1x3 B 1x1
Padding: (0,0) Padding: (0,0)
A & | B A
100x3 100x1 100x1 | 100x3 ﬂ 100x3 ﬂ 100x3 /7 1x1 /7 1xq FIWTHRASE
SN AR A J HJ U U
22 - ) —
(£33 CNV-QIM CONV3 CONVA4 CONV7 CONV?7

vk W S
5 B A B
s 5 B

HBRUZ: 3x3 B 3x1
Padding: (1,0) Padding: (1,0)

ﬂ 100x1 ﬂ 100x1
L L

CONV5 CONV6
GFZ: 5x3 GFZ: 5x1
Padding: (2,0) Padding: (2,0)

LRZ: 3x3
Padding: (1,1) Padding: (1,1)

LGRZ: 3x3 WwikE R

@ EHUE R

K 9 CNV-QIM E ks 73 HE (A KR 1s B 5 11)

M9 F, PAR KA 1s IS4 e tl, X4
i G729A Ymhd G B AR, ASCE SR =4
AN 5] 1) 25 7 % (CONV1-CONVG) %if F #E 4T H 1iF 42
Wo BN & AR A K/ 100X 3, &5t
CONV1-CONV6 J5&, =HIAIA )46 AAZ 4 5l e
—AN 100X 1 FIRFER &, TTARRA:

Cloy () = Fowi (Lo, 05, (), (i=12,3) (8)
Hrp, ci,, ()6 =12 3K EHEH CONV2,
CONV4 Fil CONV6 FIFFEHIH 4R, Fo. 0 TN
R, L, RN GT29A Gt J5 F THEUK
3 ANE I AT AN AR AE (R AR — R m &=
(L1_1). LSP EALZH W Bl m & (L2_1) M
LSP SEAbZ8 28 B = &(L3 1)), o,.() B
CNN WS4 EASCHEZH, N IR & 50
FRFZ 3t CONV2, CONV4 Fil CONV6 3R fit 4
BUS Bl —A 100X 1 [, Ri5, K
CONV2, CONV4 1 CONV6 =/ Rk Heddn i i)
100X 1 FIHRFAE A B PFEE RN — A 100X 3 [RFIERE
[ o, HHERAEHPIA CONVT R EL Hik
ITHE— 0 BRRAE SR EL, I AR 4R 1 oR 20PT LR R
N

C3aw = Fow2(C2cw 1 65,) ©))
HH, ca,, RAREIHA CONVT BRI Y f5
PIRFESRTH,  F, O BAAIELIERE, o, £

CNN MZEZH. £ CONVT J5, CNN ¥
Z&a i —A 100X 3 [RFIERERE, 1T 75 A B A
METEEATREEEREEE, KT ca,,
AT, FHIBA R — 1X1 By &AL
PR AR I B AT 0 o Ak 3 AR T DL R
j"j:

Outeyy _om = Fenw (C3eny » Go3) (10)
H, outw om RNFHIEH BRI H & B33
tk.(AdaptiveMaxPool) 2 5 i it 1a) &, K/ 1X
1, PO NMKREL, o, R HIENFEbiL
BEZH. EEdBENFELEE, K r
R IENZR IR, HZR I 2 B g 5 A Ry
BHMREATERESARSER, HH e R
(FHRMBEAREFREEE, Wah “17 5 &
W, i €07 ), MMsEmss CNV-QIM & Aika s
LIRS Sy Bkl .

BT, EFXARE GT29A bRtk dm A ) FE
W5 EE, AP 7 R4 —MEET CNN M2
CEMHHATRR S TR . B X0 G729A Frifkdw
Tith (1) 2 5 B2 5 BV I B 5 A A AL I B592:. CNIN X 4%
HE B 4] 10 Firos



ZbT. BT T TRMERRI S &5 A& 1 CNN 4 FR S 4 B 5502 11
m 100x2 mloon
CONV2 CONVS
1002 BRb: 4 BRE: 10 (jj fjw fj? /_] /4] KT
Wik A | Padding: (0,0) Padding: (0,0) [100X2 1002 1001 1001 J ] 0 | I sy
BHEF R i) ) J U U msee
5 & M CONV2 CONV9 CONV2
Ad ARG B 10 BB 30 B ba WE AR
{1 SRE A m 100x2 mmxl Padding: (0,0) Padding: (1,0) Padding: (0,0)
CONV2 CONV9 GRS
R Ix1 B 3x
Padding: (0,0) Padding: (1,0)
K 10 FEEE AR S o Sk (AR 1s B340 )
M 10 7750, HAIEE H RS M 4 P3oicn = Foiens (P2pien- G5) (12

TAREA N T IR 2 N GT29A brviESiid i)
B FHE (R BOS M GT29A FriEgmtd i — 1
MR GEIR (P1_1) 28 = Wi & 4EiE (P2_1)). [A
FECARFKN 1s &M, X T40d G729A 4ifid
Ja 8 AR A, S S I FH PR 2L AN [ 1) A AR A
Pt (CONV2. CONVS8 1 CONV2. CONV)*tH: i
ATHRRAEFR I . 0 AW 5 5 5 AR 5 BRVE B, BN
5 AL A /Ny 100 X 224 4 Koy 1s i, 4
BEMAS G729A bridmid 2 J5 & 100 i,
B AR S 23 BT IS A N O F LIREUY 2 A&
G.729A brEGm i IF1 15 5 REAE (B Bt A G.729A br
AEGR D 5 (1) 5 — - Wi 5 AR (PL_1) FH AR — i
BB (P2_1), AUk IE & Ba S o0 A W 2% A B
BRREA B 5N KN 100X 2), 43k CONV2.
CONVS8 1 CONV2. CONV9 HRHE, A
] (R A5 AR IR 28 2l HE — A 100X 1 (A4 ) =,
A AR N

Ployen (i) = Fo (Lo, 6, (1)), (1=1,2)  (11)
HH, P, )& 1, 8RB HZ CONV2,
CONV8 #l1 CONV2. CONV9 [ 1iF % 45 5
Fown ) RNIELRPEREL, L, SRR TF THEEUIAFM
TEEARRSIE, o, () Fn CNNNESH, 1EAT
Bk, BN AR AR AE 4 3 CONV2
CONVS8 #1 CONV2, CONV9 #HFH J5 43 Hilkn H—A
100X 1 MMM &, A5, PR 100X 1
() RFAIE [ 52 F B2 B — > 100 X 2 (1) RFAIE 5 B
P2, JEKVEF CONV2, CONV9, CONV2 %
RSSO FLE AT 3 — 20 R RRE SR G, R A AR L 1
BREAT LARIR N :

He, pa,, #Rngid CONV2, CONVI, CONV2
GBRZ ERRER S, F, O RnIEL IR,
6., %7n CNN W28, K&t CONV2,
CONV9, CONV2 HREHE, CNN 284 H —
A 100X 1 [PIRFIEA R, E T 7 S B A I AR
A EBEAREGE, HITEXN pa,,, #H17H
b, BHIBA R A 1X1 AR, WL E FRER
B & R 8t 1) 75 X pa,,, #EATIHAL, AL
(L FE AT PLR RN
Outyic, = Friten (P3Bpiccn » Gr3) (13)

Hr, out,,, RAFHIE M & 20 5 &R
ElRrEHmE, KN 1X1, p @ Nithikg
., o, RHENFMLES . LT HE
N MAZ S, F 5 R R NS, H
S 2 I i e b SR 0 AR A AR T R R
Ba 515 5, JF4m 0 a0 5 B G A DU RE A o 3 A
EELR, WEH “17 0 [, fd “0”), M
T8 RO JE B AR S A AT R

HAh, TEBRME MG B, N T B
BB M2 H I WA ILR, ARSI
Hykb g T Dropout ik, AT, MRk
BR K035 5K A2 XM 45 2k vk £ (Cross Entropy  Error
Function), #n=X(14) .

L:%Z}Wﬂwum+ﬂ—mmwﬂ—ﬂﬂ(m)

RADF, y, RREANFE, p RSP |
T A1 (I o 7E 26 B 28 I 45 1 )1 50 72
. ASCH epoch B 91000, BIRTRE A AT 1000
YOERIT R, DUE ISR 24, R

Pitch



12 it Bl IR

AT I i 12 o
35 CNNMEHIRIERME

FH 3.4 715 CNN W28 25t s vl 0, 32 EH
[ THFE 2 5N S CNV-QIM 5 45iR& 5 Mk
N D) 24 1B 2 B 55 4 BT AL I DX %, 405 7 A X %
MILetE 25, AN L EZ 5 i E —4 1
X1 AR, H2, KRBT, T F—A
AR EBREART S, R —F A gL, Rl
EIFEARP A S AREEEBHEEIFEART A
FEER. B, T AN & AR A 2
BEARSEE, TEX CNV-QIM &S 08
G 0 R 4% 0 5 5 B 55 0 R 0 XX 4% 288 12 J2 1) i
SR BTG AN, RhE R B AR R e
PR T 285 35 ) 5 N B RE DI RE A R R B S BR B AS
B, B CNV-QIM 5 4R 5 43 A ks o 28 s % f
5oy BTkl ) 4 s Ze Ve IR AR 308 07, Tl
LI GRMAEARPAE T REE B & H &
AN €07 ) BN, HEEHEATEEREE
BOEMRAHEZFEAN “17 ).

4 SLWERS 7R

B %5t SC R [20] A1 SC R [21] H i) 35 A R ' Lk
ASCEF R G729A bttt 28347 & A gmig I
SARANREEE . SEE SRS 58 Sk A
bl , AR ST $ S50V 70 A I A 6 B K ) 2 AT B 7
TS ARSI 4 SR T R X  R BR S RE AT
RS, AR SCHTHE (0 5 T F TARAE SR LS 45
AT CNN 2 50 R 5 43 B S92 e W A 2 T LA
X F) 86.2%(Hk N F N 100% . = EE AR KN
0.1s),  bb SR [19] H f 5 92 K6 00 o i 6 v H
9.4%(HR NF N 100%. FAMFEARS K4 0.15).

4.1 HBIEE

KRR R T CNN 35 Hifa 5 2
5, BR F  E i R B R I 2R S AR . di
SR SCHR[L9] AL IR0 B 41 /NS 1) Hh ST 2 04
. Hdr, YIZRSEREALIE L T STk [19] #040 4
80%Z it G729A FrifEgmid JE G S A B, MR
BEHLIE BT RR[19) 5 S 20% 481t G.729A HnifE
St J5 B S T B, RIS, A SR SEae Rk
O3B T AR 1sy AR ZE T B4 I v
R AIAE 100% 4 A 2R« AN [F]EET B RS I 7F A
B, FEXTSE 45 AT T X b

42 SRWERDSMRITEL

A MR SE BAE Intel(R) Core(TM) i9-98
20X CPU @ 3.30GHz 3.31GHz. RAM Xy 32.0G
1 Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz
3.60GHz. RAM >4 32.0G [HIHLG LH A . A SCArfe
FIEKH GT29A Jnht, & el & AT F 1T
REAE R EL (B — F ik 35 2R (P1_1). 55 T itk
BIEIR(P2_1). EMAE KM E(LL_1). LSP &
Th 2855 — B BUR Z 1A B (L2_1) A1 LSP &AL 3355 —
B (L3 1)), AEHF TRIUH MR
ARFFIERINZE CNN ZEATHRAE (3 — D 5L S 2
e 7 CNN H, AL B fitAbH & batchsize 24 80
0, £ 100%#k N2, AEHC T X =F A S
SRVE ) AR 5 43 BT A 7R A R RTE R KO 1s
AN FHR N 2R 5 = RS R B 5 L I & AR S
Mris IR 2 73l a3 1 F13R 2 B

& 1 T RLEH, ERAZEIEN 100%0) 15 D
T AU AT A [ B R X B 5 43 A AR 0 £ 4
PEA—ERW . HE 1A, {ERINX CNV-QIM
B 5 BRI B 3 e 'S R AT AR B, AR SO TR
H T F TARMIESR IS 45 RAA 1 CNN & 43155
5y A B R I R 22 0] LIS B 86.2% (kN %6
N 100%. ESFEARAKA 0.1s), HSCHR[19]H 1)
SRR IIUER R = 9.4%. BbAh, AT
T [R) B 9 b A0 R 5 SRR AT AR U, TR RN
KN 100%- FElE AR KN 25 ITE DL T, ASCAT
PEER R IR Z e, T LAAE 96.6%. HHEE
1 ATULE W, SHAN MRS T EEA L, AR
FIT 3 S50V AE (R B ) 79 ol B 5 By A7 R L 35 A7
FEARR K KT 0.1s BN BAT B m A DR R . il T
AR SCEIEAE MRS R FH 5 SCHR[19]4H [R] o £ 48
PR A 30225 SCHR[19]45 1146 1 FIEE 2 B SS-QCCN
(81 cCeNP, Ensemble(SS-QCCN+CCN)HSII
RNN-SM&Mlyszig 2t 5. Y[EI % CNV-QIM 45
HOE RIS RS B TR T, 7EIRANRN 10
0%- FRIFEFAREAR KA 0.1s IR, AXHE
Y (RR VR AR T SS-QCCNE®!, CceNIML, En
semble(SS-QCCN+CCN)M I RNN-SM™, SFF
NOOVE 0 5 B Y 45.9%. 45.2%. 22.2%. 17
7%, 9.4%. M4h, BEFEIEH T, HETIEAR
o PRI b, P PR 22 X 4% (Recurrent. Neural
Network, RNN)A&EFIS 7 7 51 B A 40T 1) Sk 5 25
J, AHASCAE A CNN 25 [R] I 6 25T CNV-QIM
AR S SR e S BRI AT RS A A AT



S

T T TR AER S 45 R B ) CNN F RS 0 ik 13

RIAT TN R RRE R, FEERAETA
SCTRBCHE R 6 AT THFE . X6 [7]—Mer il MR
AT, SEHCH A 5 AT ARFIEAE F MO S
JEEIRA T AFREEE RS, IR PIAIX 6 ML
FERR S HT R AERIEAE, AITAE CNN 2% 5ERS T

SR Bf b G A 0 ATRE A AT e T I, AR
T CNN MZEa5 M i H AR . Rk, A
PR EEE T SS-QCCNEL, cCNIL Ensemble(S
S-QCCN+CCN)I* I RNN-sSMI*®! SFENP %
o

R 1 BENZE 100%FH 50 i A ERHC T = MR R S B 35E(CNVPY, PitchPUFn C-PPI U 47iis B & %) i S 5aka 5

SRR
55 fas T

Wi =873 0.1s 0.2s 0.3s 0.4s 0.5s 0.6s 0.7s 0.8s 0.9s 1s 2s
CNV 68.5 86.7 92.4 93.5 95.3 97.6 97.6 97.9 98.8 99.0 99.9

SS-QCCNM™) Pitch 8.7 8.9 6.1 5.0 3.8 3.8 2.9 2.3 1.9 0.8 0.1
c-P 40.3 51.3 53.3 53.6 54.8 55.4 53.8 52.3 52.1 53.8 47.1

CNV 27.1 29.8 26.1 25.4 23.7 19.3 19.1 15.0 14.4 14.1 8.2

CCNE Pitch 56.1 74.4 79.6 84.4 87.5 91.6 93.1 91.7 94.1 94.7 99.1
C-P 41.0 49.2 52.9 54.0 54.2 55.6 59.3 52.5 57.5 57.0 57.5
Ensemble CNV 75.5 90.0 93.7 94.8 96.2 98.4 98.4 98.4 98.9 99.0  100.0
(SS-QCCN+CCN) Pitch 60.2 76.9 81.0 85.2 88.0 91.8 93.3 91.8 94.1 94.7 99.1
[s}+17] c-P 64.0 74.6 80.2 78.7 79.4 81.6 81.7 77.2 80.6 81.8 78.0
CNV 88.2 93.6 96.5 96.2 96.4 98.7 98.7 98.3 99.1 98.8 99.6

RNN-SME Pitch 48.9 61.7 59.8 72.8 73.2 73.1 77.0 78.1 72.8 711 81.3
C-P 68.5 73.1 76.9 77.2 79.2 78.1 82.5 80.5 80.3 76.5 78.0

CNV 92.4 95.4 96.0 96.8 98.3 98.1 98.8 98.5 99.5 99.3 99.8

SFFNE! Pitch 66.0 7.7 80.8 84.9 88.3 929 925 929 94.8 94.6 98.1
c-P 76.8 78.5 78.3 75.1 83.7 83.4 83.7 79.4 83.4 85.8 84.6

CNV 93.9 96.7 97.5 98.0 98.5 98.0 98.0 98.5 98.6 98.4 99.6

CMFERM (Ours) Pitch 84.5 88.1 87.9 89.5 90.1 92.0 92.9 93.4 93.8 94.7 95.5
c-P 86.2 88.7 90.6 92.0 91.8 93.2 94.0 94.4 95.0 95.6 96.6

W 1w, C-P FoR R X SCHR[20]H CNV-QIM
B 5 LR SR [21] T SRR S FR AT AR
M, CNV KRN SCHR[20]H ) CNV-QIM (25
SEATRIIN,  Piteh FRan AU SCHR[21] H (2%
B 'S kAT . 38 2 MR T E A K 1
sv AFEHRAZE NS Mkl . mE 2
ATLLE W, ERFI S SR AR K 1s mIfE L
T RIS RN 2035 45168 5 2 B i I 5592
PR ITE R E = . R 2 Al 53X
BR[LO1FT SR BIEAR L, AR SR BVEAE RN X CNV
-QIM [ 5 By AL B B S B AT R B, FEHR
ANZR T 50T, A SC AT B B4 W vHE 1 22 5%
B, MERNRILT 50%I0, SCHR[19]1H T45 4

LSTM L CNN ML EE SRR S RF1E, 1 LSTM
W 26 7 b BEAE P I, A RS B EL H M AT E
Tt AR SGREAE, 1 HL B A2 R B 5 2w WA 41
VG S MIUREAE, DT R 2 11 35 & W) A SRR AE

FH AR 15 5 W A A DG REAIEAH 45 & DUE TR U BE 2 1)
BRI, JFHENJGS: CNN L0t — 5 (R E
PEHCS HF o AR SCEEAUNAE H F LRI &
G.729A 9ih% 2 Ja B T M FHFIE 5 CNN Y25 FH 25
HRATHE— P R IE SR A, oA ¥ AT A
rF 52 S S WURE AR A S 1A FRRAE DRk
ARSI FIEE N RAR T 50%f PR IR AFE T
B 'S MR O R . B —J5m, TR
EAFEASKUL, FRERARERA, FTRIHM 5
AR AR AE 35 ARURE A B3 5 11 S 2B 1 A8 A 9 gl 8
B, HEHIAN R KT 50%8, AR B ET
F TAHESEE S 245 A1) CNN EH 3RS o #r 5
RS T BT RIS R

HHEE 2 A1, fEFERAI CNV-QIM &4k s
SRR SRR S Ak AR AR AR KA 1
s« HRAZFNY 50%MIIEHL T, A SCHT R E A
HERf ] DAL $1) 81.9%. £E [ e o} 79 o 5 B9k
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PRI, FEMRANERN B0%MIS I T, AT
#yE5 SS-QCCNM, cCNIL, Ensemble(SS-QCC
N+CCN)® I RNN-SM™!, SFENPIs 48 L,
K HERA R 4> B3 T 31.1%. 21.3%. 0.3%. 7.

9%. 1.0%. ZE LRTR, A SCHTHEBIEAE R 40
FEARB KN 1s BIEH T, FHRAZFR KT 50%MH
I 1 B BUEAE BT ARSI R

% 2 NS R 1s AR NE TR = FHAR RIS E5(CNVP, Pitch?UFn C-PlROH2U s 4hka 5 & %) 1 S 45k 5 44T

1M AR
K55 Fas (%)
Wi ik 20 30 40 50 60 70 80 2 100
CNV 66.5 733 77.8 825 2.6 94.2 95.3 98.0 99.0
SS-QCCNI! Pitch 51.3 38.0 20.3 11.2 75 5.0 3.0 2.0 1.0
C-P 61.3 56.3 52.8 50.8 515 52.4 53.6 52.6 52.6
CNV 458 49.2 42.4 422 35.6 285 21.0 16.5 14.2
CCNIT Pitch 57.0 66.9 745 81.0 82.5 89.1 92.6 93.1 94.7
C-P 51.6 58.6 57.7 60.6 60.2 56.9 58.0 58.6 57.4
Ensemble CNV 85.7 88.0 85.8 88.3 93.1 94.9 95.9 98.0 99.1
(SS-QCCN+CCN) Pitch 83.5 80.8 80.3 84.2 84.0 89.6 93.0 93.2 94.7
[a51+(17] C-P 83.1 84.4 79.0 81.6 80.3 79.6 80.9 80.8 80.6
CNV 86.7 87.0 93.8 93.9 93.4 98.0 95.9 97.2 98.8
RNN-SM®3! Pitch 395 26.7 33.6 41.1 54.6 53.2 75.9 70.1 711
C-P 68.9 63.2 74.7 74.0 70.4 85.6 80.8 75.1 76.5
CNV 86.7 91.3 20.6 94.0 9.7 97.5 9.5 98.8 99.3
SFEND] Pitch 67.2 70.1 75.3 80.4 84.7 88.6 92.0 93.6 94.6
C-P 776 81.2 773 80.9 85.0 82.9 86.5 83.1 85.8
CNV 776 83.5 87.5 91.1 94.1 955 975 99.0 98.4
CMFERM (Ours) Pitch 63.6 711 76.8 81.8 86.0 89.1 91.2 93.2 947
C-P 65.3 717 77.0 81.9 86.2 89.2 91.6 94.0 95.6
43 EITRER CCN™ 0.03
‘ \ Ensemble(SS-QCCN+CCN)I 0.39
AL T B SR R A [R] B X SCRR[20]F0 SC iR [21] RNN-SME 015
R H B S S B AT 8 B 4 SFENE®! 0.3
W, £ [5) B o 799 P B 55 B0y gk A7 R W B 1R 38 A7 3 CMFERM (Ours) 0.06

Ehn# 3 fiac. ACLE Intel(R) Core(TM) i5-7200
U CPU @ 2.50GHz /i EMNRIZ AT E RS, AAfH
F GPU Jinig, Utk 3 shiaiTidE N CPU
MRARAEATHS ] BhAh, 3R 3 w1~ 35046 I s [ 2
Fi 7L [R) B A WU 7 P B 5 BROVE R (0184 0.2s, ... 1
S+ 28) BRI AT T A I 1] BT A S S
SCHR[L91AH R i 4, PR, AR SCS B SCHR[19]
2513 3 # SS-QCCNM, cCNM. Ensemble(SS-
QCCN+CCN) I RNN-SMITHT SFENEO (5
BiEAT i (A,
* 3 BITREXLL

Ka 5 o M vk PRSI  [)
(ms)

SS-QCCNM! 0.36

H3 3 T, AN SCHTHE B2 [F) B X o o 35 A B 5
SRV TR AT R N B g o Ay B 11 S 30 A 0 BT ] A
A 0.06ms(FH: A A3 5 43 1) ~F 350 T TAFAIE S B
[E]24 0.03ms), 7ELRE S4B S 20 A s U HE A % 1)
AR, A R, BRUETEE VOIP JR4Eisk 4 Al
BE 5 20 AT S IR PRSI 75 5K

MRHE b e 4 L K 3 b, 16 RIS 6) SR [20]
i CNV-QIM RS Syk R SCRik[21] 7 265 5 Al ka5
A AT R B LR, AR A N R
100%#f, XFF KT 0.1s BB B, A SCHTieHE
VRIS AR S 43 A e W R B AR T SC#R[19]: T
Rrill AR KN 1s B, SFFHRAF KT 50%(1)



bt BT P RFERINCS 45 R A& 1 CNN F 4I5S 70 5% 15

W B AT R IS IR S 23 B A 3L
R R AL T SCHR[19].  H BA b 5256 45 SR AN 23 Hr m]
R, A SR B S A DU 1D S A R N A
&, AT (R BCHR, REUSI AL VoIP [h4eis &
SRS 20 M SIS PR RO T 75 5K

5 &

ARSI T — T T LR SR IS 45 F
A1 CNN S8R S 4 2 SR 3R — fm A 5
R KIS MAE — 4. B HTF TR
CNV-QIM B&5 RFAE L5 B S RFAE 4 A BN AN
[F] Y CNIN 285, 5 J X 1 CNIN IR 268 11 i HH 485
AT RLA FIN, SEIL T AE VoIP Hs 4 45 [F] ) 56
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Background

With the rapid development of computer
technology, voice over Internet protocol transmission
technology has emerged. People can use \OIP to
transfer voice information, which brings great
convenience to people's lives and work. However,
science and technology are a double-edged sword.
While VoIP technology brings convenience to people,
it also provides opportunities for some criminals.
Some criminals use the VOIP voice transmission
protocol to transmit secret information, which poses a

(ENE, BEE, Ix BFRX ETBHXBENENETR
HIE SRR, THENFR, 2014, 37(10): 2107-2117.)

[18] Tian Hui, Wu Yan-Peng, Chang Chin-Chen, Huang Yong-Feng, Chen
Yong-Hong, Wang Tian, Cai Yi-Qiao, Liu Jin. Steganalysis of
adaptive multi-rate speech using statistical characteristics of pulse
pairs. Signal Processing, 2017, 134: 9-22.

[19] Hu Yu-Ting, Li Hao-Yun, Huang Yi-Hua, Yang Zhong-Liang, Huang
Yong-Feng. An effective steganalysis feature fusion network for
heterogeneous parallel steganography detection. The 15th China
Information Hiding Workshop. Xiamen, China, 2019.

[20] Xiao Bo, Huang Yong-Feng, Tang Shan-Yu. An approach to
information hiding in low bit-rate speech stream//IEEE GLOBECOM
2008-2008 IEEE Global Telecommunications Conference. New
Orleans, USA, 2008.

[21] Huang Yong-Feng, Liu Cheng-Hao, Tang Shan-Yu, Bai Sen.
Steganography integration into a low-bit rate speech codec. IEEE
Transactions on Information Forensics and Security, 2012, 7(6):
1865-1875.

[22] Xing Wei-Jing. The Research and Implementation of G.729 Annex A
[M. S. dissertation]. Xidian University, Xi'an, 2015 (in Chinese).
(M. G729 BEHRMBBELZNMASIAMLHEMILX].E
REFHEAE, BZ, 2015)

Ruan Guan-Qi, M. S. candidate. His current research

interests include multimedia information security and
reversible watermarking.

Xiang Shi-Jun, Ph.D., professor. His current research
interests include information hiding, multimedia information

security and artificial intelligence security.

great challenge to social security. On the one hand, in
the military, if the enemy uses VoIP compressed
domain voice transmission technology to transmit
secret information, it will cause incalculable losses to
our side; on the other hand, in our daily life, if
criminals conduct criminal activities by sending VoIP
compressed audio files containing secret information
to transmit secret instructions, it will pose an
immeasurable threat to social security. Therefore, in
order to detect whether the audio file in the \VoIP
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compressed domain contains secret information, a
steganalysis detection technology for the \oIP
compressed domain has appeared.

At present, research scholars from all over the
world have proposed many steganalysis detection
algorithms for speech steganography algorithms, but
most of the research methods are directed to audio
steganalysis algorithms in the uncompressed domain.
In fact, in recent years a large number of audio
steganography algorithms in the \VoIP compression
domain have appeared, and at the same time, the
development of audio steganalysis technologies for
the VoIP compression domain has also been promoted.
Regarding the steganography algorithm in the \VoIP
compressed domain, scholars around the world have
proposed many  corresponding steganalysis
algorithms. However, for the steganalysis algorithm in
the VoIP compressed domain, when the steganography
audio duration is shorter, most steganalysis algorithms
cannot obtain ideal detection results.

This paper proposes a CNN audio steganalysis
algorithm based on manual feature extraction and
result merging, which can provide satisfactory
performance for the VoIP steganography and won the
first place in the audio group of the 1st Chinese
information hiding competition (CIHC2019). By
combining manually extracted audio features with
CNN, the algorithm proposed in this paper can
simultaneously detect CNV-QIM steganography
algorithm and pitch steganography algorithm
effectively. By comparing with other existing
algorithms, experimental results have shown that the
proposed algorithm have achieved state-of-the-art
detection results when the steganographic audio
duration is shorter.
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