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Abstract In the era of rapid development of mobile Internet technology and big data technology, mobile users
can access a variety of location-based services through mobile smart devices, which becomes an indispensable
part of people's daily life. However, location-based services make the location information into data records,
which brings a great convenience to people's daily life, at the same time, also brings threats to location privacy of
people. Further, this may be detrimental to the user's personal and property safety. Traditional privacy protection
methods only consider protecting location privacy of the current time and the current location, and this kind of
methods don’t define strict mathematical model of privacy measurement. Moreover, if there is a probabilistic
inference attack based on the user’s timing position data, these methods can’t work very well. To this issue, an
improved location privacy protection algorithm MaskK is proposed, which is based on probabilistic inference.
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Firstly, we use Hidden Markov Model (HMM) and the history location data of the mobile user to establish a
model, which shows the user’s mobile state and location releasing state. And we define a privacy metric
o-privacy, we can use it to measure the level of privacy by calculating the difference between the posterior
probability and the prior probabilities of the user transfer according to the user’s location data released. Secondly,
based on d-privacy, in order to protect the user's location privacy, we need to suppress the release of some of the
user's locations, so that the attackers get the posterior probability as little as possible by the user's locations
released. That is, according to the user's new location data released, the attackers get the amount of information
that is as little as possible. So, we need to compute the suppressed release probability vector of the user’s
location. Meanwhile, we introduce k-anonymity and Particle Swarm Optimization (PSO). In the process of user
locations release, the k-anonymity is used to guarantee the user's sensitive locations which are difficult to be
distinguished. So as to achieve a fuzzy for user's sensitive location, which increases the difficulty of the attacker
to guess the sensitive locations of the user. In the process of calculating the suppressed release probability vector,
the PSO algorithm is used to improve the efficiency of the algorithm, which finds the probability vector that
satisfies the J-privacy requirement by multiple iterations. In addition, this paper defines a fitness function of the
particle, we can find the relatively optimal suppression release probability vector to protect the user's sensitive
locations privacy by finding the extremum that satisfies the fitness function of the particle. Moreover, to prevent
an attacker from intercepting the LBS request of user between the user and the trusted center server, we design a
kind of user-centric system model. Thus the trusted server only needs to compute the release probability vector.
Through the above process, we can make sure that the users’ sensitive locations could be protected well, and the
efficiency of algorithm is high. At last, we use the real data to conduct a scientific experiment for MaskK, which
shows that the MaskK algorithm performs well on the effect of privacy, quality of service, and the efficiency of
execution.

Key words location privacy protection; k-anonymity; particle swarm optimization; Hidden Markov Model;
mobile communication networks
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Location privacy in Location Based Services (LBS) is
the ability to protect the association between user’s identity,
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imminent attacker from easily linking users of LBS to certain
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location information. So, Mobile users are facing the danger
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data.

In this paper, a location privacy protection algorithm
named Location Privacy Protection Algorithm Based on
K-anonymity and PSO in Mobile Networks (MaskK) is
proposed. We utilize Markov model to describe the location
transition of mobile users, and get users’ transition
probability matrixes. Next, we define a §-privacy to limit the
amount of information that Adversaries can obtain from
users’ history data. Thereby, we can utilize PSO algorithm to
compute the vectors of suppression probabilities ( p) based
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on HMM and above definition, and release the transition
states of users according to p. In addition, K-anonymity is
used in the released states that improve the level of privacy.
The MaskK algorithm not only protects user’s location
privacy but also improve the quality of service and the
efficiency of running.
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One of main tasks of the abovementioned projects is to
protect mobile users’ location privacy under the environment
of big data. Some published papers were focusing on users’
location disturbance or conceal users” information, etc.

This paper addresses the problem of location privacy
protection based on big data, and proposes the location
privacy protection algorithm to limit adversaries speculate
the users’ sensitive locations through users’ history data. The
algorithm is used for restricting the amount of information
that users’ history data leak. It is beneficial to protect users’
location privacy in the era of big data.





