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An Overlay Bitmap-based Routing Lookup Scheme
LIUBin  ZHANG Chu-Wen

(Department of Computer Science, Tsinghua University, Beijing 100084)

Abstract Routing lookup is one of the key functions of network routers, which can be divided into
hardware-based and software-based algorithm. The former, such as FPGA-based, TCAM-based and GPU-based
algorithms, uses dedicated and parallelizable hardware to achieve high lookup speed. The latter, which can be
deployed on a commodity CPU, is more flexible, more energy-saving and cheaper, and the lookup performance
can also be improved by exploiting the CPU cache. Therefore, it has become one of the key technologies in SDN
(software defined network) and NFV (network functional virtualization). While software-based routing lookup
algorithm is attractive, it faces some new challenges. Nowadays, Backbone route tables maintain an annual
growth rate of around 15% and the number of route table prefixes has reached up to 600K. The drastic expansion
of the route table brings enormous pressure on lookup speed and storage space. Meanwhile, the update rate grows
steadily and reaches a peak update rate at10K updates per second, which requires the advent of algorithms with
high-speed update performance. The binary trie is the basic software-based routing lookup algorithm. Although it
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can support fast updates, its lookup speed is slow because of too many times of memory access. And its storage
space has exceeded 16 MB to store a route table of 600K prefixes, much higher than the CPU cache size in the
line-card of a general router, which will decrease the slow lookup speed further. The traditional bitmap-based
routing lookup schemes represented by Lulea algorithm can compress storage redundancy and build small data
structure to fit into caches. However, they usually aggravate the incremental update and cannot meet the
requirement of update speed in real networks. Their inefficient update will also interrupt the normal lookup and
thus decrease the lookup throughput. In this paper, we propose an overlay bitmap-based software routing lookup
scheme. It constructs overlay bitmap structures through hierarchical traversal, which can eliminate the horizontal
redundancy in traditional bitmap and achieve even smaller storage than the high compressed bitmap-based scheme
Lulea (increasing the cache hit rate and thus boosting lookup speed further). In addition, it performs fast
incremental update using bitmap segmentation and a variety of update optimization techniques. Experimental
results show that our scheme can compress a route table of 600K prefixes to a 2.3 MB data structure, reducing
26% storage space than Lulea algorithm on average, which is only about 1/8 of the binary trie. Besides, the
storage space of our scheme is more scalable, decreasing from 5.06 bytes per prefix in 2008 to 3.94 bytes per
prefix in 2016. Under the real network traffic, its average lookup speed can reach up to 111.41 MSPS (million
searches per second), about 2.5 times as fast as that of Lulea algorithm, benefiting from the smaller memory
footprint and higher cache hit rate. Tests on update performance show that it can sustain up to 1.82 million updates
per second. And it can achieve a fast lookup up to 90~100 MSPS with the ability to handle 10~100K updates per

second at the same time.
Key words routing lookup; bitmap compression; incremental update; level traversal; overlay bitmap
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Biffl; 3) type=2, port 487 1M 7 SR BRI,
B 73 SCIIAE R A R AE LA N S0 VR . 25T
RGN T .

1) Layer 1 [FIZHZ5f76if 64 2 BT T, Xf
RIAZHI 64 AN ki AT s, ANHATAEA &
kb, XA Layer 1 HE—/M4 3, TH
FIE AR LTI Layer 1 JF4G, AT — 577

16 (Layer 1 Chunk) ——38 (Layer 2 Chunk)————8 (Layer 3 Chunk)}—— Lookup —2— 14 |
4 = i . e ort
P it groupl bitl group2 [cluster2 | hit2 | group3 | cluster3| bit3 Entry#& =t [ type | p |
10 6 2 3 3 2 3 33— ‘ 8 ‘ 8 ‘
0x43898C5C | 0100001110 001001 10 [ 001 | 100 | o1 | o1 | 100 | CodeWord g
|‘___ _ — L =~ - RN ~ %Eﬁ
— / — T = ~~_ |
— \ O—= PP [ @ _
- \ P I I 17 AN i wnsi CRENI U 7 RN
/ \ Entries ~ ~C \
( O - ) \
- AS L
\ ChunkList GroupList ( 21024 MATEE N \\}) T~ \
|0 —{ [ [ [T T T T T-1] AN N !
e ——— / NG \ \
\@ -= . ~mEET ) |
2. GroupList (&4MAFEF N ) \
77 - I —— |
P -7 0 1 2 3 / v
s / _, [10001100]>>
’ 0100001 0] / _ @~ @biz-1)=17 T~ ®
1 e abits
Sparse Chunk Representation F4bitsH \
| p p 8 Code Words 000110010 |
. |0o—7 8—15 \ |
\ default: P3 0 P3 IndexTable .
XN 10111000 | 111111110 P2 BHtiP4 0 P1 w2 F17
5574 ! ¥01010000] 11110000 [0 P4 — 1] N3(5574) |
s Lookup Entries [0 P2 2+3=5__ _V
& Eprefix——mask——Ilookup entry—| P , g N4(g§76) ===
} sparse entry | /
i TR
4 4R zE
- A 7 o
o H% -7 I
NS @ _______ -
iroupzﬁ&“ [pa|pa[pi[P1[pa|pPi]pPL]na[P2|pP2[P2[P2[na|pafrapalpi|pi]pPi]pa|p2]pP2|nifp1|pPi]pPi]P1]p1|Ne[P1]Pa]P1] -]
uin ¥R
Cluster 0 in Group 2—— Cluster 1 in Group 2 Cluster 2 in Group 2— Cluster 3 in Group 2 -
Group 2 fi[E [1]o0]1]ofofofofaf[a]ofofofaf[a]ofof[1]ofofofafofa]afofofofof[2[1][o0f0] ]
codeword0.bitset codeword1.bitset codeword2.bitset codeword3.bitset

7 BB S A oR B
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2) Layer 2 fl Layer 3 fIZH &5 44 B for B A2 4K
A B 7 BE g 177 2 S HI56 2 7
Kl (Group 2 Bitmap, M2 0 HH 4695 ) 4 K i
FI%4 (Group 2 FPA) M &5y, SHAE 64 4
HHTTER, 4y elusterdzpllistersi—g «f» (cluster),
fEffr 2P=pP =g A 2E, 8 4 Code Word 43
HIAEE 8 AL EME B . B4~ Code Word (5 2 75,
e 8 7 (175 FHEEE (151,
8 4~ Code Word {K /X xf v 8 #%, =5 8 fir (bitset) {7
BRI, % 8 £ (before) iCFEA4L il /iy
MR m 1 M. EE 7 BH T,
[10100001,0], [10001100,3]F1[10001011,6]/ i 3 4
Code Word. % 2 > Code Word ] “3”7 FRE—A
Code Word 1] bitset (10100001) ' 1 fJ/MUE 3.
% 3 4> Code Word ] “6” FKI/NAETH ™ Code Word
1) bitset (10100001) A1 (10001100) H 1 FIA%E
6. it Code Word [¥] before 7B, ATREDS B
THE AT 1AM T HETE RN S
SERLEZRT 1E FRATEH Index Table kA7
it .8 AL [1] bitset 4 2° = 256 Fh ] BEI 7 4H 4, Index
Table ARidsf—MAAM ZdtHRnrd 1 4
¥ 140, Index Table ffJ%% 20 Tiiids% (00010100)
L BB PR 2; 5 38 Tilidak (00100110)
WL ANE, BTRAR 3. TR TETERATIAE 5 Sk
Al {5 A Index Table 2 v15.25 7€ fr B Z B 1 B4~
. AT S “101000017 [HIRT 5 AL 1 AN
TATE SR LR R B4R F% 8 - 5=3 {1453 2%t
FH “00010100” =20, Index Table ()55 20 Jiid 5%
455 2, B d ] Code Word 1 Index Table 4544,
A1 56 M Code Word 1) before 7 BL 153 2 1 flIf%
W1 AN, FRETE Index Table 5% N 45 e AL E
ZHTHY 1 AN

i1t W, Layer 2 Al Layer 3 fIi4F 2 i 2r 3 R
BEDERITES . MRS E /D TETHE X
FME K (Bl K=3) I, 82 SC A A s,
A AR IRt . (R 7 BB rR, Fsp o S 4G
¥ (Sparse Chunk) 17 7 —M4H (number). —
A (default) Fl—ZHFRELFR T (sparse entry).
HH R R TN i 11 R~ 3 S A BRI
IR A, A UCECE IR [A] o B — M B 2R T
2 “prefix”, “mask”, “lookup entry” =#B4). U1,
AR (0101****, P4) 1] LA R A [prefix:01010000] ,
[mask:11110000], [type:0], [port:P4]. 4#EATULHEC

i, HHbkE %S “mask” i “IBHEE” #1E,
WIE S5 “oprefix 7 fg M HF B . BT
[01101101]&[11110000]!= [01010000], Fifr LA His Ji:
[01101101] A UL fic i A i % 301, - 1fij 141 [01011100]
ULEC, [A9[01011100]&[11110000]==[01010000]
HRL Bl s R KN 8, R E
WebIEl. FeME “mask” o1 AN IS I ,
R R I AR AT - A BRI K I
T IRVCHC R U 2 s K AT S LT . U BT A R b
RIHBAICECRS, 3R EIERAME . 2407 W R B 43 5
SERIT, R4 BE A U 1) W R TR 4 H AN [
AN o SRR L R R 25 46 L 2 K AR
T, T Fr A IR AR UC I H kb, R ag iR AR
IE. HESZE, K A AUE a8 /N DURIE 24k 0E
B
4.2 BiiTiE

Xf B [16-8-8] i) I 7 20, BRI H 1
HuhEFIRT 16 EokE, FriE) 8 kA AR S 8 LhAF M I
P FIZEV71) Layer 1. Layer 2 Al Layer 3 %% 5 i
CEH, Wl 2 Fras. fEAEfT Layer #54 n] a5 2
R AR E . FW, [BZIER N
o m FZMTAEE TR R TRl 15 B

B LR T AR . AR Layer 1
U, BEEEN Layer 2 fil Layer 3, T3R5 115
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fH CGPIRO) B H M b F 52 B groupl
([0100001110]=270) #1 bitl (([001001]=9) FI1H.,
Viin] Layer 1 FI# 7S 3 270 HZERIIEE 9 AN
KRIMCPIR@G), 19 2IF717) Layer 2 (9 54 177
IR SC R FREE CPIR@) . R 73 SEA R,
EHRLRFE RO B 1Rk 58 — B SR group2=
“10” =2, cluster2=<001"=1 Al bit2=<100"=4. Ak
2R FEH group2 A1 cluster2 57 55 “2 414526
“1” 4> Code Word: [10001100,3] (ZFIE®®).
H “37 FonZ iR L L AL, T IndexTable
[codeword.bitset>>(8—hit2-1)]| K 7/~ ik N Zh E ML B 2
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3+IndexTable[“10001”]=5 CBIEW), Frll&EKEH
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BWB). HIH B S skeM s 1) FmABIE TS 2) 7l
Bl BhEEREE BB 16 5L 24; 3) RTGGHN 45 .

HIN: SN ELEN ChunkList, 575 1P, BRSNS E Xin
Bl 7 s
Wi TRk 09,

1. cur < 0/*Layer 1 Chunk*/

2. groupbase « ChunkList[cur].base[groupl]

3. entry < groupbase[bit1]

4. IF entry stores next-hop information THEN

5. RETURN entry.port

6. ELSE

7. cur « entry.pointer /*Layer 2 Chunk*/

8. ENDIF

9. IF ChunkList[cur] is not sparse THEN

10. groupbase < ChunkList[cur].base[group2]
11. codeword <« groupbase[cluster2]

12. lookup < groupbase + 8

13. ix < codeword.bits >> (7 - bit2)

14. pix < codeword.before + IndexTable[ix] - 1
15. entry < lookup[pix]

16. IF entry stores next-hop information THEN
17. RETURN entry.port

18. ELSE

19. cur « entry.pointer

20. END IF

21. ELSE

22. search the special entries (0 ~ K)

23. ENDIF

24. [*ft Layer3 HE Layer2 i &R i/

43 BHERE

ARSI S AL A R A .
R 3 MEE: 1) ERNAMALSEN, 2)
TETE MBI AR, ) BUULE TR
e LIRSt iR 2, (Hr] 5B IFAT TIE. #ME
2 S5 3K B LS M BB B A g0, XA
ARSI, EIFERN, JLT RIS, 1
B 3 BXUR T2 aT, BRI L LT,
TEHRAE 3 IBUUREN 5, BIGER M LT,
BBV b R E A et AP AL RS E et a N TR S
SEIR [Py BF [A] 2 2 K Kk 2> o

FHIREA 3 R ARG MIBRATSRE
TSR MRS, e B L LR =
ANGAFRS, BIHER TR HEE, RHEB

BGP S ¥l om K4 —F Lh LS T2 4
AN B ST HEE W A L 2 24, R, RAIZ%
PEARALRERE KR 5 P2 ST M R . BT BERr )
SR, W EE N H AR Tt b
HE R R -

5 SCRUTEE

51 XLWHEE

VEAG SE R B 3R L BT B R & 2 N
Router Views Archive Project?. RIPE Network
Coordination Center®f1 CAIDA Equinix-Sanjose® T
#H. K8 £ HiZ Oregon. Equinix A1 ISC fIRTZ%
H H B ] g S, T CEGE 600K, K
9 JEHEHTHIRTSAC B A1 L, 98% LA b i) BB Al
Loy AnAE 15 B 24 Z08), TAKEEA 24 [RTSRE S
KE) 60%, RIS mEAE P LI CPU AL
& Intel® Core i7TM 6700 Ab¥H#%(3.40 GHz), &
HA 8 MB I = A7 AT R R 1572 Visual C++
2015, 7EERATEOLT, SOk ko A 4 64
Skl oy h—H, BIHMRN N 64, TIEITT 2R A
[16-8-8], b 43 3 ¥ i 448 H PR B B o K=3.,
5.2 fFfiEFEH

Kl 10 F3R 1 Lulea for BERIA BEAL B 1 1)k
H (g2 Bk R AR TEH D Bl [ A4 1 5

600 %
—=— QOregon 7
5504 |-- -~ Equinix
so0| | *1SC
g 450
g 400
fg 350
300
250
2008 2010 2012 2014 2016
H3H
8 L% H B I a4 K s
1 BGP Routing Table Analysis Reports (AS65000),

http://bgp.potaroo.net 2017.2.18
2 University of Oregon Route Views Archive Project,

http://archive.routeviews.org, 2017.2.18

3 RIPE  Network  Coordination Centre (RIPE  NCC),
http://www.ripe.net 2017.2.18

4 Center for Applied Internet Data Analysis (CAIDA),
http://www.caida.org/data/monitors/ passive-equinix-sanjose.xml, 2017.2.18
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CRE CAIDA) TENHN, 73 HTELER Trie #4514
Lulea BVEMAEIE B RIERE, 45 R 3 Fs.
R CHEETHERELLR (B M)

PR FEHLRE CAIDA il
Trie Lulea A&k Trie Lulea  AHE:
equinix | 7.078  25.297 68.647 22.274 44,742 111.057
isc 6.889 24.361 65.068 21.231 44.146 111.556
oregon 6.812 24.879 67.510 21.874 44.409 111.621
S 6.927 24.846 67.075 21.793 44.432 111.411

MFE 3 LLEH, DNeRMFEAGE, AH
SR s AR, LR E T P AR
JEH 67.0 M/s, S2fr CAIDA i N FHa ik
N 111.4 Mis. R Trie BT IREOR 2, T
DA AR MR A 2, BEALIR RGO T SR IE AN
AREEM /10, A Lulea 5k 5ASIEIVIAEIR
HOEAMIE, A Lulea fAfif 44K, Cache i
i, PIFMER T BRI ARAZEN—F. 5
Ab, R SERRM g, =R BRI SR A
A TR KM R, 2R ysehrn & a2 A
SHURHME, Cache fiv RS K KRR
5.4 EHT%RE

EEHERE S A AR, — AR e
[E]7, e E g R R W e e . 5 —N e
“ROFETE), EAREEHTRIEA S AR IR A, AT
B IRSS TR E R AAEOR, BRI Hh B ) 3 3K
P N EE B B Ry . Ja3 5 B HT I SE i
WA EERR, KB ) S BORH S H TR .
TEARRIEY, BRI SBRMHLERMEE N
B FR B 22 FIECE M 7 2 o A BRI (] 2 B 2
N ZHZ5 A R0 M FR R 3 S (R 1) o T T 4

ACFEETR]: B 13 2R 2R AR BRI R o 2% EH
7% Oregon FEE4 3P 75 1.7K CPU cycles,
%R Equinix 4B BT E 25K CPU
cycles, T HHFE 1SC (1455 BB 135 75 2 1.6K
CPU cycles. 45ty eE g (MEERE)D FE 750
F] 300K CPU cycles A&, K8 T 58 BT £ 2L 1 AP
oA . MR 73 S (1) B g LU ZH 25 ) 1 B g AR /D
(R[] o BEHT U SRAB T 22 A 2H 2540 BAR B 79 3,
e FEHE 13 H i — PRI,

F AP T ARES Lulea AN Trie B 4544
V35 Ab B A 2% BE KT B RIS ) o Trie A% &5 44 BRRAS
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SRR, SPIAL IR A TR 2L 0.27 us. brifE
Lulea HEH T¥%A KA 2#], B AR E
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# 5 FIH AR T R . “oR
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W2 SFARRAL, B DL SRR SR RESE T K2 80%

HF A RE . FESERRRI I, @ FARAL RERE KR IR
R4 ZMEETHLBEEEEHTE (B4 us)
itk Trie Lulea ARFE
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isc 0.231 101364.409 0.461
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and software-based algorithm. The former one, such as
algorithm based on TCAM, FPGA and GPU, is mainly
deployed in backbone network, which is strict to lookup speed
but does not care about cost too much. While, this paper is
focus on the software-based algorithm that is sensitive to cost,
including the traditional trie structure, the bitmap lookup
algorithm with high compress ratio and some algorithms based
on bloom. Although researchers have done many meaningful
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works, no software algorithm that can have balanced
performance considering the lookup speed, storage overhead,
update performance and flexibility under SDN. Therefore, we
are devoted to designing an algorithm satisfying the above
requirements.

Based on trie structure, Lulea and LOOP algorithm, we
propose a new software-based bitmap routing lookup algorithm
that adopt overly bitmap to increase the compress ratio. We
avert the traditional Leaf Pushing and make use of level
traverse to get the bitmap that has the nature of overlapping. In
addition, we take advantage of bitmap segmentation and
multiple optimization methods inspired by update locality,
which enhance the update speed effectively.

Experimental results show that our scheme can save

20%~30 storage overhead than the Lulea algorithm which is

recognized as the highest compression algorithm. It also have
good scalability and flexibility because the storage overhead
grows very slowly with prefix number increasing. Furthermore,
it can compress a routing table of 600K prefixes to 2.3 MB and
achieve a fast lookup up to 90~100MSPS (million searches per
second) under 10~100K updates per second.

This work was supported in part by National Natural
Science Foundation of China under Grant Nos. 61432009,
which aims to address the modeling, architecture and operating
principles on SDN. Specially, high-speed flow table lookup and
update with small memory footprint is one of the key research
directions in our foundation proposal. Although, our scheme is
under the background of traditional networks, it can also be
extended to SDN and improving the flow table lookup and
update performance due to its scalability and flexibility.





