2N S /1A O
2020 CHINESE JOURNAL OF COMPUTERS 2020

EFBEHIERARIFIEIR S HALRE

Al P xRE) BAr® B 3

DM RS B A8 R M % J S F R 5B 550025)
A EM KSR S HAR S $t0 550025)
S (E M R A LR B [ K T 5 906 % $RF 550025)
ABRFGITIE K 2L EHLRIE 2R 9% 710119)

N

i

<
=
>

T E ERNAKIECT ZNATREETII . BT RS S HOIE R B I 1 B AR S5 e DN A B AN (E T DAME— R
AN S0 g RE . RN RBE V) Sk Ak, 56 DR 4 HH0 LA AN I e I 17 28 0 P s 1 R, 2 DR 4 0000 2 B
SR P K 2 i SR N S P O (1 B R Y 8 o R0 0 ), B 17 A DRV A V2R ) M A DAA B RA R B AR g F - e I R
LR [ B A PR AP A b, A V48 SOt 35 DR 2 B0 [ B A R4 B8 15 0 VAT SRR WIF 5. 2 e, A SRR 56 DR 2L 00 Py 380 17 F VA 44
B TR ZH 50008 1) B 25 R B8, R4 35 DR LB R 12 AT A7 E B BRURA TR T 80 VR, 43 2K R 5 Rt B 3 T 5 K1 4 50008 A7 78 1) B
A B, 5 R SR 30 R 5 e 752 R 2 50 (A 2 T F S5 S A L T R, 43 SRS RSx4 BT 10 3 DR 4 000 B RN 2
(3 i AR, AT B DAL 2 7 R G 7 5 A S b SR R PR ) B A Y 5 Jl ol (R T 3 A G RISk Ll 4T 3 R
LB (R B AL DR 75 72 i e DR 4 B 2 25 2R 5 PP A7 18 1D RO YA 5 1) 0, AR BT 3 Y 1) BRURL R T 4%, 3 R RS R 0E EL 4 A7
i i K] 25 250908 R R CRAP TR BF 90 B SR B T o L 43 A 7 ) 2 K] 2L 2850008 B A R A 7 vk of 56 TR 2L B0 A 76 R 4 vp R TR B
FARE (1 AR TR T i 3% LA Ay AR e D) 2E 50000 11 o R Tk 38 ) LA (R il 0 1T 4 50 e R 2L 50008 B A FR A7 [ 7 9
JCEEE BENRRFL: FRRRAMLEE: FRRAERL: MU BRAL R

HPEESES TP309

A Survey of the Theories and Methods of Privacy Preserving of Genome Data
LIU Hai¥?® PENG Chang-Gen???® WU Zhen-Qiang” TIAN You-Liang®® TIAN Feng”

(Guizhou Big Data Academy, Guizhou University, Guiyang 550025)
2(College of Computer Science and Technology, Guizhou University, Guiyang 550025)
9(State Key Laboratory of Public Big Data, Guizhou University, Guiyang 550025)

(School of Computer Science, Shaanxi Normal University, Xi’an 710119)

Abstract Genome data have been widely applied to the scientific research, healthcare, legal and forensic, and
direct-to-consumer. Genome data can uniquely identify an individual, and it can closely associate with the
inheritance, health, phenotype, and kinship. Furthermore, genome data are stable over time. Thus, the improper
management and abuse of genome data will bring about the privacy concerns. To solve this problem, in addition
to the supervision of relevant laws and regulations, privacy preserving technologies are also used to achieve the
privacy preserving of genome data. To this end, this paper surveys the theories and methods of privacy
preserving of genome data. First, this paper induces the ecosystem of genome data from genome sequencing to
applications. According to the properties of genome data, this paper also analyzes privacy leakage concerns of
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the ecosystem of genome data. Second, this paper sums up the privacy threats to genome data from four aspects
of individual identification, linkage attack, genotype inference, and Bayesian inference. This paper makes a
comparative analysis of these privacy threats from five aspects of scenario, data type, method, attack efficiency,
and threat level. This paper also states the equilibrium model between re-identification risk and the value of
sharing genome data. Third, this paper presents the metrics of privacy quantification of genome data from three
aspects of inaccuracy, uncertainty and health privacy. This paper also summarizes the metrics of utility
quantification of genome data from seven aspects of information loss, chi-square statistics, false positive and
false negative, error rate, accuracy rate, expected accuracy rate, and expected interval width. This paper
compares and analyzes the privacy and utility metrics of genome data from the aspects of measurement method,
measurement formula, protection effect, application scenario, attack difficulty, and adoption rate. Forth, this
paper concludes that the ecosystem of genome data consists of sequencing and storage, sharing and aggregation,
research and analysis, healthcare, legal and forensic, and direct-to-consumer, and this paper also analyzes the
privacy leakage threats of sequencing and storage, sharing and aggregation, and applications of the ecosystem of
genome data. At the same time, this paper introduces privacy preserving methods of genome data from four
aspects of cryptography, anonymity, differential privacy, and hybrid approach. This paper compares and analyzes
the privacy preserving methods of genome data from three aspects of method, property, and protection effect.
This paper classifies and covers the existing work of privacy preserving for privacy concerns of the ecosystem of
genome data based on the corresponding privacy preserving methods. This paper also makes a comparative
analysis of the existing work of privacy preserving of genome data from two aspects of scenario oriented and
protection effect of scenario oriented. Finally, this paper compares and analyzes the existing methods of privacy
preserving of genome data, and this paper discusses the future challenges to genomic privacy preserving of
sequencing and storage, sharing and aggregation, research and analysis, healthcare, legal and forensic, and
direct-to-consumer of the ecosystem of genome data. This work serves as a basis of solving the problem of

privacy leakage of genome data, and this work promotes the research of privacy preserving of genome data.
Key words genomic privacy; privacy leakage; privacy metric; utility metric; privacy preserving
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2t L3O fgi Y L, PR B RIMLLOR ELARBG PIA 7 2% miIRNA
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A C S R R E R TS AR, A R E K E S R E
TR RS, FH R PPA 208 B D3 7E 2 2 IR B 44 12,
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ISV €I Ru: 6 Tl P o s e el s G TR |
AR DA it 2 RS P 45 AR 2 R B 2 1, T2 Malin
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(RO DRI H B0 2 AR Ik ) SNP JE PRI 78 78 A8 S 1)
SNP Kb FH 2l 1 A UG B 502 AR DA B 26 4 4k, A
O R A 15 41 #04E T DL B o ok 1 B
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(Factor Graph) FF7EKE] 6 A E SEREEE
57 R 22 R 2 S R ) Y 5 R ZH 40 PR R R P« A
2 FARAF IR SRR DA Z TR R BE G R, 7T
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$3.59.55 SjeSUSy

Hrhs, KRS HARLELT ) SNP,S, Fak S oKk
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Woili #F B e e DL = S A s 1O BE 7 e 5
D) 2 K A ) TR DX 1o 5 o £t A it e XU 5
SEE B BB 2 TA)IE 2 34 17 /2 75 AR D 1) %
e AN, 25 S R A B A . O, HL i
BN (R RS L, A S 5 SRR R 6 A i R X 5 4
AR B 2 8] B R T T GRS R R LA Pk .
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995 AL ERT 25 PR ZE A 9 ] DA 96 TSNP S 95 BT ik
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I3 Ty TR AST I H () B A T

PR T B FA B 5 7 v 22 P 2 R 1T L 7E B AR e
A RS BT, H AT A G — I br k. D5 bk, 7 25 R 40 4
I R LA R A RIS N GRRT BEAR S B T AR A
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7925 S 52 3 T LYR N B e AN 1 R AR SR 1 3
DAl B AL B 17 V.
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=8 EFRBRIEMTIERMIBIEERIELR
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GEER |2 XUz yEix 2= v} i x o y AR TR e Rk e
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LR B e
ALy gy AT BN R T AIE
Ea% 1\NUG Ffif%' BRIy e 2R RN R
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Dosa /O ha -y m A 8 Wittt GHREBEROGERERAN
ZALSRSE i, h, FRTRAE a 7RI AL G MR 2 JEPEEN RN D hy WAy b s R Kz AL itfg[sg]
M, s, REATEIE L a (05505, SNP REEE
N \ K # i B ENRES A RN -
. P R (8 5 = o B LR PR
PRz z: [Yi=xi l/Ix], xiex,yiey. N S WA TR I 4 R K fas]
% {0.1,2} B Z 4 E 1 3ME SNP ST 47152 Fh
[ S DUIANZERE x BV T ARAE b A TPIERAE S 20SC 06 ZEY DNA
e Donyllyi 4 IF i WM y SHAIEE i ar 20 E SRR A TR
- _ 1 x 2T % NP UFRAEM L R g
=9 ERFBBIENAHEMRMEERELE
T TR AR e S T AR PAiED
" T~ _ TWOEERER  TEW kBB WA TE | R R
10 HEO ==Y p0)logz p(x) il GNP Rk S
o - TEWOEEER  TEW Tk BEE bRV K R R
PRAEILRE Ho() =logy || THRMEE  SNP THURHE P PR
HSERA x 5 ) TR L L
HER 0 =Hy)-HEIY fiPHAERRL y 2 %ﬁxf HE 5§ i & B 2 iﬁgﬁﬁ
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C= YD A- P =Y, ity T R B R HE T
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32 ERFEKEIHAEE

AT O A TAE A A 2 D] 20 20 20

B 795 AR B A R AR,
(D fFREIK
SCHR[58)45 /e K AT MG g %SRBSR B f 124k

X 8] [q,(f,9),0.(f,9)] B f IELGE A,

FZIX B I S AR BENLAS &, ) A, = q IR

1
a.(f.9)—qa,(f,9)

M B4R R M s 1 25 Fart A 0N
IL(g)=-2_, > p(a. f.g)log, p(a, f, Q)
(2) RIS
£ GWAS W4T 71, Mohammed 25 °8)fgi F 2 4656

KPS 22 7 R AL E R R, 2 B3 AU
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=2
i i

Hooprr RATHL ¢ R2TIH O, RRABLEE 1 E, 20
R, 7 R AR B SAR 5 WH 10
BRI B

(3) LRI

B BT 5 745 R 0 ) 2 25 4
SR T 7 4 08 R U0 2 25 5 ) 2 R
{ECB . Wang 57 i B 1 5 BT P 6 EL i
R B M 2 FE BRI A2 KM

p(a, f,9)=

WHTHERRPE, B8 € SR [u—v|/u , Hd u KR EBR
KN FEH v e iUt i .
(4) HERHR

WX /& SNP JE R BUEHE 4R, 1T y 2 A FH e 2
rBEFA IR x KA SNP I R BY 5 4.
K11k, Simmons F1 Berger™®VR] I #ER 2 | x Ny |/] x| 1E
RO R LT 1,3 R A B 1 2k e
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AT 2H Hicdhs (1 280 FE =07 v, Hab A R
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(5) HAEE X [A] 8 &

SR X)L A R R T S A N R A T SR X
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e DR SR GRE AR (i S S D R I e
MM SNP NI SNP
e M EDTRN RS (R ARG A G RSOE D S DTG JEALER L
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HAE IR FA LR,
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SR e o s v o 3 R 4 50 3 A 7 o 2 A 4
6 P SR IR TR A 5 AN A A 5 A e e, B
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BB AIE 52 1% 3 TR 2 H0His 1) i 4 32 B4 s I B 0
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%, m £ K Dec(Eng(m, k. ), k,) = m S FR AN
BN E K, R A B K, A A R B
k, =k, =k .DES. AES /&% HiLI{1 5 FR 215 2 45451 4
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T 32 DR 2E B0HE AN S 4 SR B R AR B B A 1
HEZR, FH R T 5+ 55 R 45 4 43 7 o0 o0 A 7E AR [H]
R i 0 2% L 0 B A B , 9 DA e A i O 0K &5 R
IR B 5 B A BT A B DR L R 5 B A X R
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R 5 1 2R 45491 Gn AR [ it Ze 32+ ElGamal
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F-F-WF FUN 52 R 2% 22 4 1) 7 1 B R 55 3%, LA T 5K
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s B A Y,
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S B A S A K U O R i g = B T
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i) Wakth f:A-BRERFH,HPNZ
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AL 3o R v 1 ity 380 0 22 4, I (4t v G BB AL 5 1)
R DR R Ay R P 12 Jo , 7 2 DR IE R DR 25 B L
BIVE, SEHOMEAIEL S Hosseini 25101454 AES Al
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AR, A0 8 BT R B R AT E T &, Canim 2071
T AES i {5 s s A Sk ik R 4 R AU
T A i 2 A Lk i R, AT AN [ 2H 23 DA 22 A
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2%, Huang 259V P 1 0 SR 2 4 352 £ i B4
S8 PR SR R T 28 R T s 5 A7 BB P 4 UK P 2
FH 22 A A7 1 4 T %o 110 35 R 2L 0090, TR L R A 2R
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15 F S MR35 3L = (Proactive Secret Sharing) A%
fitg 125 B 78 S 50 Ak 2% FE = o i b d i % 4
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@) BRERWIG iperinien (3) XA 2
S LB AT T

H CLDNAJT 41 (i3 E Rt st i

(9) ML
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B, e 2 U7 i EHE SR IR W K OIR VR B
( Garbled Circuit) . [[ Z fin % ( Homomorphic
Encryption ) . b % Jt 5000 | IR 2% 2 4% i i il
(Oblivious Transfer Protocol )45 £ filt %5 i A ik 25
KEZRE-HS 5P RMENITE SN2
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P BRI T, 1T KA ) 2 IR 4 30 SR 4R 5 i F £ Fa
FAT R, Ayt Kamm 200U (45 BRSO 76 2 A4
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TEBALL R M RA ARG R

(2) FEPIAHE A S U

e B R B R R W B B AE B STV 2

LIRS
[m]-»
| PLICTLIDES PP IR s
[m]-»

K19 Bomiins

P 19 Firos, BN (Fuzzy Encryption) 127
WAL S AN (K, Ky ) FEAF Ak, & AFFH, A
B K, SRS AN )T AR R R a5 i a5 5 4 5 k, A
I A Fi e T 2 24 M A A K R K, 2 TR AL B B
B8 d (Ky, ky) /T TR0E SR IR t B A RE AR 2 G S A
B kg Rk, TR R RS St DU Ak 5 B T O
& 1k, 75 U s SR A9 dn SR T DL R kBT
b AN P R 2 BH R A I 308 A5 30 5 I8 A B 5 3
ABHREAT LA, S A A BR R DR BE, T AZEAS

A, L — AN AR B A Bl AR R R S E
WA 2R 5 50 AR A AR E T I R W R T A AR ) B A
LHHE T HL A Ak A2 20 b O X RS A A EEAT
B, A 5 1A% 2% 5 0 AR (ELFE 1 22 2 8 S A i 7™
P A () B R 1 At He TP A Ak B
FEAN M S AT AT A 5% HL Ak PR 245 J2 15 00 1 AR il
D12 I B 73R 2 5 AR P A A S DR L5 2 A D i
AT s S B, A ik TR 2 et Jin s AN 2 I A AT
WL, AR Al A G I8 B O 2 R 415 2
ORI A SR E R 3 A S TR 4 AL i
PRI, DS AR A R A At AT T2 AR 5 1, 753 AN AR % 7
TN I 4 2 i DR AL AR AU 0 B0 AL, - 1 28 3810 5 S T
AR 25 J 25000, 81 G g 1 80 B9 R DL ik [



RESE SR B AL R BLE 5 U7 VA LR IR 27

FR AL B2, D) A 26 S ok B 5 1R /A4 g R
HoR 8 i A0z 18 J8 WA 22 15 6 H00), £ HapMap
H111000 Genomes i [K 2H #ifs 2 Hh AL, R W1, 1% 071
A DR — AR A% 58 &, I Bl BLEE LR
B A B RIS AR 9 45 58 = ARG 3 — BRI 1 96 &R sk
G R RS ENEER A EFESAENE=
J7 FL =LA H R, DLAAT 18 4% 55 8 OC R AN, i H.3C
HR[128] 1 JR PR M A2 R A Se i 2 0 () W38 S 4 fe
FEZIT A AE R 058 S8 o L 28 S A e
HAHREEXENFA LT RELEE K, B
Hormozdiari 2 27Lp0 45NN (0 A B4 5 4 B g
— NG AT R 22 TR) R R 22 %58 BT 7R S A
2 T) PR 38 A% AL, 2R AL T SR [128] I /5 i 4 vk
Tar Wl B B A 5 2% 5% 2R, T AN 2 8 A 4] ) FH L5 e A =
DL AR S (1) 5 DR 404 UG, 9 L3 e B H0LE B AT LUAS:
FZ ik 5 ARAIEE,IE M 1000 Genomes F K] ZH %
JE T R BN, BB OC ZR IR T AN AA, 9 LT DA )
HR X AN A A5 FH ) 2 114 265 AT 2 9 A T AP Sk A 0l
KKIER

B A0 5 A 5] T AR BN e 55 i 2 s PR 2
HHE R BH 0 A2 10T S A6 FABH T A 6 75 A [ 1Y)
R AR 0 AT DL SR SR ] e K /INEE A I 2 A
FOAR 3K R 3R AT B L ORI 1 5% J 1R 3] ) Bt A5 2 T
IF) 38 A 57 2% % 22 ARSI, SR [128] 458 AN 1 BE A% 72 A
T FE AT AT A7 0% FL L R A5 B BB O T A I AR IR 5
JaB A T ] )P 27 DAL S 0 388 A 55 25 0% & R, SR
(1277 AU 5040 s N L 8 A 5 25 00 R T AN 2 R
AT AR 0] FH 3 36 R A % e ) 2 R 44 2
4.2.5 F:T R N R R BRAA R

(1) WM

St T4 % N2 (Honey Encryption) 2% 5 4
oA, W RSB M A BENLRFEE B m
M8 k e K #4703, LA =A% 3 c e C A A
IEME A K (K = K) %% 3 c W] LA AR 7, 7
AR IERIE B m AL G 2 v 2 A AR 1
T R R SO T 2 3RS JC R R A AR T
& ] DL g 2 0 B iR gt HE R R R IR A B AR T,
FE W N5 A R R I B kR S ¢
N MARTRI 5340 7, BIBENLRAETE S m' B A AN
e J8 i 2 ) T 345 B ST B A9 T, T DR e s D
NI FAR RS Bl b 02 & RIIE, 45 & S5 R 4
HGCHE ) o e b I P T 35 DR A B8 1 2 A
filh 58 JF O VB 7 1A B0 ik R RN S A o B B
P, I BA A R

(2) FE DRI A W 17 5 A7

FE IR AH 08 1) 22 A A7 A LA B B0 R 7R
JH 308 5040 e 3 A D 10 4 SR AR A 8 S A s
SRR A1) 71 B (1) [ L, 55 11 4 T R TR T Y S s A%
HE A 25 R 3383 A 5 K A 3 ) 2 o, R4 P
55 11 4 I RN 25 8 7T g 5 B0t % . 5t Huang %5
(2905 T B N 85452 Y GenoGuard A4 R AT
B DR R SR B s 0 DR A AT LAk o B R 21
R L = S SO | X | S S i 4 = i
S o 5 [R] 20 AR S AU ) S DR AL 410 M A 3R
2 TR 2H 00005 1) 1 AN 35 SRR 2R A FRE Tk 45 440, 7
R A T 02 G A 1 255 R 28 250 O A7 78 5 [
JE Hp, DA B A TG R TE 5 R O M RS IR A 1
BH T R R DR % ST MR s e LR R AT B %
FITE G it B AT 2 AT A5 (1,38 25 18 21 X 35 4R 4%
AR B RFFAE 14 B 045 S, ,GenoGuard AT B 1EF)
B A - R OB OC B OR i E A MR 1 St B
#H,GenoGuard = % 1 FH T Al 55 B AL v 4 (4t B4
)9 9 3 iR 2%, DL 22 A M A7 L P ) B TR 4 B 7 B
A7 AR AT DU B ok 22 4 A7 i 5B B S IR 4L, 37
DL 5 A 2% AR I PR A8 P . TR A5 n % 7 Z& ] AN A 1
KEBEEZHROMES>MAEESHHEE, MW
GenoGuard fif £ [ 25 125 H R B T 18344 20 7 41
(1) 750 2 Al 35 SIME 2R 3 A7 (1) [ L. W] DLAE BH AR AT 7] %5
HITHMESMS=EENEREARF S, A
GenoGuard F LR 1178 K 8 X 45 SRS 22 4
{RAIE AE JE R A B A A R b ] 20 23k T i
TN 1) GenoGuard HiS, FH T 25 R 41 B 1 22 447
fift FIAS 28 A8 0 AR WD RE AR F2 AL 45 I v ) B
PR N 7 P LT HER . g hd AN

BERIEEAE) PRI SO 3 H AT AR, 5 0
SLHEAT AT BB S A7 .

(5) &L

(6) ik

(2) My I
OF R EgiRe (8) 2T 114

@ oemsd ‘ Mo @0 4
Q) EmreA,ns 0]

& 20 GenoGuard 13

g 0 B T R R A SO A TE R ) A
S, 48 R Ol A B R 1E A 1 W S TR I 8
B S e Ao 2 B B R 1 AN R
TN T A AP i R R 5, S o 2 K] Y 540 4 pAL 0
AN RS AT SR W 0 B AR B 1k 2 T A
B 7 A LA R DR ZE A 85 b LA R R A T
Iri) 25k D] 4H 0088 K A A7 i, SCHR[129]48 1 GenoGuard
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DRy S TR A B0 R R B AR 4 R T SRR ) R BR
1) B0 3 7 A T Bf 140 555 BH I ) 366 DR % SC b AT A 2
IR H 7 FITE ST B AT & T {5 1.
4.2.6 BT SGX [ B L fr T

(1) SGX

SGX (Software Guard Extension) ifjd 24 i
P FVER A A 25 SR v 255 s IR A0 5 40 ) A A 22 4
IO SGX iR IR B 224 X 3% (Secure
Enclave) , DAORIFBBUBEE 1) 56 B PERTHL S 1, R 5
DU TERFBU AT AR R 0T 5.SGX /2 Intel ZbHE A4
REM Y B.E 21 Fios,&T SGX (KN H
FEF B R # . A AE R 2 IS TR AL Al 22 4
DX S 2H R o B e A B i R UE R (Remote
Attestation) ITFEE AN {E CSP FLAE 1% 4= XI5,
SR B B 0] DL A o Sl AR 3] CSPAE
SGX 1, T A fift 2 iR R e BB AS T I, AL
AR A T 22 4 [X 3 A R A S 365 1R 5 1) 42 AR 3
PRAF AR D AN A B B 22 4 X 380 2 A0 B 3 A 1)
BB ELSGX FEAHLAE 1 2% 1) e A PR i, 7T DARR A 1155
AR B, 2T SCX M ) 2 A M ERE S F T4
HT 53 A5 75 AN ) Ry 140 27 D03 9 T8 4% 000, 17 S i 78
WAE RS T0 V5 22 > B4 457 A 38 F0 22 4 X S0RH L5
E S 7 B S 0 e e L V2 A B
N, H5H0 Ak 3L X 3 A 5 A B R A I s 4 A DA
5 E G EE B AR Fa Al BOEAT L PR AL R I
RIX AT K > SNP 47 58 37 0 42 R BA A, X35
W FT A EAE#R B SGX -9, i Ja Lz 4= 1) 77 :0k:
2 SR [P 5 A 2, L WL e A s e 7,

R T
CSP
> R |
y EENH
| P it |
[ e
|

[ naE |

EEEA S ETEE

P21 SGX il

(2) FEDRIHEA W 7 5 A7 i
70 K 20 2 748 2% b Mandal 255U Intel
SGX M ZESZ . BEAART . AN =R R 2048 7 4
REVE, AL, 5 FE 2017 4 iDash Fafh 5 %2 4
4> (iDash Privacy and Security Workshop 2017)
TEREHVEE 2 A e, B LE YA B 1) A H e
hIE R BT % ST AR SR B SR AR T
B AEAZ WA TS (Memory Oblivious)
XATREf SGX &y 52 4= T N A7 A1 G2 A7 I A 3 2
. Mandal &5 #ERf Hh & X PPt R, DA— 2 1R N

A IR B A RS R IR A P9 A7 385 1 S %
T RERALAEN ARG SLBNE 1 N ER (2
15 88 32 s A o8 B 3 BT 1 a8 s 1A i A )
(Oblivious Dictionary Merging ) )5 X R B A
M7 FAS R
(3) FE R E A 72 5 40 B
1E GWAS H, 38 5 ZRRE A [ R U5 ) A T4,
DL 7~ G 15 X DA 8 4% A8 S 5 80 2 TR) (R R &R
FBPAL 2 CABR AL G 1t 7 Xy il 2 AN R A
B Hm A7 il 3 AT BRI 7. Bl T 3 R 2L B R B R
i) R, AS [ ] 2R 22 T S it i ] 7 3 [ 4 338 L == 1)
R ANBUE . L, ] 22 7R, Sadat A4
TRAHESE SAFETY, & nI LA H R 25 0025 72 B 4
DRI ZH $0 g 45 22 4= AT GWAS, I H.5I N\ SGX
2 REE LA, LT 1 e P RS R 1. Chen 207147
H B AR E bR & 1EHESE PRINCESS, H T 4 #7143
A TE AN [R) I 1 28 DL 973 183 4% 24 PRINCESS )
Fi SGX FORE 3547 v HE T35, 5 4% 48 1 [E B b
FERUAN[H] PRINCESS AL 71 (1) 55 % DNA )3

EPRAT 22 Ay AT A B AT 2 DR AP R S S
BURANERL. O T A 3EA 2 o F B A2 2k R 41 73
BT AE AN AT {5 10 = 3R 55 Kockan M58 - 22 40 X
I 57 ) ) FE B Sk (Sketching Algorithm) X%
AN B B0 i TR 4 540 B phoin & BA e AE 22 A Bl e
B PRAT BE 2 A A ) B SRR SR S A A T
A MIBERA DR 5 R AL 008 70 M 5 R AN R] i A 2
FIF) SGX S 22 4= X3, I HAZHE SR ] 5 [l %
P 45 K AT DA & 22 4 X b oa] B BRI A7 LA,
TZME Z2 B 4% 7E Ui B R ) R 48 € I SNP
THETYE 2 G 2% SNP R U@L SGX Xt
BE PRI A % 2 AT 22 A R B R ORAP VT SRR P AT 1A

\ hﬁ%‘:‘)\ﬁ > }”'{?fﬁlJHﬁ%%?; (SGX) || HiHHAT #1 || 2dmi1 |
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T—mﬂ BT B o] Bl en |

FhE :ﬁu%ﬁﬁ P NG| A
K22 SAFETY BXFRIA RE5H
(4) HE PR 4 HG 4 2 T 1) 9 o 3 T 55
DNA 757 A it 25 {1 1t 35 PR 20 2 7 o 8 =
97 IR 45 AR 3t A= W B A0 78 5 T 32 2 L AR
Be AL N 22 4 1) 8 L 28 RO R 25 T B A B A
PRI kR Chen 250N LT SGX 24
A 3 R G IAE 22 PRESAGE, 1% HE 22 1) Fi 5t #R hn
NS ST AN TSRS Uy INE N SR INTI R RSV
R 22 A BB R AR AN ML TR B T AT
15 2 v 22 4 1 R 2 TR 2E B s o B 3R L ) — Tl i
VUES

TEZR 15 H1,SGX AT LA FH T F: (R A i il 7 5 47

ke
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filiv WETTE M BRI A 9 ik 55 1 22 A ATk
AORAF B ] SGX Jre s 3 PR 4 Hu s 22 4= N ES AL

TRAP TR AT AT R, FIH] SGX 22 4 A T B g
oK 73 ik DR 2 508l A R T B A 55 AN = 2

#* 15 ET SGX MWEREHIRR S MIBFARIF

Jiik ks LRI R T [F137 5 T 9137 5t R DR RCR
SGX 4N FFERE CPU P R SCHR[A311ME FH SGX A4 52 FH 1« Bl
Intel SGX 72 Intel (A REHIMY  ZARY AT XN BT, BIF ) ARRMERAL R R
J&,SGX AU SRR REBUR A% BRI A N SCHR[71]42 H! PRINCESS HEZ42 5B [
HBAT AT 2240 SAE R SGX A HI AN AT A3 Sk T8 vk 7 il 22 ﬁ%%ﬂ LRI B A 1 25 03075 20 AT 1) o 22
SGX S BIMEESE T H SGX % & X1Kk.SGX FifRAREM 2 4x A
AXBIRMM AR, TR XM e A X SCHR[133]4 Hh 5T 22 4 X Sl ) (R 4L
AR EEBEEMAEA R BN AMERASIE D hERERAS SRS TR EE T AREN S

0 B P Ak T

LR 52 0/ 7 X 3k Py fURR T

B EPdT e AR AT Ok

DRIEL AR 43 M. 5 GWAS) FIZELL 7Fif]
N SCHR[132]#2 H VR A HESE SAFETY HF
FANE %14 % 14 ﬁ%ﬂﬁgﬁ] EREHSER B th 22 4 M AT GWAS H9%0
A,
RN [A#% 12 [F]#% 12
SGX s A% 12 3 12
: &R x ] e g 2 AW ) VR A HE 42
TR R G 5 e e o e iﬁﬁﬂﬁiﬁ@i@ﬂégf§
NS i=] Iy s 75 2R 2L H(x) AR W& 75 IS AN T BE 72 A2 AT fo] W4, FEDRRE H’ﬂ%{ﬂéﬂﬁz}&%@ﬁ’; ﬁﬁﬁgﬁ;ﬂl%&
T He)=Hxp) L H() SRR R R, -
] i\ B Be A
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W BANIFRY [ 14 [F% 14

4.2.7 FEPREFACRI I E D IR LA S b

X PRI A L X Bk e v SR bR R ke
MRINEE 2 H 1 S R A By S A7 L
55 BRAR VLR TR 2H Bt I P i 1) 2 A MR AL DR 7.
55 RN A0 OR e 0 AT DL S B3k TR 21 A A
fifi v R RAALBE ) 22 2 AL DRI AL 6 T K
AR AT et 2 ) ek DR 2H 500 A5 PR X R T 774 5
i MR B DR X P 0 . ATt T A Y A X6 Bk 2
SREAT BB WP e, 205 6 X R s A0 S XS R o s S B
L DR A 540 1) 22 4 MTRERL PR 970 K A X ok o s
HAE B 2R 45 AT DA S B R A B 3L S 1) 22 4
ML PRI L 5 5 AR VA TT 58 S E It &
THEAD R — IR LR BT84 R TT
% Merkle e 7 i 45 2 i BOR AT LS I DR 20 04
Ak R 7K O 22 4 AT 7 2 B D ey A T LA S PR
HAHRO T 2 Hr i) 2 e MR AL R AP AR B AR
I e 3 A P 52 42 R B0 T PSSR R 22
BB FMAEASIN 24 5 ML 25 5% A A ) B
PRSP AN, B A X e A R AN - AT 5
PR A 8080 = MR 55 1 2 A T S MTBEURL PR

A TSN M R 25 N DR A O
FaAA, B0 R & TR A R Rt S T 2 e %
it ST DLsE IR R A B E o fe 5 i BT IR
G A5 BRI LR T 170 9 9% 38 AR 55 L o B 2
S ESRL PR3P AL T R A B 0t 70 5 20 M o B TR
VA R T DA SR DR 2H K (0 5 =5 e A i B Bk

ST DR ZH B 4R 1 22 4 GWAS 23 BT s A= il 1
TC 22 A AN FA OR3P, LA R AR DL ER 3 A0 A B A R
AL AL E L SEHUCOMAR. GWAS 12 MR AA
ORAPAE ELRRIH [0V 9% 8 R S5 b 2k T AN E A far s
BLOR 7 % MR e 508 TP I 2 RS AL IR AT,
A2 T AR T AR T8 B

0 [A) 280 8 T A 6 SCEAT 55, AN 5 B AT
SR A TR, TR s |32 3 2k P 4 i
Fr 5t 305 54, LKL A 1 22 A AT A fr
PUAN G RS IE . — k% BRI
AN AT T LA S B R R A A0 Ak R K R 2 4
CEG TR INE Ly a PII G 5 AOR P N & se Bl A 2k
o b B 2 DR AL A AR B Y 22 e AR A DR BATR] 2
INE R, 8 AN B AR S T LSl DNA 21
2 A RS AL PRI 8 P O e in T DA S I 8k PR 21 3
L AT SRR 22 A MR AL PR AP, A T TR V8 HL I S5
LS DRI 20 B0 1) 22 4 A, 4 o AR o SR
T3 o ALK DN ) P AL PR AP 45 & R S 2 4 MR 5 28
A LB 5 i 55 fie A3 e e o i DR A K0l AN ik A
I 45 SR BT A PR A AT 8 BTk A T3 TR Ak A [
AT w] LA S B3 A 2 HH A 2R E 7 ] 4% ) AN
PRIV 5y TEAEAS I P B FA PR 7 AN I, A8 FH ) 285 5 )
V55 4 52 v TN AR T P 1 B 3R S TR 20 K4l o B
SR BT 2 WA T, DR B[R 35 Tn AN e AR
HBAREEST IS5 Hh LBl 22 e MR RL PR AP

LA O i mT DL B 2 KNV A ) R A
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FLAE, B FH T ik DR 2 M0 v 5 BOIE A% S 0K
FAHG N (1 22 4 AN G FA DR 97 e BN 8 4 A I 1)
PRI R A R UL BRAE SOAS IR ) W
3C, ALY RARS 1k 55 25 Bty 2 DR 2H 3000 A7
HRI K A 22 AR By SGX TE 22 4 X 38 AT LA i 2
MO PAAT AT A T 55, DR P T 358 R 2 800 0 e 5 4
fiti WETCS M. B A1 9% I 55 i i 2 A
B AL DR 7 A2 T R AH B4l 55 A i b 2 T SGX 5K
I DR AR S 4 2R I 22 A R e A TR A 8 DR 2H s
WEFES 70 b AL SGX ST bR A 57 WL 7>
BT W I 52 R AL e e W £ 22 s MR AL DR A
SGX A[A] AN T AL BUHA A B GWAS 1%
G R ORI AE ELRRTH R 2R E IR S L A A
SGX. XN . BFE4 . RN EEREAIHE
WNES SCHLBE RIS 1 22 4 MG R fR4

43 HETERMERBLRIERIARE

FEBUBREE B FA DR3P b 2 5 22 07 vk &
T i AR BRI 5 EE  AE A TS B = T AR AE
TEOL N AR 5 345 B S0 2 3 SR TR G0N A 2.
e Ak, BT 25 B AR IE A5 T4 2 B R 2 U7 VR RS,
1 FH 2% 05 2 7 VDR U S AR AT AS AR S — 2B (1 4 i
A 2t BIUAH 24 K B B 18] 2B 3R AN 5 B2 7 B Aar
Xof 35k DR 2H 54 1 PR T o A T B 44 v A U
AU ERE SE BB AL PR T AN 2 30
IR AT 10 R g ik B 44 v U T BRURR B (R 4
HOHE 0 B AL BRE, R TR 32 A G SRR 44 1A %
T3, B T2k R A B B AL DRI I 28 AR,

(L E4

k-FE4 Ck-Anonymity) ZREHE & &%
5 & D k-1 4 H A d 3 2 A A F 8 AR R
(Quasi-Identifier) & 1 8" Ft by bR R 77 A2 1R 51
AMEAE B — B, K -FE 40K 3 T bR R B 1k
AN B A B R SR RO R 2 BR 11 A 1k B AT DA
B 1k B 3t 75 280 k 2 o B At ) B RL R AP R B O
H B R A R BN T BRI k -BE 4, 1 e e
FRIRSF I E L.

EX 1 WEFRRFFEET(ALA,..., A) =& 4
T B HEAR AR R LR MRS
(AA,...A)S(AA,....A).

EX 2. K-ELBETAA.. A)R 4
z,Q|, 5 RBHEAR AT T e k-EA 24 H
X FREANERRIRFF Ql e Q| , T[QI] 1 M 2/
HILk K

151 a1 e R WA 1 S A AT 2-[ 442 AH R
WA T e P e i s g A PR e g R AT 3-FE 4240

DRV T, A VR A IR R N TR — 2D 2-FE iz AL
AR, AR AT DA 5-FE 442 AN IR AR
k - 24 AN BE B 1E & it 8% s D L, B AL R4 B
(-ZFEPE (7 -Diversity) B ER BE 4 4
B AL E DAL 0 A R R PR -
(t-Closeness) J& o) —Fi {4 B ds 6 52 Ja 14 ik i 2
R AL PR AP B, 5 75 PR i) B 42 2H p Uk PR
(19 AE 2 4 A 0B B 4 HP U IR B 2R 4y
A 2 () PR EE B8, B b Mot 3 2 51 56 T3l 4 R A TT
FH A s 50 s ek A £ R 0L k- g A v -2
BN SCRELE S N FH N 3% 5 28587 R A i di 15 m -
AARPE Cm -Invariance) 7 R PR 1) 25 38 & A g
18 (0 B A T 5 X6 96,

(2) B[R HE AT 5 17

N T RS AR AT E A R BRFA B B0 43 H £
P LSRG 3 R 4 B B A4 R s b BRI
2 R A5 DR 2H A A A ) T B T AR 25 5 e ok
AN BT 5O R B RA THE 5 L 7R R — AR5 o B A
FE T A2 085, 5 T8 B HT IR N AR oA B AL T R
U, T HARIE H T A2 DNA 1B VRN 5 3R1S (1 8L
F sk N7 3 (10 B B R R AR AR, T2
Loka ZEM7HR Y PriLive, 76 FEHLIZ AT I B S0
TR, 5 T b i 0 R 2 0 3 R R R B AR
1, LA N 87 3 0B S8 AT ATE 56 4 7 AR 22 R B
RIS B 3% A B 185 72 4 (1 B0 R B 5 0L, HL
X HHE CR A LA R FH SR B, 3 BULF A IR 1
173t — 25 o3 AT I R AR 1t R B R A O T R
5 LE AR 700 B FA 5 L R 43 A $ s, 4 20
TE IR M= 25 0 5 DR 20 B8 vp 25 B 1S B V2,
Bt Lin 0% 575648 (Binning) $di PEid &
ME B 9 B A, 2 8UZ IR 45 M R R 5 B s Ay
H, i v e SR AT 2 A, DL T DK £
B0 BN AN [F) 1R P55 0% ), A8 ) 28 A 1) R/ e 2 il
B AR 4R 5 R P 2 ) P AL AT 7 R R 22 A A o
DNA 551 USSR A A7 R0 43 AT SR 473X 6 7 71 T o}
INE 1) 47 3 HE P 0R PRI Bk 5 i I B R OR AR DNA
BaFA HEBT DNA SRIF BT B 3 & 47, B T A
DNA 5 SIHfE I tE fBR A5AE, T2 Malinal™*93% T
k - 42 32 S 2 MA ) DNA B85 e 5 91 45 4 B 44
(5777 DNALA (DNA Lattice Anonymization) ,
4 FHZ 7 AT RE L SR B T RN — AN 8% 7 Flid
5 k-1 FH AR S IX 43 T SR EREAE, 458 A 2
AR SH Bl 5 BN A% T IR DX 3 R R A B 2 2 T D R
B8, A T A B R R A 5 AFABA 1) A MR 2, 98 a4y
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1 A S L I A DNALA 77 1% B 5 0 44 AL 1 5
A8 2 B Bk 2 1) fe s B £ 1 97 90
HBEAT AR L AZ AL AE R FEA 14 DNA S PE I 200
&Y A T CRUEEOE A RE 5 AN 4 HH 5%, DNALA &
DNA 751 & 2440 ) 77 v, SR 1 B A8 T FE R 22
J7 B LR FIMBRG B D00 0% 9F H DNALA A
FEAE LR, B PE A TE RIS R PR R (B 45
SR Li 2005 DNALA 75795, i et 5 962 %2 2 4
b X A4 JR XU B EE s B DNALA - =548 s ], 5 H.
ok M oA K R UE B ( Maximum  Weight
Matching, MWM ) 52z FITE 28 590 40 TR & 38 2%
0k fE DNALA 3T MWM (#5032 L 570 B33
TR, I ELELA M [ () ) 5 % B Ak RS BB
A B TR K B R 5, T DASCRR ST L KA
{10 A= W = 29T 5, BB AR BRI =97 WLAA) AR B 1 1 7
I I LR AEATY X 75 70 VR 238 i A B 1 AR
HALTEA 0, H AT H 1 BE 44 A0 PR R oA AT
RE 23 X HZ IS 1 R B R RE 0 il b A D S B
%, T 3L T k -EE 4 Heatherly 25043 i 5 5
FH AR B A 15 B 44 S50V AT e 8 7 WTIE B IR AR
P A% B E 20 1R I DR B2k S DR AL 1 PR R s A
N7 A 45 52 DR 4 50405 7E T 7 AN AL 75 R R 45 3
]z N H R PR 2 B A e B k= R
255 W5 10X SR 2 o B A 1 H A R
AR RBUBRAS AT SR AT DA HE 7 SR, L i o L (5
Bk 28 6 £, itk Kale 25 M2 57 5L B R AR AL AN
S S A TR T B 2 5 BOK S B RA i R 1 & AR
AR 23w A K PR R ) FH S = R 1 ) e
TR 28 & B A fo 52 1M 6 AU 1 7 700 07 V8 R Gk
TR B /N o B 2 DR 4 B , DA BR0HT 1 2 5 3
TS0 B P 3 B A TS 1 BT B R e e
A ) 7R 127 ) 0 I 11 A7 B R A B A R 1
M2 S b, DARA R 58 BE O R AN B 5 AT TR &5
TR B A B 3R AR AT L A 2 S ECR R R
A R 1) v RV T R B A S S 1 B e
B 22 4 I Ah, SR BE FIA 1D I35 T 5% e R XU 7K~
R R 1 %P A AR K S L A S DR A B
B RA R4 AR T 2R IR R R R L B FA TR 3 5 L
2R N AN 2R BT 2 (952 Erlich 25143
FEAT Ja F H AR R 20 70 N 53 1 5 15 4 48 WU
AR 7 28 Gl I 5] NI B BTG (S AT s i 3 o
{5 AR AN HL B 4 2805 A = TR U A1 32 0ok 225 IR 4 B
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Background

This paper surveys recent advances in the theories and
methods of privacy preserving of genome data, and discusses
some challenges to the future research. Genome data can
uniquely identify an individual and closely associate with
inheritance, health, phenotype, and kinship. Moreover, genome
data are not change over time. Thus, genome data will bring
about privacy concerns in a wide range of applications, such as
scientific research, healthcare, legal and forensic, and
direct-to-consumer. To solve this problem, in addition to the
supervision of relevant laws and regulations, privacy
preserving technologies are also used to achieve the privacy
preserving of genome data, such as cryptography, anonymity,
differential privacy, and hybrid approach. At present, privacy
preserving of genome data has been developed based on these
technologies of privacy preserving. Recently, some surveys
have been studied on existing work of privacy preserving of
genome data.

For example, “Patient Privacy in the Genomic Era”
discusses the important privacy issues related to genome data,
and discusses the methods of protecting the privacy of genome
data from the perspective of cryptography; “Privacy Preserving
Processing of Genomic Data: A Survey” is a survey of the

privacy preserving of query processing of genome data;
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“Privacy in the Genomic Era” is a survey of privacy preserving
of applications of genome data; “A Survey of Secure
Multiparty Computation Protocols for Privacy Preserving
Genetic Tests” reviews the research on the privacy preserving
of genome data based on secure multiparty computation; “An
Overview of Human Genetic Privacy” surveys the research on
privacy preserving of genome data from three aspects,
including access control, differential privacy, and cryptography;
“Secure Count Query on Encrypted Genomic Data”
summarizes the existing security solutions for outsourcing
genome data to the cloud; “Privacy-Preserving Techniques of
Genomic Data—A Survey” discusses differential privacy and
security issues on genome data; “Systematizing Genome
Privacy Research: A Privacy-Enhancing  Technologies
Perspective” systematically reviews the research on privacy
preserving of genome data from the perspective of privacy
enhancement technology; Considering the semi-honest and
malicious model, “Ensuring Privacy and Security of Genomic
Data and Functionalities” discusses and summarizes the
privacy leakage of genome data and the relevant privacy attack
methods, and classifies the latest privacy preserving schemes of
genome data to mitigate the existing attacks, and also discusses

the challenges and future research direction of privacy
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preserving of genome data; “On Sharing Intentions, and
Personal and Interdependent Privacy Considerations for
Genetic Data: A Vignette Study” has shown that the
institutional trust, concern for family and friend’s privacy, and
the likelihood of sharing genetic data are closely associated
with factors, such as carrying a genetic marker and the
institutional type of the data requester, as well as the
demographic factors, such as age and ethnicity, and this work is
good for developing a comprehensive explanatory model for
the intention to share genetic data.

However, these surveys do not systematically summarize
and analyze the theories and methods of privacy preserving of
genome data. Unlike these research surveys, this paper
systematically summarizes and analyzes the theories and
methods of privacy preserving of genome data following six
aspects, specifically including the ecosystem of genome data,
privacy concerns of genome data, privacy threat of genome
data, privacy and utility metrics of genome data,
privacy-preserving methods of cryptography, anonymity,
differential privacy, and hybrid approach, privacy preserving of
genome data in sequencing and storage, aggregation and
sharing, research and analysis, healthcare, legal and forensic,
and direct-to-consumer. Finally, this paper compares and
analyzes the existing privacy-preserving methods of genome
data, and discusses future research challenges to privacy
preserving of genome data. This work provides the basis for
solving the problem of privacy leakage of genome data.
Furthermore, this work is helpful to inspire the research of
security and privacy preserving of genome data.
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