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Abstract In recent years, artificial intelligence technologies, represented by deep learning algorithms, have
been widely applied in many fields including smart video surveillance, privacy protection, autonomous driving and
so on. Particularly in the field of face recognition, deep learning based methods have shown the ability of surpassing
human perception and brought great conveniences to our daily lives. However, digitally forged face generated by
adversarial and deepfake techniques poses huge risks and challenges for individual privacy, social security and even
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national security. This paper reviews previous work on the creation and detection of digitally forged face content,
revealing potential risks to individual privacy, social security and national security. Specifically, we firstly introduce
the attack targets and attack types of digitally forged face content. Secondly, we summarize and analyze digitally
forged face content creation, attack, detection and defense technologies in terms of two attack targets: artificial
intelligence system and human perception system, and in terms of two attack types: adversarial face example and
deep face manipulation. Finally, the directions of future research on digitally forged face content creation and

detection are discussed.
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R =
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ik Hik AEITE S [J 5%/ B SR 2
/SSIM/LMD
E%
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G firh
Chung LRW  29.91/0.77/1.63 3.50/20.50/4.17
CNN
UREI-Y
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it
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GAN
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I SCIER E P 3 AL FE 2 Bl X N B S SN A
MR AR BRI, A K TR i AR
e B8 LA IR B Dl NS A e R OR 2 R T
autoencoder A GAN S5V FE 2% > A2 R Y i3t AT S 3 Je
E&i&'ﬁt'f‘h[ge] [971[98][99] )

2017 4FJiK, fE3EMHE Reddit i1z E, HBERFH
RO iE N A i %, — 0B 4 I P it
TR ARYE, o — SR AR 5 s N R A
IREAT T 204, BRI R T RO % 45 HL AR, (A
WG T AR TGS EA, HEShZHE AR
K. H AT 2 E R A Q48 33 T B R R O
1 NG A e AR B I 2 e o i 2.

\T"Porn Producers Offer to Help Hollywood Take Down Deepfake Videos.
https://www.yahoo.com/entertainment/porn-producers-offer-help-hollywood-173047833.ht
ml

@Malicious Deep Fake Prohibition Act of 2018.
https://www.congress.gov/bill/115th-congress/senate-bill/3805

“Deepfake Report Act of 2019.

FERNE N AR T2 AR IR T TR
G FE T A A AL RS T & Github F, 4
WEFEN G393 TR0 it NS AZ AR SR A3 H ©7°, $12
kB AT AT HL S F PR B it ARG S2 071k, AT
J7iEH R FE T autoencoder A pA: ARSI AE ST P,
YEH @ encoder FEHUEYE AN B ZE (5 2R AT
decoder SEHL 155 H AR A AR % A8 He AE bR Al 1
YEZOFIH GAN 3T autoencoder (3R B it A
FARBEATRAL, @I 5] N A7) FIHERS (segmentation
mask) A HiAR S AR AN O, FE T 4ET B hE S
(IR FE it el BoR.

FEZEARBUR. IR D3 N K58 e 00 28 T $& 7+ 5092
)1 fik B S ST b vE K09 4R . Korshunova 25 A\ MOOT5E
CNN' $2 H —Flr i 5t o 25 X 5 S B 9 B Ak 2B 3 J 11
Jias R B RS AN R e NG 4, H
N TG 3 e 8 vy 38~k 81 I B 460 J: (14036 P8 E 451 2K R
K Lt FE A BT IR AR RO, X Ok pR BGHEAT
S A 45 AR A v 1) L SR

B 7R SE R N B AT N 28 4, Nirkin 56
PRt ot I P 45 A 0 29 T 2 e 4 P N i, 84T A
S $ PRI 78 A 2 {5 OB B 28 2 A0 3D a5k
FRAHESE, @ BRI AR 3D SR
T SRR B bR, R 5 15 FH 44 AR IR 28 T 355 14 30 124
F 3 B H AT LA 40 5 B A3 A2 A R I P R
FAHIRGF RN

FSGAN & Nirkin % A\ M2 iy i) — Pl 1 e 22
H brde i LA R I 570, Hatl R B N =0,
T 510 0 00, 5 T 48 4 S T S A0 A R T 5 45 T 5
IR T 4 1 5E SO s N K T 2% B I B RO H b A
R ATV Sy, RAOREE NS5y, SRAF AN
fih (mask) T KMR A BT — 2543 2 (0 B L5 105
NI FH 3 1)t R 40 B e T 508 DX 3 90 T ot ke 20> 4D 58
oy BEAT B Fe A AN T b A AR AR S A S IR H
P N UG DL KL SO B B ATIR &, SE ke,
TERLE B B T AR E A S GG E A A
kXA BT RAL, B TR T NS RD  TE
FERD A T RE = AR DN RS . FSGAN SZHF BE FIAILAT
MR A e, (ESRbrig a5 R I HIR L.

https://www.congress.gov/bill/116th-congress/senate-bill/2065

®FakeApp. https://www.malavida.com/en/soft/fakeapp

“zn0. https://apkproz.com/app/zao

©porn Producers Offer to Help Hollywood Take Down Deepfake Videos.
https://www.yahoo.com/entertainment/porn-producers-offer-help-hollywood-173047833.ht
mi

@‘Deepfakes github. https://github.com/deepfakes/faceswap

®DeepFaceLab. https://github.com/iperov/DeepFacelLab

@Porn Producers Offer to Help Hollywood Take Down Deepfake Videos.

https://www.yahoo.com/entertainment/porn-producers-offer-help-hollywood-173047833.ht
mi
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Faceshifter™3L & —Fh3 T GAN 7 vk m
Foo BEE R FO TR B D i NS e, B
MMSLHIIZRBY B 36— P B i AEI-Net T 58 1
B, Insg T Xt B AR NG JE MR AR PR EL, @ B
—ANZRABL U-Net [0 45 2544 1 X 4 R 3% J2 3 H b A
G 1 & MEARFAE DR G 1) 5 045 JE. Cidentity) )2 5@
ihA# ] Arcface 7= Az S AR RFAE ) i, (IR — /N4
H B E N ERE SRR (AAD) K58 IR G & 1)
5ES Hbr NG MR AT A . 28 B BOR R
F HEAR-Net [ 2% FH i ke T 8 42 1) R, B4 X1
AR B3 DA K 11 ER A5,

MegaFS!M* L2 3 T GAN B i i e i 502
P4t JE T ResNet AT FPN SR T A G B 1) a2
7] Clatent space ) #4 A JK: {5 4 i 7 1) B (latent code)
HRI o AR AR =5, FOR R4 B e i o R AE (5
BHHTAC e, RS uR R R DAL T StyleGAN2
TN ZRA5 TR A T ffhd, A 1024x1024 19535 A
K15 .MegaFS TE I 2k ] DU A A Il 5, R ZmAd
REHURIREAE (S B A A H Y 25 0] 4 TRk AT, Dhasks>
FEVIN RIS T FIRE A B2 78 3% RN MegaFS & —
FhIR 7T GAN 30 5 CGAN Inversion) fty 4 fi6 5203,
FE XA AN [R] B 23 18] 1) B8 1) 2 g B 10 47 06F L
i, 5 7 I PG B AR (LPIPS MW A5 4R,
WESE TAEF AT A WH+BR S TR M EL T WHBR S [a]
£ LPIPS.MSE LA S He s BT b #R A % S 4 () 2R .
Horp LPIPS FH T ok BUR 2 T B 2001, AH EEAR St
FEE48 R, W L2/PSNR, SSIM, FE£F4 NJIEA R4t
R, LPIPS ME KRR Wik BUGEAR L, =
2, T ZESFR,

EI R T 00 2 AR R B O3 NI 28 45 400405 46 7 =
TeAE, 5L 2B 0 O AT A 22 L
PRI, A5 38 3 F 98 AR R FH SR FRORS 40 2500 4 A i B
A BT Dy . Li 2% NI — AN D e
FOARATEESE, Celeb-DF. & H 590 4> YouTube FLSE
RRATR 5639 AN 4 6 A AT ZH B A 25 de ot 4 v A Ji:
B I e, Db Dt MRS I R B, SOk
I 45 P HERD 1) A D B IR FH R R 2P S A
FGE PRI B 1] 7 B AT 8 i, LAY/ D A3 ot v B S AN
T4k Celeb-DF  7ERLAI it & b7 e T A 1 £l i 46
FGE N T AR 46 O IR T, O TARME IR FE i A
6 A AT T 2 6] B A O B, SR [4T1/E T
autoencoder AR MIVRE P& N7 B ol NGz,
S 2 i A N 2 S A 0P, ATk 75
FEIE B IE AR Ak, AEF R I A H AT
KR FE it NGB 5 DeeperForensics-1.0, %%k

PaSE L5 60,000 LA KR WL PRI AT ot

B 17 A S e A £ i 45 i T AR AL A LA A
Gandhi 45 NPCURELS) oh— b LK, AR ATIHE T X HRE
Aty (FGSM) i Hi s FI X P A Bl ok 4 56 Dy it
Bl FUR R RS . BRI ST, JF AT DU S
I FR)R P Dy I A 5

*® 4 ERB AR ZTIREEISEE

HERY %
) ) H
) o ) NIAE A S 7
Hik PEEAETE S %
SEHEHAR R AHEN Eid
FE%
JE IS
- CEW
FakeApp® UADFVI! 082 141
Dataset**"]
Faceswap-
- VidTIMIT® DF-TIMITE 080 123
GAN”
) FF++-
FaceSwap” FF++-FS® 081 84
YouTube
) FF++-
DeepFake” FF++-DFE! 0.50 - 414
YouTube
Collected
DF-VAEF) DF-1.041 - 64l
Source”
FF++- DFDC,
FSGAN 0.51
YouTube ForgeryNet!*!
FF++-
Nirkin[**4 - 049 - 329
YouTube
FF++- FF++-FaceShifter!
FaceShifter - - 2.96
YouTube % ForgeryNet
MegaFS
MegaFS CelebA-HQ - - 3.81

Dataset™?

TR JEE D 3 N\ 6 52 # (K 7F 7E L% B T 028 I F 72
&R, IHELb R OB MM, FREA
R B R VR HEAT 1 2 D7 RO B AR, BT R
WAL — e R R ph b, EEIHG0N: 1 fhig
PURFEALE R PR T M A B R, A &,
FHPNIRRG; 20 DyIE UM AL Z 18] f)
HETIERZE HW 55 2 5 330, B 5 i N IR B
SN, VR 2 A DN SRE R X — 55 ROSEBIL 1 RS 0 Dy i
USRI 3) BUA MW LR AF IR B E 2 A
gi—, VENSRFR R AR, XA U

“'DFakeApp. https://www.malavida.com/en/soft/fakeapp
®Faceswap-GAN. https://github.com/shaoanlu/faceswap-GAN
®\ﬁdTIMIT Dataset. http://conradsanderson.id.au/vidtimit/
®Faceswap. https://github.com/MarekKowalski/FaceSwap/
©Deepfakes github. https://github.com/deepfakes/faceswap
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Al 5 B A = 5 e POI3OIS2I33] e i 42 g A £
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o T B FR 6 R SV AT p A R Bl
NI HERD S AR LR, St @it A T2 5% H
) T TG S 45 0 5 o i e o ) R RO R T
RESE NG “ BSLRE” fabn; LA (pose error)
I AR IR 5 G 68 5 (landmark),
SRR (9 N\ 24 2545 B8 ) =N BiChL A Cpiteh, yaw,
roll ) J: LA A F8 Sy B (3 457 H 20 4 J O A M 5 9 A B
2 ] YA 25 AEL 3 = R b O AR B A T T4 D i
NIRRT B T AR R A . £
TS5t b AT T

REE A RN AR A%
R A N2 B AR AT 43 D 58 4 i ok
H G BIA BGE ARG SO0 B br A S k2% 35
Iy IEAT A R IUE IR EE A N AR AR 2 5T
GAN 77 AT A e 43480 o= 5 B 3 TR
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gIifE R, DISREUCERGE. FEEE ARG 3
TG RBGITFE 22 2], VR 52— Fh KUK 2B HE 42
Style-GAN[27], %750 H 35 2] N = g s v
(IRE 05 FHHTEREB M a8, HHARK
BUGIE BB Sk SERAHLAR L0 R SR b
A L R B G TE 2 A6 TR PP 4R AR HIA B T Y
NNy REE

FTF GAN NI & BT 78 22 R F W 3 3 i 7
X, Shen Z AN T —Fh =X HiHI GAN, B
Faceid-GAN./E# L 5] N 73248, XL G5 5 2% F0
Az AR 2 R BUEA T T, R AR B U TR B
A m I AR R AG 1 S r5 BB LA Ak,
T AT LA B A A N B R 1.

T A A R G AR I $8 2 R, Neves 25 A1)
PEH — Rl BRIREE A B GAN EIC [ SR A 3 R
FH autoencoder f) 77 s BR S 1) BA HEHR 7111 GAN
ECARE AT B, I R ORI B I R A
A E, AT S B0k 48 5 12 NI 2R 2.

RN BB T BB T A A AE 1 B AR
NI 2R, 5 H bR AR 2 BEAT B o R FE B ik
NI 57 (6 — AN BE g T [ SILAS15T ) e | D981y o
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— B NGBS S A AR B Z TR URIE R N
RN, HEREZ A B b 3 4 1 H A =i R A
5, BT ETE AN, X ERS PR N7 &
HE R AEE R BRG] T &S 05 5 W&
CycleGAN, ¥ =i N Ja v g 2SNk |,
SN JRAR 3 1% 22 3840 1) 1 ¥ 5 B

ST IR A R, Li 2 AR —Fh G
MR, ZEEART Z AR AN T3 T &
5, B 3T autoencoder 4% BB R 2 ) (X
BHATAR R AE S, T AT DAAE SRR TR AR N K SR 2 4%
IR kN4 A L R RE & 25T autoencoder 4544, Song
i N P8Ity — o LA SRR F A kb 45 X 2% - FCENGet.
VR 18 S 20 TR0 ) L ART F0UA 2% FoTl) T 8 455 AAE At ) AR
77 B0 FLAE S AT ST B, 2 fE T A ) 24 X ke
RG> HEAT 5 K.

BEXTR BEA NG RO VP4l A BB 7T 97
Gi— VP TR AR, K FH VRSO SR AN AR F]. 2 4
S o ASILACILATL S P A 5 1) T MRLAK 28 SR 0 AT A
RO LT 38209 78 R L EE X GAN [ PPAR FiE Bk
0 inception score X R MG HEAT PRy Errort Reference
source not found. 5 57 Fi} PSNR/SSIM % #4225 i A 64T
VAT SR AR 5] 1) YR 55000 4 B 48— Bt Bk Vi 10
EAVEIFENR, RIREE A BN VP ARG (1) 5 LR 70k J
J5 T,

BRUbZ Ak, VR A BRI A B AR R AR AR RS 2
PEAS R B 55 1 BB AR B 8BS B e A A st T
R PG IFEARM R %, FIRZEARICAEAE G ™
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B BT R S 2 AR SR 72 ) B T 1) 22—

4.2 N S ekl 77 A 45 AR
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B PR BEE 2 2 N JIG Je 11k oA 25 G 3 A T s U 7 18
bR S R R T e S | S R e W 5 W) | R = B R DA RN
US7424n SVM 2%, LI TR 2 2 31 i 07 8%
RBM. CNN 5 [ ul.

HEEANBRFEITTE N T AN A A
T2 GAN HIZmiALFE, Jain 25 A0 57 A
T CNN B J5iER NG BT RAE SR EL, IF4E &
SVM AL Gublas s ) 7 SN RIEEAT 20 28, SEBx
BT StarGAN Z i 19 A MK Je8 4 P4 25 PR ARG U T ) 22
A GAN J5i, i Style-GAN. PGGAN %5528 A
it 1 g, Waing 28 N MOV B B ISR ) 2R e
(1) RE 2 4 28 0 I0E SCEE AT DA R X 4 B SR R IR

(ZagwmBr) AKEEG ETHEZERK T
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FakeSpotter, T Ws % #H 2 TC78 34T AT IR BEHHIE
UL, JERH SVM WITHRRIE /0 2k2%, S
Gk JeE P PG DU

TR ik SCHR[86] 7+, Stehouwer 25 A
P —FhoR R B 2 TR R P A AR EE 5 50, 24
B 2 B RTA Ach m  H AT e 2 0 g 4 ) X
MM FI T CNN 432888 X 4 BUSEA B AR I AN, IF
T P45 2 3 2 4 £ [X 35K FT 4K Nataraj 25 A 12
et —Fhd AL AR SIRE S M %, Sl
StarGAN A B ¥ N MK J 4 G Ao A 2 AN SRS R
(1) =188 PR O A R, I T I 2R FE AR 22 Y
24 ) Wit N i B8

BT B S REA AT, Zhang S A
P& tH— Pl T BGIIE 1) 73 K48, X GAN A8
I RS E SRR AT HEAT T T 78, R — S
ST, S £ R GAN 4 CycleGAN
Az BRI NG T8 1 G 2 PR A

B E NG S8 1 G 4 N 2%, ERARBIAT HF 72+ P A
TEMMHMEIEEZ RS — W EER (W
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Jain** CNN+SVM 99.7/-
ND-11ITD!!
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StarGAN ## 4k

Stehouwer®  CNN+JF & J1HLi DFFD® -199.9
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- StarGAN ¥z 4,
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(BOBTIBANISC16TN e T iy S ML AR AR R, IR TTIES

KA CNN it = 2ds,  SEBLA KT &6 P 75 L)
isalllB
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Wt SR ZE (CNND FERL, B A Bl i T
8 X 3k B ) ] X s AT Ak il k2R O 52, T
ST FE Oy it NS A DN R FH b A ) 7 92 R A 34 2
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TR B D 38 AR BN 40 () ThD 3B A 5 B 1
ST T E 5 = AR SRR, B E S T A A

FPREI, DA B BTk th 1 S TR e A R IA
()1 SR ARABL T 3R A7 G

T RN 8 43 TN AR B A SR v
Dt N6 5 A6 0 77 ¥ P D P Oy A DN v
B LT TR L, BT R AR AE (o
UADFV. DF-TIMIT. DFD) | R 70—
H A BRI R B e 22, B DA AR HE (A
PRI SR s A E T IRAE, PSR 2Rk
KM ROC £k T AUC (%) 1ENiFEM e br. &
7 A 8 WA, (MWD AR RI A5 B
BART CRMD FE BRI R i,

® 7 ERBORENEAN R ZIRENEEXTEE

K ge FF++-AlI157] Celeb-DF DeeperForensics-
DFDCH ForgeryNet!**!
SCHR Raw HQ LQ [ 1.0-rand®!
Xception [ 99.26 9.3 89.3 48.2 49.9 94.75 90.12
Two-branch*"” - 96.43 86.34 73.41
Face X-rayt’ 98.52 87.35 61.60 74.76 80.92
F3-Nett™ 99.8 98.1 93.3 65.17 - - 90.15
FFD(Xception+Reg.)® 71.2
Patch[17! 99.77 97.2 78.3 84.88 65.6 81.8
recall=0.1,
Multi-attention*"™ 99.80 99.29 90.40 67.44

precision=0.92

* 8 BRI ERRE hE AR A B AR L

HmaE DF-TIMITE R
UADFV! FF++-FS DFD® DFDC Celeb-DF
SCHER LQ HQ

Two-stream®? 851 835 735 701 528 614 538

HeadPosel*®! 89.0 55.1 532 473 561 559 54.6

FWA-Res50%% 974 999 932 801 743 727 569

VA-MLPL62 70.2 614 621 664 691 619 550

Xception-Raw
80.4 56.7 54.0 99.7 539 499 482

[89]

Multi-task*4 65.8 622 553 763 541 536 543

Capsule*® 61.3 784 744 966 640 533 575

DSP-FWAL! 97.7 97.7 997 930 811 755 64.6

IR OG- IR P Dy it N A8 A e it e 27—
SE IR I AT IR 2R, (BB B T4
2 LD BUA B FE sk Z I P RE A TP,
PAORIE S RELEAE PR B I P I RCR s 2) B ke
I T7 A A7 AL VR 1 1), X B0 SR AT 7T
Hh 5 2R AR MUK T2 i s LA K o B S 3
PR IVEIRBIN, Qi 7 FIK 8 Fw, Al Ty %

@®Google Al Blog. Contributing Data to Deepfake Detection Research.
https://ai.googleblog.com/2019/09/contributing-data-to-deepfake-detection.html

EESEIREE (BB TR 264 N AT VP4t B AS )
PEREIIA T FE, I HAEZ AN INAEEE 4 F, W DFDC.
Celeb-DF &5, JUA BRI G2 AR Hr il 5 22 53 4
Wk 7 Fon, EwA RS Pealng s r R S L
A ARG I S92 K P A Lz AR A 22 TR e L S AN
IF () H 4 4 75 30T I A ORI HO B TR A e SR A8 e
PRI R s 3D BUA PRI T A A F, ANH
ks U ASS 28 22 A A [R] RO AT I 5, B = G0 — 1
WL 4 PRITBAREE —, shZAMPERe. Hi8Y
TP ARV R AR, TOIEAT . A FHLDR
M AS TR R E P 3 N TG 22 $88e PRS0 75 9 3k 2 ) it 5 Bk
o A R PR Dy e o A N e A o ke e 1) S

4.2.4  TRFEA RN KA

T SRR FE A N A, LA T 5 R
R GeML a2 7 AT R, H AT 2 B0 78 K R S
LA W2 B BT 28, &FH —Ha i
AR GAN A R EME B T I 8 SE I
[86][88][149][182][183] [184].

GRS ST £ B sh, Li & A0
FIFARM LR G RR B 45 2 2 IR I 22 57, b 174
FR 8 5 B S UG ATE AN 8] 1) 8 3 2 [R] R X 1, At
TR IRA B G AN L SE R AE HSV AT YChCr B 57
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(8] A ) B B R TR R AN — B, T X AN —
B AE R 22 U b T R 2 AT R SRR, A
Hiet T M EAFEBUE S 8% R E RIS I
AR R AR A 4 P SR R AR R, X AMIRAERFE AR
FEAA /> B SR AR B0 1) 2% A T AT DA BT 1) A
M TERE.

BRARB L £ 561 R H] PGGANFETort Reference source
notfound: /- a4 1 A MK , McCloskey 25 A4
15 G AR X 28 06 PR R B 2 R AT RRAE SR X, RIAE
B B B e A AR LA BRI B 2% =, JF
S56 SVM SR FE & B A A I AR & 07 ¥ 1
BARKT MRS B ICA R . [FFE 2% PGGAN A= B i)
VRS R HEA TR, Tariq 25 \MHR 1 —FhE T
PRI 25 (1) 7 S8 2%, 0 & 004 TOUAL 34 K 3G 5 ) 7 V2%,
H A 7 2808 B A IR BE A N s ).

FE GO TE A, Liu 2 AR —Fh 4 R g
SR 1) VRSB R StyleGAN Fil PGGAN B 1)
TR BN T (R0 A 225 0 CNIN X 4 Jmy SULRRAIE
BATIRBOF G 704, KILAE BT AN E 79 A
I K B B N T B &, A G ) e 2%
H.Chai 2 NI T HATA RS2 BN FE T patch
FRRGIN 3%, 1% 7929 Resnet #1 Xception A5 M rf ]
JEAT, I BT R E RS o 2R 8%, TR T
ANTR]RUEE ) A T8) JE R AIE B O N R AT 432, o
Patch Resnet Layerl Al Patch Xception Block2 ixX %>
I3RS AT R R 2 Ah, SCHER[86][149] H 4 H
I T A8 M N 25 948 1) CNN 7Bt RIFRE A T
TR & RN s B B A U

GAN BURFBEL. ) — BHEANIR LG RN (1 771
A A IEE T GAN & B EUE B R HR SO SEIL)
CLEOIEB] iz 247 L18O1 ) Py — AN 2 MR gl 2%, % JELA6y FT I

TR P B R P AT R 0E IR e B R AT XS

K GAN & RUEG T EEIESL, AT SR B
A PG R I I T JEAR, Yu 25 AR —Fh
- autoencoder ) GAN F5SUR AL, 38 i SEATLHIIE
BIANIE] () GAN #5737 A R AR 2, I Hazdr gl
[F A O B A LA ) L v B T SRR AR, SEEN TR
B IR FE A RO T Ao

R 9 XFEE T VAR EE G BN RS I B
%, 2R 7R A HER Z (Ace) B ROC HiZk
TR AUC 1E AR R R, Chail™ 42 i i 77 31
B HER (Average Precision) 7EAEHriEdR, 8
I FRE AT LA R PGGAN s 8511 25 H1 g A
£ GMME LK A StyleGAN #4\Kd Lt 47l
VTN I ¥ 4770t A AL At A 22 S 3O P

2 ) ) L.

*® 9 ERMHRE AR ARGNE LI L

, HEHF 2 9%/ROC
SCHR ik Kt se
Hh 2% T T A%
McCloskey *¥2 {4 %+SVM NIST(PGGAN) -170
Marral*®! B 4L 5 CelebAPY(PGGAN) 92.28/-
yul®! CNN CelebA (PGGAN) 99.5/-
Stehouwer 1 CNN+i1: 3% /4L DFFD(PGGAN) -/100
Wang! SVM Celeb-DF(StyleGAN) 84.7/-
Liufte4 SUEFE CNN CelebA (PGGAN) 98.78/-
CelebA(PGGAN)/
AP=100.0/80.69/
Chait*™ CNN CelebA(GMM 87y
97.22
CelebA(StyleGAN)

4.3 NRER B oM B R R EE

N RIS AN R R AL PR N IR P B A2 BB, BF 5T
FAHRW 7 2RI BB, Hrh Az 277k RE
i A Rt A 2 A R R FE R Dy i BT N A
(OURCOILTOIIEST 33 3 by - A ) S 2 Ay s R 8 L e
JRAAR A B 2% DAL A iR B R B 2 A

AL R TN B R FEE B 52 RSN 2% (R AR R] A, SRR
[188]Hfi t 1 CNIN A= i Fr) &1 A EAT JE R 0 57t R AL
BT BAEFEMM M T MR ER CNN A S ds
(ProGAN) A= I MR IR T — ANz AL PR AR 5 Y
Rl 73 2538, 1%9r 2859 ResNet-50 4%, 7EiIZkid
FErf, (B EE N T R AL E . KE e A B K
PRI 9 PR SRS, 2o SERRIESK, %70 R8s B B
FRNZ AP, 7EA0 5 B 11 PRSI CNIN AR RGERAE
JSHA) B O B R 3R L R4 AT DU IR JBE & RN
BBt A A Bt 53 AMEERE— PRI T AR
IR R AR B . Hodim 1 9 SR« I ZRAHE 2 PR A
Rz AR RERIREM, A B T A I As 1 5 5 AR AT
WIZREE 2 AR B TR TSR A2 Ak, AR
fE 2 AN A 1 )5 A B RHs R BLVA BOR = 7
Durall %5 \FOUR ol BE 458 A Bt 47 9 4% 2 1
PG ICTR I SEREA A AE OG0 A, XA h Ak
TR LR RGN, X—R 2 E TR
B MR BRI E M 2 rh, RIATX — PG, 1R
B AR T A TR] (LT B A e 1 e 0 S P DR A
ENERED VN kA ETT NN A 5 E AN Al TR S RS
B

HEF NI TR 5 S A B A R PR 7, L 2 BT
SRV AR FGAURE H T PSRl 1 20 BT SR ) S WAL, R
A FH i 300 A D AR B ) 22 S AL HE AT R L
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2t \ YO [ o ) I T S5 i 0 B 7 A 1) N T S AN 4
S R0 PR — SRR S AE N R R R B R
PR AT RN

B 17 NG IR o S5 eSO ) B A 2 A B AR [ i 2 4h
TE A AN R SR R B B e i 1, A v A A
A . X T R BE I [170][165] 1) 77 i 42 3k T4
RS P THI S R A 2D OB R AR 1 S R R AR BT T, A
PR BALAR HR AN B A TH S Ak 2D IR IR B B o
s, iR E & S s, ek A X
7R AT RN,
4.4 XTPOREARS NTR BB B H A
4.4.1 FTHUREA T N R B B e I 25

H AT AE R & ST NRR LS eB it 72, B
X LG FTAE 32U B0 vRE U P e AR B IR TR
(R INAERf 22, HBE S5 A A FEAR PR IR LA P 231K
25 5y PR X A AR B 1T 2% 2% [190][136] [191] -
SCHER[191] Hh i H — xR B2 oM AR It 51
75 A2 I R AR b ) — it B R R e
Bl AT 2 — SO FUREAS B8 B0 0 R R, A1
For I 24 AR 73 O BN, %7V BT ) s
PERMECH A%, PTUE RS A& s VA, HX R
S 37y 55 28 5 PR R R A 44 ) R AR B H T 2 A R
(). Carlini % NIV i A 1 5 20k RSB G 20t V7
fiti 17 3 M NG P L R I s AR AR, S5 RB R —
ANEF FUE 5 AUC 2 0.95 RGN 38 75 52 21 4 Fh
S TERBGE G, AUC AR piFE % T 0.085, JF
HAEBA R A0 R E B B 5T, AUC (R
7 022 LUT, XU HIR LSO I 23T
JRIFRE, 7 SR AT 9. Gandhi 25 A\ MU T @ A
X BN A S G AL I 2% 52 L T RH S A SR TR B L
BUREAAEHE AL O, VR AL R &N A & A N A
FGSM (Fast Gradient Sign Method) /7241 Carlini and
Wagner L2 Norm Attack (CW-L2) J7iZ:61% 1 Kkt
A, A4 TR ARG IR 1 22 0 95Yo Ay e i 4% £ A U 71 A7
LB P L R AR HE R 2N 27%, [T AR 4
T PR TR # 1 RE D T, 4379 Lipschitz
IEN4LAT Deep Image Prior (DIP), Lipschitz 1F 1k
LhAar Il 5 75 32 B R @ B B SR F I T 10% ) A
T2, DIP B4 T5 V2 LA U 25 G 5 A Bty i) R ARRE
A A] LAIK 3 95% A I YHE A 22 A5k i A R P Bl
FIRBE S A B, Chen 25 A1) s i ikt
ARG W 25 2% R0 ) H B IR AR E L, AT H T
MagDR %%, 1% I 2 w] LA 0 A\ G 0 85 1 PR 2
TONRTUREA, FRERHUREA, T 2340 HTREA I

B0t BMG AT B A B A B B (KR B B e MR
4.4.2  FEPUREAR T N IR BE B R R e

RSP a7 ;-2 X5 g )47 e R T i il ol e
PLAL, BT AT 42 B mT DAIE e Xy oA 5 o iy A 3 S
BGARINXFT BRI RL IR B Bk A B %, DABSCER IR
HC A HH ORI 1 R AR 77 2 Sk 1y L9300,

N T B IR PR AR AR N A
[T AR — AN ARIE B, Ruiz 2 A% 5
FI XS HUIRBH TPeA s, R A R i i v B G ok gt
ATBA, AT U T AT AR S 2 X IR
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DA S8 AR Rk i fEtt v, O BT R B K &35,
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DL SRR 577 40 ) 47 400 ot Yeh 25 AN xf A
JI VR FE L LU A AR SR T A B T,
FE A Nullifying Zeh Az -5 5 B G ARBL ) A 3 e 1)
& AR Distorting Brai A il SR HO S Li S5 A
P9I - S R ARty — P BB AR (AL, 85
NG BN Ptk S a5 5., AT FRARAE IR B B
T [T B i () ot &, 33T S 15 SR FH R B it
FARAE BN BB 2 AR, S = BB A
45 BIEENA

N RN A gwiE A S s, V2 Sk
(CILLASILIZ] oty pe o2 N i JR M 450 2 3 T+ Celeb AP B,
), AH2 AT E, BT 7 nT LR ZE 5 R oK
EATHIEET GAN [BIACHE STEL A JE 14 4 75 1 4
H A I 5105 = 40— SR HERIR 4, IXAFI A TH
TR AR H

N TG TR 68 PR 2 B EAH G BT 98 A R AN e
KR ST, L BSTIAGE T — AN 1004 AN
B EESE, BRI AR 1 VRS H bR
ff) Face2Face [I#l N2 EILEIELE: 2 2 H AN EE
FEIHL GEAE bREE R B T8V A T T —
AR E 1000 AMUATGHERE 1.8 759K B A ) 5 SR T 35
WA E IR AR, 2R A B AT ORI i RS
B H AR T 5 2 EIUEE S R g 1 3 i
HHE AR AT U 2R B DA AG B NG T 50 P 5
I T8 T A &

FERE N BT, Ce8F 2N
FE ) E i £ 1 Bl T B Oy 3 NI 2 A 4 )11 5
Lk angk 10 BB 2 A HdEdE, UADFV.
DF-TIMIT. DFD. FF++. DFDC. Celeb-DF-v2.
DeeperForensics-1.0. ForgeryNet Jyi FH iR FE D itk A
I A I R v A B, R b I ) HHRE X AN SR
i NJGAE Bt R 55 (% Fe b ForgeryNet™!
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5 H H R B Oy N A8 #2084 2 SR AN W)
FIBEEIR . AR RO IE A 7 S [E A A B 15
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WEABRNBAI A, B2 A AT iEH
SO B8 T P B BN P 1 0 4 B A g 9],
i1 FFHQY™, Celeb AP HrHs 44k SC ik [149] HI T4 1k
NJK:: CASIA-WebFace™ A VGGFace2 M st ik 14!

HT& N
F 10 ERANREEA R AT BIREXTEL
HEM EEM HEh
i IN ek 5 AR ) ] SRS
WiAcE iR Gt}
UADFV FakeApp 49 49
DF-TIMIT  Faceswap-GAN 320 640
DFD PR 363 3,068
Celeb-DF PR 590 5,639
DeepFakes,
FF++ FaceSwap, 1,000 3,000 2
FaceShifter!*!
DF-1.0% DF-VAE®) 50,000 10,000 7 1
DFAE!,
MM/NNEL,
DFDC NTH! 23564 104,500 19 1
FSGANI2,
StyleGAN?)
FSGANI2,
ForgeryNet  DeepFakes™™, 99,630 121,617 36 1

FaceShifter!*®!

Bk 4h, SCRRUH ST 10 J3IKIREE A RN
1%, X es G 2 29000 KK K 69 ASA[EF
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T—MRERE SR NGRS, a8 T 20 Gk
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Background

With the maturity and development of deep learning and
artificial intelligence technologies, the research field of computer
vision, especially the field of digital face, including the tasks of
face detection, face recognition, and face generation, have made
great progress. However, meanwhile the artificial intelligence
technology has also been abused by some applications, such as
the most popular adversarial face example attack technology and
deep face manipulation technology. These applications generate
digitally forged face content that seriously threaten the social
security and invade people's privacy. To address this challenge,
both academic community and industrial community have
invested large efforts in researching the generation and detection
methods. Thus, systematically summarizing the development
status of digitally forged face content is an important thing to
understand this field in-depth and maintaining the security of
artificial intelligence.

Although there are some literatures reviewing the
artificialintelligence security, most of these works concentrates on
the general security of artificial intelligence rather than the
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security of digital face content. With this goal, we introduce a
systematic and comprehensive review on the development status
of the digitally forged face content in this paper. We mainly focus
on the adversarial face example attack technology and deep face
manipulation technology. First summarizing the definition and
subcategories of digitally forged face content. Then individually
introducing the popular attack algorithms, detection algorithms,
datasets and existing shortages of these two technologies. Finally
indicating the challenge in this stage and support a potential
research direction in the future.This review aims to promote the
further development of forged face content and provide guidance
and reference for ensuring the secure application of artificial
intelligence face content-related technologies.
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