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Abstract With the spreading of deep learning, deep reinforcement learning technique has been widely used and
drawn extensive research attention in multiple research fields such as robots, games, and auto driving, etc. It is a
new learning paradigm associated with the development of deep neural networks, that integrates the perception
of deep learning and decision making of reinforcement learning. However, adversarial examples, visually
imperceptible perturbations that could mislead deep learning into wrong predictions, have emerged and highly
challenged the safety of deep reinforcement learning algorithms and applications especially in the safety-critical
scenarios. For example, by simply printing and sticking an adversarial patch on the traffic sign in the real-world
scenario, the adversary could easily deceive deep reinforcement learning based auto driving systems into wrong
directions and decisions, which would cause severe damage to human lives once successfully attacked. Therefore,
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extensively studying adversarial examples is highly beneficial for evaluating and better understanding the
robustness of deep reinforcement learning, and further increase the safety and reliable applications of
reinforcement learning in the safety-critical scenarios. Based on the current circumstances, to better understand
and further promote the development of deep reinforcement learning, this paper therefore provides a
comprehensive and systematic survey on the research development of adversarial attacks and defenses in deep
reinforcement learning area. The primary goal of this paper is to better understand the development and future
directions of deep reinforcement learning field, and further promote the studies of adversarial attacks and
defenses of deep reinforcement learning, which we hope to lead the safer applications. This paper first presents
the preliminary backgrounds including deep reinforcement learning, adversarial examples, and related datasets
and benchmarks in deep reinforcement learning field. Based on the perturbing spaces of Markov decision process
in deep reinforcement learning, we analyze and summarize adversarial attacks in deep reinforcement learning
from the perspectives of state-based, reward-based, and action-based attacks. We then illustrate the framework of
adversarial attacks in deep reinforcement learning. By aligning deep reinforcement learning defenses with
traditional adversarial defenses framework (e.g., adversarial training, adversarial detection, etc.), we then
summarize the adversarial defenses for deep reinforcement learning from adversarial training, adversarial
detection, certified robustness, and robust learning. Though similar to the traditional adversarial defense
strategies, these methods show quite different implications and application paradigms. Moreover, this paper
investigates interesting and meaningful topics for the applications of adversarial examples in the deep
reinforcement learning fields, including model robustness understanding and exploiting adversarial attacks for
better model performance in deep reinforcement learning. Finally, this paper highlights the open issues and
future challenges in the deep reinforcement learning field from four main perspectives, including deep
reinforcement learning robustness (theories), multi-agent deep reinforcement learning attacks and defenses
(techniques), benchmarks and environment for deep reinforcement learning attacks and defenses (platforms), and
physical world adversarial attacks and defenses on deep reinforcement learning (applications). We hope this
paper could help the researchers to better understand the framework of adversarial machine learning in the deep
reinforcement learning field, and further promote the development and applications of deep reinforcement

learning in the safety-critical scenarios in the future.

Key words Adversarial example; Adversarial attacks; Adversarial defenses; Deep reinforcement learning;
Model robustness
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MuJoCo(half-cheetah, hopper)
Behzadan 5 DQN, A2C, PPO Cartpole v HT Yt i
}\[55]

Zhang % NP1 Q-learning Grid World v BT 2R B 1I%
Han %5 A1 DDQN, A3C AT 2% v v v BT AL B 1I%
Gleave % A PPO MuJoCo: kick and defend, you shall v T HMEMBGE GE

[ not pass, sumo humans, sumo ants
HussenotZ: A DQN, Rainbow pong, space invaders, air raid, HERO 4 4 BT EEm Xk Gl
[15] DON
Lee 22 A1 ppPO, DDQN Lunar-Lander, BiPedal Walker v T HERZE ik
Liu Z AP ucs-H®, H 5 Y. MDP 4 v KT A ER Yk i
ucs-B*,
uCBVI-CHEY
wWu AP ppo MuJoCo: you shall not pass, pong v BT e B el
Guo %A\ ppo MuJoCo: kick and defend, you shall v T e mI el
not pass, suUmo humans, sumo ants,
StarCraftll
wang 2\ DDPG SUMO =z B 2 15% v BT e h
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foy N2 () WL R AT Ty, AT K B e A s S AE (B R 5 HE R 2 R B R v 3 40 A ) 1491,

BIRER. S AR 1) Ko T 5 Ao 2] Sk 45 Y
MR, ERER . fEF RN 2180t
B ZI R e AR S 4 2SS IR K, i fiE
P23 — B R R AR /N, U B e 22152 i A 2 >

—MRERAME. N TIEEOX—HE, fE&E W
F —w & O, B8 A5 AR SR T — 2515
SRR REMAIE. XL SCAE Atari 2600 JiFRkEE
W) 5 MR SRR T AR B T, 1SR RE
PSR S B, Mok T 2kt 70%

Inkawhich %5 A\ F7er it A% gt i Bk Jr ik it
THGBA, FERENGHAEE., T Bk
55 0 In) @, $ B A %148 2 f (model  snooping
attack). LB (R B 2 o 7 S AR ZR I PR B
AEHAMGRIUER N E S5, A G A AL i B
B R eR AL, B RN AL AT v D R I B B
T HE TG B E R — A AR R R
(substitute model), F 1 HAREEAEALLE — AN 5 H bx
BRI AES5 BT 2 2. BT iR T
R, AT LA T B A AR Y (R0 A A R A 7T LA
B H bR e, 10 SCHE Atari iR S )
Pong. Breakout. Space Invaders 5 Seaquest JiFxk
HgEAT I, R IR B NGRS TRk
) BRI BEE, H S XEREH B As AL B
AEBINGK BRI, H ot It 5e T~ B A
K. AAfhsth, Behzadan % AN Hidid 5] A —MUHE
RERRAS FH 2 TIE R B BBty 1w T —
AN, B Z, Bt SR IE AT m AN Z)
PR BE AR FRDRL I RN 47 Dy e 51 SR T90I H ¢ 4 1A Z1 B
IR A AT IR EZ B BB RE R, R
JEHEET B e + 1 20 N B IR v R se ik
RN

N1 BRI RS R RR,
Russo 2 NPUR T —Fhdt T 2 £ (KAt Xt g Ak 27 =7

sign(Zf:]éH, x,¥))

. A
IR

FORHPLBGE B, 1R SO, SR EE TR RE I
& LB A BUS s Bt RO, i BLAE
FEINESLHEOLT, XS0 ToiE R B B 44 1 SR
MZH. Bk, fEZSRE T — MR T R E R X P
w7k B SO URE AL Y — > SR 5 /R AT R
PRI R, IFE TR tH 7 — Mk T DDPG B
PAL FEVE AR SRS P g, A6 AT DO T4 A IR
AT AN R P SRAT R R e A

Tretschk 2 NP, A AR HH I X0k Dk K
Z WG = > il —28, WA F R >
TR RE AR S A SR AT . R T ot PR IR
H Xt Transformer [ %% (Adversarial Transformer
Network, ATN). ATN 7E [&] 72 %4 HE {4 S s X 2% (1) 175
T, FER BRI AT I ATN BEH T £ R
A S o R R — 20 NN B A A R BB Y s AL
OIS BRI B A L. RS TR e
W BB — W, %07 B BRI B AOR.
Hh, ATN FSEHRAE T R BE A4S SHE e ) 28% [#] 5 10155 0 T
AT UNZR, AT AR N — A~ 238 1 oAb 5 =) B e,
TR TR BE A SR 10X 286 24 VR BA 58 vh (1) — 8 23 2k AT
S
3.1.2 T IHEHI I

BT UL R Bt B 7 AR 2 I T R LR
e B R ReAR BRI, X s B B
eI F AR RGN BV IR, AR, XA DA
FEI I 5T I M, R Ae i T E H A B b
I INIRBNAE I S 0 T 5 5 Se il 5 9 Rk, oA
B g ) S B o S 5 3T U B B B A [F] Y
e FEIEE AN E) 7 S A R REARAE A B
MR RBEIA BT (s, r]s, @) 224k, TARERARL. 4
E VPR T A BN 5B (s), 2 v(s) € B(s)
FORM T HEHAEPE), WA b PR T7
FEA A p(v(s), rv(s), a). PLah¥FEsE ikt
AA] ARE A A
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Bl 4 TR~ E . 8 7E O AR ) 3D H AR ik LI AXHEEE B, %07 LR A 2T KR EQA L
AN, RO T i B H R A 1R BT R R A B AR AR

[ee)

min G, = Z V¥Resisr, ##
¢ k=0

where vy(s) € B(s),v(s )~T (v(s), a),a~n(v(s)). #(6)

Heb, v(s)Hv(sH IR ARSI S TEIER %5
I TA) B A AR, T A B A P 58 1Y) 53R i e s . ey
H TSI O E i, 1RSI R o ek
.

b3t E 5551 Q-learning 3R AL 2% ) Bk,
Xiang % AN FOfE T — R T R S 20
(Principal Component Analysis, PCA)KZ i 7124
iy P AN — SRS R R A A, AT A BRI AR R
I B AT 7, (80 T3 A, X SCE A
T AT LT X AR AR M R, T R Lk
IRl I AL B B, XHZ R REHEAT PCA B 4E, W]
DL A 6 R 28 14 41 4 (B T S B 5
SRIM, ZITVEAR TG i, B2 A
TR E B s A

FERBAAT %75 R, Bai & AP — B 5t
7 DON 7EMLE N T #8375t FiEd Q Table 347 H &
Yoiki. 30K DQN S THLEE N B 3 -8, H9
#T DQN [T 28N ERE, < 588 T — RS
HEE Q table HfE 55 AU B k. ZIR SR
XPUTIEH R, FXFAWHRES T DQN F% %, K
PRHEEY . &SR A 15%15 [ Grid-World map 1£ 4
SeER Y, RS AR M ) RS Mk Re g T
Wk, EKESARCSITR B YIS [a].

T AR EE R R AL A ) B B AR S SE R B
L4 58 s S, Xiao 25 APIa gk g it 7 —
Fh 3 F 3 155) /72 (environment dynamics) [ 2 .
ERS s, B # A RE RS g B B AL
ZH. EEEE, AR G ISR 25
BIESE N, X0 SCE IR BEA LR A AN T 58
A5 ST BUPE R S5 7 i AB 2 T B R ) 3
JEME, TERC i A R 3T T S5, 30
T RO N, FE 2 S, Prithvijit 2\
1% 7 RobustNAV [P FLIREE, SRk 1 2 Pl fER

B2l 12 e g s, F T PRI B AL 2 ) S
1R & e

br T LR RS A, EEEMEZHRE
Embodied Question Answering (EQA)/T- 4 54Errort
Reference source not found. | ¢\ &% \ 611 7 b 2 i
GRS T, fEZAES T, BRENLE N E
RS € I B AAE S fR @, AR5 @it
{5 BRI A AT — LA T, T8RO LTS5 9
[E] 25 ) AL, I SIS R e AT A5 R B A 2 ST 1 vt
TN, BN B4 IR S Bl & Xt et 5 iEE
SR T B8 AR T T ML 3 B e A B R R 1
i, R IR 3D Hisik AR T
(W 4 FioR), BRI T 5aikss > R ek,

32 ETRMHIMMBEE

BET R R DT BC (I 5) 3 2Rk H bR
WS 14 [ 4 22 Sl I N X SO0 75 EAT I, SRR e AR
M S I RE, AT BENRR D T S ) IR, AN TTTE
BB H . vy () NELs)JE B2 A, Uk
e ] g A AL

n%in G = ZkzOVkRHkH #
where r « vy (1), s'~17"(s, a),a~mn(-|s). #(7)
AL, v(r) R Bk & o Ll R B sh. B

SRR R b A B RSN R 22 i ek 3, (H e 28 0Py
T ) 2 Il R AT SR A P 5 1 22 i R BB
XPTREIEIFEIN S, Wil 25T 8 KU
&N B AE O T 2l eR B P B, SRR T A
/1. Behzadan % NP7 55 B £ P JE T T WF 5T
KR, KT IR FE SR SR AL AT DURAR Y 57 B
Jr AT, CEE YR A Deep Q-Learning from
Demonstrations (DQfD) )77 2% ] — ML H) H b
G, AR N PURBS VIGRME,; 5, 456
P SR 1) 0] i A8 A AP B T EAE Dy it Bt SR s 1) (]
PR BT Q-learning Y2k, 256 # 3£ T DQN.
A2C Il PPO2 5y IR Re AR A D H b SR 147 B0,
WESE 72X B SR I R 5 T s A 1.
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B TR B U T 3, Zhang 2 A PO
e Pruct R SR TR I N R 3]
REAA 2Rl Be, X125 € KPR B R 15 2 1) %
Jil, FTBCE 7 R 2l oI S g A R e
e B ESR I SR EE . AT I EAR, SCE Rt T —
B BE NI T, RE A R I 2Rt IR
Bk B Bk, SCE XS it I 2R BOE R 5
Bt IR AT TOREEIRIEY], 153 7 24ME
2l [ A N R 7S ) TR (N B DR R A
SRR A Bl BRI R FAE), JRAERL
ax N H 80588 N 5 ST 1 BRI

B T 1E 28 BUIUR FE 5iRAL 5 S AT 55 b b AT Mo
4, Han 25 N PTVIE R R T KR E UM %
(Software-Defined Networking, SDN) H 75t H %
WPk AT XL SDN - A2 45 1 I A FHFR 74 4R
s | R 2% 1947 O SCE R R T AT SDN i
77 3,8 SDN H ) B A 55 45 2R R0 26 — b ety 77 20
D 2 il R PR 8RR B A TR A R
FEM /D BRI 18] PN 0 oA 27 =) IR 045 5 56
R 77 O TR A SR R AR R B AR
AHEAT PS54k 27 >0 8 B AR o i H et
) SRS

z

Zmv(R,)

. 3 R mm——

A ‘js
',k'u\ St R 18181

HHEK 7N
(R E S R =D B4 T AP SN D /A G Fe 2B BU R
WIZRRLAE NS H B SR FE [ 45 22 3l DN X $70 e 7 HEAT T4,
SR REAR 5 SR AR, ATITIA 3 Gk H A9,

33 ETEeAIENNREE

FEFE T WL AN L T 22l et i Bes Ak, Mk
FELEAN D TAE 54k 2% 21 8 Re AR AT B/ J7 T R
FEXF LB A 7T (B 6). — 7T, nl LUE S B
PLBNE He A SR W i H B AR RS R AT B, S —
Ji, ATRABIN 3 — AN AR, Al B i R
W I il B B PR A, 3 5 R R AR 1B R ORI T
F%.

X T AR HEAT B (5 BURE AR B A v T
REAR SRS (- |s) I AE MBI &G B(m) g L. &
V(1) € B(m) Fnx] T & Refa S ug i pizh, itk i)
AR % A A

mein G = ZkzOVth+k+1 H#
where s ~T'(s, a), a~vy ((- |5)). #(8)

Horpr, Moo v EL A 28 i K 30 1R
g (- |s), FIh H ARy i MO 1 8 R
SR T EEIPE S, ST SRR i U
LRIAHEAR TN — DB REN, FFINRIGE e

A SR DL R I OR, ST A v 46

Am——

6 ETEMERX AR E R, MpisehFEd B
RN fe it AN VERE R B0 51N — A B & PP S s
B e AR AT Bt

3.3.1 T AEM M Lt

2020 4%, Lee % NPPVSEIR T — BIE A 2L
(AR B AR B 23 (B B B0 i, SR et
T CHOBER” (myopic) KBl A (A e B,
B: Zrids A5 e G HDIRES T R [l 2 Jih s i
K. 25, XEKZHEY RN/ «“Bilakiz”
(1) B 7 77 3 (Look-ahead), AT DL 4Lt 5h £ A i [A]
SURIBNAE, 25 R e A 6] (B 2 il (1) S A4 5
B, NEMEIMAN—AE), ZIEh KN
£, TR, ARSI ROER A3 J5 ¥ [l 4 2
Jil SRR, 1% 5L G i ) FGSM ELEEAH
e, BRI — A ERATIE), e MMuhaiz s
()[R Sl bR . 1% 512 P 1 [ 4 52 il e BT A
B, AR T R A S AT, BSCERA T
ARBER B4 il 2 A IR L il ek £, A i AR ]
PSR S. 1% 07 V2 RE MG 78 74 6L 5 1 23 1B A 58 AT e
(R, AR AR ME S 7E B B 25 ) AT 45 L
e X LB AR SR A 2 S AR ) “ 4= T) /MR

Bk, Liu 2 AR B P 5 2 ek i
HBE(S 5 R T PR e BT 5 2 e, fEE &
T, CER Ha-portion B U7 EE, W LAME AR
LVEI R AN R . TEREAMT, CER
th LCB-H Ik, & — Ml iEWa 2t Bt 7y
%, fEUCB-H Rt AT 7 By, DAXHERZ AR 1k
UCB-H #8335 B & T B30 1E.
3.3.2 F TN HUAEmE My

— R R TAE RN — AN X Hisk
% (adversarial policy) 5@k % =) & Gefhk. B A& X
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1779, 30 55— B BRI JE AR A R AT M.

B 7 T XGRS RSB 5. 75 2R R B PR BT 51N —ANHEAT AU S (R A, R Rt S R A
XA AT 9 IF 755 53— 75 B R A A B R A T AN AT A,

Gleave 25 AP — i vk i T xh itk
SRS RIS, X — R B X, H A IRt
U IS B Be AR 2 i B A et AT A,
JE oS 0 1 SR A S IR A SR U AT B 5
5 B Re AP AR B R I TN AIAT . 8 SCHE
MuJoCol“%fy PUANBR 55 b #E4T T B0 AE S, EH T
TEAT EAIL28 N AR 2 R0 16 25 A 6 7 58 s 14 47 (6 A
AR, E 7 R 5 EScE, wu 2 A5 R
TR GeAAIERR, B — T AT ik R —NIE
R e R, X SR T PPO HE, TRT
Yot B NG — A RPu R ae k. SO BT by e fi
A PASRAS X ORI AN sh 4, FFaad o R4 g B s
B R R IAT BN I 22, AR 4 B A B AR =
JIRIIE S U H SURAT N, B4 FXFHH X
HENYE. Hussenot 25 APHR H 7 —FhFR Jy CopyCAT
S0 S v ol B o e s ol O £ = 1 N
CopyCAT ik O TE T INg—A B
AT PSRN, 18I WU AR B — R VIHERY, K IR
FEWE B AE B 3k U sk (M B4

R T R AR 806 Bt W R Ui RO T R
1, Guo 2 NSHR I T — R RO seng, 8
Tk i KA ek SR e 1 ST 350 1 S R i Nk 2 A T
SERE A, WO BUPE SR RS A S S8 S B
FRITBENLIE B, %18 SCEFT A T — RN,
W B 35 R0 52 55 55 1 A 2 Jil g SCOR X T SR RS (1)
BRE, MERR B ARAE 1A SRS 2 5] 1 FE I
PE. ZWR L E T 32 F5E RS, g iR sefk
SRAT WU S A ek, 1E4% Guidnd 5 5t 2 Re ik
L E AT IR b, PR S A R TE A
B R 2l , AT SEE0 B B 0 s, 18 SR
IR 73 AT UK A (R AT A R . bRl
AT LI Sy, IREE — IRAE bR 87 2 iRk b
I ER T B

4, Wang S APU7E [ 572 B sl 3 5t
NEREL T GRS M, AT A iEy Y 2 A R

W, PR T S TR S R T E. B E R
f47 5 4E “stop-and-go” 3 5t(EN, HEERHKZER
CETRTR AT, MRS TR T A
7552 108 ZE 300 SR A (VA B s R0 15 2R A I 5 3K
b F5 1) 2 A Bty ik R 2 0 B T4 2R 4R 7 18 3 firh
R AT AT IR BRCE B . I 2 Sk b,
IO 2 R, HSRIR g R, FITB AR
BN 20 TE 8 AT Bkt R g, AN 8145 Bt [l
NFE 1%, (H2E R 000 2 fik 2RI, 51K
BT A ) L BRI, 3K SCE O R 1T il 2%
Mt ks B3 S TS M A, ARG IE
P,
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AN, TATRGIEMA A 7RI 3
M2 2P LB T, IR AEETRAS 2T
A Jih LA B T E A = A Ay BExT X s TARREAT 10
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(1) 2 TR M Sk A A X R 5 i 3
VS E/IRL G il ST = & AN A= 5= I 11 B2 F e W !
AR LAENBRGSAE. NP BE A
PSR T M R 2 OGS M BGR Sk, T
ANZE PR T SELALSE Hh AR et g sUATEL, X386
Wl Sk G RIVa T, B ROy, HEAEEN
WEFLTARE 3mSR, X505 L2 dtiR A
HAE G PIBE J7 %, R sk s SRS AT 1A
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RN, A5 SE xR AR, X
LT IE A D) WAL GER BB AR 7 ik v ]

(2) F 22l i Bty S50 LA 22 il o iP5 B ik
A RBAE, IR SRR I St AT 1 ki, @i
AR il B KBS TR 7 A5 RO AR R I R AR
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IR TEA R XMELASCHLRT AR, ShZ AR B 5 oh
5256

4 EESE S SRR AR

FE R G VARG 1 IR L 5 Al =7 ST AU A xo
PR FUJa, A E D AR B s b o 5] s
R B T RO 7. SR T K 43 A A [
ZHAET, ASOFEA BRI T BRBER SRR
DU BEAT XS R A 7338, MR, AEL e S
XHURI T E I 73205 MK PTINGR RSPkl
FHEB S, Bl S MR K, NI AR
BEATHREL R SE (R 2 PoR). 2BF N Bk, K&
(¥l s 2O T PR A Pt sh Moy, B ACIR
& Kb SERILEREAT 70 T RE 2 U
FIASTT, 2k 70 BT AT O G Lk, XA
73 2R77 2AT LA BB TEN GO A 2 3] v x4
B AT Be S 2 SO AR REEAT X 5, S AR
fEAE DRL 45U (X L A A ik
4.1 ETRHINLEIBGE

FEAL U TS0, B HL s o 2 xt

BT A A X LGRSO Sk i i A
N RIS Fe 78 A oS FUAE AR, A FAE D9l
SRAEI BRI ZRBAT, T A R TR TR 1 X 47t
BHEE, HAREE (T

min Eyy)~p [rggsx L(y, fo(Xadv ))] #(9)

Horpr & T B, xRBEE 20D LI
AR, yIRAHXS L IIARES, L(X, y)27m 1128 0 45 fr) 45 0%
ML, 6 e RREMHESHES, RIS SR
RS ERBE R S5 B 7T SN A 2,
X BTN R 75 32 [ Bt T Ak 2 S R T 6
BEVESRTT (AN 8). XS LR AT AN 2 — iR
N-B KA TR, RV A B A Rl R B AT
YERIIESD, I /M A H ARG, A,
75 A0 ) BRI R e B OB, AT A4S 2
r F AT IS LR, SR A B R H ARG,
A M S5 B X SR 2 s Ak s ST B, U
3 Y AR S 3T SR 28 5 BN W B A Xt )
SRS XS PUS T e Ak, AR TCVRS. A
R o 20 9 4 0 P OV A e e 28 P 4 Fy e e, 0
Wli B T AW R B 5 (15, i s B
TE0E ¥ SRS AR B B B R ey, XA 5 3K R R AT
HA BRI, ELbRilgrhn] Rz, T
SRR, FESKBRB 2 R .

8  ET PN i I EoR BB XU 7E R R

— AN KA IR, R RE rp, Mok A i Bt

FEARG RS, B ERABEAE T RA A &, &%
R AR T R A T N A,

Kos 25 N 2 FI F FGSM X Hi i 4 Atari
Pong 1145 A3C &y EIF R T X Bl g smib
STV, R @ KR SL R TR
BIGAG 2 0 b 5% B i s R B LR 7 8 e LA 15
R P LR AR IO AT N, E X UM 75 AR 2 T 58
T EL A FH 5 R A (1% 252 il o Bk i 5 78 06 2 i
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XLl ZrEiRe iR s, & RIEAXT T FGSM Bt
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Liu Z A9 PACMAN-RL+QP4 EQA SR w3 e
Kos %5 A\ A3C Pong PUERIIEZS RSB =
Mandlekar %6 A TRPO Inverted Pendulum, Half Cheetah, POENIIESS REN =
(72 Hopper, Walker
Behzadan A DQN Breakout, Pong SHFCIIZE RS [
[73]
Behzadan %5 A DQN Enduro, Assault, Breakout RNl RSN [
[74
Pattanaik % A DDQN, DDPG Cartpole, Mountain Car, Hopper, Half XFHTIZR RES) =)
el Cheetah
Chen 2 A A3C FI 3 T FUENI S W&Hsh i
Nisioti Z= A DQN Interconnected Nodes bUEnnilIE eSS e
Lin 2 \ 78! DQN Pong, Seaquest, Freeway pSE R o2l W& fi%
ChopperComman, MsPacman
Havens £ A1 MLAH InvertedPendulum-v2, POE R Rl RE&EH) 1i%
MountainCarContinuous-v0, Hopper-v2
Fischer 25 A% RS-DQN Freeway, BankHeist, Pong, boxing, CINTRUZE=2 S W& i
road-runner
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Wu 2\ 82 Q-learning CartPole, Pong, FreeWay CIRTRUE=2 = W& [
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LRz
Wang %5 A9 Q-Learning, CEM, SARSA,  CartPole, Pendulum, AirRaid, Alien, EHEY2] LRz [
DQN, PPO, NAF, Dueling Carnival, MsPacman, Pong, Phoenix,
DQN, DDPG Seaquest
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g, AL TAEZ A5, Behzadan 25 A\l 5
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] Breakout 5 Pong W75 FH AR UG PUREAS, X
R bR 34T 1998, Behzadan 26 AV H T —
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IR BN T VA A RO PR A I R A
T fEIEAL FGSM s 532, Pattanaik 25 ATt
WGRBTER R BN T, BEAL T FE5R k2% 51T
25 A FH B B B B SR AT R I o0 AR Y

PRI RCR. (EH T AR BT B K R
K87 B FE AR AL SR S BT, T R T 58
2 S AR R 5T S50 U, SR
&,

Chen 25 \USTLEE x40 205 N 4R 4% 10 85 R
REZNFEE . AT RS Atari S
R R Z ATE T, R REMA AT 5 T 4 R U,
AREIRE 35 8. B 2 Re A T BR S 05, (E
T Ik 7E 2% P85 HH AN N L S A A [ B AR AT K B
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171615 Q [/ MABHE. B SRS ERAEAT B
BRI ek & 5 B se e T IEw
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Background

With the spreading of deep learning, deep reinforcement
learning technique has been widely used and drawn extensive
research attention in multiple research fields such as robots,
games, and auto driving, etc. It is a new learning paradigm
associated with the development of deep neural networks, that
integrates the perception of deep learning and decision making
of reinforcement learning. However, adversarial examples,
visually imperceptible perturbations that could mislead deep
learning into wrong predictions, have emerged and highly
challenged the safety of deep reinforcement learning algorithms
and applications especially in the safety-critical scenarios. To
better understand and further promote the development of this
area, this paper therefore provides a comprehensive survey on
the adversarial attacks and defenses for deep reinforcement
learning.

The research topic primarily belongs to the intersection of
adversarial machine learning, reinforcement learning, and the
safety of artificial intelligence. There exists a plethora of works
that focus on proposing new adversarial attack and defense
algorithms on deep reinforcement learning, however, little
attempts have been devoted on the comprehensive review of
this field. For example, the latest review of DRL attacks and
defenses would be dated back to 2020 and 2018, which could
not fully include the state-of-the-art literature much less the
exposition of challenges or future directions in this field.

In this paper, we comprehensively review the literature of
adversarial learning in deep reinforcement learning. The
primary goal of this paper is to better understand the
development and future directions of deep reinforcement
learning field, and further promote the studies of adversarial
attacks and defenses of deep reinforcement learning, which we

hope to lead the safer applications. This paper first presents the
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preliminary backgrounds including deep reinforcement
learning, adversarial examples, and related datasets and
benchmarks in deep reinforcement learning field. Based on the
perturbing spaces of Markov decision process in deep
reinforcement learning, we analyze and summarize adversarial
attacks in deep reinforcement learning from the perspectives of
state-based, reward-based, and action-based attacks. We then
illustrate the framework of adversarial attacks in deep
reinforcement learning. By aligning deep reinforcement
learning defenses with traditional adversarial defenses
framework (e.g., adversarial training, adversarial detection,
etc.), we then summarize the adversarial defenses for deep
reinforcement learning from adversarial training, adversarial
detection, certified robustness, and robust learning. Moreover,
this paper investigates interesting and meaningful topics for the
applications of adversarial examples in the deep reinforcement
learning fields, including model robustness understanding and
exploiting adversarial attacks for better model performance in
deep reinforcement learning. Finally, this paper highlights the
open issues and future challenges in the deep reinforcement
learning field from four main perspectives, including deep
reinforcement learning robustness (theories), multi-agent deep
reinforcement learning attacks and defenses (techniques),
benchmarks and environment for deep reinforcement learning
attacks and defenses (platforms), and physical world
adversarial attacks and defenses on deep reinforcement learning
(applications).

Systematic analysis and survey of attacks/defenses on
deep reinforcement learning is highly beneficial on effectively
improving the interpretability of deep reinforcement learning,
enhancing the security of the model, and further promoting the

building of safe and reliable deep reinforcement learning
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applications. We hope this paper could help the researchers to
better understand the framework of adversarial machine
learning in the deep reinforcement learning field, and further
promote the development and applications of deep
reinforcement learning in the safety-critical scenarios in the
future.
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