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Abstract The research on deep learning-powered malware attack and defense techniques has become a hot
issue in the field of cybersecurity. At present, there is no relevant review on this burning issue. In order to follow
up on the latest research results in this field, this article first analyzes and summarizes the general malware attack
process. Corresponding to different stages, this article locates the attack points and defense points powered by
deep learning. The deep learning-assisted attack technologies are divided into five categories: (1) Automated
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virus evasion based on adversarial sample generation, (2) Automated phishing based on natural language
generation, (3) Pinpoint and strike based on neural networks, (4) Traffic imitation based on generative
adversarial networks, (5) Hide attack intent based on black-box model; and the deep learning-assisted defense
technologies are divided into three categories: (1) Anti-malware based on deep learning, (2) Automated phishing
recognition, and (3) Malicious behavior detection powered by deep learning. Secondly, based on the above
classification, this article reviews the cutting-edge technologies in this field. Also, it analyzes these technologies
in depth from different perspectives, such as technical principles, practical feasibility, and development trends.
Furthermore, due to the accompanying security issues of deep learning is closely related to deep
learning-powered malware security issues, this paper also pays attention to the accompanying security issues of
deep learning and discusses the representative backdoor attack and defense technologies in this field. After that,
this article analyzes and summarizes the main research directions in the field of deep learning-powered malware
attacks and defenses, and discusses its future development trend. Finally, the research on deep learning-powered
malware attacks and defenses is in its infancy, and more possible powered attack and defense points based on

malware attack chains remain to be explored by researchers.
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With the rapid development of new technologies, such as Artificial Intelligence, Cloud Computing, Internet of Things and Big

Data, cyberspace security is being confronted with a series of new threats and challenges. At present, the research on deep

learning-powered malware attack and defense techniques has become a hot issue in the field of cyberspace security, and

cybersecurity researchers have also made many significant research achievements in this field. However, for the application of deep

learning in cyberspace security, there is no relevant review to follow up and summarize in time. Starting from the research on

malware attack and defense, based on the analysis of the malware attack chain, this paper reviews, analyzes, and summarizes the

application of deep learning in this field, aiming to promote the application of artificial intelligence in cyberspace security.
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