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Secure Multi-party Learning: From Secure Computation to Secure Learning
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Abstract How to leverage the data distributed among/between multiple parties to efficiently and securely
enforce high-performance machine learning training and inference with privacy preservation has become a hot
spot of two research topics, i.e., secure multi-party computation and machine learning. This paper proposes the
concept of secure multi-party learning based on the investigation of the latest developments in the hot spot.
Secure multi-party learning, a research topic in (secure) software engineering rather than cryptography, hereby
refers to the methods, frameworks, and platforms that enforce privacy-preserving machine learning based on
secure multi-party computation. It enables multiple parties to perform secure training and secure inference of
machine learning models without directly leveraging their plaintext data and any private information beyond the
final result. Therefore, secure multi-party learning can be applied to several practical fields involving private data,
such as risk control in the financial field and medical diagnosis. Researchers have proposed a dozen of secure
multi-party learning frameworks recently. Considering the rapid development of secure multi-party learning, a
comprehensive and systematic survey, which covers the underlying technologies and classification of secure
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multi-party learning frameworks, is still absent so far. Therefore, this paper is motivated to conduct a literature
review of the categories, characteristics, and frameworks of secure multi-party learning to help researchers
choose suitable secure multi-party learning frameworks for various scenarios, further identify research gaps, and
improve the weaknesses of secure multi-party learning frameworks. This paper analyzes the security models,
system deployment methods, and functional scenarios in secure multi-party learning and starts with the
underlying secure multi-party computation primitives and the privacy-preserving technologies to summarize
secure multi-party learning frameworks systematically and comprehensively. The underlying technologies used
in secure multi-party learning include holomorphic encryption, oblivious transfer, garbled circuit, and secret
sharing. According to these underlying technologies, secure multi-party learning frameworks are classified into
four categories: homomorphic encryption-based secure multi-party learning frameworks, garbled circuit-based
secure multi-party learning frameworks, secret sharing-based secure multi-party learning frameworks, and
mixed-protocol-based secure multi-party learning frameworks. Besides, this paper summarizes the characteristics
of these four categories of secure multi-party learning frameworks from six aspects: computational complexity,
communication rounds, communication traffic, linear operation efficiency, nonlinear operation efficiency, and
functional scenarios supported. Further, this paper investigates 38 typical secure multi-party learning frameworks
and compares them regarding the number of parties supported, security model, functional scenarios supported,
machine learning models supported, activation functions supported, pooling implemented, and accuracy. Then,
this paper analyzes the differences between secure multi-party learning and other privacy-preserving machine
learning techniques, including federated learning and confidential computing based on trusted execution
environment. Finally, this paper presents suggestions for future development of secure multi-party learning as
follows: 1) to improve security, including support for a security model with stronger security guarantees, access
control to the final model, and protection of the final model; 2) to prove the security of secure multi-party
learning processes by the universally composable scheme; 3) to improve performance and efficiency by reducing
the online communication overhead, accelerating the local computation with GPU and designing the machine
learning models that adapt to the underlying technologies of secure multi-party learning; 4) to realize
interoperability between secure multi-party learning frameworks.

Key words secure multi-party learning; machine learning; data privacy; secure multi-party computation;
privacy-preserving machine learning; access control
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R 2B/ AMREZFHEIMERNMLL. FE: (1) NS5 HYEPTHRTERTRAEE— M RBERBEEN—1257,
RIBFBAERMEBERNRELZALE57, HE5HFEMERNERE LHTHE, B TEENERXAKIEMBEHITRE
=, KARIFHNEESHFHERTH2; (2) SH Mal. HM. DM SRR FTFIHE, TEH. BEAZHMERIASHRE
fRAY; (3) LRy LOR. NN, DT, SVM A3 FREMEIT, ZEEYI, MEMLE, RER, IFFEENEE; (4) Mean F Max
DARFEIBME R (6) “\7 REFEXHMPRBREEXER-

Z 575 7A bk ‘
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[51] T 2 2+ SH ) DT \ \ 71.6% (RDT, Car) 2013
AT

EEIH
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> 83.2% (RDT, Nursery)
98.06 (ID3, Mushroom)
89.4 (RDT, Mushroom)
ReLU
CryptoNets®? 2% \ AWM NN Mean 99% (CNN, MNIST) 2016
Sigmoid
[54] 2 SH, DM Z4Yl% DT \ \ \ 2017
ReLU
) 99.52% (CNN, MNIST)
CryptoDL! 2% \ AWM NN Sigmoid ~ Mean 2017
91.5% (CNN, CIFAR-10)
Tanh
[55] 2% SH Z4l%  LOR \ \ \ 2019
[56] 2 SH, DM Z4Yl% DT \ \ \ 2002
[57] 2 SH, DM wZ4ailgk DT \ \ \ 2012
RETIRE Z 4%k
[61] ‘ 2+ SH,HM i LOR \ \ \ 2017
FHL B 1) 22 AT
eI ReLU
> ‘ Sigmoid ~ Mean
DeepSecure!®? 2 SH, DM ZAWI NN \ 2018
Tanh Max
Softmax
ol
[64] 3+ SH,HM i ] DT \ \ \ 2012
AT
DT
[67] 2+ Mal,DM AT \ \ \ 2019
SVM
SecureNNE™" o 93.4% (3 )2 DNN, MNIST)
2%k
Reference source not 3 SH/Mal,HM } NN ReLU Max 98.77% (4 2 CNN, MNIST) 2019
AT
found. 99.15% (LeNet, MNIST)
CryptFlowt™ 3 SH/MalLHM &% NN RelLU Max 76.45% (ResNet50, ImageNet) 2019
97.42% (3 JZ DNN, MNIST)
AN 97.81% (3 JZ CNN, MNIST)
Falcon(™ 3 SH/Mal,HM NN ReLU Max 2020
AT 98.64% (4 JZ CNN, MNIST)
B
99.15% (LeNet, MNIST)
LR
) ) LR
BETF 44 ReLU
FLASHL™ 4 SH/Mal,HM LOR \ \ 2020
> Ko ol Sigmoid
NN
Ll
[65] 3 SH/Mal,HM B DT \ \ \ 2020
24T
Z4% LOR ReLU
SWIFTI 3,4 Mal, HM ) Max \ 2021
AWM NN Sigmoid
RelLU 92.3% (1 2 DNN, MNIST)
4% LOR
Fantastic Four!™ 2-4 SH/MalHM Sigmoid \ 95.0% (2 JZ DNN, MNIST) 2021
ZAETM NN
Softmax 92.9% (3 /Z DNN, MNIST)
oacalllEA
[76] 3 SH, HM i DT \ \ \ 2021
e caibl|
pMPLI 2,3 SH, DM 4% LR ReLU \ 96.41% (DNN, MNIST) 2022
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LOR  Sigmoid 86.47% (DNN, Fashion-MNIST)
NN 73.31% (DNN, SVHN)
P LR RelLU
2414k
SecureML™! SH, DM LOR  Sigmoid \ 93.4% (3 JZ DNN, MNIST) 2017
AT
NN Softmax
RelLU
Sigmoid Mean 99.0% (CNN, MNIST)
MiniONNI® SH, DM AWM NN 2017
Tanh Max 81.61% (CNN, CIFAR-10)
SoftMax
SVM Mean 99% (CNN, MNIST)
Chameleon™ SH, DM AT RelLU 2018
NN Max 81.61% (CNN, CIFAR-10)
GAZELLE®” SH, DM AWM NN RelLU Max \ 2018
LR ReLU
&l 98.3% (3 /= DNN, MNIST)
ABY3 SH/Mal,HM LOR  Sigmoid  Max 2018
AT 99% (3 JZ CNN, MNIST)
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99.48%(DNN, MNIST)
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QUOTIENT!? SH, DM NN Sigmoid 2019
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80.5%(ResNet-20, Skin Cancer
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ETRE
‘ 97.6%(DNN, MNIST)
- PR oy 0
XONN SH/Mal AWM NN Softmax  Max 99.09%(CNN, MNIST) 2019
VL
81.85%(CNN, CIFAR-10)
5]
LR
Astral®! SH/MalLHM &%l LOR \ \ \ 2019
SVM
LR
A% RelLU
BLAZE®! SH/Mal,HM LOR \ 97.8%(DNN, MNIST) 2020
AT Sigmoid
NN
Delphit® SH, DM AWM NN RelLU Mean \ 2020
55.86% (SqueezeNet, ImageNet)
Cryptflow2") SH, DM Ko ol NN ReLU Max 76.47% (ResNet50, ImageNet) 2020
74.25% (DenseNet121, ImageNet)
o LR RelLU
AN
Trident®! SH/MalHM LOR  Sigmoid \ 98.3% (CNN, MNIST) 2020
AT
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) 93.97% (LeNet, Mnist)
2 ReLU
CRYPTGPU®® SH, DM NN Mean 59.60% (AlexNet, CIFAR-10) 2021
YA TR Softmax
17.82% (AlexNet, Tiny ImageNet)
el S
CAESAR! SH, DM B LOR \ \ \ 2021
AT
ABY2.0% SH, DM Z4a% LR ReLU \ \ 2021
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AWM SVYM  Sigmoid
NN
MUSEF2 2 SH, DM GAWM NN RelLU Mean \ 2021
78.43% (AlexNet ImageNet)
ReLU 92.05% (VGG ImageNet)
Sigmoid 93.21% (ResNet-18 ImageNet)
GALAM 2 SH, DM AWM NN Mean 2021
Tanh 93.86% (ResNet-50 ImageNet)
SoftMax 94.12% (ResNet-101 ImageNet)
94.15% (ResNet-152 ImageNet)
Cheetah™ 2 SH, DM AWM NN ReLU '\:Aean \ 2022
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Background

Privacy-preserving machine learning based on
secure multi-party computation (Secure Multi-party
Learning, MPL for short), which allows multiple
parties to jointly perform machine learning over their
private data while protecting the privacy of their raw
data, has been a hot spot in recent. MPL breaks the
barriers that different organizations or companies
cannot directly share their private raw data mainly due
to released privacy protection regulations and laws
(e.g. GDPR). Therefore, MPL can be applied to
several practical fields involving private data, such as
risk control in the financial field and medical
diagnosis.

Researchers have proposed a doze of MPL
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frameworks recently. When we consider the rapid
development of MPL, however, a comprehensive and
systematic survey, which covers the underlying
privacy technologies and classification of MPL
frameworks, is still absent so far. Thus, we are
motivated to conduct such a literature review of the
technical routes, and frameworks of MPL. Our study
would help researchers choose suitable MPL
frameworks for various scenarios, further identify
research gaps, and strengthen the weaknesses of the
approaches.
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