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Abstract As a distributed ledger technology in a peer-to-peer network, blockchain integrates cryptography,
consensus mechanisms, smart contracts and other technologies to provide a new trust system construction
method. The smart contract, which is transparent, real-time, deterministic, provides a safer, more efficient, and
credible way for the realization of functions such as storage, transaction execution, and asset management.
However, the smart contract itself still suffers from some vulnerabilities, which hinders its further promotion and
adoption. Therefore, there has been plenty of related research on smart contract security issues recently. In this
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paper, we adopt the mapping study method and collect published papers on smart contract security since 2015.
Through literature screening, problem sets, information extraction, result acquisition, and analysis, we
summarize the smart contract security research status and future trends as follows: 1) Current security problems
and challenges are mainly reflected in contract security and privacy security. Among the 45 documents surveyed,
29 focused on contract security, and 16 focused on privacy security. 2) The main contract security enhancement
techniques include formal verification, fuzzing, zero-knowledge proof, and trusted execution environment. 3)
Existing contract security researches mainly focused on implementing and testing smart contracts. By contrast,
little research explored contract security problems in design, implementation, and runtime stages; Current
privacy security researches mainly focused on contract data privacy rather than contract code privacy. 4) The
research on smart contract security is mainly carried out from the perspective of contract implementation and
testing staff, while there is relatively little research from the perspective of maintainersand users. 5) Future
researches should focus on the security issues at each stage of the smart contract lifecycle. The combination of
priori and posterior methods, qualitative and quantitative methods, static and dynamic methods is an irresistible
trend. To sum up, this paper has found the deficiencies of existing researches through investigation and suggested

further research directions.
Key words blockchain; smart contract; contract security; privacy security; mapping study
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RUKEGA BB TR, B NICFHRE .
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o SYH. GA T EARYE R E X
HERGUTREN, @R RE A 2 SRR E T RE,
F P 75 ELEAG AR R (S ARG HUN, 75 00 7T R
SERNE BME. H2, SR B TE4
SRR E DIREFTAE SR BT ) SRR, SR 5, EHi
(A5 FH B8 A PT RS I P P s A5 R RN 3 e %
5 11 XU
42 BEEAHRELEMBER

TR GQ2, it 4 M A — ks E ECHR
TN 1) 22 4 1 A, AR S PR A 0 BB A 2 T ZE T I
)22 A APk . B, ASCEMN AR AL
T I P 22 4 I R, R i 43 BT 22 4 T s S R PR R
W 2 AR B k. W 1 FR, ASCAANERES
2y 4 ) BRI HR R T B A A SRR A
PIAN T3 T o
4.2.1 G2 A BRIk

AN REE LB LB AR, HE Kis
YEJLANPY B, 15 A 240 2 4 T I 11 1n) /R0 Bk
i o
4.2.1.1 B e A LR 2 A )RR
® A AL A AW A B BRI BT

=]

A MR AN T .

KTREE FQL, R REFLWITHE, &
AE A 20 BLTF Sk [ 7 A 10 SR IR 2 B AR BT SO B
B BOH T RAL

BRE A A B AR LB N G LS 57T
DS, SEEEREE L IISERRIIREAE B 4SO T
LU RS TR 55 B AR A4
FLPATHIEIL . AFLZ&IES R

BREF A B Z R RS LR EIB T
B, BREGLALIN RS S B RES LA,
i BRI SE PR DD RE R SRR RE S AT B,
RIS AR SBCE RE B A ThRE R . (HE, |
THEBEA LB N REB SOR g S e, W
REB AT TR EMA W, MRS B RE AL
SO B A flin, BARKE RS20t
ARG AAFAE T JUA R IUE X OB CAE I -
BOF SCASB I 7> B RE B L L PR oK @Bt SCA
LR BLSCRMBLE > 58 BE B A PR R TR
75 % OV AN 8L Wit AP T RE %
PRifasRAN =2 @B OB Beit SR ITT
TR —M, FEFRZXME: ORI SURR:
BOH SR )7 545 SEBR TR R AR

BEXHOLE . B2RME RE A LAThRE, T LAEE
5 TSR BE A QARSI BB R, FRAIR
eGSR aeid R SINER RIS . (H2, |
TR ALK RN B, BRI S A K
P O BT R E BN T A —E B
AEGFHIIERIE, TTRESBUE S R B RE A 212D
RESR R EE 5 HARDIREA — B,
o APk WM RIERERSARI e

(Ch1)

NTHREREATFEH R, S
BEPALB &L B IR, & EREE RS
Zovcit i g, e e B R A Aok R T A4
AL iR g g, PREEE RE S LB R
ATEAEGRRE, 75 ZE0F T AT 5 i1 58 3 A B e A 2
TSRS SVE, I A SR IR & 20t
SCARBEAT 73 AT

dnfr PR BT S OE SR e
AT RGN Bt 5 B B A AR ) I
BT, 75 T T T A B A R RE A A BT
2 UL R B IR, AR S AN [l
SIEMEREG LV, 2SN RS2
BAR, SEBLE 7 A B e A LBt
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4.2.1.2 B Re G LI R AR 2 4 Ak R
® Al RRE G L ST S 2 A 3 BRI

TER BE & LIRS AEAE B o

ARGl MWAEE, T REN S
FQLl, TERRe B, MM B, B REA 2T
R FE AR B R R 2 AR S A RIS ARITE . AL
PUES AR EVM HL.

BAEA AL F RIS A AWt
PR b, AR A LB ORI TR e A IS8,
G IE P IESTE . TR TR RS AR
BOR. HA2, ®HEeEAREIMAREET] KT
RFAF, SCHULREFmT e SR e & LA AE Y
GRRG, SCHLN BT REH TR R IKE), fERREA L
HRINETT; MhAh, e AREIES . Mk,
PATHLH AR 7] Be 558 58 & 29 2 AR AE G

BRe S LLU e G 1B E R2kar, R
N T BCH 340 1 77 0 8 e & 2040 3E 47 BB A
W, A LI AR B & 2T A8 AT
WK, AT LAR b A 2952 B0 & Wt

AR, 0 B RE & 29 A Bk B e T 1 M i 4k
DA . X HBEFF IR P (15 3 B A 204085 v] DLBE
fEFESREL, Bt nl Lhdad 70 # 2 Re A 20 (1) AQRS Bk
PRI IR . AT I, B RE A 2D B
S RREE LS, M R R ) 32 B A ] R
Q) BRE G LI gmBE A G B R

ARSI R 9 5 R Rt A 20 IS R R AR AE 1 i)
R BE B e & LG, Bl G 20 g s kb 42
T~ R P IZ E BR ) AN B 3 B0 UE BRARAUAS /2 55 R A

T, MmibE R RSB E ARG, R
HER DA NS AL, N ST e A B ER
FICR SRR B IERRIAT s b a5 R A
AN, WRKHER R E BEARR, SEAAREL
R A I I S Iy Ak B S, 8 Gk Z AT S5 R AR
(Missing Reminding Execution Results, D1) Ik
K25 3% B (Unchecked Return Value, D2) G,
B = PAT 4 R IR TR 8 I A 20 1 B R R P ko
#2170 (Application Binary Interface, ABI) i F % fg
H4), A2 ABlI AR R &S T, mlhe
HEIMA B R AN gas IR AAL B IR [BIELHREG
BHWFARA, FRONT gas K% (Gasless Send) Fl4
K send (Unchecked Send) ™%, Solidity 1532
AL IR 23 BR 250 BT SRR R I P AR ) 4 AR [
S WA /R false, AP 7 3 Ha gk e 3dT 5
SEARRY, BRI W SRR R L2 NG 2 B BUR A

A5 1 I U .

Hk, G A gt i AR p 2 g ) vl e 3 2
G it EELAMIE T @B R,
REfg SR Re G A TR DIBE, (H2 Bt ] Re ik
EA T ZE, iR A SR R AR T
AT, FEERAEAPATHIN ., B mEA
(Reentrancy, D3) . RAEVEZHE:E (Manipulated
Balance Equality, D4) A7 F 5 2 DoS (DoS
with Nest Call, D5) 4%,

Bk AR NG, 1R T R E AT
T OREAAR, APPAPY, % 1 M dr s
TheDAO 1, Ui MM 1 EAGRIG, MEREE L
AR RER S K2 B8 TEHE BRI
2 MEREA 2 Reetrancyl Fl Reetrancy2, 2 A 214%
PSR, HE NPT & TG gas B 1)
K #: 1F 2 J5 ( Reetrancyl-Linel0, Reentrancy2-
Linell > , A ¥ 47 A B B9 & % A& 5 3 AF
(Reetrancyl-Linell, Reentrancy2-Linel4) , Xili
R AR I B AR AN P AR (R BRIEAT N, fE—
R P AR AT 2 O IR, 3G A 238 bR
K G Ae e K T S BRI P AR

1 |contract Reentrancyl {

2 mapping (address => uint) public credit;

3

4 function donate(address to) payable public{

5 credit[to] += msg.value;

6

7

8 function withdraw(uint amount) public{

9 if (creditmsg.sender]>= amount) {

10 require(msg.sender.call.value(amount)());

11 creditfmsg.sender]-=amount;

12

13| }

14 |}

1 |contract Reentrancy2 {

2 mapping (address => uint) userBalance;

3

4 function addToBalance() payable public{

5 userBalance[msg.sender] += msg.value;

6

7

8 function withdrawBalance() public{

9 /' send userBalance[msg.sender] ethers to msg.sender
10 /'if mgs.sender is a contract, it will call its fallback function
11 if( ! (msg.sender.call.value(user Balance[msg.sender]) () ) )}{
12 revert();

13 }

14 userBalance[msg.sender] = 0;

15

2 THEANBREREREAZ
RAE S BRI MARCN “5RAT K% Ether 445
297 o UEAIRFESIR PR T R AR MR R E
B 2 B SR R B . Mok 5 AT LARIH H 5% API
(Self-destructure & £ 34T K 1% Ehter 25 (LA 524,
F IR R R AT B R . 1R A S8
(1] DoS ik FfTa & BhHE 48 M 55 1 B i 2 i i |

(® Comprehensive list of known attack vectors and common antipatterns,
https://github.com/sigp/solidity-security-blog.


https://github.com/sigp/solidity-security-blog.
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EFPATZHE. FFEEERA AL FEM gas, M
T LS AR B AT 2R I

T IRIERE e & AR Z2PAT, BEEE LA
T SRR, RZ A% e T AR, ) 1R
HW S, wRA L Z B #0550 IE B
B TRiEAT B 3 1 S BURA AR, T R BUZ R
AR T 5 T e S = R A B AT . #l4n, Tx.Origin
H4y561E (Authentication through Tx.Origin, D6) .
BRAT ) (Exceed Authority Access, D7) . LA
% (Unprotected Suicide, D8) . Ether jitJ§ /%
=Mkt (Leaking Ether to Arbitrary Address, D9) Al
A UEA L (Insufficient Signature Verification,
D10) . Tx.Origin B 173 56 UE ke = A i 2 2R R &
RS AL HE TEME Y N HF PBR, R
tx.origin >R Wy i) 25 AR 7] LA BB # A 48
T AR 0 o AR A ] ) R A V7 i), E R
RE G 24 R BB 4 1) 1) 2 3 22 ph T o 250mT LA AN B
TREHE B Z 78 7 AU SRR 28, S Res U 1)
B A BN % i B R B e B P, R e AR
BEEA LN T RO LIRS — e X 25 0L, £ 5
2100 E BA RS A0 “Pra & af LAl
HBESHERCEL], HRBELE R ARG, H
HTEIMRIUIEANE RSB ELWEL “
A LIAMUIK 1 3458 . Ether it 2I4F & bk 2 35
B YA A AT B hE & 3% Ether, {H 2 iZ MUkl 7] BEAS
B4 UCHL Ether [HEH%, 228G AW NIRTA 4,
IR B P2 AR B IR R 2R Ether ik BT & bk
I oA AR 2R P 7 0 5 4 T4, 4 4 BOAIE AN A i T8
NN S TG T A ATI =S Yaala S Nl e
[A— N TR BN GA M, EE X HeE E
Lo fE BT E, &Rk

Solidity J&—Fh4E 5 H AW R B I fEiE
TR KA, iRl fe2 S5 API
A (Improper Using of API, D11) . Z%i%¥a%
R At i) (Outdated Compiler Version, D12) Fl14
PR A AR E (Unspecified Compiler Version,
D13) ZFHkFE. AP i A2 E 2 R g P ds 7]
REVIIR SR AHEFAS R AP, SE A
I P S 1R BT 2 3 50 R A hRCAS I I BB, DR
I AR IR OR IR BN X d . ikds
WA AN 5 AR W B LA T8 B PR AR, 52
LN G1AE LA 5 B AR 25 o] g 2 B RROAR 22 7

(@ Smart contract weakness classification and test cases,
https://smartcontractsecurity.github.io/SWC-registry

7 3688 38 2 B 1R

G FE R T BE B T A RE S L SEBLA A
% 200 55 57 DR 3 B30 o R 2 44 PR % (Erroneous
Constructor Name, D14) , S#iAf# o8 HUak
] AT AN A SE R E®; s sl R E
BAm b hE S N B B8 A 20 AT RE S H B Bk A R
A HUE BIE O, BPHbkf 45 (Hard Coded Address,
D15) #kfE, HTEEEAL— &R ES
Rk, SEUH IR AE

B s DX HURE TN FH 3R R R 5 (1)
FHOU, 5] ooy B 3t R A R I TR) BS54 B A S
o AAPATEERBEE N R RS, B
Yot n AR AT 2 A R I ()8, F 3 ge & 24
MIEAT 45 9L, T 7= A2 B (A B K 3t ( Timestamp
Dependency, D16) B0 i i i [A) k& X Hefs B2
PRI BEATLECA & LRI BENLEL,  Boe 25 v AR H B AL
B U RN BE AL 20k B Bk H Y (Generating
Bad Randomness, D17) B, pbsh, RiEHX et
RN R E T LA X A AR, v LLe)
BARTHOM XY B THRIEHIITIZE S ki
gas K/NEFEAE Gy AT HI AL, DRI A2 22 5 7 44K
#i (Transaction Order Dependency, D18 ) , Xt
I ST gas PR 5 VA IR AT .
b) SEHLIE S A EVM HLHIAH < BB

B RE G LB S IIE T S H g R 28 R I TR A
B, IFHELREIATHIEMIAAE 528, fFER
ZHIAE, TRESFECH IR 2 52 br 5 TR A — 201
L, EEREARELIES . EVM L2 R
TR EVM AL 5 B SRR A bR [BHE
(Missing Return Statement, D19) . #%ris
(Integer Overflow and Underflow, D20) . 4k
TREEFR ) (Call-Stack Depth Limitation, D21) . %i
Hudik#h 4> (Making up Short Address, D22) R .

/IR [FE AR FE R LR B S 20 L T IR [BIE,
HIERB A REARE . X TXFERE, EVM &
PIML2 BB I — BRI IR FME, X AT RE 221G
ANERFE B I A . R R T LA
BREA FRRATRR, 24— N EEGE I IR
AINT IR, U 2 R A R T, AT RAE
i B A5 2 SafeMath.sol 7 1Ei% 8] &%, EVM [
VA FH HEAR AR FR ] Ay 1024, B AR IR PR, 240%

@Constructor modifier issue

#3196 Ethereum/solidity github,https://github.com/Ethereum/solidity/issues
/3196

(®Safemath, https://github.com/OpenZeppelin/openzeppelin-contracts/tree/
master/contracts/utils/math


https://smartcontractsecurity.github.io/SWC-registry/
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® APk AR SEEL R IR I A b R 2 R

A AR ATEERRE?  (Ch2)

o, PR AR SRAIE R AR A P
PR EZRTEE, SEHERE M SCBLRAR, (6 A A 1)
SPGB TR, BB PR AL I FE 5]\ 22 4 K
B LE s RALsSEIl. gidk S B s 475 i, oK
DI 24, MBI RS Y, BITHENRE,
G LV IRFTEY -

R, AR R A LM R A 2R D 5k
A . SEGEAMELL, B REA 2RI
BFETHREMR. JEThREMR. WIS, Thig
MAREFE . ARt F P SR %E,
FEThAE IR E EARE AR, AEWR, o
MAREE. UbAh, BTFRREELW MR BT 77,
DRI S R A 24 L 2R i 5 BEAEAT P2 A 1 22 A P A
A SCHG R R B 2 WK T I 0 = LR R S DL
PR
O WHa] SEELIE T LB R AIE SCo AT B

BRE A LB PR A R IR R B B A LS
DL O e A 2 R G 1R B AT V8 SR SE BR i
Sz A B AR A 2 0, R, S R A A
(V8 VAN ST 20 Ak 2 B BB A 2 DX T i 1) 28 22
ik, TEXTE RES LBRANE ST R R 3
fiti b, IS UER A A 2 BARDhRe. AR BEA LIBRIG .
QUM HRZ B 2 MM & A PATIRES AT

KREEAPITREMNREEREEL ., FH
HREMMHREA LRSS, AN R
AIPATEE 5, ARHE A AT IR [ IR 45 3 4B &
TAFAE T AE I R EK 22 4 el 5o 51 VBRI 38 ¥k mT
DAY 385 TG 250 % N B4 5 IS A H AR AR TE B AT 1 AR
b R S5 8% SRSl R LA Y, % LA 0 L
= TETH] I B R a0 T BR R B 2 A AU A A AT
RAS, 878 55 s B A AR PRI AT B A R A
REA 202 75 Th g 15 0 BA7AE BB
4.2.1.3 B REA LI E SO Y A Ak
® Al RALALE s e A AR
TEB 238 AT IR A 20 S S = B i o
CEABREALSLI. MR, KT REN S

g

FQL, TERRe G LI BB B, A=A
) Ji R 2 A 4R A A 208 AE AT IR

XTANTAELAA, BT GEAmERA
R EAR, AR — MRS L — K.
125 X Y2 B ) D Re A E IR B ARG OL T, @
TR EAT A A A . AN OB A
A& AV PATHB TAM & A 04T N, B2 IR
PAT AU T U HT AL, 5 A AL EE R
I, R R e A 2 B U T 2 e 2 A TR I
KN ERZ —. WL HMERIE AT RS S S Bie
ZLAFE DelegateCall 74 (DelegateCall, D23) .
%4510 Ether (Frozen Ether, D24) Fliff 2SR ATL
i (Type Cast, D25) , EA&UHLIR.

SRS E A, Solidity Hr# it DelegateCall
PRA, H TS G 4 2 () B AE EL DL AE L,
DelegateCall 1 FH ff 7 K (1) Jg Joih A 2% 5 (1) 43 1
T a4 LB (BEEHN AT A LIRS
A2 R gE ) Ether &l T A AR T ST B
TIRETT A MRS HA A A s IS e, 4wk A 14
G AP BN EHE LR, P o DX LK e
B %54, MRS % e, Bee a4 mm
Solidity if & & MEANE T, EUA A 23T
KA, T — BRSO, AR AE BT I
oo HARRE A EALE] . i, BT Solidity B
ANSHAT R, T BCH I BN UL D 1) 1
&, B Solidity i 5 %5 A& £ Al REAEE A
I G 24 A0, 2 A [R] R B 8 B L, s B TR O A
290 S ] LU 55— AN A AR ek E, FEHA
FAEBUARVCEC I A 24l 7, 1R B & 2015
WP 3 fis. HTRA add % (Line9) FFALH:
THAZZEMES N CounterLibrary, X al LA
XN s A Bt & 29 CounterLib, 755 EVM
WHYSEHEEZ.

contract CounterLibrary {

function add(uint) publicreturns (uint)
}
contract CounterLib{

function add(uint) public returns (uint)

contract Game{
function play(CounterLibrary c) public {
c.add(1);
}
}

B3 S I FH SR AN L BC R 1 BE 15 £ BEAR

i EIRAEAE 3 FHAMNE A LI S B R BE A
ZYUREE, WA ZHHT S A PAT U T SN S L AT
Ny RHNRE LI F RO AR KO 25 2 A 20T 5 ok

PR OONOOO~WNER

= O
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M 51 242 % A g o) L S VDA BT PR 55
MISCELFAEBRIG, D SEU™ERE R, BlInAFE
EVM $ATAEAEA — I DL, I A gas HAEN
JEE 7 SRR R A LA K, FEALAHAT
B A —BHIE DL BRI, BT SGARII T A
AR ITERLIE EVM 22445 %l .

BRE AR WA R L B R TS
Ja & A AT R T R B W AT L A AR
I, T2 AR RN, SNFES
LIRS A A S R R AT RE . B, LA
KRG LAME IR ATEE, B URIGK & 27t
AN T EATF IR R R R a2, PR RE
ARBIRSTR AL, ZdEREITRET
B2
® APkl W ORIEAER RES Lis TR T RE

g ML S 2 B AT NI RUE R I B

2 (Ch3)

NTIREBEREG A IaIT %4, 2 IR RE
BT AT REL L AT N, Bl
ARG 201 FI NI AT IR 5 2 B & LT 74

Rl H RSN S 20 AL, AU E &4
AT BAAESRNE, EFES S LMk
ASLUNRATI, S 2 BE B A ISR .
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contracts, https://github.com/ConsenSys/mythril
(®Trailofbits/Echidna: Ethereum fuzz testing framework,
https://github.com/crytic/echidna
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the blockchain. However, due to the immaturity of this
emerging technology, frequent smart contract attacks seriously
threaten the security of the blockchain ecosystem. There is an
urgent need for technical support related to smart contracts
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There are plentiful studies focusing on smart contracts
security. However, the existing researches lack systematization
and clarity, resulting in a lack of strong guidance for solving
smart contract security problems. In order to provide references
for further solutions to smart contract security issues, this paper
concentrates on several high-quality studies related to smart
contracts security.

In this paper, the current state of researches are
summarized and analyzed by setting several research questions
related to smart contract security. Firstly, the existing security
problems and security challenges of smart contract security are
analyzed according to the characteristics of smart contract in
blockchain system. Smart contract security is divided into
contract security and privacy security. From the perspective of
the lifecycle of smart contract, the contract security is
guaranteed in different stages of design, implement, testing,
deployment and maintenance. Moreover, the privacy security
involved code privacy and data privacy. Furthermore, the
existing security assurance techniques are collected aiming at
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the security issues and challenges of smart contract security.
Effectiveness and limitations of different techniques are
analyzed by combining the verification of different researches.
A multi-dimensional analysis of different techniques assuring
smart contract security was conducted. Strengths and
weaknesses of security assurance techniques for contract
security and privacy security are concluded. Finally, future
research directions mainly focused on smart contract detection

and privacy protection are suggested.



