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Abstract With the rapid advancements of technology and the decreasing of the manufacturing cost,
unmanned aerial vehicles (UAVS), also commonly known as drones, are spreading from military areas to
industrial production and people's daily lives, during the past few decades. Nowadays, UAVs are now more
easily accessible to the public and thus numerous new applications in civilian and commercial domains have
emerged, with typical examples including film shooting, agricultural inspection, electrical inspection, personal
photography, weather monitoring, forest fire detection, traffic control, cargo transport, emergency search and
rescue. However, while a UAV gives people all kinds of conveniences, the cyber security problem of the UAV is
gradually exposed. That is, cyber security is critically important for the success of the UAVS. In this article, we
first give a state-of-the-art overview of UAV development, introduces the composition structure and various
applications of the UAVs, and discuss the cyber security threats faced by the UAVs from the aspects of
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confidentiality, integrity and availability. In particular, this paper presents the cyber security threats, existing
security protection measures, and the current research progress at home and abroad on the UAVs from the four
aspects (i.e., sensor node, communication link, software and network) in details. Here we consider the sensor
security of the UAVs as an example. Firstly, multiple sensor devices such as gyroscopes, accelerometers,
magnetometers and barometers are often used in the design of the UAVs in order to achieve various functions.
The erroneous data collected by a sensor node may make the UAV to make a wrong decision, which affects the
flight safety of the UAV and even lead to its crash. The traditional sensor security research generally focuses on
the security of data transmission in the sensor networks, but often ignores the security threat analysis and
protection of the sensor node itself. In addition, due to technical or cost constraints, commercial sensors in a
UAV are usually unable to distinguish normal and abnormal information. We have summarized and analyzed
the current situation of the research on the sensors used in the UAVs. At present, there are two kinds of cyber
security attacks for the UAVs, which are ultrasonic jamming on gyroscope and GPS deception. we have
developed a low-cost record-and-replay system based on a software defined radio device. Also, this article
reports the experimental results of some cyber security attacks and defense mechanisms on the UAVS.
Especially, global positioning system (GPS) spoofing attack and defense on the UAVSs are described in details.
Moreover, our proposed UAV control system and its experimental results are described. This system does not
need any physical contact or other electronic intrusion of the UAV system, and this method is applicable to most
of the UAV models based on satellite navigation signal for navigation. The system can avoid the weaknesses of
other UAV control methods such as resulting in UAV falling out of control and causing secondary disasters.
Finally, the future research directions of the UAV security and management are discussed. Work in this direction
is still in its early stages, and thus we hope this paper will stimulate further interest from researchers and
engineers.
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AMLEIN T H 4k 28 5k 39 8 20 1% £ A6 AL I8
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B, BRI WIFL R, Bod. I
Ik f#E, Aircrack-ng FIIZ4T7E Linux. Windows.
FreeBSD. OS X S5 fiifE R4t L, P-RAE MM
N, AT AR BT A WIFL #4824
o BRI P, LU IZ WIFL #4 5  MAC bk
WIES ., BE9mESER. T EANFE R %
MiERE, TANSESL—A WIFI o, BHReks
B EXANGS S, s 5B AN TIEE,
airplay-ng L EL [ 35 T8 AL ET R BE B 7% R Mk Bk
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R REV 45 2 TR ST WIFI SB{S5E . FET T
HLATSEB T AN WIFL B B 1 Mo o

T Parrot AR.Drone 2.0 AN AT
WIFI 3T AN, Sammy Kamkar F
BRMNLIEAWE g5 PE, 7E 2013 KA 1 —AA)
PLH — B2 5 N B2 45 0 19 6 N HL I R4
SkyJack. ZFFHLEEET Aircrack-ng SZHLE), A
PUIZATHE 7 — 22 B AHLEH AR IZ 1T Linux R4
& b, 75 WIFI FEdETaEp, s aF A T
PEAE I BT 10 ) - LR I W I H bR o A ML
WEEEE, REEEERTANL, FmFH AL

@ https://security.tencent.com/index.php/blog/msg/103

@ http://www.aircrack-ng.org/
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5.4 ADS-BZ %

SCHR[51]3 B T ADS-B TE G AL BT HRAFTE
()22 4 . ADS-B [ FR2 ) #620 H B AH G AL
(Automatic Dependent Surveillance Broadcast), ‘&
FE R TCH N LIRME, #UrT DAL & SRICE
PURALE . . fiml. =R, PS5, JRRIX
A EPSIRE 5 E S A R TN E s EIERS
BefF R, AT AT RO KHLIRRES AT A 2L
A . BRI T KHLERRE LA ADS-B &

® Crook J.Infamous Hacker Creates SkyJack To Hunt, Hack, And
Control Other Drones” Internet:
http://techcrunch.com/2013/12/04/infamoushacker-creates-skyjack-to-hunt-
hack-and-control-other-drones/
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B UEMLE AT LAREE 5 ) Beid [52] -
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To NHLIE A A2 0 AL B B B 4,
SR 52 Ry . WS RS 5 R
T MKW BmAt . RSB RE ST
W&, ACHIE T IBEREREE LIk,
ToLL BB 5 15 5 00 - WIF L 45145 5 35 9 Al ADS-B
ERRi G
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o
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6.1 XITIRHFAEIR
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a, WHEA, AL ANGRE A E T
[64-55]. FRAHE RIS U RS, HFE:
HLAZE, HITREE. PUTEMIFFE, REE
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s

(2) AN AR RIS REHITEANLT
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I I R R TR TE AL IE S €4T . 2015 4F 6
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A Linux RGBT . BahE B ANRT
NHU 28 ke 42 N TJo A ML, 7645 i i 22 3% J5 1T 7#%
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TR B SRR o [N I 3 J ek 4 i TGN
WUBEAT I R 4% o Muils 38 8 e 12 3 A TR ) e 44 3
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6.3 Zigbeeits K B

T AWLIAE SAE RIS ARV 2 2 A .
X HLDL xbee 5 A, xbee 3O 2 FE T Zigbee
RI—AME LB, 2016 4 —4 #[E T AL
WL RIKR Z T AN xbee & @32 EH
LREEARBEELAR (WEP) BRI, T3 3%H K™
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[F] BN P 3 ok AR A WIFT WEP 2545 A Sk B 6 AL
5 o) iy RD e 22 o 0 A 3 M L JE ik A o) 4 ) O )
A ke AR T AL, v e AHLSZ B2
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HEAT A N @0
6.4 BEFEARDEHN

BRI keylogger, & RS
WA . Keylogger =5k A 1 B IR B 1 i 4%
KR, WEMHPETENESE BT ERE—X
dife. 2011 4%, keylogger &gl it TAF A 5248
Tl 35 55 AT 30 1 46 A\ AR 3 55 [ N AR08 e L 73
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@® How to remotely hijack drones? Secret the first UAV back

doorhttp://www.freebuf.com/news/57690.html.

@ Watch Black Hat Asia black hat Asia Summit: UAV and fly away
http://www.freebuf.com/news/100625.html
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HAl, TANAAAEZ MR AT
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BRI 7 2 3 AR T 2l i A AR T S xR e
3 ERRAE 7 B HEAT R, BRI OZ AR R
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BEE, BAHIGAANR EAL 20 AALAE P~ 1 Ik 55 4%
BRRMEALR, Hr AR A SR EENE I
PR — e B A BT REE 1% L SUIR 55 2% h ik AT %
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® The security challenges facing the human computer - who moved my
drones?http://www.360doc.cn/article/633076_168061138.html

@ NoFlyZone to help you set up a no fly zone over your house.
http://techcrunch.cn/2015/02/23/noflyzone-lets-you-establish-a-no-fly-zone-
over-your-property/
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PR DL B4R, SCRR[67]5 24775 15 Fh X 25 241
ZAEER 5 T NHLIN 28 (1) 75 SRAHAL . T4 A% 2 2% Y
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T WSNs 78 55 i ez N T AL 2%, FFHIEAN
PLIR 28 AN TG B L — N ALl WSNs [ 2% B s
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7.2 FT AL E &AL A

T AN Ad hoc %522 Ad hoc %44 (1)
—ANT25, B3 Ad hoc X144 i LT R RE 2 8
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PARAT A SR 5 35T MANETs [RI2% 14
BANE W, IR By 7 3t A AR AG I H R 1K
[73].
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SCHR[75]48 1 2 FIA A B £ s (Cognitive
Radio) 4t (1192 i Jo AL 2% AT SE AT 22 4 (10 5
% SR TN IO L HLAE TC AL I 2% 7 4 A g
PR 7T WL SCHR[76]4R T — A% aiE
MWL Ad Hoc 2% % P BET AR, B0 LT 5
R REEM BN ARSS, R RERD> T
SR, DRIIE T JE LA R 2% 5 3 AT LAAT 2ot

BHATHEEE A . SCHR[TTI3E T i A DUk i 2R it
(Bayesian Game-Theoretic Methodology) [£]J5 46
WTE ML 28 NAZ, A R 7 T8 AN 285
SUTE N AR S W H 1 4 5 ke DN I i 26 2 [A] R SR
R, (eSS TE ML 28 14 B8 1) [F] I S B T 22 4k
.

SCER[71142 2 Bl Jo AMLTC 2k B 4H 9 ) 1Y
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1) A (Black hole) : fEXFEti, EHE
R I, DA E CRA T T A
HHE L0 H bR SR s B AR BT A, e H
BT me AT A 3

2) 4RSS (DOS) : M4 4l 1T s B 5
I, R4S B A 2 M, b & i) Iy
R I BEUR, 32 B A A B R
Bl dn, R AN AN DB RS R,
P £ BEUR AN P T HA T R
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T B EH PR O g Ak BEL b B B 1) S B
o

4) 14} (Impersonation) : — /% &35 &5 A] LA
FE IR T2 ) B4 By vt oy — AN R RS R
HgE— AR .

5) fEEIHAE (Energy consummation) : fEi
LN Ad hoc W% I —AN GBS 2, FLIl)
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7L . Bt 38 AT DA i SR B R Bl 3 5 R A b
R AR T — AN FCRTHFERE R .
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o
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1) WAz 5H BINIERS (HMAC, Hash-based
message authentication codes) : ML, Hi
NA—AHE B =N, SR 52 R B B
N . SR, HMAC J57k H B8 B 5 E
WHANE T T 3189 BAAIE .

2) ¥v254 (Digital signature) : {58 Ki%H
PR TEE G ) — B, B AT DUIEE B K
EFFTRIEAG B ESI . (B2, EAHEARS
(DoS) Yriflits 1 46k, NI v RE 2 )32
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TR R UE[78,79].

3) i HMAC #HEE (One-way HMAC key
chain) : V2 MEE LA KE, SHHH F
(XD, HRTCIEFR AT R xo 34 H R HA] DA
F T2 AR R BRIRU o ¥ S8 5 4 3R 47 56 11E [80] o
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Jean-Aime Maxa[79]% N T-#£3) Ad hoc 4%
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Background

With the rapid advancements of technology and
the decreasing of the manufacturing cost, unmanned
aerial vehicles (UAVs) are spreading from military
areas to industrial production and people's daily lives.
Nowadays, UAVs have been widely employed in film
shooting and personal photography, agricultural
inspection, electrical inspection, and so on. However,
while a UAV gives people all kinds of conveniences,
the cyber security problem of the UAV is gradually
exposed. This paper firstly introduces the composition
structure and applications of UAVSs, and then presents
the cyber security threats on UAVS. In particular, this
paper presents the cyber security threats, existing
security measures, the current research progress and
our experimental results on UAVs in four aspects (i.e.,
sensor, communication, software and network) in
details. Finally, the future of the UAV security and
management is discussed.
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