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Abstract Blockchain has received great attention in recent years. Due to its inherent attribute of
decentralization, the low throughput impedes its large-scale applications. As one of the most promising solutions
to the scalability issue, Payment Channel Networks (PCNs) move the on-chain payments into off-chain payment
channels, taking the underlying blockchain as the arbitration platform. While an on-chain payment needs to be
verified by all mines in the blockchain network, an off-chain payment needs only to be approved by both parties
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within the channel, leading to nearly instant payment confirmation. In combination with routing algorithms,
counterparties without a direct payment channel can accomplish payments in the network via a path of
intermediaries, which broadens the scope of off-chain payments. However, current researches mainly focus on
two-party payment channels, payments with multiple payers or payees cannot be accomplished within one
channel or via a single payment path. At the same time, for a group of people who make payments mutually and
frequently, launching off-chain payments either by establishing two-party channels between each pair or through
intermediaries leads to high on-chain cost and payment complexity. As for Gnocchi, the current multi-party
off-chain payment scheme, there is a lack of efficiency and fails to support high-concurrency in-channel
payments. Besides, there is no support for cross-channel payments, which limits the range of off-chain payments.

In this paper, we improved the operation mechanism of Gnocchi to achieve the enhancement of in-channel
payment processing efficiency and the support of high-concurrency off-chain payments. Similarly, we continued
the introduction of supervisor within the multi-party channel as the proposer of updating channel state in each
round. Differently, we transferred the serial channel state update into the parallel update and regard payments the
supervisor receives in a certain time period as in one round. To reduce the impact of network latency and
high-concurrency payment scenarios on payment effectiveness, the round number contained in one payment is
regarded as valid if it is in a certain interval of the current round. Besides, the case of node departs and withdraw
his value from the channel with no need to close the channel is considered to promote channel sustainability.
Moreover, we extended the off-chain payments from in-channel to cross-channel. Specifically, the conditional
payment format, whose value will be transferred to the payee when he fulfills its condition, is introduced within
the channel to ensure the secure value transfer along the cross-channel path. Accordingly, the redemption
payment format implements the condition fulfillment. The greedy embedding-based routing algorithm is
deployed to achieve efficient path finding between any pair of nodes in the multi-party off-chain network.

We analyzed the feasibility and security of the network, and evaluated the performance of the routing
algorithm using real-world data. As the results show, it achieves the payments success ratio of 88% and reduces
routing overhead by 28% compared to the two-party PCNs in the static scenario. Facing changes from network
scenario and network settings, it achieves a comparably steadier routing performance. With the properties of
efficiency, high-concurrency, and stability, it is concluded that the multi-party off-chain payment scheme is
deployable in real-world applications.

Key words  blockchain, multi-party payment channel, off-chain payment, high-concurrency, routing
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8. IF !(state, = state,) THEN

9. RETURN fraud_supervisor()

10. RETURN null

//EIERA AT IE

B 3.5. fraud_supervisor()

L.D[N]= (CV +G)/(IC| — 1),N; € C\S

/ /¥ T TE PN G BN DR UIE 4 23 O 45 Bk M B 1 A AR R A0
2.D[S]=0 [/ IRE T R AUE 0
3EIE IR, R HEDIRIEEAT AR

T RIS HPRE R SBEE U, RIEER]
R BE I A Ko R SR EIE RS O, 1k

I T JE AR TB] &, 7RSI P9 M5 R 3
AR R AIBIERS B 8E B, A ORBETE AR
N T AR . B IR Rl ROARE DR
Ry AMHEREERSEE L, IR RS TE
RS FH RN TR0 15 200 1R FH I T (0 e i) 22 2 TR 42 A
VRPN, BIMEE RS2 R AR A i, AT
TR RAE R DU E T R AR LR L 5 52
WA ZE B W) 2Z BVEH BOE A, XN ek
ool M RSB FOR HZhREAEBE B3RS, Ak
FET e,
35 WEATRIRE

I IE P AT IR HIETE R IR PLEE A e R
R, R R RS AR R SRk
TEIRAS o MY A IR HY I IR B m] 2 HLAE T A 1)
TRIESE:, BLAMEER O], HIE A S ARG 2 %
e ERHIRILZ AT, B AR IEIE A
AT RO EE . I RIGVES, L SR
73 e A T PR AR A

eI H TSR, BE B RGR B ZhRE IS IE N &
T RIGEMIE R, IR KONAR) SRS &
HEIE N ECHIRAS, DA R H 5 m2 R,
HAERE L EHE RS o I A B B AR T 5
ERENE KRG, S MR state, ATTEE HSCHTRT
R BRI R UE AL AR A R B ANTTIA I
IR, W APR R AT 5k BRI A4,
sR I T REBCE AR SE A & LSRR A iz 4T
iR FEPIDITE &R H G, A2 AR RIRR
SRATIRIE IR W

TRET RIS, BT HIRCEE SRS
BHE . P SRS REER S T e
U, MIPTAE Ve RN, AU HE R R
IBHTER, MBS FR H ARG, IR HEK
AFREIERS IR 28 b, JFEE H ATy TEiE
WK, BRUWEIEE EAORRERRE, A
8t G 7 2E 5 B R IR S AR R AR R A a2 i A
Wk, THREETRANS, BTN R as
HECH RPHEERS 28 B BRI e R
FEIEIRS S IR HEIE RS T RPN, AT
FIE e AR AR AN IRE 3 .

TRIBH

fiN: RGBSR (departure, state,, Ng)
it JEIE G BT BT IR S statepes,

IfE 3.
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1.IF 7 < Thes THEN P03 LiER
2. BT RO T SRR 2R IR A AR Y R AR G K 58 LT
Yl 7 AR SR R
3TFIE A FRTAE, K b B U B R A state,, T
5|3 States
40P A KIS, S84 REsAT VR B A th 45 R
5. ¥tstate' s, WAE N States o B A S m X VPARES , IF40 i
N AT best» D’best s I'best » P'best» T'best }
6. IF (Ng == S) A (rg < T'pesc) THEN
/W SRS HPIRES

7. RETURN fraud_supervisor()
8. 1F (Ng # S) A (Dy,[Ng] # Dy, [Ng]) THEN

// AR M AT IR AE S
9. RETURN departure_node(0)
10. IF N, == S THEN // B RS
11. 4% state,, P HEE D, IBIEHT RURE, IBIECRIES
12. ELSE RETURN departure_node(1)  //AFM5 diigse

B 3.6. departure_node(b)

1.C=C\ Ny // R RBRIB T
2. Dpesy = state_update(b, D’ pos, Ng)

//ARYEIR T RS 5 75 E B IE RS
3. Thest = T'best T 1, Prest = D Thest = Trow
A Thest [N]] = Dpest [NJ]'N/ ec
5. statepest = (Thest» Dpest » Iest » Prest » Thest )/ /= BB RS
6. [9) &1 SR IERHNEIE IR A statepes,

B#K 3.7. state_update(b, D, Ny)

1.IF b==0 THEN /BT SR
2. amount = D[Ny4]/|C|
3. D'[N;] = D[N;] + amount, N; € C
//EWCHARE, FF BT R
4.ELSE D’[N;] = D[N;],N; € C
5. CV =CV-D[N,]
6. BIED[NZ]ZEY ANy
7.RETURN D’

FFRET AR AT ZHRE O 0%
Z ST C SRS BBl R A, b
BN ARME T B S, ME YRR
B BE ERCHOIRAS I BRI b 4k S5 T il S

4 BEHANBEAY

¥ %2 N8 T8 SCAST L TS 307 5 UG 7 fE A
[FIEIE A S A . BRm s, sl FRAAET
AN [ I TE (13 [R5 s RS AT R e sk SE A - B
I, R ST R RTEEN, AR
B

ARAIE A G A0 I 38 W) 22 A e, RS0 X
T IEE N AR ST S R RIS AT s DS A T
SIS 4R, ASCHRH T 5T 2 N JBIE M 45 1)
FR RIEHHEE. E3AT BT S, WEEEAE
AR RURT R 2 37 25 A A 30 A e [ S A5
4.1 ZANBERNZfT

T A STAS D9 STAS < IR 7 Aot 25 A AN R 5 I 1)
BRI AT o R 2GR T LRI I 18] P9 3 2 Fir
AL IR AT A BRI IR AR ) S AT <. Rt
— A FERE I ST I R AR S A S AT S B2 R S A
411 FAFSOAS IR S

FA AT EIRE O,

conpay = (1, pr, pe, a,idx, h, BH, 6,,,., 0, )
Horms ST 564, JRJE X HEERT X B
FEBHAE IS )RR , 27 WSk T 75 £ LI R 22 i s ]
S

T RO WIS R SO AT B, B0
SIS B ERAIE, LA RO SRR BR R 3 iE
Wk 4.1 PR, HPBH 2R S HT X Lk s

B 4.1. conpay_vrf(conpay,D,,I,.)

1. IF (pay_vrf_2(conpay)) A (BH = BH.) THEN
2. RETURN 1
3. ELSE RETURN 0

BH T 2% A S AT BV [ 3 5 AN AE SRR N SE R, [
IR IBIE R A state, FIEINC, F-BL, 1k BHrEe A
BRI ARG [ 24324, FH DABRIE 5 28
B S AT o S0 A5 AR A% A AT 11 368 T PR 5 T 3 R
4.2 iR

B 4.2. conpay_update(conpay,D,,I,,P.,C,)

L. Dy[pr] = Dy[pr] —a
2. L. [pr] =I.[pr] +1
3. B. = P. U {conpay}
4. C, = C, U {conpay}
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PR R IR A TG RN, M1 R AR BIE
C, ARSI Rk, nes % 4.3 P

B 4.3. conpay_return(C,)

1.FOR each conpay in C,

2. IF BH < BH, THEN /) FAE AT R
3. D.[pr] = D.[pr]+a / /IR AT 4
4, C. = C\{conpay} /BRI SAT
5. ENDFOR
4.12 RIS FH

IRE[B] A AR XA

redemp = (rp,conpay, img, idx, ape)
Horr, conpay J9 I8 5] A BTt of 19 % A5 S A
img A SR AT I A SRR

Y RS E TR PR B 1m] SEAS, AR A SOAT
M AR CARA R 25 A R AR A R
RPN, ek %y 4.4 s, HPhashZos i
Bl S A R A I B SO 8, T SEA < s
Fere BWGHTT, IR R ek 4.5 s

B¥ 4.4. redemp_vrf(redemp,D,, L., P.,C,)

1. IF (rp €[r,r+ 77]) A (conpay € C,) A (hash(img) ==
h) A (idx == I.[pe] + 1) THEN

2. RETURN 1

3. ELSE RETURN 0

¥ 4.5. redemp_update(redemp,D,,I,,P.,C,)

1. D.[pe] = D,.[pel + a / /WK 5 T [l 4
2.1 [pe] = I;[pe] +1
3. B. = P. U {redemp}
4. C, = C,\{conpay} /| R BR TR S A S AT
4.1.3 HEIENT AR

M1 T2 AF SO IARAE . N ERTIGROT 1 28 5 A
RGBT Az A, BE B AUR D RE R A R A
o,

(D)2 WA R TR, FEIG IR I S Y JE il
b, RS ER S E B S AR R
B SCAT, BIC, = 0, 1B HTE KRB E];

(2) B3R E T RO TTIN ARG FL Ul S g
fifi_b, A NGHROT A T AR . RIBE[RI 2%
PESCAY, BRI B2 SR R A IRE (] SZ A IRl i

TUDKs L 25 PE AT S8 1] 28 S5 Ak s 5 AR
WK T AAAE, HARIRASH R RI A, Bl HAE
TR TTAEAE s MG S8 78 2 4% S AT ) o —
Jio BT RBHIRONVERS, BRS04 2615
SR — 05 MRIELLEAETE, & 20A O B 1 58T
WIERA, FERIRES T

BT B2 [ S A 7 AR B R AT I, B
o 2 RO % S B ST R B AL fE R TE R A
L T R AT IR IR R R AT B R SO AS, AT S R
W AR IR B B AE T 5 80P 25 52 4
42 ZANBEMEIRE

%2 NIBIE W 2% 2 NIEE M R . 15 I8 TE S AT
SRS T SCAT RO [ S AT AR I S48 . d /M
T RAER HHIN TR B BT, AR A H AR R
BER T BRI T2, 2 N g 2 A4 55
A, PR TE ) R AT AR IR AR, B
FAABRI ST A3 PR AP B, I AR S 5T
ARFREESL
421 HEIEASREST
Z NEE M BB A2 NliE B AL E T
SUNE, BT P ) AT ST DU I 3 (R SR
WL SRR AT R, PRANIEE R I, FRONAH
A iEiE .

W2 NIBIEM MG N LI EG = (V,E), Hrh
VIREZ NEIESE, E c V x VACEAAREIE 7] 1)i4
%, WINPC(pc,) = {pcalpc; €V, (pey, pey) € EYN
WiEpc) MAHARETESE . 5 A48 18 8] ) B K ]
% 2R g 18 T8 e [R5 5 7R S T P () R0
S ARIE T EE LIRS HT 2 @B
BB RBE, &dE R R SR K T IR U6 4 300
TEM 8 N AT AR NIBIE R E T, e
FHAREE R .

TE5r A OSBRI Al b g i FE G
TN IANREIEVE AMETE, Hkw HAR NS
B MHLIEIE GG, AN I8 i e T R A s
AR, FHOR T R AR AR TE B Y A B
AREIE T IEE AL AR B, WA AR, IR
HH g B FR A BE A R BB A R AQiEIE, B A S
SCIBTEALFRS B S R R R AL OB TE AL FR o

R FUR T S S AR IE AN PR IEIE, B
IETHE ) ] RS SR Z I, FIEIE nE R I
At AE 415368 T A 2 S 388 T8 I EERT A G AR AR, AT
TRUEFE SN A 28 PRI 1) El AE R
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WIEARRIRSL S, WRE AR R EE
W, ST AUER S Al AL bR S E SR IETE A )k
FEFRARAR BT S AR bR . X% b S AR bR B AR
)_Dfi:

O Hukb FI@EEN, WEAIASEE, H
C(w) = {ucy, ..., uc} TR HARE, FANNWERR
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(22), (6, 19)
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(1, 51), (6, 24),

(1,13, 96)
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432 FiRSAARIERTHE
TR S H AR AR P Rk ) B AR, UScE
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5E S A BRI P RS
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FoAh SR AR ] PE B TR A (1), 17 AR AL FRIA]
(B B 58 SN RS AR AR 5 AL BRER 55 11 e /ME
433 M
E X % E B ks X (S 3ctul, B Artbdk,
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(A IAERM, RIS miz i R
Brex—. & T BT R
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FE R AR K B AN B b T4 B Bl T XN GEIE M
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W L% AESNAS AL N PERETEAR,  FLTR P 28 PR 85548
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*2 BISKIER

2% B B AR B eI
SilentWhispers 0.52 5.33 64.28
SpeedyMurmurs 0.72 191 16.05

L=3 d=5 0.881 1.93 13.43
d=6 0.883 1.93 13.36

d=29 0.887 1.91 13.10
SilentWhispers 0.57 4.57 10.55
SpeedyMurmurs 0.94 1.79 5.46

L=1 d=5 0.945 1.93 4.48
d=6 0.946 1.93 4.46

d=29 0.947 191 4.38

TEL = 10, &M PEREA XS TL = 30 3H fr
PETt, B FES Y N %% =4 2 — . SpeedyMurmurs
(32T RRIRARTEE 94%, HIXHRTE T 23%, #4%
KRS T M 2 Nl W& R R 242
95%, FHXTHRFET 7%. MHELZ R, W45 E X
SpeedyMurmurs 20 5K, B 22 N T8 W 2% 1) 4
AESE nfR e .
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6.2.3 M4 FaE T4
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PEEH 30, Bl4Eepoch = 10002758 5 ) F 8 A 4%
gERY, BREFAY A 598722, SpeedyMurmurs K $%
TR, G ST FECT s A @ T A
IR BEACTT 5, O (1) X 28 B S35 B AR AN A
JEARAR N 300, {HZLEMZEAR SR ZUN, W4F e
TFa4I£107,
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mANIEIE, i EE SHOIN, W f%%L
rEE N,
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iR HG, E2 NIRE PN s 7 ST AR,
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AT AR, VR TR T AR &S,
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e HVERE . SCIRSE RN, 2 N IEIE M4 RS
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DR 265 FEARR T 24 28% 1) i F Y, - DB T K DX 28 A 855
5% B R REE AR e, R T SEBRM
FH T2 NEE T AT K.

TERSFAERY 7T, 530 18 S AT (I BRoRA PR AP e 1
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Background

Blockchain has witnessed rapid development in recent
years since the release of Bitcoin. The emerging of Ethereum
broadens the application of blockchain, based on which smart
contracts can accomplish a complex logic. Nevertheless, the
throughput of Bitcoin is 7 TPS and Ethereum is 15 TPS,
which is far from real-world applications. Solutions such as
Payment Channel Networks (PCNs), sharding and
Bitcoin-NG have been proposed, among which PCNs move
the on-chain payments into off-chain channels and support
cross-channel payments in the network. Since PCNs don't
involve properties of the underlying blockchain and regard it
as an arbitration platform, it is of higher compatibility.

Various researches have been deployed in PCNs. In
terms of one single payment channel, Green et al. proposed
Bolt to construct privacy-preserving payment channels.
Zhang et al. constructed payment channels in zerocash. As

for routing algorithms in payment channel networks,
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Prihodko et al. proposed Flare in Lightning Network, which
achieves fast path finding based on the storage of paths to
neighbor and beacon nodes. Malavolta et al. presented
SilentWhispers, which utilizes the landmarking routing and
secure multi-party computation protocol in the distributed
network to achieve the privacy-preserving off-chain
payments. Roos et al. proposed SpeedyMurmurs on basis of
the greedy embedding-based routing algorithm and compared
performances of different routing algorithms in the
distributed network. Moreover, Malavolta et al. studied the
privacy and concurrency issues, and characterized their
tradeoff. Khalil et al. presented the solution for nodes to
rebalance their amounts in channels when it is depleted.
Miller et al. proposed Sprites which utilizes a global contract
to reduce the collateral cost of a multi-path payment.
Malavolta et al. constructed anonymous multi-hop locks
(AMHLs) facing the wormhole attack in PCNS.
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However, all these works are based on two-party PCNs,
where an off-chain payment with multiple payers or payees
cannot be accomplished via a single channel or path. Besides,
for multiple users who make payments mutually and
frequently, establishing channels between each pair or
making payments through intermediaries is complex and
costly. Pan et al. extended the payment channel from
two-party into multi-party. Nevertheless, it is of inefficient
payments processing and payments are limited to single
channels, which is far from real-world applications.

Our work in this paper enriches researches on
multi-party off-chain payments. Firstly, we improved the
efficiency of in-channel payment processing and achieved
support for high concurrent off-chain payments. Secondly,
we implemented cross-channel payments in the multi-party
off-chain network. Finally, we proved the feasibility and
security of the multi-party off-chain network. The
performance of the routing algorithm under real-world data
shows that it achieves a comparably good performance to
PCNs in static scenarios and is more stable in dynamic
scenarios. It is indicated that our work is deployable in
practical applications.
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