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Abstract As an emerging technology of building machine learning (ML) model using distributed training data
sets, federated learning (FL) can effectively solve the problem of local data privacy disclosure caused by joint
modeling between different data owners. Therefore, it is widely used in many fields and has developed rapidly.
FL keeps the data of participants local and only uploads model parameters to the server, which effectively
protects the privacy of local data. However, the existing FL systems have been proved to have potential threats in
the data collection stage, training stage and inference stage, which endanger the privacy of data and the
robustness of the system. In the data collection stage and training stage, attackers may poison the training data or
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the model, thereby endangering the security of the system. In the inference stage, attackers may input samples to
add minor malicious perturbations, causing the classifier to incorrectly classify the sample process with a very
high probability, which will lead to privacy disclosure. Most of the existing research works describe attack and
defense methods in ML, which are not necessarily applicable to FL models, and only focus on a few attack
threats and traditional defenses, lacking a detailed and comprehensive overview of the cutting-edge defenses.
Starting with two kinds of potential threats: security threat and privacy threat, we give a detailed definition of
security attributes in FL scenarios around confidentiality, integrity and availability (CIA triplet), and summarize
various attack methods and defense means in FL systematically and comprehensively. Firstly, we summarize the
horizontal and vertical federated learning (VFL) process and potential threats respectively, and analyze the basic
concepts, implementation stages and existing schemes of common attacks such as poisoning attack, sample
attack and inference attack from the perspectives of antagonistic attack and non-antagonistic attack. Adversarial
attacks include poisoning attacks, adversarial sample attacks, free-riding attacks, Sybil attacks, and attacks
against communication bottlenecks. Non-adversarial attacks include model extraction attacks, inference attacks,
and GAN-based attacks. Further, according to different attack methods, defense means are divided into two
categories: robustness enhancement methods and privacy enhancing technologies. The robustness enhancement
methods mainly defend against antagonistic attacks, including data sanitization, robustness aggregation, anomaly
detection, countermeasure training, knowledge distillation, pruning and other methods. The privacy enhancing
technology mainly defends the system against non-antagonistic attacks, including homomorphic encryption,
secure multi-party computing, differential privacy and blockchain. And the schemes related to robustness
enhancement methods and privacy enhancement techniques in FL are sorted out and summarized. Finally, the
paper gives future research direction of robustness and privacy in FL: 1) Establish a secure and stable attack
detection and evaluation model, endow FL system with self inspection and evaluation capabilities, and provide
real-time protection for internal and external environments; 2) Analyze and infer all possible potential attacks
and privacy issues, and build a perfect security attack and defense system based on security encryption
technology; 3) Study the unique attack and defense in VFL to solve the bottleneck problem of VFL in practical
application; 4) Explore the conflict between robustness and privacy in FL to promote large-scale applications.

Key words federated learning; security threats; privacy threats; robustness enhancement method; privacy
enhancing technology
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Wh B3k — 0 U T AE ECHE D 1m) K1) 43 IS A AT £ AN
FRFEAS ID A5 B TSR N TR A I 25

(2) JERVEHERIT o B R TR 4R 1
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Background

With Al becoming an emerging technology leading the
next generation of industrial change, a large number of
innovative applications are integrated into our daily life, such
as smart cities, autonomous driving, and vehicle of internet.
Federated learning (FL), as a new branch of artificial
intelligence technology, can unleash the potential value of data
by conducting efficient joint modeling and model training
among multiple participants without leaving local privacy data.
FL effectively protects the privacy of local data by keeping the
data of participants local and uploading only model parameters
to the server. However, federated learning is still in the initial
stage of research, on the one hand because of its relatively new
technical concept and inadequate architecture, and on the other
hand because it is subject to various privacy and attack threats
that seriously affect its further development. The existing FL
systems have been proved to have potential threats in data
collection stage, training stage and inference stage, endangering
the privacy of data and the robustness of the system. Many
researchers have conducted research and analysis based on the
differences in threat and concealment of attacks, and have
produced a large number of effective defense solutions. So far,
researchers have reviewed the main technical challenges in
federated learning, as well as the security and privacy
protection in federated learning. However, there is a lack of
systematic and comprehensive work on the threats and defenses
against attacks in federated learning. Therefore, this paper
focuses on various attack threats and defensive measures in
federated learning, and we systematically categorize and
analyze the attacks and defensive measures by sorting out the
large amount of current research results.

Starting with two kinds of potential threats: security threat
and privacy threat, we give a detailed definition of security
attributes in FL scenarios around confidentiality, integrity and
availability (CIA triplet), and summarize various attack
methods and defense means in FL systematically and
comprehensively. Firstly, we summarize the horizontal and
vertical federated learning (VFL) process and potential threats
respectively, and analyze the basic concepts, implementation
stages and existing schemes of common attacks such as
poisoning attack, sample attack and inference attack from the
perspectives of antagonistic attack and non-antagonistic attack.
Adversarial attacks include poisoning attacks, adversarial

sample attacks, free-riding attacks, Sybil attacks, and attacks

against communication bottlenecks. Non-adversarial attacks
include model extraction attacks, inference attacks, and
GAN-based attacks. Further, according to different attack
methods, defense means are divided into two categories:
robustness enhancement methods and privacy enhancing
technologies. The robustness enhancement methods mainly
defend against antagonistic attacks, including data sanitization,
robustness aggregation, anomaly detection, countermeasure
training, knowledge distillation, pruning and other methods.
The privacy enhancing technology mainly defends the system
against non-antagonistic attacks, including homomorphic
encryption, secure multi-party computing, differential privacy
and blockchain. And the schemes related to robustness
enhancement methods and privacy enhancement techniques in
FL are sorted out and summarized. Finally, the paper gives
future research direction of robustness and privacy in FL: 1)
Establish a secure and stable attack detection and evaluation
model, endow FL system with self inspection and evaluation
capabilities, and provide real-time protection for internal and
external environments; 2) Analyze and infer all possible
potential attacks and privacy issues, and build a perfect security
attack and defense system based on security encryption
technology; 3) Study the unique attack and defense in VFL to
solve the bottleneck problem of VFL in practical application; 4)
Explore the conflict between robustness and privacy in FL to
promote large-scale applications.
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