PR
CHINESE JOURNAL OF COMPUTERS

2 PR S R HIR T T ERiA
TRE R VER SRS

D (K E N LR SRR S, T 510632)
D (REMAE TR P (B T S S2 00 %, ) PR AK 541004)

W E B REEAE S mMET R —Fh o A AN 2 IR TT R IEBRIR IR, AR T
THEMEEFAER: —JrH, BRI PARS S H R Z 5T T RS G RAARE, 68 A T RG22 5% 5Tk
(2 AE L R B S AR S TR SR SR OGHE . 1 — T, W RIEBENZ 57 A REA R B T4 R
EREH TS 5T AR, 842 577 Bl F R E S 24 IR T PE e BORS v FE B RNOZ A AP . AR —4
BRE AN T T AP BB 2 SR AP 2% ) o i R oA BRI 4 T AT A0 A SR ORI 78 A, X B 27 ST ) P I R
o B R EREAT T R AP ) A RO R Bt &, 2 s b A S BRI 2 ST BT A DR IR A - %% 7 i i
B AP AP OTERVEAE . A TFEUBNLEI ST T 45 s RS N LR AR K AT BB I MR, R S A
PSRN SBERGEE R TR R PRSP NARBE TR, BEaile. FHERE MY
G, ST XHBE I S SRR SR A AT T 20 R, P AESRAE M Ak, S F I KRS RY TR 55 )y X
FHRHF A LAREAT T IRV 5, WA PHE X RER. AFERIRE Ik, G A TEFR S 2] RG0S 2] &1
ANTTEL 45T AP 2 S B vh T i 3 ) . B St T R

B B S]. AR BRARMRY: EARtE XPUEE. AN LEReieR

HhESESHES TP

Sk

Fair federated machine learning and its design: A comprehensive survey
GU Tian-Long® LI Long” CHANG Liang? Lling-Jing®

Y (Engineering Research Center of Trustworthy Al, Ministry of Education, Jinan University, Guangzhou 510632)

2 (Guangxi Key Laboratory of Trusted Software, Guilin University of Electronic Technology, Guilin, Guangxi 541004)

Abstract Federated learning is a distributed machine learning solution in which multiple clients train models
under the coordination of a central server. Fairness is endowed with richer connotation under the federal learning
framework. The fairness of federal learning has roughly two meanings: cooperative fairness and model fairness.
Federated learning with one or more aspects of fairness is called fair federated learning or fairness-aware
federated learning. Firstly, this paper systematically reviews and comprehensively analyzes the research work in
recent years, and the concept, definition and metrics of fairness in federated learning are explained. Federated
learning requires many different clients to cooperatively undertake model training. Fairness is not only related
with sensitive attributes or protected groups, but also affected by different clients and their interactions. On the
view of the clients, the global model for each client may have different accuracy, the model fairness should
guarantee that the clients with similar local data have the comparative prediction results (i.e. the individual
fairness), or different client groups should have considerable model prediction accuracy (i.e. the group fairness);
Secondly, the fair federal learning design methods are thoroughly surveyed. Fairness enhancement methodology
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in machine learning, or fair machine learning design, includes pre-processing, in-processing, and post-processing.
Fairness enhancement for federated learning, or fair federated learning design, can also be categorized as these
three approaches. Most of the existing fair federated learning designs focus on in-processing approaches. From
the life cycle stages of fair federation learning, they can be roughly divided into client selection, model
optimization, contribution evaluation, incentive mechanism and so on; Meanwhile, in light of trustworthy
artificial intelligence, the integrated design of fairness, privacy and robustness of federated learning is discussed,
and the fair federated learning framework based on block chain is illustrated in detail. Fairness and privacy are
complementary ethical concepts. Many application scenarios require both privacy protection and fairness. Data
sensitivity is the key factor of both fairness and privacy, and federated learning may be used in privacy-protected
data scenarios, where the privacy of sensitive data and fairness of sensitive attribute groups need to be
guaranteed. The fairness of federated learning has become a new target of adversary attack. Malicious adversary
can influence the consistency of model performance distribution by data poisoning. The backdoor attack and
cooperative fairness attack of fair federated learning are also emerging. The robustness of fair federation learning
requires defense mechanisms to deal with these fairness attacks, and fairness in anomaly detection should also be
considered. Fair blockchain federated learning is the combination of blockchain and fair federated learning,
whose main combination methods include blockchain smart contract or consensus mechanism for fair client
selection and fair incentive mechanism design, and blockchain's distributed ledger to store information related to
fairness design and decision making; Finally, the main problems, challenges and research topics in the field of
fair federated learning are proposed from the definition and measurement of fairness in federated learning,
methods of fair federated learning, robust and fair federated learning, and ethically aligned federated learning for

the healthy and sustainable development of artificial intelligence ecology.

Key words federated machine learning; fairness; privacy protection; robustness; blockchain; artificial
intelligence ethics
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AT AR
PR 2 N
T TP AT
BREBEL T B PEA T B AT
AR A T NG
SN RS T 1 R A T
AR R R A T TN
VEREAM A AT PR T (RO AT I
R AT BRI (B EATIE
NG RPN T BV AT
TR T B PRIUN T (e AT
R A T BRI (IHEATIE
BONTA T RPN T CEA T

3 AP R

GNLER = TR AT PR 58, B3 AP HLE
Pl vrt, AR TALEL o) Ak E R S AL B A =
KRS BT e, BRI ST A TR 5,
BCE AP 2B, ] DORBUX = Fh 5
Ko AR TERH 2 2 BT RE A T rh e 4k
BT WAFERIR I A ar WM RE, K3
AR Pt PR 00T R A 14 959,
DAy A RN U IR e P PR

3.1 AFEFIREFESE
R IR 27 ST 0 7 7 i AN 2 1 R — A B P2
TR TR RIS AT ERET 2R
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AL, B, FL RSSEMFIE (a, $EmUSuEfE
BAsg g AR EBSD |, AT FL % R
fi o X G TR A T B 0 Rk R FL
B, AWEBRE (i, FRREE. W, A
HORE FESE) % - u g gl o JE . A Rvr H S
MR R ERERZHEE. FlW, FedCS
(Federated Learning with Client Selection) LL5Z[R
FIR TR Z N P ims 5 KA A 48T
1 B bw, MW 2 s A T H SR IR RIE A T B R ik
g e, af i i S BB S M BRI E I K
Pl th 41k 2 5 S0 25

FL % Pl B I AR o =25 &R
B AREARFREES . B, Bahis FL R
G030 O W 2 AR R UK . AERXME LU, %
HdE R Z N E % P A KT ek 25 FL I
r (BRI, RREAL) , AR E I b 5
Bl geditd (BRI, AR o [, wlRgk
A 2 B K — B ZE R % S
(R, ARERHRRD

EAFERERAZ, AR bk £ A Bk
5 Mk R A B s 7 . 2 g TR )
SRR TR R R T IR P ik
PR AP, AFECRS 2] AR EAE FL RS 4%
FFL 25 77 v R 2 2 [ AR P4l TR A 0
A AFECFR 2 ST % P o B 07 11X TAE
AR D B S 5kdEd], fo2)
P i AR Y B 5E 1 o
3.1.1 & IS S5k E

TERE WA BRI 22 2, Wl REAFEAE RE R AT LA
Z 5% i, A R EEAE 7 8 PR T RS
AN FT A 2% P i 2 1) R RS B 2 B0 03 R 5 B R
e, FEXNZH5INGRE " gt 7ER . Huang
R FL & P i BRI K A AP 20T B e
S ¥ A5E Y E S I [A] ) @, & T Lyapunov fiLAKHE
IR, ¥ S 2R ) U AL R AR R AL A R A, d L HE
BB 17 iEAR A FL & P IS 550k, Hdpk
WAL R R A2 P 2 5 IRAMET
% P BRI O. Seue s R, A
V- FL %5 7 I B S T CLEER PRI SRR AT 52 T
FE Y R T

Yang Z5¥% FL %% i i 45 1) AR AR O — AN
A28 Bandit @M, Hi, SAERE-AE
Fuit, BENRRA FL B mMES . By
Kl 250588 AR etk 4l 6 . i FEx
e B 2% 7 i A AL R B 2 AE AR I 3R A5 5 Y [
i, HIEEEA N PN R P m e E 1 IR
LRSS 5K IR bideft T 2
5 FLIIZRINLZ.

&P 2 SRS ] DR IE FL %P s ik £
B A, (HEVF 2 A AR EEFRE,

P K R R AR IR B RS
JETEWN, R EESLZ RS NE P 250K
LIl e WA R
3.1.2 5/ by B 2R A 5 i

I 2 2] AR P di e B 1) o — R T VA
RABORY 2 il o 55 7 i 1) 2 G0 S A e AR B0 S A
& FL RHERE PRI e Bk . FL @25
B o KA R PRI ZGBER, Rk, 5
e 7 BRI % 7 it 75 2 B 1 I 1) 58 52 I 25
FEXFRIEOLT, FL JR5548 n] BE 201X B 25 7 v 41
NN, ARG B2 G B ok A B
TR uiae ISR FL BIRESL, fEfARR
PEA R EARRBA R P e 25 FL I, 2
NP R B — 2 0T

(1) sEHI1E - e A4

T G IER A 2] H h  BE BA B 5
Caldas 2% EFE AR (Dropout) F-F#87 FL A&7
O30, DR ARE EE T %5 i 5 9 U AN A g 0 1Y
JRERASE A, P v R R AT B ) R 5% s RO () BT
BER AT ISR, I AR 3BT BRI 25 Fr 15 150 Y s
P ERS 28 X TGt Wit 0% i B A
A, P B B 0T A AEAE Re J1x) AT
Ik, AT v Ak 1 2 T BRAE 1 25 P S ade 35 P 51 %
()8 7 i R AN A S o A T 4 R R & —
T& T A AR 0 X 28 (1) 17 B T 925, AT DK S
T 5 P B FE B A R 4, DL — 2 R IkaE
5 RLA o R HSAR 2R 388 B U 3e 5 R B R 5 e %
TrReEEENE, EF— @ EEME A X
THERE, Z360E e LR R T IER .

5B BT R OE  RBEAL 5, BT £
FEAET BB NS A ik,
Bouacida %542 i T H & B BL IR & 3 (Adaptive
Federated Dropout, AFD) 4 (L& 2), i@id4E
P NEIE R B (R — AN BOE I 2R AR B 2
PEATEZ A 3 B AR D, SRIE S T AL, BT
AR RIS A BN 2 7 i AR, AT R AL S
EE, YRR R
BEE TR E7T B v T
® i 0 i

X S Pt ,

|

SRR AT A
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[

-
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[

@ EAMII%

K2 HIENEKAEFR
(2) e % s AR B fi
8 G BB S 27 > T B 7 i 4 A A B A 2 A ) 5
— R Or ARG TS RE ST BAR B 5 P B
AR AR, DTS A AT B 0% 8 i 7 P i 3k B ) BRI
f. Li &5 7 V&A% s R 2 ol Al o5
VRSP HEATH 3 IR FedProx J7ik, %07
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AT RE RGO R0, (HXF R
OB, 25 o SEE AT R 5 BUR B R HL
XU, TSI RE, I\ TR i b
R s sk . H—, @RI EEEE R
R R ER, SREmRENREER: H
=, ZAMEAEARFEE TR AW A
T

(3) 7 Hill 2 J v o) 4% 2

7P e A T R A2 B K T B S R ) (9
n, PR, HREER) Rm, UE R
FL SR 7 iR 55 2% 38 LA I BERTINF, — 2885 0
ATRE Bk fER I XK I BE n, Ik%s 4
IV 5 P o 3% B A A R, LSRR R E R
B, SR, XTI EERAB % i, &
FETTRE S B FL BRI IAANEIR . PRIk, 8
EEERENZFISEREERRARTES SR
LRI R A, NI OB i I

NT R IR, Zhou 4R T — AN
FL #E42 ThrowRightAway (TRA) B3, H 335
MET, BEAERTRIFALSEHEN. ET
XAMEBE, TRA T 2005 — 8 2 i 30 Ak n
L 1%k, JHUaR:, FrEZ51 FL &P uidlies
M FL IS5 2845~ H M SOR I . MR 25 5 o ) )
H, RS AK R i 4y N RE 7S R FIRE AN 2
A, SRE, RS HBEIERERERESR
BV P o, R AR LA R BE T . G I 3 5L
EALE R, RS SRAUKT RE 71 78 /2 1025 7 i R %
EHEE R B, E R KRR R I
FKAE FuER AL E, TRA RS E 1%
EHERE. XROTEAA SRR R
P HER O 2 7 2y 3 oy R TR 2R AL . TRA
B MU B FL %57 it R W v R PP A4 1 LR X 2%
ROL, FFSEHL ) FL IRSS S8 IX Eef5 E . X
BB LA e M 1 S B T A
3.2 AHEBRMATE

W 7 TE FL BEALISE 2 BT HEAT (% P b 3 4
4, FL BRI ZR f pefad FE B AT AR B & FL
A FR AT R DL o I R DL TT B 2 3 B0 S uk
SR AR AR, B DA At 2 s R 2
AR SR B R P, Uk, AR
P RESTER P 2 MR AR A flin, fEK
BHGARR, FL IRG S E&EUiN T2 e
F P B R B 1 4%, (HIX S5 4% AT 5
HAFER AN RAEH, AR 0] R e T R AR R AL
Mk ERIMR L, BEHMERANEE LE
A, FL B APERIALAL T7 45 0T AR B AR
Fite BT H AR SR 5 RS T B0 RE 10 7 925 o
3.2.1 FET HARBR I T

FE FL BRI GRAR,  AbER AP ) & L
V2% 2 T 4 A R K 45 K R K s n E I, DA

Wi NPT HR . I J7 1 3 E O ORFRAH 24 1
A Je A5 RURS B B T O D B P i A YR A B2 ) T
7, VASEI FL 2% 7 wiig () T RS B2 1Y) o0 A — B,
FAR F3E 18 Bl 1 e 2 A1 2 TP,

AN HOGn BE AR %% 3] ( Agnostic  Federated
Learning, AFL) & FL 2AFHEMEEH T TIEZ
— B AFL 3@ B b AR R R LA A 4 5 %
i T AP A Fe Al 2 P oo R 2, SEE T E A
S BRI ST A% 7 v B T RE SR AR ST
[F] 534, AFL S0 AN [F] 43 A 1R 2 7 i T 8 R AT AT
(ATTHED B Amdedr 74, REZEARE It
RE B 22 % 1 o R 2R, AN 20 L Ath 25 7 i ) A5
BPERE = A A . SR, AFL fUE& T &P
Uiy RO B S R, 6 TR B P i ) K S
>, BRIz AHE LATS B R ERIIE .

NT MR AFL BIZAGRE A2, TR E
W28 N IR BO T A IR R, L R T g-
FFL (g-Fair Federated Learning) 7511, g-FFL
WS g REFIAUSHFE, NHRFEERS
()% 7 o 73 FC B = AR, R R9R. 5 AFL AH
b, g-FFL BN R3E, BONATLLE Y g ki
NP 72 q WEAREENEET, o-FFL
MTERES AFL FHY. Li 0t — 08 7 —Fh
T g-FFL WBE AR E S FL B& 5% o
FedAvg. g-FFL tb AFL EH BEAKKKE E %
(R, BEE R A AP p SR, 75 FL
% P ST S S ST R B A A, RS BRIAS
FEVEE, SR, g-FFL A1 AFL #RASBEIEHT# T 2
de i, wREFCEEE N, AR 35
g-FFL Al AFL (114 BE AL o

AFLIg-FRLIE & R 8 s 0 A R i s n, A
A 0T 3 2 A8 A R B804 23 A1 TR) R . % P i P AR
45 B I 18] HE 7% H B AL AT R 23 i SR BOHE A 1)
A o 0TI R 43 A AN 5] T I 2R B0 23 AT Bl
WK A AR BIE Y, DUl 7
AgnosticFair ( Fairness-aware Agnostic Federated
Learning Framework) 757, %752 id 357
BCRRH, A0 5% o HURN 2 ~F- 29 R Hb 1 B A Eos
KT — A B ERMAUE, PLRBlgi A
o 7E B VR B A O 2 A R 0 )1 L
T, ATRASEIL R AF R HERR Y RD A S . SR, E
HTINAUAR 1) i 5 75 2 53 A1 R S 3 S0 RURI 2% 1 3 1)
BURAE R, s ER 2 i B o A (S R .

T GENLAS 2 ST INRER A a1, i, R
SV %5 82 Wi ( Disparate Impact ) .« 4t it T 2%
(Demographic Parity). #J%5H1% (Equal Odds)+
B1%EH14> (Equal Opportunities), 2 %& T4 5 () i
DUPAS P2 oK BEBERC o ARTIT, B Fo0IRG 2 2 —
ESCTET A T TRR B, ORI e P M B AR IR O Bk
o )RR R B AR SR AR N e, HE 2



AHAT. A, BEFEN DR T — RYKE T
DUPHS 52 1R 2 P B2 36 g o't T AR BB 40 TR A1 fie 1
77 G000 BEOTOL B I SRR 1 A T B 2
ﬁ%ﬁﬁ%%ﬂ&?ﬁEEZW%ﬁMﬁ%%@
1%,

Cui SR B — N7 1 i (1) FIUIUAS 52 452 2% % Jon 28]
Hire%, M 74WR2 BRI HER DL A
— S PRI R 2 2] J7¥EFCFL (Fair and Consistent
Federated Learning) ™, @it A40 6L & F g & F i
A7 2 TP AR B R BOR e R AL B A AL TR 2%
J iy fe 22 VERE o

Chu%§iEid 5| NJ~ X ¥ %M<= % (Difference
of Generalized Equal Opportunities, DGEO) #]#H
AE, BT AT B X U5 ik Fedfair™, ¥
DGEOTH A 4% i oy Jay f Al T I /B, ke 1% 7
Uiy (15 L o Zhang 55 TG A& e X
BBk kA, SIS P R RE AR L BB
E%ﬁ?ﬁﬁ%ﬂ%ﬁ%Fﬁ@?ﬁ%—W%&
T,

Papadaki & At 75 %% 7 S 204 AT g S A 40
TR PE I BEAR A PO 2 ST i, 7R — 1
BT, BFAmMAVFHASN—EBREFEAT, A
IGIDNEE Y PN 2 /e B Al M = e YN 10
RS ERR, JRen T BFR A P
> g/ e K H A eR i S 3 SK fig 85 92% Federated
Minimax (FedMinMax) . Yue%if it 7& H bF i
Herbas n IE W OR A8 TR B EE I A O, BRI
15 %6 YO P B 22 1 AN A BT A4 2 47 2 25 A 1
B, S T EHARIAMA AR A 2] JT A GIFAIR-
FL (Group and Individual Fairness to Federated
Learning) "™,

3.2.2 FETHERITE

BT R T R AR A SE I FL AP
P77, Wang S5 HH 22 il K B SEERh FE i
RMWFETFH FL ARF—DFBR, T EcErh =
ZESAR KB F ui VR RE, 4 R BB T B 2 4 4k
— e P A B HE A M OX RIFHLE R 2 35
FL IZRIARIMA A ). Nk, $&H T AR
> FedFV (Federated Fair Averaging) 770, 78
X% P i Ao FEE B R SRS 38 M A, gl AR SZ AR AL
JEE A s DN v S PRI 55 S BT, R FH R R 4 5 Sk gk />
16 58 B i (] ) P ol S RN I E A P i R ik
JE 25 P i 1AL RS i 9, R Aefs FEE B i 1Y [
W B 2E AT 12 2L LA BRBR B2 ph R . FedFV £ A
PEL RSB AR 2 (R AR TP . SR, AT
5 i A1 F b R BB FEE A TF D7 VA AT RE O AN MR 24 ]
FE, DIORETAT LR A THER FE AT Re 2 ad i, JF
B 5 &p bt BB AN o bR FE B T B
M T e RERT e FEEM R T
fif XA ), TR E AT RERRR AL T TR S FL

BPIRBE R A

Huang S5 3cTt 1 K25 7 S SRS FEE A1 2 5901 Sk
I TR 25 28 06 B2 B A i p s s U7, bl o
2 Pt RE R A% . Kanaparthy 2545 H T 3T %
2w Aofs S I PR ST e R 00 A R T 0 4 SR a4
BERBE R A KRR, FairBest
FairAvg. FairAccRatio F1 FairAccDiff. A& &b
1R, AR5 48 T E e ie B pr e S 4

Bi MR (Gradient Sparsification, GS) /&1
T 5 V8 Wk 2 >0 v o 52 A% A 2503 (A 2007 2
Han 5542t 1S o) i R 454 5 % 7 i 2 [A) 1 2
TR A TR top-k BEEERs A, @it 5 &
I B S KR DR AN [F] 25 7 i EL AR 4 2 O
B

2% P i B BRFA R B BR ), B U R
PEAS I BB R 52 2] Wit kR A R . Ezzeldin
SIS EOD K JE 4 Jey A 7Y A = i 1Y) SR g 1t
NP, HHERBERME P A EOD %
|Fi-Fiopall F TR LSS IRLE, 12 T A
I ¢ 2% =] J7 9% Fairfed ( Fairness-aware Federated
Learning) ¥,
33 NEIEITESE

DL RR VT Al A2 G 7 U i8] 5 7 s AU 6 AN 2 P
Uiy O MR 1R B B B EAT VRN o VAR PR
AR FL KA HBAPERE R . ad ok,
P SRR T T FL 5 7 g a0k 45 A 22 i 4>
Bio DRI, ASFUPAE FL % b Tk £ 6 B,
BUEH FL STRRITAS 73 KRBT 2 9 1 Bk
WEEE, 2) MEVEM, 3) MR, 4D
Shapley {HF15) £:56 /52,
331 HRIMERFER

H AR5 B VPG 7 v 2 % 7 i 16 5 AR
A5 BT K s koAl . B AR S B
B (R ARSI E . HE Ak
A, LA i e FL ARG T EREE B 5.

Zhang SE5EH T A PIRA: 2] 7 HFFL
(Hierarchically Fair Federated Learning) %, sk
&P FL RS ds kS H A BOE S 1 ml A T 5
EEE (B, FEmE. SEE. BRI K
KA G, MRS AT AR S S B R i i
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2 MRS BV AP Y . Kang S5 RAT T
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Sarikaya Al Ercetin #2tH /2T Stackelberg 12
2RI FL BT R, XA R T, RS
PHEUTE S0, % P AN E M, RS
a0 7 e W SR R 55, %% P A OS2 07 SR
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FRI-F S R], 25 7 s R e A SR IS 2 1) FL IR 55 4%
RS RATE) WStk — A8 CPU AN
Mo Le S0 B EE B H TET40321 FL U
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i B REA % RIEE TR DU E SR (57
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EAFERERZE, DB RIR S b fe e ]
FEHPEAE H RIS R kiR S E R . RSB
IR B AT RE 2 240 8 PR
3.3.2 MEVEAY

AR TEAS T7 VAR 48 25 7 I A5 45 € AR 55 g 3R
Pk & H Tk AR 2 HTEEE FL
58 P i) P e TRk, W R T P g 3k 45 R 2K
SrECTT R Lyu S EEALEGIN TR -
2% R FLIOY,  FL IR 25 B 0 o i g e 2
FNZE, BN i 1Y) 7B 25 AE IR 55 2 AR 2 7 i
R P TR A R 2 IF AW sE T, %% P S R
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NT ML TT R, RS TR A E P
AR AETTE

Zhang SF4EH Tl FL RS H A ZE AL
B, MAMES KRATE CRESERGESKR
i) MRIES5E CF P A5 R
BEEERHRE RS 5 E A, BRI
1E X BB LA R IR, BRI AT ] — 7 # A BR B 2K
PV o AR5 K AT T EAE VISR A R A7 T A
AR 4 A, G 25 7 i 0 A B 2R
IEAIREIIE N, A A2 T BUR R AR T8 o

bR 7L, A Al FL 2 STk A
WAETT0. Zeng &8 NHR I FL 2 7 diigide 48 (1) 47 32
77 & rp L 3 g A B R A R R R
CEuds . iPEEEJ). W SE . CPUD HHATIESr, @
W2 YT HORFIMIEFEZ AN S FL I,

AMAE VAL D7V R S AR 1) FL
M55 28 F0 FL % P um#le a5 2) % i Al
H5HMZS5FAER (B4 RERD AHALFE B
= WiZZ 5FH KT E K X AMRBAE LB
MR R R IR E SR O . SR 1), FL RS
0 FL 2 P o] fe | AL HAT A A 6 TR
2), AL FES AN, S HFWBERA AR
AR S, EXMIEL T, KA BRA A
B AN S5 A FEBER E T LU & FL

BRI PE R IR L SN E M AR R . R A
2, XSGR 2 AT AE 2 0 TR VT AR A P AR AR
AL
3.3.3 RHHZE

FETROHEZER) FL STlkvrAh 77 75 S R 7 =
THRIE VIO, RIEE S 2 538 20 5 HAH 22 i)
[F) ) B S RO o A =M )9z SR F R R 4y 5 7
% D CPEE S BB AR BT 850 78 ] BA Rk
R AR 2) dbriia: S 5F MIES
TZ 53BN FE A BASRAS F 3 mH; 3D
Whrfik: Z5F M EIRE T %255 B ITHRIBA
G S NEVEEE PN

X T30 bR g AR B A O, BN I R
(149 [ i 4 AU e+ Fom N I, TR A [l i v &l
W S ERE A /R BN . FL s BT
RRIDBRIIE TR . Wang £55 FH i brait o ki &
FL %77 B oTik®e, 32 TR 2 5 07 skl Bt
LAY B o R 1 AR, S P AL B S i 5
Wil ¥R & . Nishio S845 H 1 I8 4 FL gl 2
320 R4 2 Sl PRt A % i Sk i 07 10T, 4%
7V AR T %% 7 v o3 R VA ) 38 45 AT ST
B

TAT B PR T8 T AR FL BRI 45 2
B v REAR H R € P b DTk . IX R — AP X
WAL CRY, Bk THAMS 5% P moaEk) , A
e S e P v A o B0 1) S FRA R
3.3.4 Shapley 14

T Shapley 1 (Shapley Value, SV) [f] FL
DTHRPEAS 5 iEGI R 1T 2 k. SV B — MR T
PRoTMk i 5%, AT e E RS, &
F 1953 4E4R I, B P SV R T %%
Fruef FL BRI oTmk, v DUE s A5 1%
B v () A BT A 2% P g AR B 1) 32 R Tk 2 R
PR B, R BUE A IR T % 7 i A 1R
HEAE, S MBS RIF LK. SV THE
SIREE O2"), KA T HmE SV it ERECE,
TEAEG I = ) R TR 2 )8 kX5, Bl
AT 5K Shapley FIBEE Shapley®™. ©F
BT SV B FL & P um ot R vEAG A ASE: TR
BN T RE 1

(1) BTR i) 5%

Song Z5HEH T RIAEE TR SV 7l
1) B EE (One-round, OR) Al 2) Z#HE
(Multi-rounds, MR) . XPEFIVEHEIN FL 25
SRSCEE R T R A FL B, T N AR A
v EATE . OR WAERTA R &
T AR R . ARG, fERJE R EEN
AN, OR fE i o — o f A B (A 1Y
HiFE—k SV. M2, MR fER—#)I%+
HE—H SV, NEKRHEE, DUMEET SV i
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BATTMA . Wei 254 MR BHT TR, $#2H T8
Wi % (Truncated Multi-rounds, TMR) 75,
TMR X} MR 34T 7 A7 st &5k, EhNE
A RS BRI ZR B & T AL E s IR,
R T ADERB R, e R,

T X L EE TR FE I SV it J7i%, ATEL
EER VML FL B ot ek R . 2R, %R
T LA R U Zhh AR 25 P o 1 AR I AR A .
N TP BRI E AR, Wang S542H T M
REARTTIESS, 1) 3T B B RRe A7 340
2) FET BRI U . XL B RS
B SV HHHEMACR . Fan Z5@E0 6 BTG 2 7 i A
[F] ¥~ S 1 AT BE DT RR (0 PR (R b 4, M T Ab ARG
# Shapley {8, #2711 Shapley 1 [ 24,

(2) FETHHER %

AR R 5 2] 2 5 3 I B £ A8 R AR 5 TR
JVFREES, EEEAEETEBEESP, X
X% P o ot R VA SR T T Pk AR . Wang S5k
Shapley fE F Tt 59 1m) B R 2% 2] ()RR 4IE 2 244
BO1, Py B4 SV ATt 4 TN T LA o8 7
HVBBUREFAE , 1% 77 V20 5 AR ZH T AN =2 B 4> 5 )
FHIEREAT SV THE . AT, XA AT
SRR, BROATHE AR B I 2R ) K B 4R
By K. Fan S5 7 91 BXH Shapley {H
(Vertical Federated Shapley Value, VerFedSV) [f]
DURR VA ME R, MR & AN 2 2~ M ) B
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Shapley B CLsN FL BTk iFAd 15 2HA AT 1)
J7ike SR, $2 w02 By ok 0 A T H A5 A A
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REEBURRRE | mezes)
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(Federated Client Contribution Evaluation through
Accuracy Approximation) %, 3@ id )i B A SRR
o4 M OBE 0K B dR Al B B! ( Accuracy

Approximation Model, AAM) k2% S84 % 7 i
(00 o B 12 7 92 0 3 SRR B AR AT A
oL P Dk, B E T FL BRI
RHEHE TR A, RTEP WSS 5.
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PLESET AT 4 FL 024155, K15 AAM (1)
BINFUE bR BNBRFESE AL, ik n ME
FURAE R HITE R R ¥ FL ISR, M r 5 REER
FERRIXS, X@ XMW1, BARIA Round-wise
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BT FEAR P EENE. A, BT AAM 2
— AN AR TR AR 2 I 2% 25 1), FedCCEA H RiTY
PTG FLAT S, PRI RS A bR M

3.4 AFHINEITE
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oOTEER, AR T2 AR FL R HL )
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X E SIS R A TR FL BRhHLEI BT, X
S SR AL R BT LAy AR 1) B M R
i, 2> JELE ML
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P, Zeng S04 £ 44 S F T 0Rh s R A
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F ity 2 8] 43 B RE 0 B AR Sems (508 T BEpr
HZIHIFES), FRETTERVEAG I 5 R T A1,
BT EW A4 FMore. TEFEFRIMBE, R4 Beil
b P i RV 4 U R A L AN o 7R R AN
s &P AR YR AT R R e RS . 7R
WA R R AN e, RS B AR 25 7 i (14 1
TUBRAE LB . TSR T M R B A
W, 2 P Al LA e 1R SR 8 T A
FMore [1]— ANk FE R A 5 R IR BR I AP
Rk, AR T FMore HIYBRRA w-FMore,
PAN A2 P B AP . w-FMore AN 7
Bl —AMER w, FFIEIMES % P SRR, R
TR VIR ER o AR, X T TR R R AR 45 B
g P el S Y, WRAETEAT N AN FL
Z5%, NgEMHRESEML. A, Wit EFE



12

HEOREEAAORY, DL R AU R .

Cong Z#EH T3 T VCG (Vickrey-Clarke-
Groves) LA F VCG (Fair-VCG, FVCG)
81, FVCG Bl /= o 5Tk o o e 04 A SR
HNRRUA . IS5 sl i o A B A 8 B
HH TR B B o B, g 220 o) S 28 B A S8l P
HE . AR, FVCG 7ESEEH Al AT 1M DL ORI,
BRI A Te ORAIE 2 2 i 3R AR 515 B S

NT TERX AR, Zhang 25 7 2% A%
W5 P S () R o B A AT S B, A R AT
BEAT ARG . BP0t FL RS, 4R VT
7 2% A J [ #1132 ) RRAFL  ( Federated Learning
Based on Reputation and Reverse Auction) #HL#l .
FL AR RATE (REH) FIFTBEERR P B LAT
N, USRI E#EF S A, TR ERA
2 FLAES RATH AR, RIS A A 2
ok . AR KATFMRAE RAL S B FL 2 5%
(Z ) BEATHRRE, IR R B A 25 A s AR
FIRT k NS 5FEMN FL. )5, 5% kA
% k1 A2 5 R R E BN 1L E
Z5F KRN, BOAESS KA & IR e & H i
¥ THAHGESSENEN, Kk, "TRAR
HOSURN Tk B 2 5% M FL. SR, BT A%
T IEMAS T %% 7 i g SR A BE T s AT I

R P kT FL BUBALE] . fER23)
W2, AR 55 R AT RS B & Z AAFE S B A
XPRR,  RIAE 55 R AR & AN S T8 B A 3 B % 1 £ s
B, E BN A T B B . R R X
HefE R, MR EmERRA . N T EME R
AXS PRIV, Kang 558 R4 BRI | —Fif
BRI B, DA B A R R R B
WA FL. B ARRHE B8 S HUE L v
LRI R . AT 55 KA AL L — e i M 22 45
R, NEAA AR B 7B i B B vt AN
2. Bk, FA S oS N 2 B
U5 TR B 2 i T DA MATE 55 R A IS HLER 1S B
WU . SRBA, Ye S5AHH] 3L HIR N 41l
SRR FL Bt T LY, sl
NT =GR, AR i 00 H R o A
SRLRE 70 R 8 & ) i o X BT VR R — AR
&, B R —A FL RS K AT 2K
Wist. B RZEWE, 5 KkAE RO % i
PEHEAT PR ) & R £, 300 #% Bl 504 1 R 7 AR
TR RS, WRESAWE FLAESK
fF ARG FL & . HAT, IUA T FL Ui
WL A FE 2R L

IR L BRI R AR R T CL A T
et . (ERLEIFNHLT, FL ALY I ZRE 1306 T
HRAFHN, WS 5485 S FL BA)IZ%
T A E AL U . O T A B E

Diana 255 3L T IR A7 24 T PE R 2 - R,
WA FL KA Rpatic g R B 2, it
B3 A 2~ BRI 25 7 55 A8 IR A5 U 2 Jal 1 I
[ RAFRFRER . T FL AU 2R Ak
LN TE], R 55 A8 VT RE TR 8 BN AE BB
BAMES 5. X FREFm R SE4 Nk
RAF ) B4R 2 (8] B B A UCES . O T 5 RO A 1)
AL, AR T AR ET R, SR
T A R A R A A R s /N B B A A ) s R
VAR IS 18] 2 TR (R AN 55, s [l 4 2 25 25 e 25
B E IR B DTk 1 2 R i A IR
R THEKBIRE P, AR TR IIZR 3RS
2N fE% P R E 2 ST R, U
P IME S F R DR 25 P 1) B B R AT R A1
IR, DAAHBRTAlAT T DTk -
3.4.2 ARG ML

F— FL BURIMLEIAS R 3T B 225, i
FRAE 2 7 o B DT R A ATT 7 O AN [R) I B Y FL AR
LU 25 F oo X T7 G T LU R H 3 5%
D ARef S BRI, 20 FIA FL B8~
() RN KL % AT AT, 8 3) FL %7
Uiy Z A AE S84, T R i oe R 25 7 v A B S5 IS 0T
BRE P AR E Y FL OB, D2 S 808 DTk A 7
KB Z BIA AP

Zhang 5 N2 (1) 48 9% A ~F Bk 38 2% > #E 42
HFFL 38 5o [ H 4 58 72 o o 5000 (1025 P o S (o v
Joi B AR B T, DR 2 7 i TN R A~ 1
BO1 HFFL R4 2 o O o O pR . St
D B B AARBIE N, RIENEHZA FL AR
B CBANEN =D o T IZRBAR S0 B
B, SRBE AR i R R A S R BB AR R
) B it A T R AR AR o 22 )1 2 B v i) P
FL BERIE, SR AR 5 o 7 2 Dk A A )
B A A 503 . DRk, B R ) 0 2 7 i 2 il
FIMEREE AP FL MBS, SRTM, HFFL A a1 FA
B EYE, A GO BE 7 v ] Be A A [E A
(IR, R R TE X 725 7 it R AT o S £ 2 oA
RlER: Hk, H TR A7 o0 B — L% P
Ui R AIE 2l 1 H AR H IR A, AR AR A 7
B o 5 B R AR R

Sim S45 7 E T % il Shapley fH PFAY
T AL, @R R A S HE S
Shapley A AH X 8758 B P i 7048 75 Sk 1 15 25 7 i 1)
B &, DASCELAZRIHLE] A Lyu SF42 H
T AT AT R FA R IR 52 ST HESE FPPDL
(Fair and Privacy-Preserving Deep Learning) "%,
BAE RS 3 SR TTERIRS P ERE A R FL AR
. f£ FPPDL ™, AHhAZMK RIEIAEE W%
Pt 2 T AR VPG SR 4ERE, RN AR A S
A Hb 75 5 A KSR AR — e R I 5 AR )
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& 7 AT LA AR A 52 5 AR 20 A LAt 7 7 i R
BN . RS I AR AT LAAE B R I
OUT ARG O B R AR, JF HLAEAS % 7 i 3R A
A AR Pt 5 L L A STk A IE L
XTI A S B, B v A S A

B 22 4 B R ZE I A OBt i b T 7 vk R TR T 2
SIAPHEER A 2. BEE MR (5
REFE 7D T MAAT RE AR E AR 22 1 I 2R 8080 o =)
15 (R B 27 ST MR R A B I R R T . 5
SEPUREIR A L B A SR A0 P A ST i B

P A S0 R 0l 22 2 TR 2 =) A P 1tk 3 ol AN 25 22
E 4 P51 9% ( Zero-Shot Data
Augmentation) M2 P K o B HT AR 42 R

ML) T

FR 2 21 il ok 7 R iR A

S M R 1) 1) 8

SIS S L TR I8 L 2% 4.

T4 NFEFFE S RITHIEXMR

TRNE N E FE TR HETA
Huang et al., 2020 7= PR N TR AT

=
BB T otal, 2021 B IR FRRATE

AT P
B P )

Zhou et al., 20215

C IR s

RN AT

Li et al., 20200

B RB AT

FlRATHE

Li et al., 2019%

B RB AT

FURATHE, PEREAATATE

Zhang et al., 2021%

R A TR, B AT A%

BRE TR T 1

Du et al., 20210

JE LG AT

HENE

FT HAreR % Cui etal., 202117 JE AT WENSZE, ARBHRIUR AT
Chu et al., 20211 JBTEG AT PRI
s Papadaki et al., 2022 J& L A B NRORTEAR A T 1
AFHREL Yue et al., 202177 RIS A T it AT
Ezzeldin et al., 20214 JBVEG AN, &R AT W2, G A T
Wang et al., 20217 BEGATE, RPMGATHE Gt ATH
SRR Huang et al., 2022""! BN T FERA T
Kanaparthy etal., 202177 J@ME A FHE, % A Tk Bl a2, STk
Han et al., 20207 % PG A T ﬁ%g%r
Zhang et al., 2020% w AT FERA T
HEMEEE Sarikaya et al., 20191 PN T TR T
Le etal., 2021 BN T FERA T
Lyu et al., 2020 AT GTRAA T
MR Zhang et al., 2021 P A T THA T
Zeng et al., 2020 H AT FERA T
- Wang et al., 2019 H AT wﬁ®$ﬁ
) Nishio et al., 2020%"] BN T FERA T
Wang et al., 20191 B AT TR
Song et al., 2019P" PR A T TRRA T
Sharply {& Wei et al., 202051 &G T TUHR A
P Wang et al., 20204 B PPN T wﬁ®$ﬁ
AT BURTEAL Fan etal., 202153 BRI T TRA T
Fan et al., 20220 BT SRR AT
2007k Shyn et al., 2021 BT DAY R
Diana et al., 202154 @R %HA$E
Kang et al., 20194 BN T FERA T
S N Zhang et al., 2021 PP y'ﬁk 4:KE
B B Zeng et al., 2020° B PR TR
Cong et al., 2020 AT wﬁ $ﬁ
Ye et al., 20201°% BN T FERA T
Zhang et al., 20202 B AT FERA T
TR TRl i Sim et al., 20201 B IR AT TR AT
Lyu et al., 202014 & P A DTHR A FE

4 [BEFRsE SI RN B SRaRA

BRI (AP RAHEAR &
(00, 3 5 B 10 5 38 e £ 0 R WK 2 P
b N o SR, FEAATE Ly ORI 5 B A it
#, ARBAL PO N R AR IR T 2R 2 R R
FE G, M. R K AT 8. R AIEE
WCHL 22 18] ] BE A7 AE 1L 17 35 ) AR 52 . i, £

SR F U o AN 8 9l TT REA B T B AL .
Ab, AR RES PRIRERRA RV . Biltn, ZEIEER
I DRI 24 B RE C A P R BRI T S 8 0
FOFARI SIERE S o P PERTESFAE /2 E AN 18 2
B VFZ N7 5L A R TR 7 th 75 20 A2
QNP B BB A P VR ARG B 3L [H]
%&m%ﬁm,%ﬁ%ZTn%?ﬁEM%%ﬁﬁ
At g, 8K BLEURAE 1 Ko AL VE A e s 1
R A TV 75 245 B fRIIE .
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AP S RAEAREREFMRE EIA—2:
72 47 B AL 8 B SR A B 4 R AE B BRI AE 1T
P T T AR ARURRE AR BN 1 B R AE
B, T iR O R OR U Y SR AR Lt e AR
B, AT AR SR I B 1, AL
PR SR BT R A S R HE Y . DUSE R H
AgnosticFair /5 128 EIIE 73X — 5. AgnosticFair
7 V5 RE 5 AF Bt T A ml s DR B s 40 A R S0 1K 1
TR SEBL R G A R I A A S, E EE I BUE
B G 5 T L 43 A R 0 56 R R 28 P s ) RS
B I 51 &% 7 vt B A ik 5% o

Ekstrand 5118 T 25575 B AP HERBR AL LR
B, 2 B R se 37 55 T S I R AL OR3P
FIAPPER SRR T — M HeEE 0%, Cummings
SEERVE T HLES 2 2] (R B SE 22 A B AL Rl Gt ik A F
Y (BRSPS, BPIERFE) MR,
WFFER B . 2 FR A R T RS 5 AN ] 6 [) By i 22
S BRRARURE B AP, AR BR AR LA P
PERCL, Pujol ZETFFE T 22 43 Ba R AL A S 5
PISEER IS UE R 9T, SRR, ZE RSN HdE
SRR SRR ZE, (B e-Z A BT AN R BEA 1
AR B AARMRE, R THEWALFE
1071 Bagdasaryan 25 73#7 1 224> B AL BEHLES
X AT TR FE e, R I ZE Ay BaFA X TR
PEAS & B (R TDUA FE R PR E OB 2, FRAIC A
U A

2 B BRI (1) s FA P RN A P 3 R DL L HE
PR, Zhang 5556 38 B ARG 75 8 o6 R B
T2 X 285 TR R M JEAT T — 2R 40 B RIS E 4 AT
6 BFAE B, BT DP-SGD ( Differential Privacy
Stochastic Gradient Descent) i)l Rk 5E 45 22,
TR P25 S I 25 A I B e R PR . A PR
Bl 2 [ P AR S o 2, ik — bR
Tl FH A A A R I 2 e A B R
bRk 15 IEbRAE— R AE I RIS T, v AR
SXof 1 T A S A S BRI 4 1R s A5 Ik AR i
T 22 AR SR K T R AR A 1 A E R A A R I
Y5, KRS — R N 2R T BRI I e
BRI L A P, R R4 kAR i 2 A
I3 3T £ AN I 5 P S g o 00,

Jagielski 25 3@ i 19 1 - $5 Z HL % (Equalized
Odds) Fle-ZHBRFAKIELAR, AT ook
WG RE . AP AU & M 2 2 BRFA I AP LA
23770, Tran S53R 1 T 20 BaAA A IR 2
STHRLMS B E OB I VR, s (R B A fr £ 4
L1 SN i WA S ) e AN R E % (S
I LIRS, R RN T 22 2 B A B AL R B
(L2 JEHCER BRI I e D R, A
FFHIHIA AP, J5# H T Igsma .

Pentyala S5\ i i WA BT b 75 248 H BTG

A B BUR B YA, T 21 H A 2 id g A
1 H P B U7 AR SRR B AL, PRI 4
ST SEILTER A B BRI . O TP I
ST AFHEFIRE A Z A P9, Pentyala S84 6
A5 2T EMESRAME S, BT
— MR TR I S AE S WA B S N R L R A
R TR . M2, So 25 i B AR R 4% 52
Re (i FH Z 50 R S B AY SR FH A B A ) S A (R
KRR 24 , 1B THTEERTY KM
FaFARIFE by, 13— 20Uk B RIS AR B — 58 Il 2 Hp 2
T2 RE, BRI R e G EENLE 7 ik
PR IS 22 S EUR TR AR — e e 8 (5% 7
B MEA G NI, IFHH I % i iR Ak
22 5EHF 2 e 5 80™ B BB AL 5 .
T AEH R v 12 45 A P M (1) 1) BN ERIE K B
B, EWHRRH TR IRER P 2 R R (K
WIREHL) 22 TR A E R,

Rodr Quez-Gavez %% 7% 7 e 1k H T LA#F (A
ANEYE CBUB R MR NZ R M2 AL AL r) 8
PR fR, 18I 22 55 BaFABE WIS FE T B S & 7 v
FAEE SR B AR Y, et T A PR R 5 2
J71% FPFL (Fair and Private Federated Learning)
M Lyu 25 T STk -5 BRI REAR R 10 24 F-Fa
LI 5] )7k FPPDLIMMSY, Hirr, FafA (i (g
TR B D WIEH B, BN P o A R
AR 2t 22 0 BRFA R BUAE N 4%, 49 31K A 2
WHHAT KA 20 G E, &/ ek =2
HANE R . IMEAFHLE N AR S
Ui o HAR 2 P o B 2 A8 BAT N IEAT SV,
FERIES A RO 2 A E
Uig, o8- P AN ) 5 7 S D3 R -5 R I AR 2R R
FEBIAH G RBOR L &

Padala 5525 H T BT B P i 1 B FA DR Bk
R S IR, p g, kB R Tk SRR
Gu vk SRR P SR ML ) g A ST I 3 A ) AR A
Fair-SGD; H.k, & FumllZi8 Fair-SGD 1%
Sy FEALILBIH S DP-SGD. & 7 ik L AR A DP-
SGD Wt B 280 bAL = kS5 4%, SEHL 7RG
AR E SRR R . ARZAET, K
J7 3 B ALY 0 S A — 2 RE DR IE 4 R R AL
P

N TP S e, TN HE B2 R
R R 52 PR S5 ) 25 2 A S 18 A R B kR,
Zhang 545 T AT ERFR 2 STHE SR FairFLM,
FairFL =2 Wi 41, 23 T HIBL /KR
n] K 1§ g8 ( Team Markov Game for Client
Selection, TMGCS) 12 & fe & [F] 54k 2% 21,
ARUAEPIMERERSES AR EHERE; L=
RZEREMI, BIEMIE TMGCS BT #LAL & i)
A, R ARV v L8 AN 3 S R FA 20 R I I Ol R I
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EHRITA R RS E R

T Zhang % AT DP-SGD 8y #id Ff
MR AL MY, Gu 258 A B T-HA R
B, R ES R &R ZES BRI T B
STHHER R . A1 K BaoRA P B P 1, IRk —
S ERTT T AN [ A 5 6k B 320 5 0 8 A gk 75 56 R TS 2
SR . SRR, TR BRRA ORI 2 I 55
NEYE, BTIERRE A A ST, 2 o BaFA
AT DG I B R 7 A 5 A,

B O6E 0 1) BE &% 2] ( Vertical Federated
Learning, VFL) AP35 5 EFARY, Qi &5
BT AT STHESE FairvFLTL,
FairVFL %0 882 AR FA RS 1 7 30, T4
B R IE 7 B I REAR R — A P RoR . Bk
M, BAHTHRESH A A SBEREEE
(fairness-insensitive features) [{1%% J 3if 4l 37 A
HURFAE A 2 ST RoR . R R IX s A Hh 3R OR -
fEEIRSSBRBEANBWMAES G —Kn. NT %
5N FHRMG — KR, &% il 645 201
B R s g Rk B B AP BUSRFRE (fairess-
sensitive features) [°F6, LA XIS 2] 9 Bk
A B 4k AR IR O L . EBRRA SR T T, U
5 B 3 I B P e S 7k, R RRALE
BORER G A PRUBRRHENF & 2 iR — K
AR RS R . Salem ZEITTE 5T 1 I 43 BEFE 2%
> (spatial-temporal FL) H (47 B B AL AR 5 A F
o W03 e F % — 3737 S A SE R A RUE R
% TAE AR B EL A AE AU (4 P 038 B 12 3R 75 AH A
FIBEAAIE 2, DRI 3T /R CERAER
FHI H A KA TE R M AU AT I D Ak B
R FERE S A1, FRadt— D08 i X LR 2
ST JE FH P BI0I0 1 Ik A8 7 1 A 5 ) 2 R 2 ST 1)
ANFPE. SEIGERE, MBI )G, B&
AT I P JE AR LN, B s an s i -
JERAREK, BB 2E S 51K TAA . A
AR, 1% TAE R AT L8 A B I B AL R
PO IR ) 2o 1, IR 6 HAE R LB 3k
ITIRTE, WARTEH B A S I T &

I 2 2 B NP S B RA V5 K A 5 T
H—, BARPEAEINAE;, L=, AF
TR 2% ) (B RA T o BRRA PR IR 0% 2 SR EL T
BREA (I, ZHREWTHE. FAESME. %
St FEIRREE AR (n, Zrkaf,) 2930
I R AR AR, DL TN 2645
KRB CRI B 2 2 B AP BHE R IR R . W
Z O B PB4 313 J7 vk A R B S S5
FE AT IR Z BRFA PR L, FIREE A .
Ab, R0 TR 2 S BRRL M R A ST B 9T R
ZRAE TR BEFR ], KON 1A B 3 24 5] 45 HoAth
IR 2 SIS TR A D

5 AR SIMA TN 5B

T REARR/N AR b, B T AN 2 7= A
EORARAL, M CRIE TN 25 R A e v, XFER
BRI EE (ME) BB, i B SR,
Bl ESGE F AL B ERGE
A FLGHEVE 0 B, B IO TR
AR FL RS RTON (Rt . A A i 2
FL 37 FH 308 1 B 5 4% (1 1 i

Wang S5 515 HL 2R A ALAR 2 2 I B 1 7
BB AT THESE, M R B BB AL A
R AR () IR R, T L2 A ok BH B A A T R
Koy HLAR S I BERUAFLE B 2 (0 A P P AN & v o
5, M 5RO P 1 2 B A BT 6 8 7 Mo I
1221 Chang 2%} FL fiAZREA R 13 (Edge-
case Backdoors) #E4T T M, LELILEE T
XA PR KR, FE, 5SS
A (g, Krum. Multi-Krum. 552055 £
BEARI L& S e Re, 2 B PRy, B
I, TEELT R FL SRR A

Hu 5% FL ffiR N2 08 N EERERN 2
HAR DAL i B2, R 7 0 A2 A T R 1 1
FL 77 FedMGDA+ ( Multiple-gradient descent
algorithm, MGDA) , % J7 %18 i % 7 bty T 5%
T ZRIER FL A CF sk i B 1 —
), BB SR AR i i R T
77— AL TRACEE, Bh ik T %5 5 s i B
B OCBKR” o Li UG I Gt SRk
CHEMSL [F o0 A0 2 S8 FL B ERf . AT
PR Fe k2 (R AR B P R AR TR, 2 T &R IE
AL BEFR Z AT 45 2% 3] J5 14 Ditto, SEHL T % /7 b ks
B BE 3 AR ) A S AR B B R B8 . Bl AL
BERETE BT, MR B ) SR s et T,

Xu &2 7 & A PR I ESE RFFL
(Robust and Fair Federated Learning) %, I 4cHh
TR [PRE B R s 2 5 ok, PME A PR
F 2 55 2 DTk AN Rl 455 B P B8 1 7 ZR D AH G R 3K
KER, Z5EMFER S5 E WA &S
EINBUR AR AR 2 AR SR RFFL AR
2 55 DT IR I BOAH M M RE MBS, JEAR I
FG 5 T R A EE 22 TC DT RR IR A v, JE R R T
NEEERWHSE, FEEE T UMEA T A
FE 7 BE B (B R

urRehman S8 38 THE % Pkl B2 A EIIME wi
T2 o1y FHMKIEGETHHEHIR A€ {oidu KA =
R U, AN R G ) 3 R g ) A
EEFHAGRS SRS SRS H RS, B
LT % P A R RE AP X B T OB R R
sy M T,

Wang W70 T BN B AT E R EHEA
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PR T i O, S B I R AR B
EpRE . EENE FEMMEENEL, Ba
A T BOHE R S A AT (58
AT BERILEZ), KrE AN Multi-
Krum A 8 AR & 1 7 s A 2R B (SR 3
B, JFARAE ) Im 22 S0 sk AT A 3l Al
B A A, R A A T A E Y
TRk e AR N AT (5 %5 7 2 5l 2k

WK R 22 2T B O P O BT B 19 8 H
b, R EECT AT DG I A R ok 5 e AR A A g
SIA I —FHED, AP SR T8l B
VRIS T R A TR A . PRI
> FR R 1 T NN K A 1 Ak D 97 A AL A
(L300, e e e B2 5 18 S R WU o 1) AP T p
Sh, CHMATFERIRE &R, AL
O A T 7 By 4 R R B, S
BLBR S 22 ST B A PR A& B B 45 5 AL BT 2
IERESSERINITI PG

6 [XtheEBL RS ST AT

6.1 XEREEMLS

X e 17y EL A 1T S 2 S 3 iR 039, g
F L ISR R LL 22 A mT ISR HOAS T B S 7
A RMHAC RS T Z ML G EXEEH, W
8 o (R ART T A0 AT DR AT 5 4% R B0 IE RS
B 0 A R e 460 5 5 55 1 X B 4 B 1 0y
K. BT HF IR MU, XEUBEC )T N
TREW N . WEEM . BT RS AL 51
SN W EAE . B JGEMT MR A A, X
BLBE R IE7E SUE 5 S P ST T I5C 5 A
ﬁ[134’135] i

X B o Frp b, ATiBH. BE 4 HEARTAR
] S Y e 113334, B R 645 (Peer to
Peer, P2P) WM&, ANFEEEE =5 BN HO T
KB W AL, BT 1 iR 0 X e
) ARk 5 A {6 15 IX B 1 5030 T DL 9 3L R
s BAREE BIEE R AT, ERT DL N
FH P BB FAE B OR b7 1Al N3RS [X P 45 4 17
fith BB R AR HME B 4L

X P2 — Ao A KA, A TAEAH
PR — e B RIK I EIA, I 56 4 A5 A2 il
ERGERF XYL . R T RS A S
[, I E M B N HR AT LAYE A AR 25K 1 1
SURNIONSCE T 1 H A T X R G FA
A, RariMERH 25, @w, XEaEn bl
KB N=25, MIRAXEEE. B X SREERMA
L HLEE .

A XA E S, SAHE ML,
RAEFELMTEALTREZT, XEWEREGR

B A BRI Z M 48 FE 05 [ JL KA. [FIE,
A BE B0 A AR SR AR, RFZX
LBk 10 BT B 4T N Bk sh R & RTIB BRI . AR,
RE B BRI R E AR 52 2 B

Tk B X BBl AT R N B B B, BRI I
B FFH LA TS XEGE E B A CRPAA AR Ak
PIXHHLAD . B EE & B A A FAR AL
HI I FAA S

AFLXIBERIFRNA B, EAFT, &
A NFRET DAAE B AR B L NI BB, I
Z 5UUT R [ ALK . BRRE A BUK
Vg2 A G ANARERTEAENEUN, BA
RRZ& R LA, A B ERIE SRR AR . SR
M, EAFHEE LTS MEEAR, FovizE
HERXERP, TELAHERZZSERK.

A AR R BE A OV T e, RO EAT]
AR T B P AR B X R X 4 2 AT 3RAF R AT
TE X BBERI N A, 2R AT AR X BB Y
W EKEM.

6.2 XIREFELFF S

X BBt 5 2= S M gs A=A T BB R 2
v X HesEBCH %2 3] (BlockchainFederated
Learning, BCFL) 1351381 BCEL figtvhk 7454 FL
TG — 2L @, E o, HHOMnTBFE FL HEs
B X PG DLSEEL, X EMRE T R A ST DA
B oA s X Rk RS, 2REARNEES T
PERT DLH X B 5 ok 5E pl, AT v il 1 48 A X
JIR 55 2% R BRL OB T T SR A FL RGEAN ] 5
PR gk, X g T DL RS 5 AE A FL
FEALIGAEALH], AT SEBLAE 4 R Y 58 A 2 /i )
Bo S B s L 35 0 B P AS s R B e 8L e, X
Bk o] DI RO Szt FL 257 i i 22 i 20 ie,  BAE%
i F st S AU 2 5 AR ) 5109

BCFL ZE/b HA7fn N —tefl S0, 1) Xk
ARG SR A 2R ] DLk B0 R BB, BCFL R4
BRI RAT LA Z AR IAT; 2) Al dEfs
P oT LLd I I uE AL H 45 2L g, 7R R G i
IR Hr 2w/, AW A TSR, JOF HA R
WA RS 5 ERBEMNES: 3) BMEIHLE] AT K
Sl 22 5B M E IR, e (i,
ERM) R 2R mS 5N, & E)
B v 1 S UM R e s 4D A OCEUE BUE BT
PATE /A s AR B A AL 5, — BRI R 7E
A RIKA b, AR MERE R L. RN, RAUE S
A] DA i) g3 A S Ak R A SR, AT 3 s )]
e

X B A BRI 22 2] 1 45 A 3 BRI 8 =M
AIHELE P, 5242884 BCFL (Fully Coupled
BCFL, FuC-BCFL) . ZFf*#4%& BCFL (Flexible
Coupled BCFL, FIC-BCFL) Fl#A B4 4 BCFL
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risks and challenges, such as application risk by algorithm
security, algorithm opacity by black-box model, decision bias

by data discrimination, and privacy disclosure by data abuse.
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These problems directly affect the confidence of the society
and the public on Al, and restrict the deployment of Al
applications. From the perspective of academic research, the
research of trusted Al includes security, explainability, fairness,
privacy protection and so on. ML is an important method to
realize Al, and trusted ML is the core technology to build
trusted Al system. Federated learning (FL) is a distributed ML
solution for model training coordinated by multiple clients
(users) in the central server (aggregator), where each client has
its own data set for the user. Traditional ML involves gathering
data from these clients together and training the model from the
aggregated data set. In FL, there is no need to collect the data
of each client. Instead, the participating users train their local
models locally, and upload the local model parameters to the
server, which then aggregates the global model parameters
(according to different FL architectures, and publish them to all
participants for the clients. FL is a good solution to data silos
and data privacy problems, which has attracted great attention
from academic researchers and industrial applications.
Influenced by the nature and technical characteristics of ML
itself, the prediction and decision-making of ML will inevitably
produce bias or unfairness, which has gradually attracted the
attention of scientific researchers, industrial practitioners and
the public. In the decision-making process, fairness refers to the
absence of any prejudice, preference, discrimination or
injustice based on the inherent or acquired characteristics of
individuals or groups. Therefore, an unfair algorithm is one
whose decisions are biased against individuals or specific
groups, which leads to unfair treatment of the individual or
disadvantaged groups and damages the interests of them.

Fairness is endowed with richer connotation under the FL
framework. The fairness of FL has two meanings: cooperative
fairness and model fairness. FL with one or more aspects of
fairness is called fair federated learning or fairness-aware FL.
Through a systematic review and comprehensive analysis of
recent research work, this paper explains the concepts,
definitions and metrics of fairness in FL; In the framework of
the client selection, model optimization, contribution
evaluation and incentive mechanism of fair FL, the design
methods of fair FL are expounded; From the perspective of
trusted Al, the hybrid design of fairness, privacy and robustness
of FL is discussed, and the architectures of blockchain enabled
fair FL are illustrated. Finally, the main problems, challenges
and research hotspots regarding fair FL are presented. Recently,
there are several review articles regarding FL, but they only
focus on some aspects, and the scope of review is not
comprehensive enough. The work of this paper benefits from
the research experiences of the NSFC general projects and key
projects hosted by the author in recent years. These projects
have carried out a lot of research on formal methods, artificial
intelligence, machine learning, knowledge engineering, big
data of urban governance, and big data of education. The author
has published some works, such as “formal method of software
development” and “ordered binary decision graph and
application”, and some academic papers. Researchers can fully
understand the research status of fair federated machine
learning at home and abroad from the work of this paper, and it
is helpful to guide interested researchers in this field to realize
the state of the art of fair federated machine learning and to

grasp the topics of further research.



